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C
Executive Summary

hina is pushing aggressively to be a global 
leader in financial technology. Over the last 
several years, use of mobile payment platforms 

has exploded in China while cash transactions have 
declined. At the same time, global interest in the devel-
opment of central bank digital currencies (CBDCs) has 
also risen, with dozens of central banks now researching 
ways to offer digital versions of their fiat currency to 
ordinary citizens. The People’s Bank of China (PBOC) 
is leading in these efforts, aiming to release a central 
bank digital currency of its own. This CBDC system, 
which the Chinese government calls Digital Currency/
Electronic Payment (DCEP), will likely enable the 
Chinese Communist Party (CCP) to strengthen its 
digital authoritarianism domestically and export its 
influence and standard-setting abroad. By eliminating 
some of the previous constraints on government data 
collection of private citizens’ transactions, DCEP rep-
resents a significant risk to the long-held standards of 
financial privacy upheld in free societies.

The PBOC’s DCEP strategy is motivated by a number 
of factors. The dominance of private mobile payment 
firms in China has given such companies an outsized 
role in retail commerce, making them indispensable to 
the economy. The PBOC is seeking a digital currency 
to harness the market share and technological innova-
tion of private financial firms and to gain better access 
to information about the financial activities of Chinese 
consumers. DCEP is also part of China’s geopolitical 
ambitions, and CCP officials frame the progress of 
DCEP as similar to advancements in other strategically 
important emerging technologies, such as artificial 
intelligence and robotics. DCEP’s development also 
comes against a backdrop of China’s broader push to 
internationalize the renminbi.

Few technical details about DCEP are publicly 
confirmed. The PBOC has indicated that DCEP will 
have a two-tier structure, with the PBOC managing the 
back-end infrastructure while employing banks and 
other companies to aid in distribution to the public. 
It is clear that, despite much initial PBOC discussion 
about distributed ledger infrastructure, DCEP will not 
use blockchain as part of its design. DCEP is also likely 
to allow for some basic programmability involving its 
transactions and to offer users the opportunity to access 
the currency via software wallets. Despite some official 
statements and reporting about these general features, 
much of the precise operational architecture is still 
being worked out.

It is also clear that the Chinese government hopes 
to leverage DCEP for the CCP’s domestic political 
agenda. Whereas PBOC officials have indicated that they 
will harness huge amounts of DCEP data to enhance 
monetary policy and monitor for illegal activity, offi-
cials higher in the Chinese government have stressed 
DCEP’s value as a tool for enforcing party discipline. 
PBOC officials also have said that DCEP will have “con-
trollable anonymity,” allowing the central bank to see 
all of the transactions taking place while maintaining 
privacy among transacting parties. However, the system 
will also enable the CCP to exercise greater control 
over private transactions, as well as to wield punitive 
power over Chinese citizens in tandem with the social 
credit system. Additionally, although a number of PBOC 
officials hope DCEP will help drive internationalization 
of the renminbi, DCEP is unlikely to do so by itself in 
the short term.

The PBOC is in position to launch the largest digital 
currency project of any major economy. DCEP pilot tests 
have been underway since mid-2020 in several localities, 
and a number of state-owned banks and technology firms 
are building interfaces and distribution systems for the 
platform. The PBOC hopes to make DCEP available for 
wider use around the time of the 2022 Winter Olympics, 
which will be hosted in Beijing.

With China’s quick progress in developing and testing 
the system, U.S. policymakers must closely track DCEP’s 
development and act strategically to address its potential 
to further the CCP’s coercive power and its influence in 
the evolving global financial system. Although DCEP is 
not likely to displace the U.S. dollar as a global reserve 
currency, it may serve as a model and standard-bearer 
for other countries to emulate. The United States might 
not necessarily need to create its own CBDC, but it must 
adapt to the quickly changing payments space, under-
stand the geopolitical implications of this technology, 
influence its development, counter the DCEP’s threats 
to political and economic liberty, and ensure that finan-
cial technology innovation does not further China’s 
digital authoritarianism.
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C
Introduction

hina is pursuing global dominance in financial 
technology.1 The country’s central bank, the 
People’s Bank of China (PBOC), is developing 

a digital version of the renminbi that it intends will 
replace its physical currency. Through this project, 
Beijing is aiming to advance China’s technical and 
economic prowess, strengthen Chinese Communist 
Party (CCP) control over the Chinese population, and 
counter U.S. financial influence around the globe. And 
while numerous central banks are conducting central 
bank digital currency (CBDC) research and pilots, 
China’s effort is the most advanced of any large, major 
economy to date. 

Chinese officials call the project Digital Currency/
Electronic Payment (DCEP), and it fits as part of the 
CCP’s strategy to use “informatization” to “vigorously 
develop the digital 
economy” and 
transform China 
into a “cyber 
superpower.”2 In 
September 2020, 
the state’s economic planning agency published a stra-
tegic guidance document calling for government and 
industries to seek “digitalization and intelligentiza-
tion.”3 DCEP—which will collect and analyze big data 
around users’ daily transactions—supports that aim. 

This digital currency push is a major step in 
expanding the party’s digital authoritarianism, adding 
real-time financial data into the CCP’s strategy for 
technology-driven governance.4 Undoubtedly, the 
PBOC’s progress with DCEP will complement—and 
most likely bolster—Beijing’s endeavor to leverage 
artificial intelligence and big data for stronger domestic 
surveillance.5 What will be more difficult for Beijing 
is to convince the rest of the world that its new digital 
renminbi makes Chinese currency any more attractive 
for global finance. 

This report will explain China’s domestic and 
international ambitions in developing a CBDC, review 
the main technical framework of DCEP and how the 
PBOC and private firms are working to implement it, 
and discuss the ways this digital currency project adds 
to the CCP’s authoritarian toolkit. Although DCEP 
has received much international press coverage, most 
media reporting has not addressed how it fits into the 
CCP’s broader political and economic strategies. Only 
recently have policy research institutions outside of 
China begun to offer rigorous analysis and ground 

truth about DCEP. This work complements the in-depth 
research by the Australian Strategic Policy Institute, 
which released a comprehensive report on DCEP in 
October 2020.6

With China as the world’s second biggest economy, the 
move to a fully digital renminbi is undeniably momen-
tous. Unlike digital payments today, in which banks 
and payment companies must credit and debit the bank 
accounts associated with online and mobile transactions 
(often taking days), DCEP transactions will be authen-
ticated immediately. The move also will arm China’s 
economic planners with a range of data that no other 
government has ever been able to efficiently assemble. 
DCEP will also potentially enable easier cross-border 
transactions for Chinese currency, which could enhance 
Chinese firms’ flexibility in global trade. The digital cur-
rency’s technical architecture will allow for real-time or 
near-real-time financial surveillance of all users’ trans-

actions, something 
currently not 
feasible by any 
country in today’s 
global banking 
system. DCEP 

is not just a technical experiment. It is a giant leap for 
the CCP’s control and influence in Chinese society. U.S. 
policymakers need to understand this technology and 
the monetary policies around it in order to devise foreign 
policy that sufficiently addresses the CCP’s evolving 
domestic and international power. 

DCEP will bolster Beijing's endeavor to 
leverage artificial intelligence and big data 
for stronger domestic surveillance.



ENERGY, ECONOMICS & SECURITY  |  JANUARY 2021
China’s Digital Currency: Adding Financial Data to Digital Authoritarianism

3

C
Beijing’s Motivations

hina’s push for DCEP comes from a twofold 
motivation: to promote domestic economic 
dynamism, but with greater state control, and to 

gain strategic positioning and influence globally. The 
domestic aim is immediate, focused on making tangible 
shifts in how China’s economy operates and in what data 
can be collected and analyzed from citizens. This aim is 
part of the CCP’s quest to “informatize” the economy. 
The international aim is long term and more aspirational, 
driven by Beijing’s sense that progress in digital currency 
is a critical next stage of geopolitical technology compe-
tition. The PBOC’s progress in the domestic goal feeds 
the international one, however, because many nations are 
also considering how to develop central bank digital cur-
rencies. DCEP offers a potential model for other central 
banks to emulate and, along with the technology itself, 
could help the CCP export its authoritarian practices  
and capabilities to other countries.

Pursuing Dynamism 
for a Cashless Domestic Economy
Use of cash is already becoming rarer throughout 
China.7 A 2019 PBOC report identified a 50 percent 
growth in volume in cashless transactions from the 

previous year, growing from about 220 billion transac-
tions to roughly 331 billion transactions.8 The PBOC is 
developing DCEP to support the bank’s stated aim to 
remove coins and banknotes from public circulation 
and promote monetary efficiency. In 2016, then-PBOC 
Governor Zhou Xiaochuan explained in an interview 
that the PBOC planned to eventually replace physical 
renminbi cash with a digital renminbi that would be 
cheaper for the government to manage.9 PBOC Deputy 
Governor Fan Yifei argued, also in 2016, that a state-run 
digital currency could benefit from many of the tech-
nical features of such independent cryptocurrencies 
like Bitcoin without exhibiting their downsides.10 Fan 
specified that a “legal digital currency” could “reduce 
operating costs, increase efficiency and enable a wide 
range of new applications” without cryptocurrencies’ 
volatility and anonymity of use.11

Much of what the PBOC envisions in developing 
DCEP could be considered a central banker’s dream.  
Fan proposed that a state digital currency would improve 
China’s financial system by making it easier to measure 
currency circulation and thus calibrate monetary policy. 
He also said it would help banking authorities super-
vise anti-money-laundering and know-your-customer 
requirements and foster financial innovation.12 The 
previous head of the PBOC’s Digital Currency Research 

An individual uses a QR code to make payment at a market in Beijing. The use of mobile payment platforms has exploded in China in recent 
years. (Kevin Frayer/Getty Images)
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Institute (DCRI), Yao Qian, specified in a 2019 
research paper that a central bank digital currency 
would be “traceable and programmable” and would 
allow financial authorities “to track and monitor 
how CBDC circulates after issuance,” something not 
plausible with cash.13 Officials have said that DCEP 
will help with financial inclusion by enabling digital 
transactions in remote rural areas.14 Unlike the digital 
and mobile payments in use today, DCEP will essen-
tially be a digital banknote, redeemable just like a 
cash bill, but with user and transaction data recorded 
by the central bank.15

PBOC officials are also mindful of the growing 
influence of private sector fintech on the Chinese 
economy and see DCEP as a way to reassert state 
dominance into the domestic payments space. But the 
Chinese government wants to harness, not undercut, 
the private sector’s success. Yao emphasized that the 
central bank was concerned that private Chinese 
internet firms such as Ant Financial and Tencent 
were becoming “too big to fail,” given their increased 
role in commerce.16 Yao published a seminal paper, 
“A Systemic Framework to Understand Digital 
Currency” in 2018, in which he wrote, “[T]he reality 
is that the private sector has already taken a lead ... 
There is no doubt that this is a result of the impres-
sive innovative power on the part of the private 
sector. But this also means that the central bank has 
to catch up.”17 Yao also stated that a digital currency 
should make “money smarter” and that “the issuance 
of CBDC to end users is significant to building a 
better payment system, to maintaining financial sta-
bility and to enhancing [the] central bank’s authority.” 

DCEP is, thus, the CCP’s attempt to bring critically 
important financial infrastructure more directly 
under the central bank’s control. As Yao stated, “It 
is absolutely feasible for the central bank to draw on 
modern technologies and reuse modern information 
networks and financial infrastructure, to innovate the 
issuance and circulation mechanism of fiat money, to 
create CBDC, to optimize the payment function of fiat 
money and to reduce reliance on payment services 
offered by the private sector.”18 However, the PBOC is 
not planning to totally disrupt China’s private fintech 
companies. In fact, the central bank’s strategy is to 
incorporate those firms into DCEP architecture.19 So 
the CCP is bolstering private firms while strength-
ening the government’s foothold in the economy. 
It is also seeking to give Chinese users more digital 
payment options, especially after banning cryptocur-
rency “initial coin offerings” a few years ago.20

Positioning China for Geopolitical Competition
DCEP also fits into Beijing’s strategic global competi-
tion—and conflict—with the United States. Although in 
public statements, PBOC officials generally focus on the 
project’s domestic utility, they have sometimes described 
what they perceive to be its geopolitical implications. 
At a United Nations information technology conference 
in New York in 2018, Yao presented slides showing how 
China’s digital currency would work.21 His ending slide 
likened digital currency progress to China’s advances in 
robotics, big data, and artificial intelligence. Yao posited 
digital currency as part of “the Next War,” referring to 
an article in The Economist of the same title that dis-
cussed technology’s role in the rising tensions between 
the United States and its major-power adversaries, 
including China.22

In late 2018, PBOC researchers published an article 
on CN Finance, a PBOC-run publication, pushing for 
the development of a renminbi digital currency to help 
offset economic threats to China.23 The authors argued 
that private U.S.-dollar-based stablecoins prevalent in 
the market could increase the dollar’s global dominance 
and hurt the renminbi’s international use.24 This piece 
was published before the Facebook-initiated Diem 

Cash use has declined in China over the last several years as mobile 
payment use has increased rapidly. Major state-owned banks and 
technology companies are now working with the PBOC to test and 
implement China’s national digital currency. (VCG/VCG via Getty 
Images)
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stablecoin project, which is linked to a basket of cur-
rencies, including the dollar, was announced in 2019. In 
mid-2020, Mu Changchun, the successor to Yao Qian at 
the DCRI, argued the DCEP would prevent Libra—the 
original name for Diem—from encroaching on China’s 
monetary system.25

At a conference in Shanghai in late 2019, the vice 
chair of the China Center for International Economic 
Exchanges, Huang Qifan, framed China’s digital currency 
project as a bulwark against U.S. financial and political 
influence in the SWIFT interbank financial messaging 
system.26 SWIFT facilitates most of the world’s global 
banking transfers. Huang argued that developing DCEP 
would help China guard against the U.S. ability to 
“exercise global hegemony and carry out long-arm juris-
diction” through SWIFT.27 

China is seeking a stronger foothold in the global 
financial system of the future. Beijing aims to counter 
the U.S. role as standards setter, cultivate Chinese 
government leadership in international engagement on 
digital currency technology, and potentially offer tech-
nological know-how to other interested nations. Martin 
Chorzempa of the Peterson Institute for International 
Economics has argued that China is trying to set 

international standards on CBDCs and gain an advantage 
against any potential international competitors, whether 
from state-based or private digital currencies.28

Leading the Global Interest in CBDCs
China’s development of a CBDC is also occurring within 
the broader context of central banks reassessing their 
national payments systems and updating them for the 
digital age. In the race among large economies to launch 
a state digital currency, China appears to be farthest 
ahead in testing and scope. Survey data collected by the 
Bank for International Settlements (BIS) from early 
2020 indicate that, among the 63 central banks they 
surveyed, over 80 percent are now engaged in research 
or experimentation with CBDCs, up from only around 
60 percent in 2017.29 According to the BIS survey, many 
central banks, similar to the PBOC, are motivated to 
explore CBDC because of declining cash use, the possi-
bility for more direct transmission of monetary policy, 
and the possibility of increasing the robustness and 
safety of digital payment infrastructure. Additionally, 
CBDCs could help countries limit concentration in the 
payments system and promote innovation.30 However, 
few central banks have advanced as far as the PBOC, 
with the BIS data showing under 10 percent of surveyed 
central banks in the process of testing or implementing 
a CBDC. While a number of smaller countries, including 
Uruguay, Sweden, and the Bahamas, have led in testing 
pilot versions of CBDCs, China is the first major economy 
to pilot a state-based digital currency.31

Among major advanced economies, the approach to 
CBDC has been much more cautious and focused on 
researching various technical and legal design consid-
erations. The Bank of England, citing concerns about 
declining cash use, released a discussion paper in March 
2020 outlining the factors it is considering in its CBDC 
exploration.32 The Bank of England concluded that more 
research was needed “to be clear that the net benefit for 
payments users, the financial system, and society as a 
whole would outweigh any risks.” Advanced-economy 
central banks have also focused on the difficulties in 
managing privacy in CBDC design, with the Bank of 
Canada releasing a study in mid-2020 outlining a variety 
of privacy options for CBDCs.33

In comparison, the United States has lagged behind 
in exploring CBDC. The Federal Reserve seemed largely 
resistant to advancing serious research into CBDCs 
until Governor Lael Brainard indicated in an August 
2020 speech that the Fed is collaborating with the 
Massachusetts Institute of Technology to explore and 
test a possible CBDC for the United States.34 Federal 

Then-Governor of the People’s Bank of China Zhou Xiaochuan 
(left) and Party Committee Secretary of PBOC and Chairman 
of the China Banking Regulatory Commission Guo Shuqing talk 
during a news conference in Beijing. Zhou played a major role in 
the development of DCEP in its initial stages.  
(Etienne Oliveau/Getty Images)
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KEY PLAYERS FOR DIGITAL 
CURRENCY/ELECTRONIC PAYMENT (DCEP)  
PLANNING, INFLUENCE, AND IMPLEMENTATION

Digital Currency Research Institute (数字货币研究所): This 
branch of the People’s Bank of China (PBOC) directs 
research and development efforts of China’s DCEP project. It 
was established in 2014 and is currently under the leadership 
of Mu Changchun. 

Financial Stability and Development Committee (金融
稳定发展委员会): This committee was created directly 
under the State Council in 2017 as part of the Chinese 
Communist Party’s (CCP) emphasis on regulatory control. 
The FSDC oversees both financial agencies and security 
agencies. Through the FSDC, financial bodies, such as 
the China Securities Regulatory Commission and the 
State Administration of Foreign Exchange, engage with 
party security bodies, such as the Central Commission for 
Discipline Inspection, the Ministry of Public Security, the 
Publicity Department of the CCP Central Committee, and 
other agencies.36

Central Commission for Discipline Inspection (中央纪律检
查委员会): The highest internal control agency within the 
CCP,37 this powerful anti-graft agency has an authority equal 
to, if not greater than, that of the major CCP authoritative 
bodies, such as the State Council, the National People’s 
Congress, the Supreme People’s Court, and the Supreme 
People’s Procuratorate.38 This commission—highly influential 
on internal security matters—has issued a video interview 
with Mu, director of the DCRI, describing DCEP as a tool to 
prevent corruption and misconduct by party members.39

Various State-Owned Banks and Firms: Many state firms 
are involved in the implementation and testing of DCEP. 
The “big four” banks are the Industrial and Commercial 
Bank of China, Bank of China, China Construction Bank, 
and Agricultural Bank of China. The “big three” network 
operators distributing DCEP include China Telecom, China 
Mobile, and China Unicom. 

Yi Gang (left), deputy governor of the People’s Bank of China, and Zhou 
Xiaochuan (third from left), then-governor of the PBOC, attend a news 
conference with other financial regulators at the Great Hall of the People 
in Beijing. Zhou and Yi have regularly advocated for DCEP and have been 
key players in its development over the last several years. (Lintao Zhang/
Getty Images)

Notable Individuals of Influence 
Zhou Xiaochuan (周小川): Governor of the PBOC 
from 2002 to 2018. He sits on crucial central leading 
small groups (LSGs) under the central committee: 
the Central LSG for Comprehensively Deepening 
Reform, the Central LSG for Finance and Economy, 
and the Central LSG for Internet Security and 
Informationization.40 

Guo Shuqing (郭树清): Party committee secretary of 
the PBOC.41 He is also the chair of the China Banking 
Regulatory Commission. While the PBOC governor 
runs the bank’s operations, the party secretary has the 
final say in strategic decisions. He has argued for the 
CCP to integrate and oversee supervision mechanisms 
at all levels of China’s financial system.42 

Yi Gang (易刚): Governor of the People’s Bank of 
China since 2018. He has been a deputy director of the 
Central LSG for Finance and Economy since 2014 and 
was formerly the director for the State Administration 
of Foreign Exchange from 2009 to 2016.43 

Yao Qian (姚前): Former director and founder of the 
DCRI, who has written numerous academic papers 
on central bank digital currency. He currently is the 
general manager at the China Securities Depository 
and Clearing Corporation (CSDC).44 Yao has been a 
prominent advocate for using blockchain technology 
for CBDCs, although the PBOC no longer appears to 
support a blockchain-based design for DCEP. Under 
his leadership, the CSDC is spearheading initiatives 
to adopt blockchain into China’s financial securities 
sector.45 

Mu Changchun (穆长春): Current director of the DCRI. 
He was formerly head of the PBOC’s Payment and 
Settlement Department.46

Fan Yifei (范一飞): Deputy governor of the PBOC since 
2015. He was formerly the executive vice president at 

China Construction Bank. 

Li Lihui (李礼辉): Head of the blockchain 
research unit at the National Internet 
Finance Association of China, an 
organization under the PBOC, and former 
president of Bank of China.47 He has argued 
that global regulators need to collaborate 
over digital currencies.48

Zhou Li (周力): Senior fellow at the 
Chongyang Institute for Financial Studies 
of Renming University and former deputy 
minister of the International Liaison 
Department of the CCP. He has written 
about the need to counter the U.S.-led 
global financial system by decoupling the 
renminbi from the dollar.49

Wang Zhongming (王忠明): Former CCDI 
member and former deputy director of 
the China Social Security Fund. Wang is 
another key CCP influencer who pushes 
publicly for integrating DCEP into the 
Chinese market and financial system.50 
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2014

2015

2016

2018

2019

2020

2017

DURING 2014
The PBOC establishes a dedicated research team to 
explore the feasibility of a national digital currency.

BETWEEN JANUARY AND SEPTEMBER 2016
The PBOC expands and formalizes its research team into 
the Digital Currency Research Institute (DCRI). It registers 
its first series of patents and publishes articles on 
digital currency.

BETWEEN JANUARY AND JUNE 2017
The PBOC becomes the first central bank to conduct 
central bank digital currency technical trials.

MARCH 2018 
PBOC Governor Zhou Xiaochuan steps down after nearly 
16 years and is replaced by Yi Gang.

AUGUST 2019 
DCRI director Mu Changchun claims the DCEP is 
“almost ready.”

OCTOBER 2019
President Xi Jinping urges the continued development 
of blockchain technology, but says it should be done for 
Chinese technological advantages more broadly, not 
necessarily to integrate into DCEP.

MAY 2020
PBOC Governor Yi Gang announces that the DCEP will be 
ready in time for the 2022 Beijing Winter Olympics.

AUGUST 2020
The Commerce Ministry announces an expansion of the 
DCEP trial program to also include additional cities and 
provinces, as well as Hong Kong and Macau.

JANUARY 2016
The People's Bank of China (PBOC) sets a formal 

goal to establish a digital currency.

BETWEEN JANUARY AND OCTOBER 2018 
Yao Qian joins the China Securities Depository and 

Clearing Corporation, although he publishes an op-ed 
that still lists him as DCRI director.  Meanwhile, Mu 

Changchun is appointed Institute director while 
remaining the deputy director of the Payment and 

Settlement Department.

APRIL 2020
Yi Gang confirms trial programs of DCEP in Shenzhen, 
Suzhou, Chengdu, and Xiong’an in small-scale services 
with digital wallet test apps for phones distributed by 

the Agricultural Bank of China.

OCTOBER 2020
O¡cials in Shenzhen hand out 50,000 DCEP digital 
packets (each worth roughly $30) to locals who applied 
to join a lottery.

JULY 2020
Ride-hailing service Didi Chuxing partners with the 

PBOC to test the DCEP, but no o¡cial timeline 
is announced.

SEPTEMBER 2020
PBOC deputy governor Fan Yifei says that only 

commercial banks will o¥er DCEP exchange services.

DECEMBER 2020
Suzhou city o¡cials distributed $3 million worth of 
DCEP also via a lottery, allowing residents to spend 

roughly $30 each through their smartphones. People 
were able to transact using DCEP with or without 

an internet connection.

SEPTEMBER 2019
PBOC Governor Yi Gang says there is no timetable 

for rollout and that other essential features 
(such as anti-money laundering measures) are still 

under development.

DECEMBER 2019
The PBOC announces its next trial program 

conducted by the “big four” state-owned 
commercial banks and the “big three” network 

operators to distribute the DCEP.

CHINA’S DIGITAL CURRENCY/ELECTRONIC 
PAYMENT (DCEP) DEVELOPMENT  
MILESTONES
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The PBOC wants to tap the 
private sector’s well-established 
technological innovation and 
operational prowess.

C
Official DCEP Details Are Scarce

hinese officials are pushing for DCEP to be 
widely available in 2022. Insight into how DCEP 
is likely to operate comes mostly by piecing 

together a variety of statements and research documents 
by PBOC officials; the PBOC has not released any white 
paper that explains the project’s technical details. In the 
absence of an official DCEP blueprint document, several 
articles about CBDC framework, design, and issuance 
must serve as proxies for PBOC plans. The most 
relevant scholarly articles are papers written by Yao 
Qian between 2017 and 2019, mostly while he headed 
the DCRI. When senior PBOC officials have discussed 
DCEP in speeches and interviews, their comments have 
aligned with much of Yao’s CBDC writings. This report 
draws heavily on those papers, speeches, and inter-
views, as well as press articles in Chinese-language and 
China-focused media.

If the PBOC does publish technical information about 
DCEP, it will no doubt withhold details that it deems 
sensitive. In 2016, then-PBOC governor Zhou explained 
that operational details about how the bank prevents 
counterfeiting are “national secrets,” whether for fiat 
currency or digital currency.51 Many other elements 
will likely be guarded, given the cybersecurity risks that 
come with a digital currency, as well as concerns about 
global competition and first-mover advantage.52 

DCEP to Have a Two-Tier Structure
Despite the lack of public information about its oper-
ational details, DCEP’s basic framework is clear. The 
PBOC is planning to issue DCEP in a way that will allow 
the central bank to create and manage the back-end 
properties of the digital currency while leveraging 
commercial firms for its public distribution. In this 
two-tier structure, the central bank will create the 
actual digital renminbi, but people will acquire the 
currency through software wallets provided by financial 

firms. PBOC officials wrote publicly about this two-tier 
model as early as 2016.53 Given the CCP’s emphasis on 
increasing oversight over the entire Chinese financial 
system, this architecture—though bifurcated—is likely to 
give the Chinese government significantly more influ-
ence over domestic economic activity and the private 
sector in particular. 

More recently, DCRI head Mu described the motiva-
tion of a two-tier structure at length at a financial forum 
in the city of Yichun in August 2019.54 He explained that 
if the central bank disbursed DCEP directly to users, 
it would bring single-point-of-failure risks and pull 

business away from private financial institutions, thus 
disintermediating the commercial banking sector. Also, 
the PBOC wants to tap the private sector’s well-estab-
lished technological innovation and operational prowess, 
particularly given the size and complexity of China’s 
economy and the nation’s vast geography.

A PowerPoint slide presented by Yao in 2018 illustrates 
the two-tier structure succinctly.55 It shows commercial 
banks obtaining the digital currency from the central 
bank and providing it to users through software appli-
cations. The currency circulates between users on the 
application rails offered by the private banks. 

See page 9 of Yao Qian’s 2018 presentation demon-
strating the two-tiered CBDC system.

Another slide details the differences in responsibility 
between the two tiers. It presents the central bank as 
responsible for verifying ultimate ownership of the 
digital currency, liquidity management of supply, anti-
money laundering, auditing, and big-data analysis of the 
entire system. Commercial banks will conduct know-
your-customer and data analysis of their users, process 
payments, and manage the users’ wallets, as well as 
facilitate withdrawals and deposits. 

See page 10 of Yao Qian’s 2018 presentation demon-
strating the proposed business framework of the 
two-tiered CBDC system.

DCEP Likely to Have No Blockchain Elements
Rather than unveiling a fully developed DCEP, the 
PBOC appears to be designing just the basic technical 
rails for the digital currency and relying on private 
sector market competition to determine the particulars. 

Reserve Chair Jerome Powell indicated similar caution 
during testimony before the U.S. House Financial 
Services Committee in June 2020, stating that the 
Federal Reserve needed to more actively study CBDCs 
but was not yet committing to developing or imple-
menting a digital dollar.35 In this context, China’s CBDC 
progress is likely to offer Beijing some first-mover 
advantage as it develops deeper knowledge about 
the technology, benefits from study of its policy and 
economic impacts, and, potentially, influences global 
standards on CBDCs. 

https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
https://cointelegraph.com/news/fed-chair-on-cbdc-we-need-to-understand-it-first-and-best-but-is-he-too-late
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PBOC officials since late 2019 have stressed that they are 
being “technologically neutral.”56 The bank has assessed 
previous technological waves and is wary of premature 
investments that could be undermined by further innova-
tion. Former PBOC governor Zhou remarked in a speech 
in 2019 to Tsinghua University’s School of Finance that the 
bank made mistakes in the 1980s, such as overinvesting 
in satellite technology when terrestrial communications 
were deemed too expensive57—terrestrial communication 
costs soon dropped significantly when fiber optic cables 
developed. Similarly, the PBOC invested heavily in massive 
physical data storage centers in the 1990s, only to have 
those facilities become less needed as cloud computing 
arose. Thus, the PBOC is aware of the vagaries of tech-
nological shifts and reluctant to put all its eggs into one 
technology basket. 

Although the DCRI focused heavily in 2017 and 2018 on 
blockchain, or distributed ledger technology (DLT), more 
recent PBOC statements show the bank steering away from 
DLT for its digital currency. When Yao headed the DCRI, 
his public research proposed a CBDC that would rely on 
DLT and core nodes controlled by the central bank.58 Some 
PBOC patents filed during that time emphasize DLT.59 
However, Mu—formerly the PBOC’s deputy director 
of payments and settlement—who replaced Yao, said in 
September 2019, 
“Whether it is 
a blockchain or 
a centralized 
account system, electronic payment or so-called mobile 
money, the central bank can adapt to any technological 
route you take.”60 But Mu was inflexible in one element 
of design: that the chosen system must support at least 
300,000 transactions per second. Alipay, a Chinese third-
party mobile payment platform established by Alibaba 
Group, reportedly can handle as high as 250,000 transac-
tions per second.61 

Later, in November 2019, Mu said on a panel at Hong 
Kong FinTech Week, “Our prototype was actually based on 
pure DLT, but then we found that the DLT is not suitable 
for our [digital currency].”62 In February 2020, Mu wrote 
that blockchain technology would not work “for high-con-
currency scenarios such as traditional retail payment.”63 
Instead, he stressed that the DCRI planned to push block-
chain innovation solely for financial applications with 
lower transaction volume such as trade financing, supply 
chain management, and digital invoice trading. 

The biggest indication that DCEP’s complete technical 
design remains somewhat undetermined is that Chinese 
regulators have offered contradictory proposals about 
DCEP. Although Yao moved to become the head of the 

China Securities Depository and Clearing Corporation in 
late 2018, he still penned an article in April 2020 proposing 
ways that CBDC could use blockchain technology without 
eliminating central bank control.64 Industry press noted 
that the PBOC had not shown any signs of taking on Yao’s 
more recent proposal.65 

There have been numerous press reports about DCEP 
describing it as structured as “one coin, two repositories 
[also translated as “vaults” or “addresses”], and three 
centers.”66 The coin would be the digitized renminbi itself. 
The two repositories are described as separate data storage 
entities: one for the central bank and another for commer-
cial banks. The central bank also reportedly would run the 
three centers: a registration center to record identities of 
CBDC users, an authentication center to manage identity 
control of users and financial institutions, and a big data 
analysis center to track systemwide behavior to identify 
illegal transactions.67 However, while this model clearly 
was the construct for the DCEP prototype, it may not be a 
precise blueprint moving forward. Mu Changchun dis-
missed the idea when he stressed DCEP’s technological 
neutrality in 2019.68 

In early 2020, Chinese researchers Yang Xiaochen and 
Zhang Ming, both associated with state-affiliated academic 
institutions, reviewed many of the PBOC’s DCEP-related 

patents and noted that 
“the actual system is 
still in the R&D and 
testing stage, and 

the system framework and interaction process are still 
highly confidential.”69 Aspects of DCEP are clearly still 
being fleshed out, and PBOC patents simply are snap-
shots showing the experimentation process.70 Yang and 
Zhang surmised that the initial prototype patent focuses 
on the central bank’s internal operations whereas later 
patents show the prototype’s refinement and DCEP’s 
outer-layer interactions. 

The PBOC’s more recent patents illustrate four compo-
nents, as Yang and Zhang point out: a central management 
system, digital currency issuance system, quota control 
system, and currency terminal.71 In this framework, the 
central bank provides quotas for disbursal of digital 
currency to commercial banks, based on some specifica-
tions. When a user wants to send an amount of DCEP to 
another user, the system does not transfer it per se, but 
erases the amount in that user’s account and makes the 
same amount available to the new user. Yang and Zhang 
assessed this method as a “compromise between trace-
ability and storage space requirements.” The evolving 
design most likely reflects the PBOC’s aim to ensure DCEP 
sustains high volume for everyday retail transactions.

According to the PBOC, DCEP must support 
at least 300,000 transactions per second.
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Commercial banks and 
payment interface companies 
should be able to introduce 
programmable applications 
around DCEP transactions.

DCEP Likely to Have Some Programmability
For users, DCEP’s most relevant innovation will likely 
come from the currency’s programmability, some-
thing conventional electronic payments mostly lack. 
PBOC officials stress that “smart” contracts as part 
of the DCEP code will be minimal, given the tradeoff 
between currency programmability and transactional 
throughput. This means that intricate programming 
will not be possible as it is with such blockchain-based 
digital currencies as Ethereum, where the code 
enables a range of potentially complex operations.72 
Nevertheless, DCEP will still be mathematical code. 
As Yang and Zhang note, DCEP essentially is a “string 
of numbers.”73 This means that commercial banks 
and payment interface companies should be able to 
introduce programmable applications around DCEP 
and its transactions. 

For example, software developers will likely be able 
to write separate programs to make DCEP micropay-
ments, transactions in smaller amounts than possible 
in conventional electronic payments. The smallest 
unit of renminbi is one fen. Parties today are unable 
to transact in half a fen, just as U.S. dollar holders 
cannot purchase something for half a penny. As a 
digital currency, DCEP will not have such limitations. 

The innovations will come more from the ability to 
write computer commands where DCEP is simply an 
input in the program, rather than programming the 
DCEP code itself. For example, developers may be 
able to program if-then actions in which payments 
execute according to basic conditions specified in 
code. Commands might involve executing payments 
according to precise times or other external mile-
stones or reference data. However, just as many 
smartphone applications used today were incon-
ceivable while the smartphone did not exist, new 
programs and applications involving DCEP payments 
may not be identified until DCEP is launched 
and used widely.

Users to Transact with DCEP  
through Software Wallets
One aspect of DCEP’s operation is definitive: users 
will spend the currency through digital wallets. These 
wallets will be software applications built on personal 
devices such as smartphones. Leaked proof-of-con-
cept screenshots of the DCEP app put to trial by the 
Agricultural Bank of China show it with QR codes and 
barcodes for sending and receiving payments.74 

Unlike conventional bank accounts, DCEP wallets 
will also likely reside within internet of things 
devices, including home and vehicle sensors. Mu in 
2020 posited an example where a car’s license plate 
could be assigned its own software wallet, which 
would pay the vehicle’s toll and parking fees.75 In 
theory, this level of customization would enable 
significant innovation in the Chinese payments space, 
expanding on the already advanced cashless payment 
applications that private firms offer in the country.

The PBOC intends for DCEP wallets to allow 
offline payments76—that is, transactions between 
devices even if they lack an internet connection at 
the time. Parties reportedly will be able to transact 
simply by tapping each other’s phones.77 This means 
that users could spend DCEP while in no-signal areas 
such as remote rural villages, airplanes, or under-
ground parking.78

Zhao Leji (left), politburo member and current chair of the Central 
Commission for Discipline Inspection (CCDI), participates in the 
second plenary meeting of the second session of the 13th National 
People’s Congress. The CCDI is a major influencer in China’s DCEP 
development. (Lintao Zhang/Getty Images)
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The PBOC will become a 
possessor of a significant data 
trove to combine with its tools 
for censuring and surveilling 
individuals.

Strengthening the CCP’s Hand

DCEP is likely to be a boon for CCP surveillance in the 
economy and for government interference in the lives 
of Chinese citizens. DCEP transactions will contain 
precise data about users and their financial activity, 
all easily accessible to the PBOC. The central bank—as 
the registrar and verifier of the digital currency—will 
likely be able to cut off access to DCEP funds in order 
to punish or coerce any user. The CCP has already 
begun to increase its punitive powers within the central 
bank, running an internal team from the Central 
Commission for Discipline Inspection (CCDI) within 
the PBOC that investigates graft.79 DCEP would help 
the CCP solidify authoritarian control and crackdowns 
on dissident groups.

Exploiting DCEP Big Data
The most valuable asset that the PBOC will gain by 
deploying DCEP is big data. Former governor Zhou 
remarked that “the financial industry is essentially an 
information industry,” pointing out that data processing 
drives key activities such as pricing financial products 
and stock trading.80 China released a three-year fintech 
development plan in late 2019, prioritizing big data and 
artificial intelligence for the financial sector.81 The plan 
calls on the country to advance “a new pattern of finan-
cial data fusion application and promote the construction 
of a nationwide integrated big data center.”82

The digital renminbi will essentially be a data set con-
taining an array of information about transactions and 
users. PBOC modeling of DCEP shows that each digital 
currency token held by users would be constructed with 
a cryptographic algorithm expression, with various data 
inputs, such as information on the owner of the token.83 
Not all of the data will be available to those transacting 

in DCEP, but they will all be available to the central 
bank, according to its early proposed design sketches 
and most technical reports about DCEP.84 PBOC officials 
have stressed that the new currency will protect privacy 
between users, but that the central bank will be able to 
analyze transactions to identify perpetrators of crime.85 
Mu has remarked that the digital currency will strike 

a balance between securing privacy and allowing for 
authorities to combat money laundering, tax evasion, 
and terrorist financing.86 As an example, he noted that 
the DCEP system’s artificial intelligence will be able to 
monitor for illegal gambling by taking into consideration 
transactions with gambling-like patterns happening 
late at night.87

But DCEP data offers China more than just finer-tuned 
monetary policy and improved anti-money laundering. It 
will give the CCP unparalleled insight into the Chinese 
peoples’ personal finances and significant levers to carry 
out punitive state action. In addition to basic information 
about users and transactions, it is possible that various 
metadata associated with users’ movements and devices 
could also be infused with such big data. The PBOC will 
become a possessor of a significant data trove to combine 
with its tools for censuring and surveilling individuals. 

Controlling Anonymity
PBOC officials have described DCEP’s user privacy as 
“controllable anonymity” since at least early 2018.88 Yao 
later elaborated on the term, explaining it as a “front-end 
voluntary, back-end real name” system.89 Users will be 
able to reveal their identities to counterparties or not, 
but will have to register their real names in order to use 
the currency in most cases. The only way to use a wallet 
without providing identity information will be for small 
transactions, according to Mu.90 This means that the 
PBOC will place transaction limits on truly anonymous 
wallets and probably use transaction monitoring to 
guard against users trying to disguise a large transaction 
by breaking it up into smaller ones below the limits. 
To transact above the limits, users will have to register. 
Thus, the PBOC will be able to “achieve traceability 
under certain conditions and ensure that regulatory 
technologies such as big data analysis are useful.”91 Yao 
summed up how the CBDC will give the PBOC unpar-
alleled access to the public. In his 2018 paper, he wrote 
that a CBDC would “cut intermediary links in currency 
operation. In this way, central banks are able to reach out 
to end users, offering a new way for economic control.”92

Although the PBOC will know users’ identities, pre-
cisely how this process will work is unclear. The PBOC 
may or may not have access to such data instantaneously. 
Deputy Governor Fan Yifei commented in early 2018 that 
the companies that issue the digital currency to users 
would send all transactional data to the PBOC daily.93 
However, most PBOC descriptions of a proposed CBDC 
structure describe the central bank as the repository of 
all DCEP data. For example, Yao’s 2018 slide presentation 
includes a table showing the central bank having data 
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access on all DCEP clients.94 No matter how DCEP is 
finally implemented, the PBOC will most likely retrieve 
and analyze all transaction data regularly, as a matter of 
course. DCEP will streamline and centralize the bank’s 
access to information that it currently cannot collect 
directly from transactions moving through China’s 
third-party payment companies, such as Ant Financial 
and Tencent.95

See graphic on controllable anonymity on page 22 of 
Yao Qian’s 2018 presentation, which shows the PBOC 
with full access to digital currency data.

Controlled anonymity will be a new tool in the author-
itarian toolkit. No central bank or financial institution 
in the world has had such universal access to financial 
data before. Privacy laws in democratic nations and all 
major market economies prevent this kind of intrusive 
collection of data. And authoritarian states have never 
been able to fully apply technology to collect such minute 
financial information on their citizens. 

Deploying DCEP to Tighten Grip on Party  
and Public
DCEP is likely to become a critical CCP instrument for 
enforcing top-down control on party officials, especially. 
In June 2020, the CCDI posted an article explaining 
that DCEP would help counter bribery and corruption 
and other crimes that “cannot be tolerated.”96 Citing 
Mu, the article explains how DCEP would enable 
better “funds tracking” with users’ real names attached 
to transactions of interest. Since 2012, President Xi 
Jinping has intensified efforts to crack down on party 
corruption and misconduct.97 Xi’s campaign has helped 
to consolidate party power and would benefit from a 
centralized method to monitor and interdict transactions 
by party members.98

Most likely, the CCP will infuse its social credit system 
into DCEP. The government already keeps a list of 
“unreliable” persons and entities, which affects citizens’ 
access to real estate, insurance, and other financial 
products.99 In September 2020, the manager of the China 
Construction Bank’s fintech lab spoke on a virtual panel 
and stated that the fintech projects her group was devel-
oping would incorporate China’s “blacklist.”100 Recently, 
residents in Inner Mongolia expressed that local officials 
threatened to take away jobs and social security benefits 
of parents who kept their children home from school in 
protest of new state restrictions on Mongolian language 
instruction.101 The local CCP authorities declared that 
those violating this restriction would be placed on the 
list of unreliable persons.102 The PBOC is already testing 
DCEP as a way to disburse government salaries and 

subsidies. The bank’s centralized monitoring and control 
of DCEP wallets would make it easier for it to cut off 
users’ ability to transact. 

Seeking Renminbi Internationalization
Although China will likely be able to compel DCEP 
adoption domestically, doing so internationally will 
be difficult and contingent on many external factors. 
Although the government’s desired level of renminbi 
internationalization is unrealistic in the near future, 
Beijing will likely pursue a number of measures to 
promote international DCEP adoption. It may encourage 
foreign tourists to use DCEP wallets in the country 
and also may be able to compel Chinese students and 
tourists abroad to pay for Chinese goods and services 
with digital renminbi wallets.103 However, such activity is 
unlikely to cause massive foreign adoption. Consistently, 
Chinese tech applications that are popular domestically 
have faced stiff competition in developed economies.104 
Foreign companies are reluctant to use renminbi in 
financial transactions because of China’s strong capital 
controls105 and because the yuan settlement system is 
not connected with China’s foreign exchange settlement 
system.106 Beijing has been trying to overcome this issue 
by making its currency more accessible and transactable 
across borders.

Beijing could seek to get foreign companies to pay in renminbi 
to Chinese firms through DCEP cross-border transactions, which 
would bypass the U.S.-dollar-dominant foreign exchange process 
and could be monitored more closely by the PBOC. (Getty Images)

https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180718/Documents/Yao%20Qian.pdf
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These efforts may provide 
marginal benefits in 
internationalizing the 
renminbi over time, but they 
are unlikely to offset the 
larger economic and political 
impediments that make 
China’s currency less practical 
for international transactions.

Whereas international retail adoption of DCEP may 
be a challenge for China, the country may have more 
sway in building business-to-business use of DCEP 
across borders. China has been pushing to internation-
alize the renminbi and simplify cross-border payments 
in support of its Belt and Road Initiative, which touches 
138 countries.107 However, the majority of Belt and Road 
projects continue primarily to use the U.S. dollar.108 
China accounts for roughly a fifth of global GDP, but the 
renminbi represents only about 2 percent of interna-
tional payments.109 Although Chinese officials have not 
publicly spelled out a strategy for leveraging DCEP for 
the Belt and Road Initiative or for displacing the U.S. 
dollar as an international reserve currency, DCEP’s 
ease of cross-border use would appear to provide some 
support for that aim.

In the current renminbi issuance model, commercial 
banks enter into repurchase agreements with the PBOC 
to borrow or return liquid assets through mortgage 
of eligible assets.110 It appears likely that Beijing will 
seek to encourage foreign companies to pay renminbi 
to Chinese firms through DCEP cross-border transac-
tions and eliminate the U.S.-dollar-dominant foreign 
exchange process. China is already promoting increased 
renminbi use for cross-border transactions under Belt 
and Road.111 For example, China expanded bilateral 
local-currency swap programs to over 20 countries and 
established renminbi settlement banks in eight Belt and 
Road nations, seemingly to promote renminbi use over 
the use of the U.S. dollar.112 Additionally, China estab-
lished 56 economic cooperation zones and 12 free-trade 
agreements with more than 10 Belt and Road countries 
in Europe and Asia. An increase in service invoices 
charged in renminbi may encourage participating Belt 
and Road nations to incorporate renminbi into their 
own national bank currency reserves.

One Chinese financial services entrepreneur opined 
that DCEP will be a “magic weapon” against the per-
ceived overreliance on U.S. currency abroad.113 A shift 
away from the dollar will be accelerated if firms in Belt 
and Road Initiative countries agree to this payment 
method. Success, however, will depend on variables 
such as other countries’ overall preference for the 
renminbi, trust in DCEP, and long-term alignment with 
Belt and Road Initiative projects. However, small-scale 
import-export traders in some countries are likely to 
find DCEP quite helpful for their day-to-day business. 
Press reporting shows that Nigerian businesses that 
import Chinese supplies often use bitcoin for their pur-
chases.114 Some Nigerians say that the cryptocurrency, 
despite its volatility, is more effective for cross-border 

transactions with China because it is difficult getting 
sufficient Chinese foreign exchange through the 
Central Bank of Nigeria.115 If Nigerian traders are 
able to acquire DCEP, it will likely facilitate seamless 
payments to Chinese suppliers. 

Other digital currency projects in the region 
could bolster DCEP’s internationalization. In par-
ticular, one Chinese tech investor who serves on the 
National Committee of the People’s Consultative 
Conference proposed a “Hong Kong–based cross-
border stablecoin” to settle transactions between 
China and Hong Kong, Japan, and South Korea.116 It 
is plausible that DCEP would be the Chinese asset 
for such a multi-currency basket and would help 
integrate DCEP into Hong Kong finance. This effort 
is separate from the PBOC’s planning, and it is only 
a proposal. But it would complement a broader push 
by the CCP to strengthen Hong Kong’s economic ties 
with the mainland.117 

Also, in mid-2020, the managing director of the 
Monetary Authority of Singapore mentioned that 
Singapore was discussing ways to collaborate with the 
PBOC on digital currency.118 Singapore is prioritizing 
CBDC innovation as a way to make cross-border 
payments more efficient and secure. For the past 
few years, the Monetary Authority of Singapore 
has been piloting CBDC technology between other 
central banks as part of this aim.119 Although wary 
of Chinese financial dominance in its economy, 
Singapore has been open to strategic economic 
partnerships, including the promotion of renminbi 
internationalization.120 

Overall, these efforts may provide marginal 
benefits in internationalizing the renminbi over 
time, but they are unlikely in the short term to 
offset the larger economic and political impedi-
ments that make China’s currency less practical for 
international transactions.
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T
Testing and Implementation

he PBOC began testing its digital currency in April 
2020, with pilot programs in four Chinese cities: 
Shenzhen, Suzhou, Chengdu, and Xiong’an.121 In 

August 2020, China’s Ministry of Commerce announced 
that the pilot program would eventually expand to 
Beijing, Tianjin, Guangdong province, and a number 
of other regions in central and western China.122 Initial 
trials of DCEP involved the Chinese government’s pro-
viding portions of local civil servants’ travel subsidies 
in digital currency.123 In October 2020, PBOC Deputy 
Governor Fan Yifei revealed in a speech that the equiv-
alent of $162 million in transactions had been processed 
as part of the pilot program.124 Although some statements 
from officials imply DCEP is now ready for full imple-
mentation, a body of reporting suggests that testing 
remains in its early phases.125 In fact, it appears the main 
goal is to prepare the DCEP for wider use, including 
by foreign visitors, during China’s hosting of the 2022 
Winter Olympics in Beijing.126

While initial testing is focused on providing the digital 
currency directly to public employees, a number of major 
financial companies and non-financial corporations are 
reportedly involved in broader DCEP implementation. 
At least five banks appear to be involved in some form 

of testing. Various press reporting indicates that the 
Agricultural Bank of China, China Construction Bank, 
Industrial and Commercial Bank of China, and Bank of 
China—all state-owned banks—are key implementation 
partners for DCEP.127 China Construction Bank also 
indicated to local press in China that it was testing an 
interface for DCEP.128 Similarly, Yao’s 2018 slide presen-
tation also named Industrial and Commercial Bank of 
China and Bank of China, along with other banks, as key 
partners for testing DCEP system.129

In addition to banks, a number of technology com-
panies are supporting DCEP implementation as part of 
its planned two-tiered structure. Press reporting indi-
cates that Ant Financial’s Alipay and Tencent’s WeChat 
Pay, the two dominant mobile payments platforms in 
China, are likely to be involved in facilitating access to 
DCEP, and Ant Financial executives have confirmed 
they are involved in discussions with PBOC officials 
about the project.130 

Additionally, in early July 2020, Didi—the major 
ride sharing app in China—announced it had agreed 
to a cooperation agreement with the PBOC to explore 
the possibility of integrating DCEP into its platform.131 
Meituan, a major food delivery platform in China backed 
by Tencent, announced in July that it was similarly 
exploring ways to fuse the CBDC into its platform.132 

Deputy Governor of the People’s Bank of China Fan Yifei (left) attends a 2022 Olympic Games commemorative coin-issuing ceremony in 
Beijing. The PBOC views the 2022 Winter Olympics as a key milestone for promoting wider use of DCEP. (Lintao Zhang/Getty Images)
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Although the PBOC is 
keeping blockchain out of 
DCEP, other powerful organs 
of the government are 
building capacity to make 
China a global leader in the 
technology.

Also, Chinese e-commerce firm JD.com is reportedly 
working with the PBOC to develop apps to support 
the DCEP.133 These collaborations allow the PBOC 
to leverage the significant resources and expertise of 
major banks and technology firms in catering to con-
sumers, which the PBOC is less equipped to do.

The PBOC wants DCEP ready for more wide-
spread use during the 2022 Winter Olympics, but the 
small scale of the current pilot program, the difficulty 
in replacing physical currency, and the size of China’s 
financial system make it unlikely that DCEP will be 
universally implemented within two years.134 It is 
more likely that a rollout of DCEP will occur in stages 
over several years, with an extended period of time 
before it is fully integrated into the financial system. 

Although the PBOC is keeping blockchain out of 
DCEP, other powerful organs of the government 
are building capacity to make China a global leader 
in the technology. This blockchain push, though 
happening away from DCEP, is another example 
of China’s outpacing its global competitors in new 
technology. Xi announced at a Politburo meeting in 
late 2019 that he considered blockchain technology 
a core innovation that he wanted to see accelerated 
in China.135 In early 2020, the State Information 
Center, part of China’s economic planning apparatus, 
created the Blockchain-Based Service Network 

(BSN), a project that offers cloud data platforms 
to support distributed ledger technology develop-
ment.136 China is promoting BSN as the back-end 
tech for blockchain developers around the world to 
build applications.137 BSN claimed in a blog post that 
its network costs would be cheaper than blockchain 
developers would find elsewhere.138 BSN has an 
English-language website, but it is essentially “one 
network, two systems.”139 The Chinese government is 
constructing the network so that domestic users will 
not be able to access any permissionless applications 
on it, given Beijing’s ban on trading permissionless 
blockchain tokens, such as bitcoin. This system is 

similar to the bifurcated system China has for its broader 
internet use.140 Global developers will be able to create 
such permissionless blockchains for activity outside 
China, however. 

BSN is China’s investment in an alternative techno-
logical platform that it assumes will become critical for 
the economy of the future. Several international block-
chain projects, including ones led by mostly Western 
blockchain developers, are integrating with BSN’s data 
backbone.141 And outside of the relatively new push 
with BSN, Chinese state institutions since 2016 have 
launched an array of non-digital currency-related 
blockchain projects, including those for trade finance, 
accounts receivable lending, and electronic invoic-
ing.142 Beijing’s municipal government released a plan 
for the city to become a blockchain hub by 2022, coin-
ciding with the Winter Olympics.143 While not directly 
related to the CBDC, these efforts reflect China’s aim 
of building a cohesive digital economy, which would be 
powered by DCEP.
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C
Policy Recommendations

hina’s progress in building a CBDC shows that 
new technological shifts in global finance are not 
likely to remain on the fringes. The United States 

may not find an advantage in creating its own digital fiat 
currency, but it should have a strategy for addressing the 
national security and financial stability implications of 
other countries’ doing so. China’s advance in DCEP could 
give it leverage in influencing other nations’ CBDC or other 
payment system pursuits. Such influence could undermine 
U.S. efforts to support global standards around financial 
integrity, privacy, and political freedom. The following are 
steps U.S. policymakers should undertake to respond to the 
rise of the CCP’s digital currency effort.

Mount a diplomacy campaign urging Chinese 
government transparency and restraint in using 
DCEP for punitive measures. 

The U.S. Department of State should launch a messaging 
campaign that calls for the Chinese government to explain 
publicly how DCEP user data are collected and managed. 
Also, the State Department should track and highlight 
cases where the PBOC infringes on human rights by cen-
soring user transactions. The United States should support 
nongovernmental organizations that raise awareness about 
DCEP’s authoritarian impact on Chinese citizens. 

Monitor risks from DCEP data collection  
on U.S. persons. 

Since using DCEP means directly providing personal 
data to the CCP, U.S. officials should be as concerned 
about DCEP’s collecting data in the United States as they 
have been about the social media app TikTok acquiring 
Americans’ personal information—if not more. An outright 
ban on Americans’ use of DCEP is probably not feasible, 
because many Americans with relatives in China may 
need to rely on the platform, just as they rely on Chinese 
payment apps, such as Alipay and WeChat, to send money 
to family. U.S. policymakers should assess whether DCEP 
use in the United States begins to extend much beyond 
Chinese diaspora communities and, if so, whether it is 
appropriate for the U.S. Department of Commerce to insti-
tute measures to restrict DCEP usage or broader, general 
restrictions on how financial data from U.S. persons can 
be collected by foreign entities. One key development to 
watch out for would be a significant rise in the internation-
alization of the renminbi, which would likely also increase 
DCEP’s global adoption.

Prioritize CBDC developments within the  
U.S. national security apparatus. 

The White House National Security Council, in coor-
dination with the National Economic Council, should 
ensure that the U.S. National Security Strategy clearly 
defines the risks arising from CBDC deployments and 
lays out the U.S. direction for assisting, influencing, or 
responding to such efforts. In considering CBDCs as 
a security issue, the U.S. should articulate how it will 
continue to help maintain the integrity of the global 
financial system should they become more common. 
Also, the U.S. Department of the Treasury should ensure 
that the National Illicit Finance Strategy treats CBDCs 
as an emerging component of the international finance 
system and evaluates their illicit finance risks.144 

Assess the U.S. private sector’s ties to China’s 
digital financial authoritarianism. 

Many U.S. companies are intertwined with China’s tech-
nology industry as investors, partners, subsidiaries, or 
recipients of Chinese private investment. The Commerce 
Department’s Bureau of Industry and Security, in close 
coordination with the U.S. intelligence community and 
Treasury Department, should identify and track the 
Chinese tech firms significantly involved with DCEP 
design and implementation. They should assess whether 
it is appropriate to introduce actions to require dis-
closure or licensing of U.S. firms involved with fintech 
tools, such as DCEP, that directly strengthen the CCP’s 
authoritarian activities and restriction of human rights, 
or otherwise to limit or unwind those firms’ involvement. 
And while assessing U.S. private sector ties to China’s 
digital financial system, the U.S. government should also 
listen to U.S. firms’ perspectives about any push factors 
drawing U.S. investors and talent to Chinese financial 
technology ventures over domestic ones—and consider 
ways to foster more local fintech innovation. Also, U.S. 
financial regulators should solicit and incorporate 
expertise from the private sector in responding to CBDC 
developments from China. 

Lead CBDC standard-setting. 

Even if the United States chooses not to launch a 
CBDC in the near future, the Federal Reserve should 
continue its research on CBDCs, and the United States 
should provide leadership in the international dis-
course and planning around them. Recently, the Bank 
of International Settlements released a report, written 
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by eight banks, that outlined motivations and risks of 
developing CBDCs.145 The United States should work 
with other market economies by engaging with other 
central banks and should build on that work to articu-
late a framework around CBDC design that goes beyond 
technical standards. The framework should prioritize 
protection of personal privacy and safeguard against 
government abuse of user data, in tandem with global 
standards for anti-money laundering and combating 
the financing of terrorism. This framework should be 
promoted as an alternative to the digital authoritarianism 
in the CCP’s DCEP model. 

Fine-tune economic statecraft for CBDCs. 

The U.S. Treasury Department’s Office of Foreign Assets 
Control should examine the links to U.S. jurisdiction, 
even if remote, of DCEP and other CBDCs to evaluate 
whether and how the United States can apply sanctions 
tools to CBDCs. The U.S. Commerce Department’s 
Bureau of Economic Analysis should study how trade-re-
lated enforcement actions against foreign CBDCs would 
affect the U.S. fintech sector. The departments should 
participate in joint tabletop scenario exercises simulating 
the challenges of implementing U.S. financial coercion 
tools in a financial system where many nations use 
CBDCs domestically and internationally. U.S. financial 

authorities should use the results of these exercises to 
identify any strategic or tactical adjustments needed in 
deploying economic statecraft. Also, the Office of the 
U.S. Trade Representative should study the ways inter-
national shifts to CBDCs might affect existing trade 
regulations and bilateral investment agreements. The 
U.S. Internal Revenue Service should also assess how 
foreign nations’ CBDC accounts would affect U.S. tax 
evasion overseas and hinder or enhance foreign finan-
cial institutions’ adherence to the Foreign Account 
Compliance Act.

Promote deeper academic research into the 
economic impacts of CBDC technology. 

The Bureau of Economic Analysis and the National 
Science Foundation’s Division of Social and Economic 
Sciences should provide grants for graduate-level 
research into CBDCs. The topics of research should 
address implications for monetary policy, financial sta-
bility, employment, retail commerce, financial privacy, 

and financial access. Such grants should be 
offered as part of internships or fellowships 
for master’s and PhD students in economics, 
finance, business, and computer science. 
Moreover, the two institutions should collab-
orate to establish cross-discipline research 
centers or initiatives in addition to individual 
grants, to take advantage of potential spill-
over effects from research clusters. They also 
should create a public education campaign to 
share the results of the research in order to 
familiarize public and private stakeholders 
with the economics around fintech develop-
ments and to encourage follow-on research 
and policy work. 

China’s advance in DCEP could 
give it leverage in influencing 
other nations’ CBDC or other 
payment system pursuits.

International financial organizations participate in an 
Organization for Economic Co-operation and Development 
regulatory forum in Beijing. The U.S. government should lead in 
standard-setting and regulation in the CBDC space to safeguard 
user data and comply with global anti-money laundering 
standards. (Lintao Zhang/Getty Images)
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Conclusion

lthough many operational details about China’s 
DCEP are still evolving, it is clear that the rapidly 
advancing project is a key to the Chinese govern-

ment’s grand fintech strategy and is likely to enhance its 
digital authoritarianism. Although it is unlikely that the 
DCEP system will foster broader renminbi internation-
alization, absent other legal and economic reforms in 
China’s financial system, it still poses serious risks to U.S. 
national security interests. DCEP will give China the lead 
in harnessing computer-science-based financial tech-
nology for its economy. The relatively real-time financial 
data and control afforded to the PBOC by the system 
will give the CCP greater control over private Chinese 
companies and citizens, both within China and abroad. 
As Beijing attempts to export DCEP and its related tech-
nology, all while many nations are exploring CBDCs, the 
Chinese government may gain powerful influence in the 
development of the future global financial system. These 
risks should serve as a call to action for U.S. policymakers, 
to better understand how CBDCs more broadly will 
function and to spearhead the development of standards 
around them, to closely monitor DCEP’s launch, and to 
address the risks to data privacy and political freedom 
infringed upon by DCEP’s growth. If the United States 
wants to counter China’s growing digital authoritari-
anism, it must adapt economic statecraft to address the 
technologies transforming the global financial system. 
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