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@ Learning Points

Research Challénges of Blockchain Proof of Concept
Background BIM and loT Data
Integration



® Research Background

* The integration of BIM and loT

provides significant end-to-end

benefits
- Data silos have impacted the
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loT Environment

BIM Environment

centralized, unintegrated

database system across two or

multiple repositories

Fragmented data - file-based

system creates data reliability
and interoperability issue

vulnerable to attacks

from data theft and malicious

activities

Security

BIM and IOT Data S|IOS Source Author (2020)



® Research Background

Data harmonization using Blockchain
applications aims to building

* Relationship — between shared
environments for more connected
BIM & loT

* Trust - Allows data to be shared
while providing reliability, security,
transparency, and privacy for data
owners to maintain control of their
build assets and access

- Leverage the end-to-end
benefits of information provided by
harmonizing data silos and o el A R R IR R T
democrats access to data Anatomy of Technology




@ BIM & loT integration
Challenges

Traditional Common Data
Information Environment
Sharing (CDE)



Does CDE change how
data is shared and
governed?




@ BIM & IoT integration

Challenges

id first_name last_name email date_time file_format bim_projects
25t Gass 1Gass2@T63.com 372072027 NURCIT Overhiold
244 Brynna Clue belue1z@infoseek.cojp 2/21/2020  AcNibhFusce,jpeg Zontrax
245 Hagan Benian hbenian5a@netscape.com 12/18/2019  QuamA.mp3 Vagram
246 Grace Checchetelli gehecchetelli2h@com.com 2/23/2020  Nibh.mpeg Bytecard
247 Krissie Munsey kmunsey2v@owly 7/20/2020  Proinppt Tresom
243 Oona Hannam ohannam3w@salon.com 3/28/2021  AmetlustoMorbi.ppt Pannier
249 Marylou Gives mgives10@spotify.com 3/14/2021  NequeSapienPlacerat.mp3 Overhold
250 Wallace Cacacie weacacier@engadget.com 5/13/2021  Convallisppt Zamit
251 Theodoric ~ O'Hear tohear3x@shop-projp /25/2021  Maecenas.mpeg Trippledex
252 losep Clissold iclissold3y@ucsd.edu 7/11/2020  Pedelibero.txt Domainer
253 Tera Welfare twelfarez@gmpg.org 12/31/2019  LoremidLigula.iff Stronghold
254 Kingsly Danher kdanher4y@edublogs.org 2/21/2020  Proin.mp3 Tempsoft
255 Cazzie Gabbett cgabbett3k@cbslocal.com 4/9/2021  Nequeppt Viva
256 Violette Ellor vellor1i@howstuffworks.com 1/2/2021 Axls Treeflex
257 Amara Stovell astovellTk@google.cn 6/15/2020  Vivamus.mp3 Tin
258 Marget MacPike mmacpike53@weebly.com 1/3/2021 Quis.gif Overhold
259 Eleonore Wardley ewardley3s@aol.com 8/1/2021  LaciniaSapienQuis.pdf Zontrax
260 Aimil Bramhill abramhill21@flavors.me 7/17/2021  EstCongue.mp3 Vagram
261 Leta Rushsorth Irushsorth1r@scribd.com 1/26/2021  Orciluctus.ppt Bytecard
262 Cristine Tomisch ctomisch1j@fc2.com 4/28/2020  Tellus.mpeg Tresom
263 Yancy Corradeschi ycorradeschi2z@dmoz.org 10/16/2019  VelPedeMorbixls Pannier
264 Stefanie Viles sviles3g@wix.com 10/27/2019  LobortisLigula.mov Overhold
265 Gwyneth Karpfen gkarpfen3t@cyberchimps.com  12/19/2020  NullaEgetEros.ppt Zamit
266 Adelle House ahousely@123-reg.co.uk 12/5/2019  PlaceratPraesentBlanditmp3  Trippledex
267 Kimberlyn  Congram keongram1s@washington.edu  12/7/2020  VestibulumAliquetUltrices.mp3  Domainer
268 Imelda Aindriu iaindriu40@symantec.com 1/12/2021 Bibendum. iff Stronghold
269 Lorine Tolmie Itolmieda@com.com 5/24/2020  Sapien.ppt Tempsoft
270 Addie Belbin abelbin5f@bravesites.com 8/14/2021  AtLoreminteger.ppt Viva
271 Kendre Rawne krawne3u@youtu.be 6/15/2020  SedSagittisNam.mp3 Treeflex
272 Hillery Spleving hsplevingm@51.la 6/16/2021  LoremVitaejpeg Tin
273 Melita Harry mharry4@slate.com 9/27/2019  Injpeg Overhold
274 Nanny Marjanovic nmarjanovic26@vk.com 4/13/2020  DuiVel.ppt Zontrax
275 Saundra Giblin sgiblinx@elpais.com 11/23/2020  Ametavi Vagram
276 Nelle Bandy nbandy3a@soup.io 1/5/2020  ConsequatDuiNecxls Bytecard
309 Leta Rushsorth Irushsorth1r@scribd.com 7/30/2020 nQuisjusto.mp3 Overhold
310 Orbadiah Paragreen oparagreenle@kickstartercom  2/29/2020  Turpis.doc Zamit
311 Christophoru Dubble cdubble47@pen.io 4/23/2021  Primisin.doc Trippledex
s
312 Josefina Spelman jspelman57@soup.io 3/3/2020  VelNullaEgetmpeg Domainer
313 Fulvia Pallasch fpallasch2e@bravesites.com 9/10/2019  TurpisAmpeg stronghold
314 Shayne Aggiss saggissq@cnbc.com 2/26/2021  LoremVitae.gif Tempsoft
315 Calv Marlor cmarlor45@google.co.uk 3/19/2020  Rhoncus.mp3 Viva
316 Penn Cattach pcattach3q@123-reg.co.uk 8/18/2021  ViverraPedexls Treeflex
317 Lia Piche Ipiche4h@businessweek.com AugueVestibulum.avi Tin
318 Ingra Addinall iaddinall3z@bluehost.com 7/25/2020  AntelpsumPrimis.mp3 Overhold
319 Morgen Tattersdill mtattersdillv@ycombinator.com  5/3/2021  FaucibusAccumsanOdio.gif Zontrax
320 Ruth Cicconetti rcicconetti39@dailymailcouk  7/9/2021  SedSagittis.ppt Vagram
321 Banky De Gogay bdegogay2n@webmd.com 12/11/2019  SemperSapien.mov Bytecard
322 Roselia Hegerty rhegerty1x@huffingtonpost.com  4/21/2020  AliquamNon.mp3 Tresom
323 Olympe McWard omcward0@indiatimes.com 3/6/2021 n.mp3 Pannier
224 Aimil Bramhill abramhill21@flavors.me 3/21/2021  QuisquePorta.mov Overhold
325 Lucy Belden Ibelden4u@engadget.com 8/25/2021  AugueASuscipit ppt Zamit
326 Jerrilee Groven jgroven3@blog.com 2/3/2020  Vitaelpsum.mpeg Trippledex
327 Melissa G mgammidge54@. com  9/7/2021  NullaAcEnim.mp3 Domainer
328 Sapphira Engelmann sengelmann30@adobe.com 4/7/2021  ViverraEgetCongue.pdf stronghold
329 Lewes Whinney Iwhinney34@paginegialle.it 7/16/2020  VelitNecNisi.xis Tempsoft
330 Madlen Heisler mheisler2i@reuters.com 6/10/2020  LacusMorbiQuis.tiff Viva
331 Dione Playfair dplayfairdg@bloglovin.com 6/7/2021  EulnterdumEu.txt Treeflex
332 Eleonore Wardley ewardley3s@aol.com 7/2/2020  EratNullamov Tin
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BIM management complexity. source author 2020)

CDE issues

Lack of clarity regarding roles and
responsibilities, interoperability, etc.
Not immutable resulted anomalies
and data redundancy

File-based not a databased system
Resource intensive for version-
control, audit table, access log
creation etc. and impossible to verif
Raising trust issues

Silo in collaboration



@ BIM & loT integration
Challenges

* |oT is a system that employs
interconnected smart devices to
transfer data using internet

« |oT data is inherently
heterogeneous and noisy by
nature because of different
hardware, operating systems, used
software and gateway requirements

* Vendor no incentive to share
data/market with their competitors.
Data locked in-silo caused
interoperability issues
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LOCk‘|n S||O Source Author (2020)



@ Re-thinking BIM and loT -
Integration

» Consider approaches that
can establish the end-to-
end collaboration via a
single source of truth that
can enable relationship,
trust, analysis and informed

deC|S|On maklng ( ) S|ng|e SOUI’CG Of Tl’uth Source Author (2020)
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Data STFUCTU I'@. source Threehouse (2021)



Blockchain technology
emerged as a disruptive
innovation to democratic

data sharing.




Blockchain

What is Blockchain?
* Not a Cryptocurrency

- Digital Ledger
Record transactions

Cryptocurrencies changed how we see
money, perceived value and ownership.

LEDGER
ACCOUNT TYPE

Jr. Ty Lokt ot Band | Moo Vs I-foe

Prade | Datnde Dt Eradt Rl

I Jans | Grening, Balance o deo s | b
3= Jan | Lot Recejss, Josonal 372058 /4,381 |54 | B
30 Jan | Loask Pragvants, Josenal 16,468 153 Zo88 @ | &
28.Finb | Lark Racaole Jotemal 18,870 oz 178303 | B
2855 | Coack Pagmanis, Joseral 543 23 2,780\20) &
Sl Mar | Loack Rucaipts Fosemad 38,410\ /3 25827 f0 | B
e ﬁ-&?WJmM — T e il

CASH L.l | i I SN Pl 15

TRANSACTION DATE

1118

2116

TRANSACTION DETAIL REFERENCE DEBIT CREDIT BALANCE

Expenses for Jan Ref#1 $100.00 $100.00

Tax withheld Ref#2 $110.00 ($10.00)

Traditional Ledger. source 1BM (2021)



Blockchain

Blockchain Digital Ledger

- Immutable - Each transaction
contains a hash of the previous
transaction thus making it very
difficult to tamper with
Transparent - permitting users
read-only admission to prior
dealings and the capability to
review the content

* Distributed - shared and
synchronized across network

* Decentralized - distributing and
dispersing power away from a
central authority

The

m Etherscan

Transactions

Blocks. source Fabio José (2018)

Txhash / Block / Token / Ens

HOME BLOCKCHAIN ~ TOKENS v RESOURCES v MORE ¥

Page 1 of 10000 = Next @ Last

TxHash Block Age From To Value
0x3cf36945ae87b21... 6192835 22 secs ago 0xb59f870aea8851e... 0x85350b905ad9eb... 0.003 Ether
6192835 22 secs ago xa52 0.01 Ether

Ox4a625e468cc5f1a... 22 se

[ UcashToken 0 Ether

Blockchain Ledger. Source Etherscan (2021)

{ Owner's private key ]—~Password protected and securely stored
& B Password

DATA

é Address
[ Owner's public key ]—«Everyone has access

The Keys. Source Fabio José (2018)




Blockchain Components

Node A Node B
h [
— —
- M-
Ledger Ledger
Ledger — \ Ledger
h -— — [
— —

Node D Node C

 Distributed Ledger
Databased
Transactions record that
is consensually shared
and synchronized across
network of computer

Consensus Mechanism
Agreement protocols
on a single data value
or a single state of the
network among
distributed processes

¢

&

DEPLOY & RUN TRANSACTIONS & # Home | TransferableTrustFund.sol
1 pragna solidity 40.5.0;
2
ironment  JavaScript VM 3+ contract TransferableTrustFundAccount {
address owner;
5
Account ©  0xCA3..a733c(99.9995+ O 6+ constructor() public {
7 owner = msg.sender;
8 }
GGGGGGG 9
10- function withdrawAll() public {
B wei ) 11 requireCowner == msg.sender);
12 msg. sender. transfer(address(this).balance);
13 }
ransfera s 14
TransferableTrustFundAs ; 15. 3 public {
- 16
17 nt);
18
19
20
21
22
23 ) public {
T ded: @ 2
25
2
Deployed Con o 27
| Al T o o a
q ) (key)/.clear ()

creation of TransferableTrustFundAccount pending...

Smart Contract
Segment of code that
triggered when certain
events are activated
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@ Proof of Concept

- A smart contract for health and safety
record was created to test the
function of Blockchain components

* Demonstrates how to collect
telemetry information and link the
data with the distributed ledger and

11111111

5555555

Distributed-Ledger

| MxChip IoT Device

BIM model

Solution Architecture BIM model viewer
Microsoft Azure for building and
managing the loT data (loT Hub) and @t g I
smart contract (Blockchain e —'9@3
Workbench) B DR @ I

- Interconnectivity between BIM data @ =
and the Azure platform was achieved b A T

via Autodesk Forge API

Azure blockchain architecture. source Microsoft (2020)



@ Proof of Concept

loT Devices Logic App Smart Contract EIL model
(loT Hub}) (Blockchain Workbench) viewer Q
4 Actor ! | I | Actor B
1. initiate | I I I []
"7 : | |
1.1.prepare
- ? S N? i | 2. initiate
I I I [:]4
| | | |
u‘ : 3. integrate i ’D
| | | |
| | | |
| | | |
| | | |
I I 4. deploy | I
| |
| ; > |
41 selnd message I I I
e T frmmmm oo | |
| I;] | |
| | | |
| | | |
| | | |
I I 4.2 record I I
1 |
| ' " |
I I ! 5. link |
| | : "
I I I I 6. gquery
| | ] |
| | | |
| | | |
} } } } 7. visualize
| | | P
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Step 1 - The MXchip loT Devkit with a temperature and humidity sensors
was installed in a meeting room to capture and provide telemetry data.



@ Proof of Concept

loT Devices Logic App Smart Contract BIM model
(loT Hub}) (Blockchain Workbench) viewer
] Actor I I I Actor
I 1. initiate | I I
’[3 | |
' 1.1.prepare ' }
I? PI? I 2. initiate
| | |
! | |
u‘ : 3. integrate :
| | | |
| | | |
| | | |
| | | |
| | 4. deploy | PUSTMAN |
| |
| ; > |
41 selnd message I I I
e T frmmmm oo | |
| I;] | |
| | | |
| | | |
| | | |
I I 4.2 record I I
1 |
| v T |
I I ! 5. link |
| | ; "
I I I I 6. gquery
| | ] |
| | | |
| | | |
[ [ [ [ 7. visualize
| | | ' >
L | | | I'I'|

Step 2 - BIM models were initiated to web viewer to host metadata
from digital assets




@ Proof of Concept

a

loT Devices

EIL model
(loT Hub}) (Blockchain Workbench) viewer
Actor I l | |
1. initiate >[5] I I I
| | |
| . | I #) AUTODESK |
1.1.
[} R ] | FORGE | 2. initiate
I I y | i
| | | |
u‘ | 3. integrate | ’D
| |
| | | |
! ! ! !
| | | |
I I 4. deploy | I
| |
| ; g |
41 selnd message I I I
e fommm e | |
| I;] | |
| | | |
| | | |
| | | |
I I 4.2 record I I
1 |
| ' it |
I I ! 5. link |
| | : "0
I I I I 6. gquery
| | W] |
| | | |
| | | |
} } } } 7. visualize
| | | P
L | | | |'I'|

Smart Contract

Step 3 - Data from loT sensor were linked into the
digital model in the web app




@ Proof of Concept

a

loT Devices Logic App Smart Contract BIM model
(loT Hub}) (Blockchain Workbench) viewer
Actor I I I | Actar
1. initiate | I I I
’I::] | | |
' 1.1.prepare ' } } e
[} pl] | | 2. initiate
| | | m‘
| | |
! ! ! '
LJ‘ | 3. integrate | »
| |
pragma solidity »>=8.4.25 <@8.6.8; | | |
contract Aj j
{ | | |
éiiitszzt?ﬁ;;:z Created, InTenancy, Compl l 4 d | l l
eted, OutOfCompliance} l . ep OY l l
?ﬂkﬂl senserlype £ None, Humidity, Temperat L:_l >¢ I
ure I |
4.1 selnd message I I I
e fommm e | |
| f.] | |
| | | |
| | | |
I I I I
| | | |
9 | | 4.2 record | |
I I I I
i ’Q |
| g |
I I I ) I
: : : 5. link |
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I I I I 6. gquery
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| | | |
| | | |
| | | | 7. visualize
| | | ' >
L | | | I'I'| Ll

Step 4 — Smart Contract deployment




@ Proof of Concept

[oT Devices Logic App Smart Contract EIM model
(loT Hub}) (Blockchain Workbench) viewer
a™ e | | | |
1 1. initiate | | | |
’[3 | | |
' 1.1.prepare ' } } o
I? PI? | | 2. initiate
| | | ﬁ]‘
| | | |
u‘ : 3. integrate i ’D
| | | |
| | | |
| | |
| | | |
I I 4. deploy I\ I
| SR " |
41 selnd message I I
‘st mantpu fom e
D—— A | |
I Transformed bench I I
| R N | |
@ I I 4.2 record I I
1 |
| ' " ) |
: : : 5. link |
| | ; "0
I I I I 6. gquery
| | W] |
| | | |
| | | |
[ [ [ [ 7. visualize
| | | ' >
L | | | |'I'|

Step 4.1 — Automated monitoring process by the Logic app




@ Proof of Concept

loT Devices Logic App Smart Contract BIM model
(loT Hub}) (Blockchain Workbench) viewer
] Actor I I I | Actor
I 1. initiate >[|:| I I I []
| | |
' 1.1.prepare ' } }
» pl] | | 2. initiate
| | |
| | | e
u‘ : 3. integrate i ’D
| | | |
| | I I
| | | |
I I 4. deploy |\ I
| |
| ; > |
41 selnd message I I I
e T frmmmm oo | |
| I;' : ‘ | |
| | | |
| | | |
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} } [ [ 7. visualize
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Step 4.2 — The smart contact application was built to secure the
transactions data between multiple counterparties at any given time.



@ Proof of Concept

Actor
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Step 5,6,7 — Link, query and visualize. Information can be viewed and query at
any point in time in the Blockchain explorer



@ Findings

« The Smart contract records agreement
relationship between BIM and loT environment
and promotes a foundation for a more
transparent, secure, and better data exchanges
model

« Blockchain keys allow appropriate access to
verified data and gave maximum control and
transparency over what data is shared and /
how. A single source of truth among
participants can be achieved when trust
is distributed, and consensus is applied to
transactions with no central point of failure

Data transacted within the environments were
validated, recorded, and registered in the
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distributed ledger. The verified time- iy —

series datasets can be used to improve i sl po— |
predictive data analytics in the built Y s T 7
environment and obtain a more accurate raimemty 7 st outLover  Hiddan Lo OvoutLayer

prediction and decision making
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