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It gives me great pleasure to present to you the 3rd 

Edition of  the Journal of  the British Blockchain 
Association. 

This volume draws most of  its contents from the 
proceedings of  the Blockchain International 
Scientific Conference (ISC2019) held in London 
on 12 March. The event was a big success and was 
supported by many governmental, academic and 
international institutions including The BBC, The 
Open University, Edinburgh Napier University, 
Ulster University, University of  Burgundy and Web3 
Labs, to name a few. It was held under the title: 
"Scholars in Blockchain building Evidence based 
Frameworks". The ISC2019 was accredited for 6 
CPD (Continuing Professional Development) credits 
by the UK CPD Certification Services. The conference 
proved to be an excellent forum for exchange of 
scholarly ideas, ground-breaking research and academic 
networking. 

Prize winner Maxwell Stanley from University of 
Essex, UK, presented his research on “The Application 
of  Behavioural Heuristics to ICO Valuation and Investment.” 
Robert Campbell of  Capitol Technology University, 
USA, shared his work on “Evaluation of  Post-Quantum 
Distributed Ledger Cryptography” (full text of  the research 
is published in this issue) and Alfio Puglisi of  Kings 
College London, UK, showcased his research abstract 
entitled, “Capital Mobility in light of  Emerging Technologies: 
the case of  Crypto-Asset Investment”. 

The research papers that were accepted for publication 
in this issue are timely and topical – I believe these 
are of  paramount significance to global blockchain 
community: Articles included in this edition are: 
Distributed Ledgers and Post-Quantum Computing, Crypto 
Indices for APEC region, Blockchain & De-commoditisation 
of  Supply Chains, Valuation frameworks for Security Token 
Offerings, Parameters for building sustainable Blockchain 
Applications, Application of  Behavioural Heuristics to ICO 
Valuation and Investment and An Empirical Study on Initial 
Coin Offerings.

We are committed to immediate and full Open Access 
of  all contents published via the JBBA. The journal is 
now being read in over 150 Countries and territories. 
I was pleased to see that many PhD and MSc scholars 
have started citing the research published in the JBBA 
and the articles are being hosted on the websites of 
some of  the most prestigious international universities. 

Earlier this year, we awarded the Fellowship of  the 
British Blockchain Association to individuals that 
have made exceptional contributions in the field of 
blockchain and cryptocurrencies. I would like to once 

EDITORIAL

again welcome our inaugural Fellows and looking 
forward to work very closely with them to advance 
Evidence Based Blockchain and The JBBA. 

We have also launched The JBBA YouTube Channel. 
There are plans to upload cutting-edge scholarly 
contents including latest journal updates, debates, 
reviews and commentaries from researchers, reviewers 
and editorial board members.  

The journal continues to attract high quality submissions 
from a very diverse global community of  blockchain 
scholars. It will continue to play a central role in 
advancing Evidence Based practices and dialogue in 
the field of  Distributed Ledger Technologies.

Lastly, I would like to thank our editors, reviewers, 
authors and readers who have shown faith in our 
collaborative efforts in order to build a very close-
knit community of  blockchain scholars. We invite 
researchers from the field of  Blockchain, Distributed 
Ledgers and Cryptocurrencies to submit their work to 
us and thus be involved in one of  the fastest growing 
areas of  research today.

I hope you find the contents of  this edition enjoyable 
and beneficial. Please send us your comments to help 
strengthen our efforts.

Until next time,

Dr. Naseem Naqvi 
FRCP FHEA MAcadMedEd
Editor-in-Chief

May 2019 

Dr. Naseem Naqvi
Editor-in-Chief
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Testimonials from Authors and Readers

The JBBA has an outstandingly streamlined submissions process, the reviewers 
comments have been constructive and valuable, and it is outstandingly well produced, 
presented and promulgated. It is in my opinion the leading journal for blockchain 
research and I expect it to maintain that distinction under the direction of  its forward-
looking leadership team.

Dr Brendan Markey-Towler PhD, University of  Queensland, Australia

“

“

“

“

“

“
“

“

“

“

“

“

It is really important for a future world to be built around peer-review and publishing 
in the JBBA is one good way of  getting your view-points out there and to be shared 
by experts.

Professor Dr. Bill Buchanan OBE PhD, Edinburgh Napier University, Scotland 

The JBBA has my appreciation and respect for having a technical understanding 
and the fortitude for publishing an article addressing a controversial and poorly 
understood topic. I say without hesitation that JBBA has no equal in the world of 
scientific Peer-Review Blockchain Research.

Professor Rob Campbell, Capitol Technology University, USA 

Within an impressively short time since its launch, the JBBA has developed a strong 
reputation for publishing interesting research and commentary on blockchain 
technology. As a reader, I find the articles  uniformly engaging and the presentation 
of  the journal impeccable. As an author, I have found the review process to be 
consistently constructive.

Dr. Prateek Goorha PhD, Blockchain Researcher and Economist

We live in times where the pace of  change is accelerating. Blockchain is an emerging 
technology. The JBBA’s swift review process is key for publishing peer-reviewed 
academic papers, that are relevant at the point they appear in the journal and beyond.

Professor Daniel Liebau, Visiting Professor, IE Business School, Spain 

The JBBA submission process was efficient and trouble free. It was a pleasure to 
participate in the first edition of  the journal.

Dr. Delton B. Chen PhD, Global4C, USA 
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“

“

“

“

“

“

“ “

“

“

“

“

“

“
This is a very professionally presented journal.

Peter Robinson, Blockchain Researcher & Applied Cryptographer, PegaSys, ConsenSys 

Very professional and efficient handling of  the process, including a well-designed 
hard copy of  the journal. Highly recommend its content to the new scientific field 
blockchain is creating as a combination of  CS, Math and Law. Great work!

Simon Schwerin MSc, BigChain DB and Xain Foundation, Germany 

JBBA has quickly become the leading peer-reviewed journal about the fastest growing 
area of  research today. The journal will continue to play a central role in advancing 
blockchain and distributed ledger technologies.

John Bond, Senior Publishing Consultant, Riverwinds Consulting, USA

I had the honour of  being an author in the JBBA. It is one of  the best efforts 
promoting serious blockchain research, worldwide. If  you are a researcher, you 
should definitely consider submitting your blockchain research to the JBBA.

Dr. Stylianos Kampakis PhD, UCL Centre for Blockchain Technologies, UK 

I would like to think of  the JBBA as an engine of  knowledge and innovation, 
supporting blockchain industry, innovation and stimulate debate.

Dr. Marcella Atzori PhD, EU Parliament & EU Commission Blockchain Expert, Italy

The overarching mission of  the JBBA is to advance the common monologue within 
the Blockchain technology community. JBBA is a leading practitioners journal for 
blockchain technology experts.

Professor Dr. Kevin Curran PhD, Ulster University, Northern Ireland 

The articles in the JBBA explain how blockchain has the potential to help solve 
economic, social, cultural and humanitarian issues. If  you want to be prepared for the 
digital age, you need to read the JBBA. Its articles allowed me to identify problems, 
find solutions and come up with opportunities regarding blockchain and smart 
contracts.

Professor Dr. Eric Vermeulen, Tilburg University, The Netherlands
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Distributed Ledger Cryptography 

This paper evaluates the current cybersecurity vulnerability of  the prolific use of  Elliptical Curve Digital 
Signature Algorithm (ECDSA) cryptography in use by the Bitcoin Core, Ethereum, Bitcoin Cash, 
and enterprise blockchains such as Multi-Chain and Hyperledger projects Fabric, and Sawtooth Lake.  
These blockchains are being used in media, health, finance, transportation and government with little 
understanding, acknowledgment of  the risk and no known plans for mitigation and migration to safer 
public-key cryptography.  The second aim is to evaluate ECDSA against the threat of  Quantum Computing 
and propose the most practical National Institute of  Standards and Technology (NIST) Post-Quantum 
Cryptography candidate algorithm lattice-based cryptography countermeasure that can be implemented 
near-term and provide a basis for a coordinated industry-wide lattice-based public-key implementation.  
Commercial quantum computing research and development is rapid and unpredictable, and it is difficult to 
predict the arrival of  fault-tolerant quantum computing.  The current state of  covert and classified quantum 
computing research and advancement is unknown and therefore, it would be a significant risk to blockchain 
and Internet technologies to delay or wait for the publication of  draft standards.  Since there are many 
hurdles Post-Quantum Cryptography (PQC) must overcome for standardisation, coordinated large-scale 
testing and evaluation should commence promptly.
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1. Introduction

Rapid advances on a global scale in Quantum 
Computing technologies and the threat it poses to most 
standardized encryption prompted NIST to put out 
an international call for candidate quantum-resistant 
public-key cryptographic algorithms to evaluate for 
standardization.  NIST will conduct efficiency analysis 
on their reference platform delineated in the Call for 
Proposals; NIST invites the public to perform similar 
tests and compare results on additional platforms (e.g., 
8-bit processors, digital signal processors, dedicated 
complementary metal oxide semiconductor (CMOS), 
etc.) and provide comments regarding the efficiency 
of  the submitted algorithms when implemented in 
hardware.

This research has two goals:  the first is to examine the 
vulnerabilities in current Asymmetric Digital Signature  
Cryptography (ASDC) as used in private key generation 
in Bitcoin Blockchain technology in the PQC era. 

The second goal is to independently test and evaluate 
candidate NIST algorithms to assist in the process 
of  selection of  acceptable candidate cryptosystems 
for standardisation and the proposal of  potential 
replacement of  ADSC in private key generation in 
blockchain and distributed ledger technology. Most 
blockchain and distributed ledger technologies use an 
asymmetric digital signature scheme for private key 
generation such as, ECDSA, which has been cloned 
often from the Bitcoin Blockchain. These digital 
signature schemes are being implemented in critical 
sectors of  government and the economy. Evaluations 
will include cryptographic strengths and weaknesses 
of  NIST candidate pool of  submitted algorithms.  It 
is expected that the analysis will consist of  required 
performance parameters that include:
Public Key, Ciphertext, and Signature Size, Computational 
Efficiency of  Public and Private Key Operations, Computational 
Efficiency of  Key Generation, and Decryption Failures against 
NIST provided Known Answer Test values (KAT).
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Blockchain and Distributed Ledger cryptography 
private key generation cyber-security concepts are 
poorly understood, and often misrepresented.  There is 
a misconception that Blockchain technology can’t “be 
hacked,” resulting in a general endorsement for critical 
sectors and industries [1].  The author believes that 
the technology offers excellent cyber-security promise 
for many areas, but the limitations and strengths must 
be defined.   This work examines the weakness of  the 
ECDSA and its current vulnerability and uses in the 
Bitcoin Blockchain or Distributed Ledger Technology 
(DLT).  Many industries are rapidly adopting versions 
or mutations of  the first of  the Bitcoin Blockchain 
technology in essential sectors such as information 
technology, financial services, government facilities, 
healthcare, and Public Health Sector seemingly, without 
cybersecurity due diligence, a proper comprehension of 
the cryptography vulnerabilities or plans for addressing 
quantum computing threats [2].  The ECDSA is the 
foundation of  Public Key Infrastructure (PKI) for 
many Internet applications and open source projects, 
and it’s the primary source for public-key cryptography.  
The second part of  this paper offers the most practical 
and near-term first-round candidate NIST Lattice-
Based Post-Quantum Cryptography solution with a 
recommendation for immediate coordinated (academia, 
the private sector, government) independent testing, 
verification, and validation (IV&V) and test framework 
for sharing results [3].  This framework aids in speeding 
the approval of  PQC standards that are vital to global 
cybersecurity. The scope of  this work evaluates 
the lattice-based digital signature scheme qTESLA, 
based on the verifiable hardness of  the decisional 
Ring Learning With Errors (R-LWE) [4]. Quantum 
computing’s threat adversely affects the cybersecurity 
of  financial services such as payment systems, general 
network communications systems, business functions 
including cloud computing, Internet of  Things (IoT) 
and critical infrastructure.  Further, the author believes 
that currently estimated timelines for the availability 
of  large-scale fault-tolerant quantum computers are 
underestimated due to unpredicted global progress 
and the veil of  secrecy surrounding classified research 
programs led by organizations and governments 
around the globe.  It is, therefore, essential to begin 
work and testing the most likely candidate algorithms 
for normalization.

2. Implications in this work

Current encryption systems and standards such as 
Ron Rivest, Adi Shamir and Leonard Adleman (RSA), 
Digital Signature Algorithm (DSA), and ECDSA 
impact everything from defense, banking, healthcare, 
energy, telecommunications, intelligence, Internet 
and the Blockchain.  The compromise, disruption or 
non-availability of  one of  these sectors would severely 
impact the health and safety of  U.S. national security, 
public health, safety or its economy.  

Blockchain technology is a revolutionary technology 
that has great potential in many applications.   This 
technology has gained global interest in all industry 
sectors based on cryptography-based algorithms that 
are considered vulnerable today but will be increasingly 
threatened by accelerated advances in quantum 
computing.

3. Significance of  the findings

The time to test and validate new post-quantum 
cryptology is now, given it takes at least ten years to 
build and deliver a new public key infrastructure.  The 
pace at which quantum computing advancements 
can be anticipated is uncertain. The ability to 
transition to post-quantum cryptology appears to 
be very complicated, and there are many unknowns 
concerning establishing, standardizing and deploying 
post-quantum cryptography systems.   All of  this must 
be completed before the arrival of  large-scale quantum 
computers because the cybersecurity of  many vital 
services will be severely degraded.

4. Bitcoin and Distributed Ledger Technology

The Bitcoin Cryptocurrency (BTC) is the first 
widespread application of  blockchain technology. The 
critical elements of  Blockchain and DLT have been in 
existence for decades, and they include fault-tolerance, 
distributed computing, and cryptography. Succinctly, 
the first iteration of  this technology is a decentralized 
distributed database that keeps records of  transactions 
relatively secure and in an append-only mode, where 
all peers eventually come to a consensus regarding 
the state of  a transaction. The Bitcoin Blockchain like 
others operates in an open peer-to-peer (P2P) network, 
where each node can function as a client and a server at 
the same time. The nodes in the system are connected 
over TCP/ IP and once a new node is connected that 
node broadcast peer IP addresses via Bitcoin address 
messages.   Each address maps to a unique public 
and private key; these keys are used to exchange 
ownership of  BTCs among addresses. A Bitcoin 
address is an identifier of  26 to 35 alphanumeric 
characters [5] .  Since the advent of  BTC along with 
its choice of  a data structure, called a block, modified 
blockchain technologies, makes use of  different data 
structures such as Directed Acyclic Graph (DAGs). 
Therefore, recent versions of  the newest blockchains 
can longer accurately be called blockchains, and it is 
more appropriate to use the term Distributed Ledger 
(DL) that applies to all version of  the blockchain.  
Presently, according to Crypto-Currency Market 
Capitalizations [6], there are more than 2000 alternate 
cryptocurrencies, and most make use of  the Bitcoin 
Blockchain or are clones with minor differences in the 
private key generation cryptography and structure.  The 
primary configuration changes include the underlying 
hash function, block generation times, data structures 
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and method of  distributed consensus.  However; the 
critical task of  generating private keys in blockchains 
remains unchanged across most blockchain adaptions, 
and this work asserts that the foundation of  the 
current cryptocurrency markets and all the private and 
public sectors using this technology are vulnerable to 
the same cybersecurity weaknesses.

5. ECDSA, libsecp256k1 and OpenSSL

The ECDSA algorithm is part of  public-key 
cryptography and is also the cryptography the Bitcoin 
blockchain uses to generate the public and private keys.  
The ECDSA is used in critical infrastructure, secure 
communications over the Internet, cellular and Wi-Fi 
and in many blockchain forks in use today.  Specifically, 
the Bitcoin blockchain uses the ECDSA and the Koblitz 
curve secp256k1 [7] which have significant weaknesses 
which include general algorithm structure, side-channel 
attacks, and threats from quantum computers.  The 
Koblitz Curve was not adopted for standardisation 
by NIST due to the non-random structure of  the 
algorithm.  The Bitcoin creator selected a non-NIST 
P-256 approved curve to serve as a source of  entropy.  
Entropy is defined in this case as the randomness 
inserted by an operating system or application for 
use in cryptography that requires random data. 
OpenSSL is an open-source software library used in 
BTC technology and ECDSA applications to secure 
communications and many critical infrastructures. 
OpenSSL [8] provides software Pseudo Random 
Number Generator (PNRG) based on a variety and 
type of  hardware and software sources. Its core library 
is written in the C programming language. The process 
starts once the Bitcoin Core client is installed, and 
the user receives a set of  ECDSA key pairs, called 
Addresses. The PRNG starts in the state unseeded and 
this state; it has zero entropy. A call to RAND bytes is 
made, and it will transfer automatically into the state 
seeded with a presumed entropy of  256 bits and is feed 
to the PRNG through a call to RAND add.   The keys 
generated from this process are necessary to transfer 
BTC from one Address to the other. Next, the client 
needs to sign a specific message (called Transaction) 
with the private key of  the user. The public key is used 
to check if  the given user has rights to BTC [9].

The ECDSA algorithm relies on generating a 
random private key used for signing messages and 
a corresponding public key used for checking the 
signature. The bit security of  this algorithm depends 
on the ability to compute a point multiplication and the 
inability to calculate the multiplicand given the original 
and product points.

The Koblitz curve secp256k1 is non-verifiably random 
and is defined by Standards for Efficient Cryptography 
Group (SECG), instead of  the NIST 186-3 DSS 
Standard using the elliptic curve secp256r1.  The 

security of  the ECDSA algorithm and protocols relies 
on a source of  distributed random bits.

6. Fault Attack on Bitcoin’s Elliptic Curve with 
Montgomery Ladder Implementation.

This Montgomery Ladder Fault Attack method is a 
fault attack on elliptic curve scalar product algorithms 
and can be used when the (y-coordinate) is not used.  
The bit security of  the elliptic curve parameters in most 
cases can be significantly reduced. The Fault attack is 
a robust side-channel technique that is used to break 
ECDSA cryptographic schemes. The idea is to inject a 
fault during the computations of  implementation and 
to use the faulty outputs to deduce information on the 
secret key stored in the secure component [10]. Table 
1 gives the resultant bit security after the Montgomery 
Ladder Fault Attack.

The bold font indicates the scep256k1 security is 
below 260 since these computations can be easily 
performed with classical computers.  The mention 
’r’ denotes parameters explicitly recommended in the 
standard, while the mention ’c’ denotes parameters in 
conformance with the standard. The column “Strength” 
refers to the standard. Clearly, implementations without 
protections, the attacker can compute the discrete 
logarithm in the twist with a cost of  250 operations and 
retrieve the secret scalar for n = 256.

7. Algorithm Security Strength

Breaking a cryptographic algorithm can be defined 
as defeating some aspect of  the protection that the 
algorithm is intended to provide.  For example, a block 
cipher encryption algorithm that is used to protect the 
confidentiality of  data is broken if, with an acceptable 
amount of  work, it is possible to determine the value of 
its key or to recover the plaintext from the ciphertext 
without knowledge of  the key. 

The approved security strengths for federal applications 
are 128, 192 and 256 bits. Note that a security strength 
of  fewer than 128 bits is no longer approved because 
quantum algorithms reduce the bit security to 64 bits. 
NIST Special Publication 800-57 Part 1 Revision 4: 
Recommended for Key Management as shown in Table 
2 [11].  The Fault Attack on Bitcoin’s Elliptic Curve 
with Montgomery Ladder Implementation yields 
security strength of  only 50 bits as shown in Table 1.

Table 1: Curve parameter security according to 
Montgomery Ladder Fault Attack [10]
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5. ECDSA, libsecp256k1 and OpenSSL 

The ECDSA algorithm is part of public-key cryptography and 
is also the cryptography the Bitcoin blockchain uses to generate 
the public and private keys.  The ECDSA is used in critical 
infrastructure, secure communications over the Internet, 
cellular and Wi-Fi and in many blockchain forks in use today.  
Specifically, the Bitcoin blockchain uses the ECDSA and the 
Koblitz curve secp256k1 [7] which have significant weaknesses 
which include general algorithm structure, side-channel attacks, 
and threats from quantum computers.  The Koblitz Curve was 
not adopted for standardisation by NIST due to the non-
random structure of the algorithm.  The Bitcoin creator selected 
a non-NIST P-256 approved curve to serve as a source of 
entropy.  Entropy is defined in this case as the randomness 
inserted by an operating system or application for use in 
cryptography that requires random data. OpenSSL is an open-
source software library used in BTC technology and ECDSA 
applications to secure communications and many critical 
infrastructures. OpenSSL [8] provides software Pseudo 
Random Number Generator (PNRG) based on a variety and 
type of hardware and software sources. Its core library is written 
in the C programming language. The process starts once the 
Bitcoin Core client is installed, and the user receives a set of 
ECDSA key pairs, called Addresses. The PRNG starts in the 
state unseeded and this state; it has zero entropy. A call to 
RAND bytes is made, and it will transfer automatically into the 
state seeded with a presumed entropy of 256 bits and is feed to 
the PRNG through a call to RAND add.   The keys generated 
from this process are necessary to transfer BTC from one 
Address to the other. Next, the client needs to sign a specific 
message (called Transaction) with the private key of the user. 
The public key is used to check if the given user has rights to 
BTC [9].  

The ECDSA algorithm relies on generating a random private 
key used for signing messages and a corresponding public key 
used for checking the signature. The bit security of this 
algorithm depends on the ability to compute a point 
multiplication and the inability to calculate the multiplicand 
given the original and product points. 

The Koblitz curve secp256k1 is non-verifiably random and is 
defined by Standards for Efficient Cryptography Group 
(SECG), instead of the NIST 186-3 DSS Standard using the 
elliptic curve secp256r1.  The security of the ECDSA algorithm 
and protocols relies on a source of distributed random bits. 

6. Fault Attack on Bitcoin’s Elliptic Curve with 
Montgomery Ladder Implementation. 

This Montgomery Ladder Fault Attack method is a fault attack 
on elliptic curve scalar product algorithms and can be used 
when the (y-coordinate) is not used.  The bit security of the 
elliptic curve parameters in most cases can be significantly 
reduced. The Fault attack is a robust side-channel technique 
that is used to break ECDSA cryptographic schemes. The idea 
is to inject a fault during the computations of implementation 

and to use the faulty outputs to deduce information on the 
secret key stored in the secure component [10]. Table 1 gives 
the resultant bit security after the Montgomery Ladder Fault 
Attack.   

The bold font indicates the scep256k1 security is below 260 since 
these computations can be easily performed with classical 
computers.  The mention ’r’ denotes parameters explicitly 
recommended in the standard, while the mention ’c’ denotes 
parameters in conformance with the standard. The column 
“Strength” refers to the standard. Clearly, implementations 
without protections, the attacker can compute the discrete 
logarithm in the twist with a cost of 250 operations and retrieve 
the secret scalar for n = 256.    

7. Algorithm Security Strength 

Breaking a cryptographic algorithm can be defined as defeating 
some aspect of the protection that the algorithm is intended to 
provide.  For example, a block cipher encryption algorithm that 
is used to protect the confidentiality of data is broken if, with 
an acceptable amount of work, it is possible to determine the 
value of its key or to recover the plaintext from the ciphertext 
without knowledge of the key.  

The approved security strengths for federal applications are 
128, 192 and 256 bits. Note that a security strength of fewer 
than 128 bits is no longer approved because quantum 
algorithms reduce the bit security to 64 bits. NIST Special 
Publication 800-57 Part 1 Revision 4: Recommended for Key 
Management as shown in Table 2 [11].  The Fault Attack on 
Bitcoin’s Elliptic Curve with Montgomery Ladder 
Implementation yields security strength of only 50 bits as 
shown in Table 1.   

8. NIST and Post-Quantum Cryptography 

In December 2016, NIST formally announced its Call for 
Proposals (Request for Nominations for Public-Key Post-
Quantum Cryptographic Algorithms), [12].  This call solicited 

Table 1: Curve parameter security according to Montgomery Ladder 
Fault Attack [10] 

Values 
secp 

P1363 
IPSEC 

X9.62 
X9.63 NIST Strength Security 

256k1 c/c c/r  128 50 
256r1 c/c r/r r 128 121 

 

Table 2: Comparison of conventional and quantum security levels of 
typical ciphers [12]. 

Algorithm Key Length 
Effective Key Strength / Security Level 

Conventional 
Computing 

Quantum 
Computing 

RSA-1024 1024 bits 80 bits 0 bits 
RSA-2048 2048 bits 112 bits 0 bits 
ECC-256 256 bits 128 bits 0 bits 
ECC-384 384 bits 256 bits 0 bits 
AES-128 128 bits 128 bits 64 bits 
AES-256 256 bits 256 bits 128 bits 
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8. NIST and Post-Quantum Cryptography

In December 2016, NIST formally announced its Call 
for Proposals (Request for Nominations for Public-
Key Post-Quantum Cryptographic Algorithms), [12].  
This call solicited proposals for post-quantum 

digital signature as well as public-key encryption and 
Key Encapsulation Mechanism (KEM)/Encryption 
for evaluation.  In response, there were 82 total 
submissions, and 69 were accepted, and five withdrew.  
The results and categories included 19 Signatures and 
45 KEM Encryption.  The Signature category which 
produces private keys included five Lattice-based 
submissions, and this work focuses on qTESLA’s 
submission which is based on the verifiable hardness 
of  the decisional Ring Learning With Errors (R-LWE) 
problem [4].  Public Key Systems based on R-LWE is 
computationally superior over LWE systems because 
of  reduced overhead, greater capacity for message 
space and smaller public key sizes.

9. Selected algorithm for test and evaluation: 
qTESLA

The author’s considerations for the selection qTESLA, 
are “reasonable” key and ciphertext sizes, and to a 
lesser extent the number of  CPU cycles required 
for encryption, decryption, and verification, and 
potential incorporation into constrained devices 
such as smartphones and emerging IoT devices. 
Additional considerations included trust, metrics, 
parameters, migration, compatibility, and efficient 
and secure implementation. This submission utilizes 
two approaches for parameter generation.  The first 
approach is called “heuristic qTESLA," and it uses 
heuristic method parameter generation and the second 
approach is called “provably-secure qTESLA," and 
its parameter generation is provably-secure.  qTESLA 
includes five parameter sets that correspond to two 
security levels located in Table 3.

 
 

The JBBA  |  Volume 2 |  Issue 1  |  2019                                 Published Open Access under the CC-BY 4.0 Licence 3 

 

5. ECDSA, libsecp256k1 and OpenSSL 

The ECDSA algorithm is part of public-key cryptography and 
is also the cryptography the Bitcoin blockchain uses to generate 
the public and private keys.  The ECDSA is used in critical 
infrastructure, secure communications over the Internet, 
cellular and Wi-Fi and in many blockchain forks in use today.  
Specifically, the Bitcoin blockchain uses the ECDSA and the 
Koblitz curve secp256k1 [7] which have significant weaknesses 
which include general algorithm structure, side-channel attacks, 
and threats from quantum computers.  The Koblitz Curve was 
not adopted for standardisation by NIST due to the non-
random structure of the algorithm.  The Bitcoin creator selected 
a non-NIST P-256 approved curve to serve as a source of 
entropy.  Entropy is defined in this case as the randomness 
inserted by an operating system or application for use in 
cryptography that requires random data. OpenSSL is an open-
source software library used in BTC technology and ECDSA 
applications to secure communications and many critical 
infrastructures. OpenSSL [8] provides software Pseudo 
Random Number Generator (PNRG) based on a variety and 
type of hardware and software sources. Its core library is written 
in the C programming language. The process starts once the 
Bitcoin Core client is installed, and the user receives a set of 
ECDSA key pairs, called Addresses. The PRNG starts in the 
state unseeded and this state; it has zero entropy. A call to 
RAND bytes is made, and it will transfer automatically into the 
state seeded with a presumed entropy of 256 bits and is feed to 
the PRNG through a call to RAND add.   The keys generated 
from this process are necessary to transfer BTC from one 
Address to the other. Next, the client needs to sign a specific 
message (called Transaction) with the private key of the user. 
The public key is used to check if the given user has rights to 
BTC [9].  

The ECDSA algorithm relies on generating a random private 
key used for signing messages and a corresponding public key 
used for checking the signature. The bit security of this 
algorithm depends on the ability to compute a point 
multiplication and the inability to calculate the multiplicand 
given the original and product points. 

The Koblitz curve secp256k1 is non-verifiably random and is 
defined by Standards for Efficient Cryptography Group 
(SECG), instead of the NIST 186-3 DSS Standard using the 
elliptic curve secp256r1.  The security of the ECDSA algorithm 
and protocols relies on a source of distributed random bits. 

6. Fault Attack on Bitcoin’s Elliptic Curve with 
Montgomery Ladder Implementation. 

This Montgomery Ladder Fault Attack method is a fault attack 
on elliptic curve scalar product algorithms and can be used 
when the (y-coordinate) is not used.  The bit security of the 
elliptic curve parameters in most cases can be significantly 
reduced. The Fault attack is a robust side-channel technique 
that is used to break ECDSA cryptographic schemes. The idea 
is to inject a fault during the computations of implementation 

and to use the faulty outputs to deduce information on the 
secret key stored in the secure component [10]. Table 1 gives 
the resultant bit security after the Montgomery Ladder Fault 
Attack.   

The bold font indicates the scep256k1 security is below 260 since 
these computations can be easily performed with classical 
computers.  The mention ’r’ denotes parameters explicitly 
recommended in the standard, while the mention ’c’ denotes 
parameters in conformance with the standard. The column 
“Strength” refers to the standard. Clearly, implementations 
without protections, the attacker can compute the discrete 
logarithm in the twist with a cost of 250 operations and retrieve 
the secret scalar for n = 256.    

7. Algorithm Security Strength 

Breaking a cryptographic algorithm can be defined as defeating 
some aspect of the protection that the algorithm is intended to 
provide.  For example, a block cipher encryption algorithm that 
is used to protect the confidentiality of data is broken if, with 
an acceptable amount of work, it is possible to determine the 
value of its key or to recover the plaintext from the ciphertext 
without knowledge of the key.  

The approved security strengths for federal applications are 
128, 192 and 256 bits. Note that a security strength of fewer 
than 128 bits is no longer approved because quantum 
algorithms reduce the bit security to 64 bits. NIST Special 
Publication 800-57 Part 1 Revision 4: Recommended for Key 
Management as shown in Table 2 [11].  The Fault Attack on 
Bitcoin’s Elliptic Curve with Montgomery Ladder 
Implementation yields security strength of only 50 bits as 
shown in Table 1.   

8. NIST and Post-Quantum Cryptography 

In December 2016, NIST formally announced its Call for 
Proposals (Request for Nominations for Public-Key Post-
Quantum Cryptographic Algorithms), [12].  This call solicited 

Table 1: Curve parameter security according to Montgomery Ladder 
Fault Attack [10] 

Values 
secp 

P1363 
IPSEC 

X9.62 
X9.63 NIST Strength Security 

256k1 c/c c/r  128 50 
256r1 c/c r/r r 128 121 

 

Table 2: Comparison of conventional and quantum security levels of 
typical ciphers [12]. 

Algorithm Key Length 
Effective Key Strength / Security Level 

Conventional 
Computing 

Quantum 
Computing 

RSA-1024 1024 bits 80 bits 0 bits 
RSA-2048 2048 bits 112 bits 0 bits 
ECC-256 256 bits 128 bits 0 bits 
ECC-384 384 bits 256 bits 0 bits 
AES-128 128 bits 128 bits 64 bits 
AES-256 256 bits 256 bits 128 bits 

 

Table 2: Comparison of  conventional and 
quantum security levels of  typical ciphers [12].

Table 3: Adapted from The NIST 
Post-Quantum Crypto “Competition” [13].

 
 

The JBBA  |  Volume 2 |  Issue 1  |  2019                                 Published Open Access under the CC-BY 4.0 Licence 3 

 

5. ECDSA, libsecp256k1 and OpenSSL 

The ECDSA algorithm is part of public-key cryptography and 
is also the cryptography the Bitcoin blockchain uses to generate 
the public and private keys.  The ECDSA is used in critical 
infrastructure, secure communications over the Internet, 
cellular and Wi-Fi and in many blockchain forks in use today.  
Specifically, the Bitcoin blockchain uses the ECDSA and the 
Koblitz curve secp256k1 [7] which have significant weaknesses 
which include general algorithm structure, side-channel attacks, 
and threats from quantum computers.  The Koblitz Curve was 
not adopted for standardisation by NIST due to the non-
random structure of the algorithm.  The Bitcoin creator selected 
a non-NIST P-256 approved curve to serve as a source of 
entropy.  Entropy is defined in this case as the randomness 
inserted by an operating system or application for use in 
cryptography that requires random data. OpenSSL is an open-
source software library used in BTC technology and ECDSA 
applications to secure communications and many critical 
infrastructures. OpenSSL [8] provides software Pseudo 
Random Number Generator (PNRG) based on a variety and 
type of hardware and software sources. Its core library is written 
in the C programming language. The process starts once the 
Bitcoin Core client is installed, and the user receives a set of 
ECDSA key pairs, called Addresses. The PRNG starts in the 
state unseeded and this state; it has zero entropy. A call to 
RAND bytes is made, and it will transfer automatically into the 
state seeded with a presumed entropy of 256 bits and is feed to 
the PRNG through a call to RAND add.   The keys generated 
from this process are necessary to transfer BTC from one 
Address to the other. Next, the client needs to sign a specific 
message (called Transaction) with the private key of the user. 
The public key is used to check if the given user has rights to 
BTC [9].  

The ECDSA algorithm relies on generating a random private 
key used for signing messages and a corresponding public key 
used for checking the signature. The bit security of this 
algorithm depends on the ability to compute a point 
multiplication and the inability to calculate the multiplicand 
given the original and product points. 

The Koblitz curve secp256k1 is non-verifiably random and is 
defined by Standards for Efficient Cryptography Group 
(SECG), instead of the NIST 186-3 DSS Standard using the 
elliptic curve secp256r1.  The security of the ECDSA algorithm 
and protocols relies on a source of distributed random bits. 

6. Fault Attack on Bitcoin’s Elliptic Curve with 
Montgomery Ladder Implementation. 

This Montgomery Ladder Fault Attack method is a fault attack 
on elliptic curve scalar product algorithms and can be used 
when the (y-coordinate) is not used.  The bit security of the 
elliptic curve parameters in most cases can be significantly 
reduced. The Fault attack is a robust side-channel technique 
that is used to break ECDSA cryptographic schemes. The idea 
is to inject a fault during the computations of implementation 

and to use the faulty outputs to deduce information on the 
secret key stored in the secure component [10]. Table 1 gives 
the resultant bit security after the Montgomery Ladder Fault 
Attack.   

The bold font indicates the scep256k1 security is below 260 since 
these computations can be easily performed with classical 
computers.  The mention ’r’ denotes parameters explicitly 
recommended in the standard, while the mention ’c’ denotes 
parameters in conformance with the standard. The column 
“Strength” refers to the standard. Clearly, implementations 
without protections, the attacker can compute the discrete 
logarithm in the twist with a cost of 250 operations and retrieve 
the secret scalar for n = 256.    

7. Algorithm Security Strength 

Breaking a cryptographic algorithm can be defined as defeating 
some aspect of the protection that the algorithm is intended to 
provide.  For example, a block cipher encryption algorithm that 
is used to protect the confidentiality of data is broken if, with 
an acceptable amount of work, it is possible to determine the 
value of its key or to recover the plaintext from the ciphertext 
without knowledge of the key.  

The approved security strengths for federal applications are 
128, 192 and 256 bits. Note that a security strength of fewer 
than 128 bits is no longer approved because quantum 
algorithms reduce the bit security to 64 bits. NIST Special 
Publication 800-57 Part 1 Revision 4: Recommended for Key 
Management as shown in Table 2 [11].  The Fault Attack on 
Bitcoin’s Elliptic Curve with Montgomery Ladder 
Implementation yields security strength of only 50 bits as 
shown in Table 1.   

8. NIST and Post-Quantum Cryptography 

In December 2016, NIST formally announced its Call for 
Proposals (Request for Nominations for Public-Key Post-
Quantum Cryptographic Algorithms), [12].  This call solicited 

Table 1: Curve parameter security according to Montgomery Ladder 
Fault Attack [10] 

Values 
secp 

P1363 
IPSEC 

X9.62 
X9.63 NIST Strength Security 

256k1 c/c c/r  128 50 
256r1 c/c r/r r 128 121 

 

Table 2: Comparison of conventional and quantum security levels of 
typical ciphers [12]. 

Algorithm Key Length 
Effective Key Strength / Security Level 

Conventional 
Computing 

Quantum 
Computing 

RSA-1024 1024 bits 80 bits 0 bits 
RSA-2048 2048 bits 112 bits 0 bits 
ECC-256 256 bits 128 bits 0 bits 
ECC-384 384 bits 256 bits 0 bits 
AES-128 128 bits 128 bits 64 bits 
AES-256 256 bits 256 bits 128 bits 

 

Security levels:

A. Heuristic qTESLA:

• qTESLA-I: NIST's security category 1.
•  qTESLA-III-speed: NIST's security level 3  
 (option for speed).
•  qTESLA-III-size: NIST's security level 3  
 (option for size).

B. Provably-secure qTESLA:
• qTESLA-p-I: NIST's security category 1.
• qTESLA-p-III: NIST's security category 3 [4].

The security of  lattice-based systems is provably 
secure under worst-case hardness assumptions.   In 
the author’s view, it is not likely that current PQC will 
be direct replacements for current standards and will 
likely impact the entire category of  Internet protocols, 
such as Transport Layer Security (TLS) and Internet 
Key Exchange (IKE).  

System parameters can be viewed in Table 4 and Table 
5 on the page number 17.

10. Informal Signature Scheme

Informal descriptions of  the algorithms that give 
rise to the signature scheme qTESLA are shown in 
Algorithms 1, 2 and 3. These algorithms require two 
basic terms, namely, B-short and well-rounded, which 
are defined below. Let q, LE, LS, and d be system 
parameters that denote the modulus, the bound 
constant for error polynomials, the bound constant 
for the secret polynomial, and the rounding value, 
respectively. An integer polynomial y is B-short if  each 
coefficient is at most B in absolute value.  An integer 
polynomial is w well-rounded if  w is ([q/2] − LE)-short 
and [w]L is ( 2d−1 − LE )-short, where [w]L denotes the 
unique integer in (−2d−1, 2d−1] ⊂ Z such that w = [w]L 
modulo 2d.  Also, [w]M is the value represented by all 
but the d least significant bits of  (w - [w]L ).  Let R = 
Z[x]/(xn + 1) and Rq = Zq[x]/(xn + 1).  The hash oracle 
H(.) maps from {0, 1}* to H, where H denotes the set 
of  polynomials c ∈ R with coefficients in {-1, 0, 1} 
with exactly h nonzero entries.

Algorithm 1: Informal description of  the key generation.

Require - , n/a

Ensure: Secret key sk = (s; e1, …., ek, a1, …, ak), and 
public key pk = (a1, …, ak, t1, … tk)
1. a1, …, ak ← Rq invertible ring elements.
2. Choose s ∈ R with entries from D σ. Repeat  
 step if  the h largest entries of  s sum to LS.
3. For i = 1, …, k: Choose ei ∈ R with entries  
 from D σ. Repeat step at iteration i if  the h  
4. largest entries of  ei sum to LE.
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Table 4: Description and bounds of  all the system parameters [4]

Table 5: Parameters for each of  the proposed heuristic and provably-secure parameter sets with qh = 2128 and qs = 264;  M = 0.3 [4]
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proposals for post-quantum digital signature as well as public-
key encryption and Key Encapsulation Mechanism 
(KEM)/Encryption for evaluation.  In response, there were 82 
total submissions, and 69 were accepted, and five withdrew.  
The results and categories included 19 Signatures and 45 KEM 
Encryption.  The Signature category which produces private 
keys included five Lattice-based submissions, and this work 
focuses on qTESLA’s submission which is based on the 
verifiable hardness of the decisional Ring Learning With Errors 
(R-LWE) problem [4].  Public Key Systems based on R-LWE 
is computationally superior over LWE systems because of 
reduced overhead, greater capacity for message space and 
smaller public key sizes.   

9. Selected algorithm for test and evaluation: qTESLA 

The author’s considerations for the selection qTESLA, are 
“reasonable” key and ciphertext sizes, and to a lesser extent the 
number of CPU cycles required for encryption, decryption, and 
verification, and potential incorporation into constrained 
devices such as smartphones and emerging IoT devices. 
Additional considerations included trust, metrics, parameters, 
migration, compatibility, and efficient and secure 
implementation. This submission utilizes two approaches for 
parameter generation.  The first approach is called “heuristic 
qTESLA," and it uses heuristic method parameter generation 
and the second approach is called “provably-secure qTESLA," 

and its parameter generation is provably-secure.  qTESLA 
includes five parameter sets that correspond to two security 
levels located in Table 3.    

Security levels: 

A. Heuristic qTESLA: 
 qTESLA-I: NIST's security category 1. 
 qTESLA-III-speed: NIST's security level 3 (option for 

speed). 
 qTESLA-III-size: NIST's security level 3 (option for 

size). 
B. Provably-secure qTESLA: 

 qTESLA-p-I: NIST's security category 1. 
 qTESLA-p-III: NIST's security category 3 [4]. 

The security of lattice-based systems is provably secure under 
worst-case hardness assumptions.   In the author’s view, it is not 

Table 4: Description and bounds of all the system parameters [4] 
Parameter            Description Requirement 
    λ   security parameter        - 
   qh, qs number of hash and sign queries        - 
    n dimension (n – 1 is the poly. degree)     power of two 
   σ, ξ standard deviation of centered discrete Gaussian distribution   σ = ξ/ √ 2 ln 2 
    k #R-LWE samples         - 
    q    modulus q = 1   mod 2n, q > 4B 

For provably secure parameters 
 qnk ≥ |∆S| ∙|∆L|∙ |∆H| 
qnk ≥ 24λ+nkd 4q3s (qs + qh)2 

    h # of nonzero entries of output elements of Enc   2h ∙ (nh) ≥ 22λ 
LE, ηE 

LS, ηS 

bound in checkE  
bound in checkS    

ηE ∙ h ∙ σ 
ηS∙ h ∙ σ 

  B interval of randomness is chosen during signing B ≥ √𝑀𝑀𝑀𝑀𝑘𝑘𝑘𝑘⋅𝑛𝑛𝑛𝑛 +2𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆−1
2(−1− √𝑀𝑀𝑀𝑀𝑘𝑘𝑘𝑘𝑛𝑛𝑛𝑛 )

  , near a power of 

two 
  d number of rounded bits                    (ⅈ − 2𝐿𝐿𝐿𝐿𝐸𝐸𝐸𝐸+1

8𝑑𝑑𝑑𝑑 )
𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘

≥ 0.3, d > log2(𝐵𝐵𝐵𝐵) 
bGenA number of blocks requested to SHAKE128 for GenA                           bGenA 𝜀𝜀𝜀𝜀ℤ > 0 
|∆H| 
|∆S| 
|∆L| 

 ∑
ℎ

𝑗𝑗𝑗𝑗=0
∑ (𝑘𝑘𝑘𝑘 𝑛𝑛𝑛𝑛

2 ⅈ )
22𝑖𝑖𝑖𝑖
(𝑘𝑘𝑘𝑘𝑗𝑗𝑗𝑗𝑘𝑘𝑘𝑘 − 2ⅈ)2𝑗𝑗𝑗𝑗

ℎ−𝑗𝑗𝑗𝑗

𝑖𝑖𝑖𝑖=0
 

(4(−𝐵𝐵𝐵𝐵 − 𝐿𝐿𝐿𝐿𝑆𝑆𝑆𝑆) + 1)𝑘𝑘𝑘𝑘 
(2𝑑𝑑𝑑𝑑 + 1)𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘 

δz 

δw 
δkeygen 

acceptance probability of z                                             
acceptance probability of w 
acceptance probability of key pairs                                                                                                    

experimentally 
experimentally 
experimentally 

sig size 
pk size 
sk size 

theoretical size of signature   
theoretical size of public key 
theoretical size of secret key                            

experimentally 
experimentally 
experimentally 

κ output length of hash function H and input length of GenA, PRF1, 
PRF2, Enc and ySampler 

κ ≥ λ 

 

Table 3: Adapted from The NIST Post-Quantum Crypto “Competition” 
[13]. 

Level Security Description 
I At least as hard to break as AES128 (exhaustive key search) 
II At least as hard to break as SHA256 (collision search) 
III At least as hard to break as AES192 (exhaustive key search) 
IV At least as hard to break as SHA384 (collision search) 
V At least as hard to break as AES256 (exhaustive key search) 
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likely that current PQC will be direct replacements for current 
standards and will likely impact the entire category of Internet 
protocols, such as Transport Layer Security (TLS) and Internet 
Key Exchange (IKE).   

System parameters can be viewed in Table 4 and Table 5.   

10. Informal Signature Scheme 

Informal descriptions of the algorithms that give rise to the 
signature scheme qTESLA are shown in Algorithms 1, 2 and 3. 
These algorithms require two basic terms, namely, B-short and 
well-rounded, which are defined below. Let q, LE, LS, and d be 
system parameters that denote the modulus, the bound 
constant for error polynomials, the bound constant for the 
secret polynomial, and the rounding value, respectively. An 
integer polynomial y is B-short if each coefficient is at most B 
in absolute value.  An integer polynomial is w well-rounded if 
w is ([q/2] − LE)-short and [w]L is (2d−1 − LE)-short, where [w]L 
denotes the unique integer in (−2d−1, 2d−1] ⊂ Z such that w = 
[w]L modulo 2d.  Also, [w]M is the value represented by all but 
the d least significant bits of (w - [w]L).  Let R = Z[x]/(xn + 1) 
and Rq = Zq[x]/(xn + 1).  The hash oracle H(.) maps from {0, 
1}* to H, where H denotes the set of polynomials c ∈ R with 
coefficients in {-1, 0, 1} with exactly h nonzero entries.  

Algorithm 1: Informal description of the key generation. 

Require - , n/a 

Ensure: Secret key sk = (s; e1, …., ek, a1, …, ak), and public key 
pk = (a1, …, ak, t1, … tk) 

1. a1, …, ak ← Rq invertible ring elements. 
2. Choose s ∈ R with entries from D σ. Repeat step if the h 

largest entries of s sum to LS. 
3. For i = 1, …, k: Choose ei ∈ R with entries from D σ. Repeat 

step at iteration i if the h   
4. largest entries of ei sum to LE. 
5. For i = 1, …, k: Compute ti   ais + ei ∈ Rq. 
6. Return sk = (s; e1, … ek; a1, … ak) and pk = (a1, … ak,  t1, 

…, tk). 

Algorithm 2: Informal description of the signature generation. 

Require: Message m, secret key sk = (s; e1, … ek, a1, … ak) 

Ensure: Signature (z; c) 

1. Choose y uniformly at random among B-short polynomials 
in Rq. 

2. c ← H([a1y]M, ..., [aky]M, m). 
3. Compute z ← y + sc. 
4. If z is not (B − LS)-short then retry at step 1. 
5. For i = 1, ..., k: If aiy − eic is not well-rounded then retry at 

step 1. 
6. Return (z, c). 

Algorithm 3: Informal description of the signature verification. 

Require: Message m, public key pk = (a1, …, ak, t1, …, tk), and 
signature (z, c) 

Ensure: “Accept" or “reject" signature 

Table 5: Parameters for each of the proposed heuristic and provably-secure parameter sets with qh = 2128 and qs = 264;  M = 0.3 [4] 
Parameter            qTESLA-I          qTESLA-III-speed        qTESLA-III-size  qTESLA-p-I          qTESLA-p-III 
    λ     95                        160                                 160        95                      160 
    κ     256                        256                                 256      256                      256 
    n   512                       1024                               1024     1024                    1024 
   σ, ξ 23.78, 27.9988     10.2, 12                  8.49, 9.9962    8.5, 10                 8.5, 10 
    k     1                            1                                       1         4                           5 
    q    4205569             8404993                      4206593    

   ≈222                            ≈222                              ≈222 
485978113        1129725953 
     ≈229                         ≈230 

    h     30                          48                                  48        25                          40 
LE, ηE 
LS, ηS 

1586, 2.223      1147, 2.34                     910, 2.23 
1586, 2.223      1233, 2.52                     910, 2.23 

554, 2.61              901, 2.65 
554, 2.61              901, 2.65 

  B 220 -1                  221 – 1                            220 - 1 221 – 1                   223 - 1 
  d 21                         22                                  21 22                          24 
bGenA 19                         38                                  38 108                        180 
|∆H| 
|∆S| 
|∆L| 

 ≈2435.8                             ≈2750.9 

≈223551.6                        ≈ 251199.7 

≈294208.0               ≈ 22560000 
δw 
δz 
δsign 
δkeygen 

0.31                     0.38                             0.25 
0.44                     0.56                             0.37 
0.14                     0.21                             0.09 
0.45                     0.60                             0.39 

0.33                      0.34 
0.78                      0.81 
0.26                      0.28 
0.59                      0.44 

sig size 
pk size 
sk size 

1376                     2848                            2720 
1504                     3104                            2976 
1216                     2112                            2112 

2848                    6176 
14880                 39712 
4576                   12320 

classical bit hardness 
quantum bit hardness 

104                       178                                188 
97                          164                               169 

132                      247 
123                      270 

 

5. For i = 1, …, k: Compute ti   ais + ei ∈ Rq.
6. Return sk = (s; e1, … ek; a1, … ak) and pk  
 = (a1, … ak,  t1, …, tk).

Algorithm 2: Informal description of  the signature 
generation.

Require: Message m, secret key sk = (s; e1, … ek, a1, … ak)
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Ensure: Signature (z; c)

1. Choose y uniformly at random among  
 B-short polynomials in Rq.
2. c ← H([ a1 y ]M, ..., [ ak y ]M, m).
3. Compute z ← y + sc.
4. If  z is not ( B − LS )-short then retry at step 1.
5. For i = 1, ..., k: If  ai  y − eic is not well- 
 rounded then retry at step 1.
6. Return (z , c).

Algorithm 3: Informal description of  the signature 
verification.

Require: Message m, public key pk = (a1, …, ak, t1, …, 
tk), and signature (z, c)

Ensure: “Accept" or “reject" signature

1. If  z is not (B - LS)-short then return reject. 
2. For i = 1, …, k: Compute wi ← aiz - tic ∈ Rq.
3. If  c ≠ H([w1]M, …, [wk]M, m) then return  
 reject.
4. Return accept [4].

Performance of  post-quantum qTESLA algorithms 
analysis

To evaluate the performance of  the provided 
implementations written in portable C, the author ran 
benchmarking suite on three machines powered by: 
(i) an Intel® Core™ i7-6500 CPU @ 2.50 GHz x 4 
(Skylake) processor (see table 4) (ii) an Intel® Core™ 
i5-6400T CPU @ 2.20GHz (VMWARE)(Haswell) 
processor (see table 5) (iii) an Intel® Core™ i7-
2630QM CPU @ 2.00GHz × 8 (Haswell) (see table 
6) all running Ubuntu 18.04.1 LTS. For compilation, 
GCC version 7.3.0 was used in all test.

11. Analysis

The author argued that the uncertainties had not 
been appropriately addressed. For example, there is 
the possibility that additional quantum algorithms or 
techniques will be developed, which will lead to new and 
unanticipated attacks. Also, it is difficult to calculate the 
impact of  those programs that are highly classified, and 
its performance characteristic is not public. Rapid and 
unpredictable advancements in quantum computing, 
are endangering or making current encryption 
schemes obsolete.  It has been established that the 
most significant threat posed by quantum computers 
is directed towards current RSA, ECC digital signature 
scheme systems on which Bitcoin, Distributed Ledger 
and much of  Internet-based technology uses.

It has been settled that the current RSA and ECC 
based public key cryptography are broken, and the 
AES cryptography is adversely reduced in bit security 

by quantum computing era.  It is the author’s view that 
recommendations such as doubling the AES key size 
need to be examined while considering the constraints 
of  present systems.  Current AES-128 is reduced to 64-
bit security, and AES-256 would have 128-bit security.

An example of  the impact of  doubling the key size 
for AES-256 to AES-512 is not well documented and 
verified.  This alternative algorithm (AES-512) would 
most likely use input block size and a key size of  512-
bits. An increasing number of  rounds and key schedule 
would adversely impact performance constraints, 
especially for constrained devices. The higher the key 
size, the more secure the ciphered data, but also the 
more rounds needed.  In the hardware perspective, 
a bigger key size also means a larger area and power 
consumption due to more operations that need to be 
done. More focus and examination need to be done for 
AES in the PQC era, especially for constrained devices.

The author specifically, examined the ECDSA that are 
in use in Bitcoin and Distributed Ledger technologies. 
Secondly, evaluated NIST Candidate PQC for 
standardisation and possible replacement in blockchain 

and other public key cryptography Internet-based 
technologies. Table 6 gives the ECDSA (P-256) 
parameters used as the benchmark for comparison 
regarding the number of  quantum security bits, and the 
size of  the public key, secret key and signature key as an 
independently controlled variable.  According to NIST, 
the use of  schemes with less than 112-bit security is 
deprecated and will eventually be disallowed for use by 
U.S. government institutions to handle sensitive data.  
It is noted that that speed at which the encryption and 
decryption occurs is also an important parameter.
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1. If z is not (B - LS)-short then return reject.  
2. For i = 1, …, k: Compute wi ← aiz - tic ∈ Rq. 
3. If c ≠ H([w1]M, …, [wk]M, m) then return reject. 
4. Return accept [4]. 

Performance of post-quantum qTESLA algorithms 
analysis 

To evaluate the performance of the provided implementations 
written in portable C, the author ran benchmarking suite on 
three machines powered by: (i) an Intel® Core™ i7-6500 CPU 
@ 2.50 GHz x 4 (Skylake) processor (see table 4) (ii) an Intel® 
Core™ i5-6400T CPU @ 2.20GHz (VMWARE)(Haswell) 
processor (see table 5) (iii) an Intel® Core™ i7-2630QM CPU 
@ 2.00GHz × 8 (Haswell) (see table 6) all running Ubuntu 
18.04.1 LTS. For compilation, GCC version 7.3.0 was used in 
all test. 

11. Analysis 

The author argued that the uncertainties had not been 
appropriately addressed. For example, there is the possibility 
that additional quantum algorithms or techniques will be 
developed, which will lead to new and unanticipated attacks. 
Also, it is difficult to calculate the impact of those programs 
that are highly classified, and its performance characteristic is 
not public. Rapid and unpredictable advancements in quantum 
computing, are endangering or making current encryption 
schemes obsolete.  It has been established that the most 
significant threat posed by quantum computers is directed 
towards current RSA, ECC digital signature scheme systems on 
which Bitcoin, Distributed Ledger and much of Internet-based 
technology uses.  

 It has been settled that the current RSA and ECC based public 
key cryptography are broken, and the AES cryptography is 
adversely reduced in bit security by quantum computing era.  It 
is the author’s view that recommendations such as doubling the 
AES key size need to be examined while considering the 
constraints of present systems.  Current AES-128 is reduced to 
64-bit security, and AES-256 would have 128-bit security.     

An example of the impact of doubling the key size for AES-256 
to AES-512 is not well documented and verified.  This 
alternative algorithm (AES-512) would most likely use input 
block size and a key size of 512-bits. An increasing number 
of rounds and key schedule would adversely impact 
performance constraints, especially for constrained devices.   
The higher the key size, the more secure the ciphered data, but 
also the more rounds needed.  In the hardware perspective, a 
bigger key size also means a larger area and power consumption 
due to more operations that need to be done. More focus and 
examination need to be done for AES in the PQC era, especially 
for constrained devices. 

The author specifically, examined the ECDSA that are in use in 
Bitcoin and Distributed Ledger technologies. Secondly, 
evaluated NIST Candidate PQC for standardisation and 

possible replacement in blockchain and other public key 
cryptography Internet-based technologies.  Table 6 gives the 
ECDSA (P-256) parameters used as the benchmark for 
comparison regarding the number of quantum security bits, and 
the size of the public key, secret key and signature key as an 
independently controlled variable.  According to NIST, the use 
of schemes with less than 112-bit security is deprecated and will 
eventually be disallowed for use by U.S. government 
institutions to handle sensitive data.  It is noted that that speed 
at which the encryption and decryption occurs is also an 
important parameter.   

Table 6: ECDSA; signature and key sizes are given in bytes [4]. 
Software/
Scheme 

Computation 
Assumption 

Bit 
Security 

Key Size 
(bytes) 

Signature 
Size 
(bytes) 

ECDSA 
(P-256) 

Elliptic Curve 
Discrete 
Logarithm 

128 pk:  64 
sk: 96 

64 

 

Table 7: Intel® Core™ i7-6500 (Skylake) CPU @ 2.50 GHz x 4 

Scheme Keygen Sign Verify Total (sign + 
verify) median 

qTESLA-I 1321.3 402.4 82.6 485 
qTESLA-III-
speed 2987.6 551 168.8 719.8 

qTESLA-III-
size 5042.8 1035.8 170.4 1206.2 

qTESLA-p-I 5370.1 1033.2 423.4 1456.6 
qTESLA-p-III 25791.8 4223.2 2134 6357.2 

Scheme Keygen Sign Verify Total (sign + 
verify) average 

qTESLA-I 1501.7 557.3 87.1 644.4 
qTESLA-III-
speed 3349.9 747.2 172.9 920.1 

qTESLA-III-
size 5329.7 1448.6 171.8 1620.4 

qTESLA-p-I 5545.3 1328.9 428 1756.9 
qTESLA-p-III 27570.3 5254.8 2156.4 7411.2 

 

Table 8: Intel® Core™ i5-6400T CPU @ 2.20GHz (VMWARE) 

Scheme Keygen Sign Verify Total (sign + 
verify) median 

qTESLA-I 1460 461 88.7 550.0 
qTESLA-III-
speed 3217  634.8 180.8 815.7 

qTESLA-III-
size 5367 1219.7 181.7 1401.4 

qTESLA-p-I 6316 1187.2 446.5 1633.7 
qTESLA-p-III 29961 4730.5 2260 6990.6 

Scheme Keygen Sign Verify Total (sign + 
verify) average 

qTESLA-I 1786 664 107 772 
qTESLA-III-
speed 3998 898 212 1110 

qTESLA-III-
size 618 1718 206 1925 

qTESLA-p-I 6898 1595 520 2116 
qTESLA-p-III 31280 5952 2412 8364 
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1. If z is not (B - LS)-short then return reject.  
2. For i = 1, …, k: Compute wi ← aiz - tic ∈ Rq. 
3. If c ≠ H([w1]M, …, [wk]M, m) then return reject. 
4. Return accept [4]. 

Performance of post-quantum qTESLA algorithms 
analysis 

To evaluate the performance of the provided implementations 
written in portable C, the author ran benchmarking suite on 
three machines powered by: (i) an Intel® Core™ i7-6500 CPU 
@ 2.50 GHz x 4 (Skylake) processor (see table 4) (ii) an Intel® 
Core™ i5-6400T CPU @ 2.20GHz (VMWARE)(Haswell) 
processor (see table 5) (iii) an Intel® Core™ i7-2630QM CPU 
@ 2.00GHz × 8 (Haswell) (see table 6) all running Ubuntu 
18.04.1 LTS. For compilation, GCC version 7.3.0 was used in 
all test. 

11. Analysis 

The author argued that the uncertainties had not been 
appropriately addressed. For example, there is the possibility 
that additional quantum algorithms or techniques will be 
developed, which will lead to new and unanticipated attacks. 
Also, it is difficult to calculate the impact of those programs 
that are highly classified, and its performance characteristic is 
not public. Rapid and unpredictable advancements in quantum 
computing, are endangering or making current encryption 
schemes obsolete.  It has been established that the most 
significant threat posed by quantum computers is directed 
towards current RSA, ECC digital signature scheme systems on 
which Bitcoin, Distributed Ledger and much of Internet-based 
technology uses.  

 It has been settled that the current RSA and ECC based public 
key cryptography are broken, and the AES cryptography is 
adversely reduced in bit security by quantum computing era.  It 
is the author’s view that recommendations such as doubling the 
AES key size need to be examined while considering the 
constraints of present systems.  Current AES-128 is reduced to 
64-bit security, and AES-256 would have 128-bit security.     

An example of the impact of doubling the key size for AES-256 
to AES-512 is not well documented and verified.  This 
alternative algorithm (AES-512) would most likely use input 
block size and a key size of 512-bits. An increasing number 
of rounds and key schedule would adversely impact 
performance constraints, especially for constrained devices.   
The higher the key size, the more secure the ciphered data, but 
also the more rounds needed.  In the hardware perspective, a 
bigger key size also means a larger area and power consumption 
due to more operations that need to be done. More focus and 
examination need to be done for AES in the PQC era, especially 
for constrained devices. 

The author specifically, examined the ECDSA that are in use in 
Bitcoin and Distributed Ledger technologies. Secondly, 
evaluated NIST Candidate PQC for standardisation and 

possible replacement in blockchain and other public key 
cryptography Internet-based technologies.  Table 6 gives the 
ECDSA (P-256) parameters used as the benchmark for 
comparison regarding the number of quantum security bits, and 
the size of the public key, secret key and signature key as an 
independently controlled variable.  According to NIST, the use 
of schemes with less than 112-bit security is deprecated and will 
eventually be disallowed for use by U.S. government 
institutions to handle sensitive data.  It is noted that that speed 
at which the encryption and decryption occurs is also an 
important parameter.   

Table 6: ECDSA; signature and key sizes are given in bytes [4]. 
Software/
Scheme 

Computation 
Assumption 

Bit 
Security 

Key Size 
(bytes) 

Signature 
Size 
(bytes) 

ECDSA 
(P-256) 

Elliptic Curve 
Discrete 
Logarithm 

128 pk:  64 
sk: 96 

64 

 

Table 7: Intel® Core™ i7-6500 (Skylake) CPU @ 2.50 GHz x 4 

Scheme Keygen Sign Verify Total (sign + 
verify) median 

qTESLA-I 1321.3 402.4 82.6 485 
qTESLA-III-
speed 2987.6 551 168.8 719.8 

qTESLA-III-
size 5042.8 1035.8 170.4 1206.2 

qTESLA-p-I 5370.1 1033.2 423.4 1456.6 
qTESLA-p-III 25791.8 4223.2 2134 6357.2 

Scheme Keygen Sign Verify Total (sign + 
verify) average 

qTESLA-I 1501.7 557.3 87.1 644.4 
qTESLA-III-
speed 3349.9 747.2 172.9 920.1 

qTESLA-III-
size 5329.7 1448.6 171.8 1620.4 

qTESLA-p-I 5545.3 1328.9 428 1756.9 
qTESLA-p-III 27570.3 5254.8 2156.4 7411.2 

 

Table 8: Intel® Core™ i5-6400T CPU @ 2.20GHz (VMWARE) 

Scheme Keygen Sign Verify Total (sign + 
verify) median 

qTESLA-I 1460 461 88.7 550.0 
qTESLA-III-
speed 3217  634.8 180.8 815.7 

qTESLA-III-
size 5367 1219.7 181.7 1401.4 

qTESLA-p-I 6316 1187.2 446.5 1633.7 
qTESLA-p-III 29961 4730.5 2260 6990.6 

Scheme Keygen Sign Verify Total (sign + 
verify) average 

qTESLA-I 1786 664 107 772 
qTESLA-III-
speed 3998 898 212 1110 

qTESLA-III-
size 618 1718 206 1925 

qTESLA-p-I 6898 1595 520 2116 
qTESLA-p-III 31280 5952 2412 8364 

 

Table 6: ECDSA; signature and key sizes are given in bytes [4].

Table 7: Intel® Core™ i7-6500 (Skylake) CPU @ 2.50 GHz x 4
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Table 9: Intel® Core™ i7-2630QM CPU @ 2.00GHz × 8
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The following results cannot be compared directly with the 
vendor qTESLA’s submitted results, but; specific observations 
can be made with alternative applications and platforms. It is 
the author’s view that if the key sizes are not manageable and 
practical for use in conventional and constrained devices, then 
the time or speed becomes less critical metric compared to key 
size. 

Table 7, Table 8 and Table 9 gives the results of the independent 
tests on respective platforms and performance is measured (in 
thousands of cycles) of the reference implementation. Results 
for the median and average (in the first and second table 
respectively) are rounded to the nearest 103 cycles. Signing is 
performed on a message of 59 bytes.    

12. Recommendations 

The PQC Standardisation process is complex, arduous and 
requires coordinated involvement (academia, private and public 
sector) and requires significant IV&V before formalization.  
Successful PQC must be resistant to both classical and quantum 
attacks.  Multiple tradeoffs will have to be considered such as 
security, performance, key size, signature size, and side-channel 
resistance countermeasures.  Other important considerations 
are the capability to migrate into new and existing applications 
such as TLS, IKE, code signing, PKI infrastructure. 

It is necessary to begin a coordinated international campaign to 
mitigate the uncertainties of breakthroughs and the unknowns 
regarding classified programs.  The aim should include, 
information sharing between the academic, public and private 
sector toward the common goal. 

It is critical to devise and initiate the incorporation of cutting 
edge yet practical PQC to prevent a disastrous impact on global 
privacy, security, and economy before the arrival of large-scale 
fault-tolerant quantum computing. 

13. Conclusion 

qTESLA’s submission for NIST Security Categories I and III 
as tested on platforms described in this work are more than two 
orders of magnitude larger for the public-key for qTESLA-p-1 
(128-bit security) and qTESLA-p-III (192-bit security). The 
qTESLA-p-1 secret key is 56 times the size of ECDSA’s secret 
key and qTESLA-p-III is two orders of magnitude larger.    

It is essential to come to a consensus on how to assess quantum 
security. Currently, there is not a clear agreement on the best 
way to measure quantum attacks. It is, nevertheless, 
fundamental that work continues with alternatives that will 
produce smaller key sizes, comparable to the current ECDSA 
algorithms. The major drawback with qTESLA is the large key 
sizes which make it unlikely to be accepted in its current 
configuration.  However, there is ongoing research being done 
to make it potentially a more viable candidate, both by reducing 
the key sizes and providing more efficient implementations (see 
tables 7, 8, 10). 

The qTESLA’s “Heuristic” submission for NIST Security 
Categories I and III are qTESLA-I, qTESLA-III-space, and 
qTESLA-III-size.  The vendor claims that their heuristic 
approach is the security level of an instantiation of a scheme by 
the hardness level of the instance of the underlying lattice 
problem. Also, the claim is that it corresponds to these 
parameters regardless of the tightness gap of the provided 
security reduction if the corresponding R-LWE instance is 
intractable.  

These claims and the necessary proof are beyond the scope of 
this work and cannot be independently verified and validated 
and is not the author’s aim.  It is important to note that; the 
results of qTESLA’s heuristic algorithm were captured and are 
analyzed against its provably secure submissions. The heuristic 
algorithms were tested on the same platforms identified in the 
provably secure submission. qTESLA-I’s public-key size vs. 
qTESLA-p-1’s public-key size is a reduction of 90%.  The 
secret key size at the same bit security level is reduced by 60%, 
and the signature size is reduced by 52%.  Observations for 
public keys; qTESLA-III-size vs. qTESLA-p-III is reduced by 
92%; secret key size reduction is 66%; signature size reduction 
is 56% (see Table 10).   

The difference in the heuristic key sizes are dramatically 
reduced and compares more favorably to ECDSA (P-256) 
parameters. While the heuristic values are dramatically reduced 
compared to the provably secure values, the key sizes are still 
large compared to current standard ECDSA (P-256) sizes.  For 

Table 9: Intel® Core™ i7-2630QM CPU @ 2.00GHz × 8 

Scheme Keygen Sign Verify Total (sign + 
verify) median 

qTESLA-I 1729.3 494 105.7 599.7 
qTESLA-III-
speed 3900.5  708.6 223.2 931.8 

qTESLA-III-size 6047 1350.2 220.5 1570.7 

qTESLA-p-I 6987.2 1328.2 563.8 1892 
qTESLA-p-III 36254.2 5204.5 2858 8062.5 

Scheme Keygen Sign Verify Total (sign + 
verify) average 

qTESLA-I 1972 672 108 780 
qTESLA-III-
speed 4367.9 929 224.4 1153.4 

qTESLA-III-size 6994.3 1858.8 225.2 2084 

qTESLA-p-I 7343 1683 5689 2252 
qTESLA-p-III 3739 6430 2882 9312 

 

Table 10: qTESLA Public-Key, Secret key, and Signature Size 
Scheme (Bytes) Public-key Secret key Signature Size 
qTESLA-I 1504 2112 1376 
qTESLA-III-speed 3104 4160 2848 

qTESLA-III-size 2976 4160 2720 
qTESLA-p-I 14880 5184 2848 
qTESLA-p-III 39712 12352 6176 

 

The following results cannot be compared directly with 
the vendor qTESLA’s submitted results, but; specific 
observations can be made with alternative applications 
and platforms. It is the author’s view that if  the key 
sizes are not manageable and practical for use in 
conventional and constrained devices, then the time 
or speed becomes less critical metric compared to key 
size.

Table 7, Table 8 and Table 9 gives the results of 
the independent tests on respective platforms and 
performance is measured (in thousands of  cycles) of 
the reference implementation. Results for the median 
and average (in the first and second table respectively) 
are rounded to the nearest 103 cycles. Signing is 
performed on a message of  59 bytes.

12. Recommendations

The PQC Standardisation process is complex, arduous 
and requires coordinated involvement (academia, 
private and public sector) and requires significant 
IV&V before formalization.  Successful PQC must 
be resistant to both classical and quantum attacks.  
Multiple tradeoffs will have to be considered such as 
security, performance, key size, signature size, and side-
channel resistance countermeasures.  Other important 
considerations are the capability to migrate into new 
and existing applications such as TLS, IKE, code 
signing, PKI infrastructure.

It is necessary to begin a coordinated international 
campaign to mitigate the uncertainties of  breakthroughs 
and the unknowns regarding classified programs.  The 
aim should include, information sharing between 
the academic, public and private sector toward the 
common goal.

It is critical to devise and initiate the incorporation of 
cutting edge yet practical PQC to prevent a disastrous 
impact on global privacy, security and economy before 
the arrival of  large-scale fault-tolerant quantum computing. 

13. Conclusion

qTESLA’s submission for NIST Security Categories I 
and III as tested on platforms described in this work 
are more than two orders of  magnitude larger for the 
public-key for qTESLA-p-1 (128-bit security) and 
qTESLA-p-III (192-bit security). The qTESLA-p-1 
secret key is 56 times the size of  ECDSA’s secret key 
and qTESLA-p-III is two orders of  magnitude larger.   

It is essential to come to a consensus on how to 
assess quantum security. Currently, there is not a clear 
agreement on the best way to measure quantum attacks. 
It is, nevertheless, fundamental that work continues 
with alternatives that will produce smaller key sizes, 
comparable to the current ECDSA algorithms. The 
major drawback with qTESLA is the large key sizes 
which make it unlikely to be accepted in its current 
configuration.  However, there is ongoing research 
being done to make it potentially a more viable 
candidate, both by reducing the key sizes and providing 
more efficient implementations (see tables 7, 8, 10).

The qTESLA’s “Heuristic” submission for NIST 
Security Categories I and III are qTESLA-I, qTESLA-
III-space, and qTESLA-III-size.  The vendor claims 
that their heuristic approach is the security level of 
an instantiation of  a scheme by the hardness level of 
the instance of  the underlying lattice problem. Also, 
the claim is that it corresponds to these parameters 
regardless of  the tightness gap of  the provided security 
reduction if  the corresponding R-LWE instance is 
intractable. 

These claims and the necessary proof  are beyond 
the scope of  this work and cannot be independently 
verified and validated and is not the author’s aim.  It is 
important to note that; the results of  qTESLA’s heuristic 
algorithm were captured and are analyzed against its 
provably secure submissions. The heuristic algorithms 
were tested on the same platforms identified in the 
provably secure submission. qTESLA-I’s public-key 
size vs. qTESLA-p-1’s public-key size is a reduction of 
90%.  The secret key size at the same bit security level 
is reduced by 60%, and the signature size is reduced by 
52%.  Observations for public keys; qTESLA-III-size 
vs. qTESLA-p-III is reduced by 92%; secret key size 
reduction is 66%; signature size reduction is 56% (see 
Table 10).

The difference in the heuristic key sizes are dramatically 
reduced and compares more favorably to ECDSA 
(P-256) parameters. While the heuristic values are 
dramatically reduced compared to the provably secure 
values, the key sizes are still large compared to current 
standard ECDSA (P-256) sizes.  For example; the 
best result for the secret key size for qTESLA-III-
size (4160) vs. ECDSA (P-256) secret key size (96) is 
a 4233% increase and would prove problematic in 
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existing systems.

14. Future Work

The author selected qTESLA’s submission which is 1 
of  5 NIST Candidate PQC digital signature schemes.  
Additional work needs to be done in verifying and 
validating and testing vendors results.  Concrete PQC 
parameters for testing and validation need to be created 
for the promotion of  a baseline.  The parameters 
should be modified to determine the best tradeoffs 
while maintaining required security.  Moreover, the 
organization of  guidelines and standards are necessary 
for the wider cryptography community to aid in 
PQC standardisation create efficient, high-quality 
implementations.   

Continued measurements of  current PQC scheme 
implementations should be performed, such as 
performance and memory usage on the ARM and 
CMOS platforms. Many embedded devices have 
ARM and CMOS architecture and have limited 
computational and memory resources. NIST currently 
plans a Post-Quantum Cryptography Round 2 call 
tentatively schedule in 2019 and will offer additional 
opportunities for IV&V and research.
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1. Introduction

An equity token is a new security class, initially created 
with the purpose of  providing early access to capital 
for start-ups and growth companies. Equity tokens are 
digital representations of  company shares, and their 
holders are collectively the owners of  the company. 
By definition, equity STOs are classified as securities in 
most jurisdictions; this certainty of  classification is good 
for all stakeholders. One fundamental characteristic 
of  equity tokens is that they live in a blockchain, and 
because of  that, equity STOs trade in exchanges with 
blockchain facilities located in jurisdictions that permit 
their existence and trading.

For the valuation of  companies, the DCF method 
is many times preferred to others because it enables 
the understanding of  the dynamics of  the business at 
a level of  detail not present in other techniques. For 
the valuation of  equity STOs of  start-up firms using 
the DCF method, we need to build a framework that 
calculates the discount rate and forecasts the cash flows. 

Before we forecast cash flows, we need to dimension  
the opportunity facing the firm: first considering 
the broadest market measure: the Total Addressable 
Market (TAM), from there we narrow it down to the 
Serviceable Available Market (SAM) and finally to the 
Serviceable Obtainable Market, the market that the 
start-up can realistically address. Later by taking into 
account variables such as the growth of  SOM, the 
price and price growth of  the provided good and the 
sales growth curve profile, we can develop a forecast.  
A good forecast doesn’t pose any theoretical difficulty 
in its method, and it is of  paramount importance 
for quality valuations. The main obstacle to build a 
framework for valuing start-ups using the DCF method 
is to calculate the project’s discount rate. In the corpus 
of  financial theory, there is no explicit formula, that we 
are aware of, to calculate the discount rate for start-ups, 
we will dwell into this issue in section 2.

In sections 3 and 4, we will go to great lengths to 
develop a discount rate formula for start-up firms. In 
section 5, we will explain our views regarding how cash 
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flows should be calculated to arrive at the valuation of 
the firm. In section 6 we go through a worked example.

2. Discount Rates Variations for Start-ups

The long-standing issue about variations in discount 
rates was well captured by John H. Cochrane [1] in 
his August 2011 Presidential Address to the American 
Finance Association, he stated in his conclusion:

“Discount rates vary a lot more than we thought. Most 
of  the puzzles and anomalies that we face amount to 
discount-rate variations we do not understand. Our 
theoretical controversies are about how discount rates 
are formed. We need to recognize and incorporate 
discount-rate variation in applied procedures. We are 
only beginning these tasks. The facts about discount-
rate variation need at least a dramatic consolidation. 
Theories are in their infancy.”

The fact that venture capitalists use high discount rates 
was addressed by Sanjai Bhagat [2] in 2014. In Bhagat’s 
paper summary, he explained:

“Venture capitalists typically use discount rates that 
are high compared to historical rates of  return on 
common stock and other financial assets. Such high 
discount rates also cannot be explained in the context 
of  any existing asset pricing theory”
In another study, Aswath Damodaran [3] mentions in 
a 2009 paper that Venture Capital firms have typical 
target rates of  return of  50-70% for start-ups and 
suggests that these target rates must have incorporated 
some survival risks, Damodoran says:

“How do we know that these rates of  return have survival risks 
built into them? In addition to the intuitive rationale that they 
decrease as firms move through the life cycle and the chance of 
failure drops, the actual returns by the venture capitalists at every 
stage of  the process are much more modest...”

Although Damodaran’s doesn’t offer any formula 
to quantify his intuition, we believe that he steers in 
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probability of survival is a determinant of the formula of 
discount rates for start-ups as it will be shown in the next 
sections. 

In this paper, we pose the hypothesis that we have found a 
novel closed-form expression of the discount rate to value start-
up companies. In a quest to falsify our hypothesis, we have 
made extensive use of Google Scholar to search in past 
literature for any previous formula that calculates the discount 
rate for start-ups, and we have found none. This doesn’t mean 
that our hypothesis is correct, it only means that, until today, 
we have not been able to falsify our hypothesis. However, 
others may in the future. 

3. Using historical data to determine the probability of 
survival function 

Our objective in this section is to look at historical data and 
determine if we can find a probability of survival function that 
describes well the empirical data. 

In this manuscript, we use empirical data from the Knaup and 
Piazza [4] (K&P) study that presented data over a 7-year period. 
The K&P study examined a cohort of establishments from the 
Bureau of Labor Statistics (BLS) Quarterly Census of 
Employment and Wages (QCEW) program. 

We believe that the (K&P) study data is an excellent starting 
point to determine the probability survival function, some 
important characteristics of the study data are related to the 
comprehensiveness of the QCEW program. As presented in the 
K&P study, they are as follows: 

• At the time the K&P study was performed, the QCEW 
program contained information on 8.9 million U.S. business 
establishments in both the public and private sector 

• The monthly business establishment data is compiled on a 
quarterly basis for State unemployment insurance tax 
purposes and are edited and submitted to the BLS. 

• The QCEW program collects information covering 
approximately 98 percent of non-farm payroll employment 
in the United States. 

• The data generated by the QCEW program serve as the 
sampling frame for a range of BLS establishment surveys and 
as a benchmark for the Current Employment Statistics survey 

• Outside researchers use QCEW microdata to investigate 
topics in the field of labor economics, and such data are the 
largest single input to the Bureau of Economic Analysis 
personal income accounting program. QCEW program data 
also are used to generate gross job flows in the Business 
Employment Dynamics (BED) data series. 

• The QCEW program has linked data from the first quarter 
of 1990 through the most current quarter; the data usually are 
available seven months after the end of the reference quarter. 
The coverage and frequency of the data are unique in the 
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rate to value start-up companies. In a quest to falsify 
our hypothesis, we have made extensive use of  Google 
Scholar to search in past literature for any previous 
formula that calculates the discount rate for start-ups, 
and we have found none. This doesn’t mean that our 
hypothesis is correct, it only means that, until today, we 
have not been able to falsify our hypothesis. However, 
others may in the future.

3. Using historical data to determine the probability 
of  survival function

Our objective in this section is to look at historical data 
and determine if  we can find a probability of  survival 
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In this manuscript, we use empirical data from the 
Knaup and Piazza [4] (K&P) study that presented 
data over a 7-year period. The K&P study examined 
a cohort of  establishments from the Bureau of  Labor 
Statistics (BLS) Quarterly Census of  Employment and 
Wages (QCEW) program.

We believe that the (K&P) study data is an excellent 
starting point to determine the probability survival 
function, some important characteristics of  the study 
data are related to the comprehensiveness of  the 
QCEW program. As presented in the K&P study, they 
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• At the time the K&P study was performed,  
 the QCEW program contained information  
 on 8.9 million U.S. business establishments  
 in both the public and private sector
• The monthly business establishment data 
 is compiled on a quarterly basis for State  
 unemployment insurance tax purposes and  
 are edited and submitted to the BLS.
• The QCEW program collects information  
 covering approximately 98 percent of  non- 
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• The data generated by the QCEW program  
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 benchmark for the Current Employment  
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• Outside researchers use QCEW microdata  
 to investigate topics in the field of  labor  
 economics, and such data are the largest  
 single input to the Bureau of  Economic  
 Analysis personal income accounting  
 program. QCEW program data also are used  
 to generate gross job flows in the Business  
 Employment Dynamics (BED) data series.
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• The QCEW program has linked data from  
 the first quarter of  1990 through the most  
 current quarter; the data usually are available  
 seven months after the end of  the reference  
 quarter. The coverage and frequency of  the  
 data are unique in the Federal statistical 
 systemin that they allow the tracking of  the 
 start-up, growth, and failure of  a particular  
 establishment concurrently with the timing  
 of  those events.

The (K&P) study follows a selected cohort of 
establishments from birth through 28 quarters of  their 
lifetime, from March 1998 to March 2005, creating the 
basis for the 7-year survival study. The cohort data for 
the companies studied is in our opinion robust, and 
as presented in the K&P study, it has the following 
characteristics:

• Company births are defined as those  
 establishments which are new in the   
 reference quarter and show no positive  
 employment for the previous four quarters
• Each microdata record is tested for four  
 quarters before the reference quarter, to  
 prevent seasonal establishments from  
 appearing in the birth cohort.
• New establishments have no ties to any  
 establishments that existed before the  
 reference quarter. This approach eliminates  
 changes in ownership from the cohort,  
 as well as new locations of  existing firms,  
 which might be expected to behave   
 differently from independent establishments.
• Another reason for not including new  
 locations of  existing firms is that they often  
 represent administrative changes in the 
 data rather than actual new locations.  
 To include them would have risked skewing  
 the data in terms of  both survival analysis  
 and average employment.
• The study tracked the original 212,182 new  

 establishments across the US for the second  
 quarter of  1998 (beginning in March  
 of  that year). The cohort accounts for  
 approximately all births during that quarter, a 
  typical quarter from 1992 to the end of  the 
 series.
• In the birth quarter, establishments   
 are equivalent to firms. In subsequent  
 quarters, establishments may be acquired  
 by or merged with another firm, spin off  a  
 subsidiary, or open additional locations.
• Establishments that were involved in  
 such succession relationships also were  
 tracked across time, by following the  
 successor  establishments. Data on these  
 successors were aggregated and assigned  
 a unique identifier that was linked to the  
 original birth establishment.

The resulting survival rates from the K&P study are 
summarized in Table 1.

One salient point present in each of  the industry sector 
series is that the survival rates descend at a decreasing 
rate. The descent is high in the early years and low in 
the later years. In this paper, we propose the hypothesis 
that there is an exponential function relationship in the 
early years and a power function relationship in the late 
years. The reason for this is to accommodate for the 
difference in descent rates between early and late years. 
First, we need some definitions:

• Let Ps(t) be the probability of  survival of   
 the firm at time = t;
• Let Ps(0) be the probability of  survival of   
 the firm at time = 0;
• Let t be the number of  years from the date  
 of  incorporation of  the firm;
• Let C and α be some constants in the power  
 function;
• Let λ be some constant in the exponential  
 function;
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• Let a be the transition point in time   
 when the probability of  survival function  
 Ps(t) changes from exponential to power  
 characteristics.

The proposed exponential equation for the early years 
has the form:  Ps (t)=Ps (0)⋅e-λ⋅t and the proposed power 
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Ps(t)=C⋅t-α. The piecewise function expressing the 
probability of  survival looks as follows:

We know that at the time of  incorporation of  the firm, 
the probability of  survival is exactly 1.00, that is: 
Ps (0)=1.00; Hence:

(1)

We need to find the values of  parameters λ, C and α in 
equation (1); let us consider the first part of  equation 
(1): Ps (t)=e-λ⋅t if  t ≤ a. If  we know one point in the 
function, at t = a, that is, point: (a, Ps(a)). Then it is 
trivial to derive λ:

(2)

now, let us consider the second part of  the equation 
(1):  Ps (t)=C⋅t-α  if   t > a. Also, if  we know two points in 
this function, at t = a and t = b, that is, points: (a, Ps(a)) 
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(3)

and

(4)
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We know that at the time of incorporation of the firm, the 
probability of survival is exactly 1.00, that is: 𝑃𝑃𝑃𝑃𝑠𝑠𝑠𝑠(0) = 1.00; 
Hence: 

                                                    (1) 

We need to find the values of parameters λ, C and α in equation 
(1); let us consider the first part of equation (1):    𝑃𝑃𝑃𝑃𝑠𝑠𝑠𝑠(𝑡𝑡𝑡𝑡) = 𝑒𝑒𝑒𝑒−λ⋅𝑡𝑡𝑡𝑡  
if  t ≤ a. If we know one point in the function, at t = a, that is, 
point: (a, Ps(a)). Then it is trivial to derive λ: 

                                                       (2) 

now, let us consider the second part of the equation (1):  
𝑃𝑃𝑃𝑃𝑠𝑠𝑠𝑠(𝑡𝑡𝑡𝑡) = C ⋅ 𝑡𝑡𝑡𝑡−α  if  t > a. Also, if we know two points in this 
function, at t = a and t = b, that is, points: (a, Ps(a)) and (b, Ps(b)), 
it is trivial to derive C and α: 

                                            C = Ps(a)  ⋅  aα                                (3) 

and, 

                                                                    (4) 

With the available information in table 1, together with 
equations (2), (3) and (4) above and taking 3 points in each curve 
when t = 0, t = a, and t = 7 we can find the values for the 
parameters λ, C, and α for each industry sector and the total of 
all firms. The only question that remains is which value for 
variable a, the transition year, we should consider. 

If we assume variable a is an integer; we only need to try 6 cases 
for a: from a = 1 to a = 6 years and observe which case offers 
the smoothest transition from exponential to a power function. 

We did that and found that we obtain the smoothest curves 
when the transition point is at t = a = 3. The calculated results 
for the parameters are presented in table 2i. 

For the Total of All Firms case, substituting parameters a, C, α 
and λ in equation (1), the probability of survival function looks 
as follows: 

                   (5) 

In Figure 2 we plot equation (5), the black dots are the results 
of using the empirical data from Knaup and Piazza [4] study in 
table 1 where time t (Years form incorporation) is in the range 
0 ≤ t ≤ 7 for Total for all firms. We get that for time t ≤ 3 years 
the blue line represents the first part (exponential function) in 
equation (5), and for time t > 3 years, the red line represents the 
second part (power function) in equation (5). We can observe 
the quality of the fit and the appropriateness of using a 
piecewise function with a transition point at t=3. Fitting the 
empirical data with an exponential or a power function alone 
would not have been as good. 

Table 2: Parameters that define exponential and power functions- transition point at time t = 3 

Power and Exponential Functions Parameters 
Industry Sector C 𝛂𝛂𝛂𝛂 λ 

Natural Resources and Mining 1.1103 0.5692 0.1736 
Construction 1.1373 0.6854 0.2081 
Manufacturing 1.167 0.6125 0.1875 
Trade, Transportation and Utilities 1.1415 0.6696 0.2011 
Information 1.2131 0.8162 0.2345 
Financial Activities 1.0657 0.5450 0.1784 
Professional and Business Services 1.1593 0.6765 0.1985 
Education and Health Services 1.0391 0.4450 0.1502 
Leisure and Hospitality 1.0725 0.6312 0.2078 
Other Services 1.1868 0.7282 0.2096 

Total for All Firms 1.1141 0.6544 0.2036 
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empirical results for all ten industry sectors.

In section 4, parameters a, C, α and λ will serve us to 
calculate the discount rate necessary for valuation.

4. Method for Calculating the Discount Rate 

First, let us consider some definitions for our model:
• Let rf be the risk-free rate. For our long- 
 term analysis, we use the returns earned by  
 Treasury bonds;
• Let re be the equity risk premium. As  
 expressed by equation (6) below;
• Let D be the default risk premium. It  
 measures the additional return demanded by  
 investors for compensation of  the higher  
 default rates historically experienced by start- 
 ups.

There are different, some very elaborate, methods for 
calculating the equity risk premium. Since they don’t 
add to the purpose of  this paper, we will use the 
classic Capital Asset Pricing Model (CAPM) method as 
described by Sharpe [6] and Lintner [7] :

(6)

Where,     is the expected equity risk premium for the 
project,      is the expected Beta of  the project and     
is the expected market return.

Now, let r be the discount rate to value a mature firm’s 
project, then:

(7)

A most relevant issue is that start-ups have a much 
higher probability of  default than mature firms 
Hence, let R be the discount rate to value the start-up 
project that incorporates default risk premium D; the 
formula looks as follows:

(8)
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In Figures 4 and 5 of the Appendix, we can confirm the 
appropriateness of piecewise function (1) to fit the empirical 
results for all ten industry sectors. 

In section 4, parameters a, C, 𝛼𝛼𝛼𝛼 and λ will serve us to calculate 
the discount rate necessary for valuation. 

4. Method for Calculating the Discount Rate  

First, let us consider some definitions for our model: 

• Let 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓  be the risk-free rate. For our long-term analysis, we use 
the returns earned by Treasury bonds 

• Let 𝑟𝑟𝑟𝑟𝑒𝑒𝑒𝑒 be the equity risk premium. As expressed by equation 
(6) below 

• Let D be the default risk premium. It measures the additional 
return demanded by investors for compensation of the higher 
default rates historically experienced by start-ups. 

There are different, some very elaborate, methods for 
calculating the equity risk premium. Since they don’t add to the 
purpose of this paper, we will use the classic Capital Asset 
Pricing Model (CAPM) method as described by Sharpe [6] and 
Lintner [7] : 

                     )                           (6) 

Where,   is the expected equity risk premium for the project,  

  is the expected Beta of the project, and    is the expected 
market return. 

Now, let r be the discount rate to value a mature firm’s project, 
then: 

                                          𝑟𝑟𝑟𝑟 = 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓 + 𝑟𝑟𝑟𝑟𝑒𝑒𝑒𝑒                                                (7) 

A most relevant issue is that start-ups have a much higher 
probability of default than mature firms. Hence, let R be the 
discount rate to value the start-up project that incorporates 
default risk premium D; the formula looks as follows: 

                                       𝑅𝑅𝑅𝑅 = 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓 + 𝑟𝑟𝑟𝑟𝑒𝑒𝑒𝑒 + 𝐷𝐷𝐷𝐷                           (8) 

and from equations (7) and (8) we get the following expression: 

 𝑅𝑅𝑅𝑅 = 𝑟𝑟𝑟𝑟 + 𝐷𝐷𝐷𝐷 

For valuation purposes, we will incorporate the default risk via 
two independent methods. Method 1 incorporates the default 
risk as an additional risk premium in the discount rate, as in 
equation (8); method 2 incorporates the default risk as a 
probability of survival. Both valuations should throw the same 
result. 

Note that for valuation we cannot use a method that combines 
methods 1 and 2, that is: a method that uses R for the discount 
rate and incorporates the probability of survival in the 
calculation as this would be double counting the default risk. 

Before we start describing methods 1 and 2, let us first define 
some variables: 

• Let V be the valuation of the firm 
• Let t be the time from the date of incorporation of the firm 

to its exit 
• Let EV be the expected Exit Value at time=t. It can be a 

multiple used by industry based on expected earnings or sales 
or a terminal value based on future earnings. The exact 
definition is not important as this variable will disappear in 
the derivation 

• Let Ps(t) be the probability of survival of the firm at time = t 
• Let LV be the liquidation value of the firm if the firm doesn’t 

survive 
• Let r be the discount rate as calculated in equation (7). It 

doesn’t include default risk premium D 
• Let R be the discount rate as calculated in equation (8). It 

includes the default risk premium D 

Method 1: One way of valuing a start-up is to forecast its sales 
or earnings sometime in the future, and then, by using a sales 
or earnings multiple for the industry sector, calculate an exit 
value (EV). Later, by discounting EV using R, one would 
obtain the start-up’s valuation. This is a common method used 
in the Venture Capital industry. The formula would be as 
follows: 

                                                              (9) 

Method 2: Another way of valuing a start-up would be by 
applying the probability of survival to the exit value EV and, 
then, by using r as the discount rate, one gets the start-up’s 
valuation. The complete word equation that considers a 
liquidation value if the firm doesn’t survive is as follows: 

Valuation = Probability of survival x Discounted Exit Value 
using discount rate r + (1-Probability of survival) x Liquidation 
Value of the firm which expressed in terms of the above 
variables looks as follows: 

         (10) 
now, let F be a fraction of the liquidation value in terms of 

valuation V, that is:   ,    then: 
 
                             LV = F · V 
Substituting for LV in equation (10) we get: 
 

        (11)  
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appropriateness of piecewise function (1) to fit the empirical 
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• Let D be the default risk premium. It measures the additional 
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default rates historically experienced by start-ups. 

There are different, some very elaborate, methods for 
calculating the equity risk premium. Since they don’t add to the 
purpose of this paper, we will use the classic Capital Asset 
Pricing Model (CAPM) method as described by Sharpe [6] and 
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and from equations (7) and (8) we get the following 
expression:

For valuation purposes, we will incorporate the 
default risk via two independent methods. Method 
1 incorporates the default risk as an additional risk 
premium in the discount rate, as in equation (8); 
method 2 incorporates the default risk as a probability 
of  survival. Both valuations should throw the same 
result.

Note that for valuation we cannot use a method that 
combines methods 1 and 2, that is: a method that uses 
R for the discount rate and incorporates the probability 
of  survival in the calculation as this would be double 
counting the default risk.

Before we start describing methods 1 and 2, let us first 
define some variables:

• Let V be the valuation of  the firm;
• Let t be the time from the date of    
 incorporation of  the firm to its exit;
• Let EV be the expected Exit Value at  
 time=t.  It can be a multiple used by  
 industry based on expected earnings or sales  
 or a terminal value based on future earnings.  
 The exact definition is not important as this  
 variable will disappear in the derivation;
• Let Ps(t) be the probability of  survival of   
 the firm at time = t;
• Let LV be the liquidation value of  the firm if   
 the firm doesn’t survive;
• Let r be the discount rate as calculated in  
 equation (7). It doesn’t include default risk  
 premium D;
• Let R be the discount rate as calculated in  
 equation (8). It includes the default risk  
 premium D.

Method 1: One way of  valuing a start-up is to forecast 
its sales or earnings sometime in the future, and then, 
by using a sales or earnings multiple for the industry 
sector, calculate an exit value (EV). Later, by discounting 
EV using R, one would obtain the start-up’s valuation. 
This is a common method used in the Venture Capital 
industry. The formula would be as follows:

(9)

Method 2: Another way of  valuing a start-up would be 
by applying the probability of  survival to the exit value 
EV and, then, by using r as the discount rate, one gets 
the start-up’s valuation. The complete word equation 
that considers a liquidation value if  the firm doesn’t 
survive is as follows:



The JBBA  |  Volume 2  |   Issue 1   |   May 2019

j b b at h e

32

Valuation = Probability of  survival x Discounted Exit 
Value using discount rate r + (1-Probability of  survival) 
x Liquidation Value of  the firm which expressed in 
terms of  the above variables looks as follows:

(10)

now, let F be a fraction of  the liquidation value in 
terms of  valuation V, that is:      then:

  LV = F • V

Substituting for LV in equation (10) we get:

rearranging we get:

and, thus,

rearranging again, we get:

(12)
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In Figures 4 and 5 of the Appendix, we can confirm the 
appropriateness of piecewise function (1) to fit the empirical 
results for all ten industry sectors. 

In section 4, parameters a, C, 𝛼𝛼𝛼𝛼 and λ will serve us to calculate 
the discount rate necessary for valuation. 

4. Method for Calculating the Discount Rate  

First, let us consider some definitions for our model: 

• Let 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓  be the risk-free rate. For our long-term analysis, we use 
the returns earned by Treasury bonds 

• Let 𝑟𝑟𝑟𝑟𝑒𝑒𝑒𝑒 be the equity risk premium. As expressed by equation 
(6) below 

• Let D be the default risk premium. It measures the additional 
return demanded by investors for compensation of the higher 
default rates historically experienced by start-ups. 

There are different, some very elaborate, methods for 
calculating the equity risk premium. Since they don’t add to the 
purpose of this paper, we will use the classic Capital Asset 
Pricing Model (CAPM) method as described by Sharpe [6] and 
Lintner [7] : 

                     )                           (6) 

Where,   is the expected equity risk premium for the project,  

  is the expected Beta of the project, and    is the expected 
market return. 

Now, let r be the discount rate to value a mature firm’s project, 
then: 

                                          𝑟𝑟𝑟𝑟 = 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓 + 𝑟𝑟𝑟𝑟𝑒𝑒𝑒𝑒                                                (7) 

A most relevant issue is that start-ups have a much higher 
probability of default than mature firms. Hence, let R be the 
discount rate to value the start-up project that incorporates 
default risk premium D; the formula looks as follows: 

                                       𝑅𝑅𝑅𝑅 = 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓 + 𝑟𝑟𝑟𝑟𝑒𝑒𝑒𝑒 + 𝐷𝐷𝐷𝐷                           (8) 

and from equations (7) and (8) we get the following expression: 

 𝑅𝑅𝑅𝑅 = 𝑟𝑟𝑟𝑟 + 𝐷𝐷𝐷𝐷 

For valuation purposes, we will incorporate the default risk via 
two independent methods. Method 1 incorporates the default 
risk as an additional risk premium in the discount rate, as in 
equation (8); method 2 incorporates the default risk as a 
probability of survival. Both valuations should throw the same 
result. 

Note that for valuation we cannot use a method that combines 
methods 1 and 2, that is: a method that uses R for the discount 
rate and incorporates the probability of survival in the 
calculation as this would be double counting the default risk. 

Before we start describing methods 1 and 2, let us first define 
some variables: 

• Let V be the valuation of the firm 
• Let t be the time from the date of incorporation of the firm 

to its exit 
• Let EV be the expected Exit Value at time=t. It can be a 

multiple used by industry based on expected earnings or sales 
or a terminal value based on future earnings. The exact 
definition is not important as this variable will disappear in 
the derivation 

• Let Ps(t) be the probability of survival of the firm at time = t 
• Let LV be the liquidation value of the firm if the firm doesn’t 

survive 
• Let r be the discount rate as calculated in equation (7). It 

doesn’t include default risk premium D 
• Let R be the discount rate as calculated in equation (8). It 

includes the default risk premium D 

Method 1: One way of valuing a start-up is to forecast its sales 
or earnings sometime in the future, and then, by using a sales 
or earnings multiple for the industry sector, calculate an exit 
value (EV). Later, by discounting EV using R, one would 
obtain the start-up’s valuation. This is a common method used 
in the Venture Capital industry. The formula would be as 
follows: 

                                                              (9) 

Method 2: Another way of valuing a start-up would be by 
applying the probability of survival to the exit value EV and, 
then, by using r as the discount rate, one gets the start-up’s 
valuation. The complete word equation that considers a 
liquidation value if the firm doesn’t survive is as follows: 

Valuation = Probability of survival x Discounted Exit Value 
using discount rate r + (1-Probability of survival) x Liquidation 
Value of the firm which expressed in terms of the above 
variables looks as follows: 

         (10) 
now, let F be a fraction of the liquidation value in terms of 

valuation V, that is:   ,    then: 
 
                             LV = F · V 
Substituting for LV in equation (10) we get: 
 

        (11)  
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rearranging we get: 

               

              

and, thus, 

                                 

rearranging again, we get: 

                    (12) 

Since valuation V in equations (9) and (12) is the same, by 
equaling both equations we obtain the following expression: 

 

                   

variable EV disappears, then, rearranging we get: 

              
 

taking the t(th) root to both sides, we get: 

 

          

and, by further rearranging we get: 

                (13) 

But we know from equation (1) that Ps(t) is a piecewise 
function. This makes, discount rate R, a piecewise function 
too. 

Let us consider first the part when t ≤ 3. Substituting Ps(t) by 
e−λ·t  in equation (13), we get the following expression: 

                   

alternatively, 

𝑅𝑅𝑅𝑅 = −1 + (1 + 𝑟𝑟𝑟𝑟) ⋅ √𝑒𝑒𝑒𝑒λ⋅𝑡𝑡𝑡𝑡 ⋅ (1 − 𝐹𝐹𝐹𝐹) + 𝐹𝐹𝐹𝐹𝑡𝑡𝑡𝑡  

Now let us consider the second part when t > 3. Substituting 
Ps(t) by  𝐶𝐶𝐶𝐶 ⋅ 𝑡𝑡𝑡𝑡−α  in equation (13), we get the following 
expression: 

                   
alternatively, 

                
The complete, piecewise function, for time-dependent discount 
rate R(t), is as follows: 

       (14) 

Equation (14) establishes the time dependency of the discount 
rate. From now onwards we will use R and R(t) indistinctly, 
both represent the same time dependency. From equations (7) 
and (8) we get the equation for the default risk premium: 

                                D(t) = R(t) − r                             (15) 

It is interesting to observe what happens in equation (14) when 
F = 1, that is, when the firm doesn’t survive, but the liquidation 
value is equal to valuation. In such case, R(t) = r, thus, D = 0. 
This makes sense since if the firm gets as much from liquidation 
as for valuation, the default risk premium should indeed be 
zero. 

On the other hand, if the firm doesn’t survive and the 
liquidation value is zero, that is, F = 0, then, we should get the 
highest value for R(t). We will consider next this case for the 
total of all firms. 

 
We have established the transition point in time, from 
exponential to a power function, at year 3. Hence, a = 3. From 
table 2 we obtain the values for the parameters: C = 1.1142, α= 
0.6544 and λ = 0.2036. Additionally, we assume the following 
values: 
• Start-up covers its initial financial needs by selling equity; 

hence, debt is zero. Hogan and Hutson [8] found that the use 
of debt was rare in their study of new-technology firms. This 
sounds intuitively correct as start-ups have no previous 
record on which to base a credit application. 
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• Start-up covers its initial financial needs by  
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• Let the risk-free rate be rf = 2.86ii 
• The implied equity risk premium is:  𝑟𝑟𝑟𝑟𝑚̂𝑚𝑚𝑚 − 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓 = 4.68%. From 

Damodaran’s iiiweb page Sept. 1st. 2018. The beta for the 
total of all firms is taken as for the market, that is 1.00. Hence, 
re = 1.00·4.68 = 4.68% from equation (6)  

• From previous items, r = rf + re = 2.86 + 4.68 = 7.54% 

• Let F (the fraction of Liquidation Value/ Valuation) be 0%, 
as we want to evaluate the highest R(t). Note that F is 
endogenous to the project and requires a careful analysis of 
the expected liquidation value of the assets for the case in 
which the firm doesn’t survive 

From equation (14), R(t)F=0, the R(t) function for the total of all 
firms when F = 0 is as follows: 
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In Figure 3 we plot R(t)F=0 and observe how R(t)F=0 varies with 
time. The black dots are the results of using the empirical data 
from Knaup and Piazza [4] study using equation (13). The R(t) 
piecewise function uses the thick blue color exponential 
function line for the t ≤ 3 leg and the thick red color power 
function curve for the t > 3 leg. Once again, the piecewise R(t) 
function seems to be the appropriate choice 

For years 1 to 7: R(t)F=0 = {31.8,31.8,31.8,31.3,29.9,28.4,27.0} 

From Figure 3, we observe that for years 1 - 7, the range for the 
discount rate is 27.0 - 31.8% for the case of the total of firms 
when F = 0. This range is considerably higher than r (7.54%), 
the discount rate for a project in a mature firm, but much lower 
than the target rates applied by VC firms. 

In their 1981 New England survey Wetzel [9] and Seymour 
reported a median compound annual rate of return demanded 
of 50% for start-ups by 102 individual venture investors. In 
1987 Plummer [10] and Walker reported a demanded range of 

discount rates of 40.6 to 59.6% for start-ups by 288 venture 
capital firms. In their 1991 paper, Ruhnka [11] and Young 
reported a mean rate of return demanded of 54.8% for start-ups 
by 72 venture capital firms. In his 2009 paper, Damodaran [3] 
mentions that typical target rates of return in VC firms for start-
up projects are in the 50-70% range. From these four studies, 
we get from VCs a demanded rate of return in the 40.6-70% 
range for start-ups. We believe that the difference with our 
maximum range of 27.0-31.8% can be attributed to at least three 
factors: 

• Illiquidity risk premium. Venture capital firms can only exit 
investments at specific moments in time: IPOs, mergers and 
acquisitions 

• Diversification risk premium. Some VC’s can only invest in 
one sector 

• VCs provide additional services: many VCs participate in the 
start-ups’ company boards and offer specialized services, like: 
coaching, advice on managerial matters, and a Rolodex full of 
industry contacts. These services represent costs that need to 
be covered for in the discount rate. 

For some start-ups, the additional services provided by VC’s 
maybe a good reason to pay for higher discount rates; others 
may prefer the more economic equity STO alternative. We 
recommend further studies on the factors that influence the 
difference between the ranges. 

So far, we have considered that the financing for the start-up is 
done exclusively by selling equity and, thus, the firm has no 
debt. This is a reasonable assumption since Hogan and Hutson 
[8] found that the use of debt was rare in their study of new-
technology firms. This sounds intuitively correct as start-ups 
have no previous record on which to base a credit application. 
Nevertheless, if the start-up had debt, the calculation of the 
discount rate to be used for valuation poses no technical 
difficulties; it would be equal to the weighted average of the 
discount rate for the un-levered firm (as calculated using 
equation 14) and the cost of debt. The formula would be the 
same as for the standard Weighted Average Cost of Capital 
(WACC). 

5. Cash-Flow Forecast and Valuation 

There is little we can add to the theory of forecasting cash-flows; 
it is a pretty straightforward endeavor. On the other hand, it is 
the task that should take most of the valuation time. It is 
essential that the evaluator finds, as precisely as possible, the 
size of the Serviceable Obtainable Market (SOM). The quality 
of valuation depends on finding a good measure of SOM. We 
don’t think we can stress this enough. 

We want to add that the market penetration of the products and 
services sold by the start-up firm will, most likely, evolve 
following a generalized logistic function curve (S-shaped curve), 
also known as Richards’ [12] curve. If this is not the case, the 
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 selling equity; hence, debt is zero. Hogan and  
 Hutson [8] found that the use of  debt was  
 rare in their study of  new-technology firms.  
 This sounds intuitively correct as start-ups  
 have no previous record on which to base a  
 credit application.
• Let the risk-free rate be rf = 2.86ii

• The implied equity risk premium is:  
  .             From Damodaran’s iiiweb  
 page Sept. 1st. 2018. The beta for the total  
 of  all firms is taken as for the market, that is  
 1.00. Hence, re = 1.00•4.68 = 4.68% from  
 equation (6); 
• From previous items, r = rf + re = 2.86 +  
 4.68 = 7.54%;
• Let F (the fraction of  Liquidation Value/  
 Valuation) be 0%, as we want to evaluate  
 the highest R(t). Note that F is endogenous  
 to the project and requires a careful analysis  
 of  the expected liquidation value of  the  
 assets for the case in which the firm doesn’t  
 survive.

From equation (14), R(t)F=0 , the R(t) function for the 
total of  all firms when F = 0 is as follows:

(16)

In Figure 3 we plot R(t)F=0 and observe how R(t)F=0 
varies with time. The black dots are the results of  using 
the empirical data from Knaup and Piazza [4] study 
using equation (13). The R(t) piecewise function uses 
the thick blue color exponential function line for the t 
≤ 3 leg and the thick red color power function curve for 
the t > 3 leg. Once again, the piecewise R(t) function 
seems to be the appropriate choice

For years 1 to 7: R(t)F=0 ={31.8,31.8,31.8,31.3,29.9,28
.4,27.0}
From Figure 3, we observe that for years 1 - 7, the 
range for the discount rate is 27.0 - 31.8% for the 
case of  the total of  firms when F = 0. This range is 
considerably higher than r (7.54%), the discount rate 
for a project in a mature firm, but much lower than the 
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target rates applied by VC firms.

In their 1981 New England survey Wetzel [9] and 
Seymour reported a median compound annual rate 
of  return demanded of  50% for start-ups by 102 
individual venture investors. In 1987 Plummer [10] and 
Walker reported a demanded range of  discount rates 
of  40.6 to 59.6% for start-ups by 288 venture capital 
firms. In their 1991 paper, Ruhnka [11] and Young 
reported a mean rate of  return demanded of  54.8% 
for start-ups by 72 venture capital firms. In his 2009 
paper, Damodaran [3] mentions that typical target rates 
of  return in VC firms for start-up projects are in the 
50-70% range. From these four studies, we get from 
VCs a demanded rate of  return in the 40.6-70% range 
for start-ups. We believe that the difference with our 
maximum range of  27.0-31.8% can be attributed to at 
least three factors:

• Illiquidity risk premium. Venture capital  
 firms can only exit investments at specific  
 moments in time: IPOs, mergers and  
 acquisitions;
• Diversification risk premium. Some VC’s can  
 only invest in one sector;
• VCs provide additional services: many  
 VCs participate in the start-ups’ company  
 boards and offer specialized services, like:  
 coaching, advice on managerial matters,  
 and a Rolodex full of  industry contacts.  
 These services represent costs that need to  
 be covered for in the discount rate.

For some start-ups, the additional services provided by 
VC’s maybe a good reason to pay for higher discount 
rates; others may prefer the more economic equity 
STO alternative. We recommend further studies on 
the factors that influence the difference between the 
ranges.

So far, we have considered that the financing for the 
start-up is done exclusively by selling equity and, thus, 
the firm has no debt. This is a reasonable assumption 
since Hogan and Hutson [8] found that the use of 
debt was rare in their study of  new-technology firms. 
This sounds intuitively correct as start-ups have no 
previous record on which to base a credit application. 
Nevertheless, if  the start-up had debt, the calculation 
of  the discount rate to be used for valuation poses no 
technical difficulties; it would be equal to the weighted 
average of  the discount rate for the un-levered firm 
(as calculated using equation 14) and the cost of  debt. 
The formula would be the same as for the standard 
Weighted Average Cost of  Capital (WACC).

5. Cash-Flow Forecast and Valuation

There is little we can add to the theory of  forecasting 
cash-flows; it is a pretty straightforward endeavor. On 
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the other hand, it is the task that should take most of 
the valuation time. It is essential that the evaluator finds, 
as precisely as possible, the size of  the Serviceable 
Obtainable Market (SOM). The quality of  valuation 
depends on finding a good measure of  SOM. We don’t 
think we can stress this enough.

We want to add that the market penetration of  the 
products and services sold by the start-up firm will, most 
likely, evolve following a generalized logistic function 
curve (S-shaped curve), also known as Richards’ [12] 
curve. If  this is not the case, the developer should 
explain why her forecast departs from this assumption. 
Valuation, then, would be as follows:

(17)

where the terminal value T is evaluated as follows:

(18)

some definitions are as follows:

• CF to firmi  is the cash flow to the firm in  
 year i;
• t is the time horizon for which the firm is  
 going to be evaluated
• R is the discount rate R(t) as defined   
 by equation (14) and evaluated at year t for  
 the corresponding industry sector
• CF to firmt+1 is the estimated cash flow to  
 the firm in year t+1;
• g is the stable growth rate for CF to Firm  
 from year t+1 onwards.

Substituting equation (18) into (17) we get the following 
valuation formula:

(19)

We will use equation (19) for our worked example.

6.  A worked example:

Isabel and Claire (I&C) are two young and able 
entrepreneurs co-founders of  InsuBlock, a Blockchain 
life insurance company, their application is based on 
the Ethereum smart contracts platform. I&C have 
protected the intellectual property of  their invention 
with four key patents, so they expect to start sales 
with a sustainable competitive advantage. I&C have a 
working prototype on their website, and their products 
are all internet based. The series of  Cash Flows to firm 
forecast (in Millions of  US dollars) for the next eight 
years is as follows:
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6  A worked example: 

Isabel and Claire (I&C) are two young and able entrepreneurs 
co-founders of InsuBlock, a Blockchain life insurance 
company, their application is based on the Ethereum smart 
contracts platform. I&C have protected the intellectual 
property of their invention with four key patents, so they expect 
to start sales with a sustainable competitive advantage. I&C 
have a working prototype on their website, and their products 
are all internet based. The series of Cash Flows to firm forecast 
(in Millions of US dollars) for the next eight years is as follows: 

CF to Firm = {0.5, 5.7, 8.8, 12.9, 18.7, 26.0, 34.3, 36.2} for years 
1 to 8. 

After year 8, the company is expected to continue with a steady 
CF to Firm annual growth of 3.5%. Insublock is considered a 
firm in the Financial Activities industry sector, and if the firm 
doesn’t survive, it is believed that 10% of the initial valuation 
can be salvaged by selling its four patents. The company has no 
debt and wants to raise capital in an equity STO. The 
outstanding number of shares is 10 million. 

Now, let’s look at the value of the parameters and variables 
for valuation: 

• We consider InsuBlock in the Financial Activities industry 
sector, hence, from table 2: C = 1.0657, α = 0.5450, and λ = 
0.1784 

• t=7 since the 8th year cash flow to the firm is used to calculate 
the terminal value 

• F= 0.10 
• g = 0.035 
• rf =2.85% iv 
• Implied equity risk premium, 𝑟𝑟𝑟𝑟𝑚̂𝑚𝑚𝑚 − 𝑟𝑟𝑟𝑟𝑓𝑓𝑓𝑓 = 4.68% and the 

unlevered beta,  , for the life insurance sector is 0.81, this 
is from Aswath Damodaran’s v web page Sept. 1st. 2018. 
Hence, re = 0.81 · 4.68 = 3.79% from equation (6) 

• r = rf + re = 2.85 + 3.79 = 6.64% 

Since t > 3, we will use the second part of the R(t) function in 
equation (14). The discount rate is as follows: 

𝑅𝑅𝑅𝑅(7) = −1 + (1 + 0.0664) ⋅ √7
0.5450 ⋅ (1 − 0.1)

1.0657 + 0.1
7

= 21.82% 

We can now calculate the valuation of the company using 
equation (19) 

Valuation=  

 

 

= $88.13 Million 

Price per share = 88.1310  = 8.81 $/share 

With the above valuation, Isabel and Claire can now decide if 
they want to go ahead with the equity STO, and if so, which 
fraction of the total number of shares they want to float. 

Conclusions and Recommendations 

A valuation framework for equity-based STOs will allow for 
more transparent markets. A significant difficulty to build a 
DCF valuation framework is the lack of a closed-form 
expression of discount rates for start-up firms. In this paper, we 
developed a method to calculate such a discount rate; it 
incorporates the default risk premium present in all start-ups. 
The discount rate function discovered in this paper is time-
dependent and piecewise. The first part of the function is 
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Conclusions and Recommendations 

A valuation framework for equity-based STOs will allow for 
more transparent markets. A significant difficulty to build a 
DCF valuation framework is the lack of a closed-form 
expression of discount rates for start-up firms. In this paper, we 
developed a method to calculate such a discount rate; it 
incorporates the default risk premium present in all start-ups. 
The discount rate function discovered in this paper is time-
dependent and piecewise. The first part of the function is 
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Conclusions and Recommendations 

A valuation framework for equity-based STOs will allow for 
more transparent markets. A significant difficulty to build a 
DCF valuation framework is the lack of a closed-form 
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CF to Firm = {0.5, 5.7, 8.8, 12.9, 18.7, 26.0, 34.3, 36.2} 
for years 1 to 8.

After year 8, the company is expected to continue with 
a steady CF to Firm annual growth of  3.5%. Insublock 
is considered a firm in the Financial Activities industry 
sector, and if  the firm doesn’t survive, it is believed that 
10% of  the initial valuation can be salvaged by selling 
its four patents. The company has no debt and wants to 
raise capital in an equity STO. The outstanding number 
of  shares is 10 million.

Now, let’s look at the value of  the parameters and 
variables for valuation:

•	 We consider InsuBlock in the Financial  
 Activities industry sector, hence, from table  
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 is used to calculate the terminal value;
• F= 0.10;
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they want to float.

Conclusions and Recommendations
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incorporates the default risk premium present in all start-ups. 
The discount rate function discovered in this paper is time-
dependent and piecewise. The first part of the function is 
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A valuation framework for equity-based STOs will 
allow for more transparent markets. A significant 
difficulty to build a DCF valuation framework is the 
lack of  a closed-form expression of  discount rates for 
start-up firms. In this paper, we developed a method 
to calculate such a discount rate; it incorporates the 
default risk premium present in all start-ups. The 
discount rate function discovered in this paper is time-
dependent and piecewise. The first part of  the function 
is exponential; the second part is a power function. 
The reason is that, in the early years, the probability 
of  survival of  firms descends more rapidly than in 
late years. The discount rate function discovered has 
a remarkably good fit with empirical data- for the total 
of  firms and for the ten industry sectors for which data 
is available.

The methods to forecast the cash flows to the firm are 
straightforward, but the quality of  the valuation will 
depend on the precision to measure the Serviceable 
Obtainable Market. Discount rates vary by industry 
sector. Each industry sector has its discount rate 
characteristics represented by parameters C, α, and λ. For 
future direction, we would like to suggest further work 
in adding data for more sectors and finer granularity 
of  data by adding sub-sectors. Also, it would be useful 
to extend the model by considering variable “a” as 
continuous and evaluate the new optimum transition 
point. As the discount rate function is time-dependent, 
it would be useful to study its maxima-minima 
characteristics. A final recommendation would be of 
studies on the factors that influence the difference in 
target discount rates demanded by VC firms on start-
ups and the results obtained in this manuscript.

For the total of  firms, the highest discount rates 
were in the 27.0 to 31.8% range when the liquidation 
value of  the non-surviving start-up project is set to 
zero. This range is considerably higher than observed 
discount rates of  projects for mature firms(7.5%) but 
considerably less than some published discount rates 
for projects financed by Venture Capital firms which 
are in the 40.6 to 70% range. This discovery represents 
a positive development for the offerings of  equity-
based security tokens. A valuation method for equity 
STOs will help to develop a more transparent market 
for start-ups wanting to raise capital. Most importantly, 
our results show that for many start-up firms, equity 
STOs are an economical alternative to raise capital.
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(e) Financial Activities 
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(a) Professional and Business Services 

 

(b) Education and Health Services 

i λ was calculated by using the point at t = a = 3 with the exponential function. And, 
α and C were calculated by using points at t = a = 3, and t = b = 7 with the power 
function 
ii Yield 10 year Treasury on Sept. 1st. 2018 
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Toward a Crypto-friendly Index 
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This paper presents a new index concerning the extent of  public policy accommodation towards usage of 
blockchain technology. The coverage of  the index is for the 21 Asia-Pacific Economic Cooperation (APEC) 
member states, representing a significant bloc of  global production, trade and economic development. The 
crypto-friendly index includes indicators related to four general categories of  blockchain policy: (i) extent 
of  policy restrictiveness toward cryptocurrency initial coin offerings; (ii) extent of  policy restrictiveness 
toward cryptocurrency exchanges; (iii) taxation treatment toward cryptocurrencies; and (iv) type and extent 
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at October 2018, the index results reveal considerable diversity exists amongst APEC countries in terms of 
their degree of  crypto-friendliness. Jurisdictions such as Hong Kong, Singapore, Australia, the United States 
and Canada are seen as relatively crypto-friendly locations, whereas jurisdictions such as China, Vietnam and 
Peru have the greatest scope for pro-blockchain policy improvement. This paper suggests future avenues for 
index refinement, as well as the potential for additional research into the concept of  crypto-friendliness using 
this and similar policy indexes.
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1. Introduction

Blockchain technology is a distributed, digital, peer-
to-peer ledger that records, verifies and validates data 
on its public database without recourse to a centralised 
authority, or intermediary, to manage the data. High-
powered cryptoeconomic incentive mechanisms 
securely verify data blocks entered on the blockchain 
and ensure that all parties reach consensus about facts 
needed to propagate economic, financial, political, social 
and other projects. As such, the blockchain represents 
a contemporary refinement of  ledger technologies that 
record and disseminate transactional and other facts 
underpinning multi-person coordination.

Blockchain is widely touted as a ledger technology 
suitable for transforming the operational and 
governance environments of  business, government 
and civil society. It is supposed that blockchain will not 
only bring about production efficacies and cost savings 
but will, ultimately, bring about better governance [1]. 
What started out as the technology underpinning the 
Bitcoin crypto-currency has mushroomed into fields 
as diverse as financial management, personal identity, 

property titles, supply chain relationships, even voting. 
Irrespective of  their backgrounds, ideals and interests, 
people can leverage the blockchain to develop robust 
and self-executing contracts, to track payments 
from sender to receiver in real time and launch new 
investment projects. Whereas interest in blockchain 
and its applications have exploded in recent years 
there are many factors which will, ultimately, have a 
bearing upon the rate of  adoption and practical uses 
of  this technology. One of  the more pivotal of  these 
factors is the stance of  public policy treatment toward 
blockchain. The significance of  policy here is that it 
territorially influences the set of  viable blockchain-
enabled activities within, and amongst, political 
jurisdictions. Even at this relatively early stage of 
blockchain diffusion, policymakers in some countries 
are enacting policy change either to encourage internal 
blockchain activity, or to attract blockchain investment 
from other places. Policymakers in other locations, 
still, are acting to repel blockchain usage in their 
jurisdictions.

We suggest that differing degrees of  policy 
accommodation toward blockchain can be referred 
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to as variations in “crypto-friendliness” extended 
by policymakers amongst jurisdictions. So-called 
“crypto-friendly” jurisdictions see blockchain as a 
lucrative opportunity for economic development, 
proactively clarifying regulatory and tax treatments 
of  cryptocurrency and other blockchain applications, 
and trialling blockchain uses in fields predominated by 
public sector activity. Policymakers in countries hostile 
toward blockchain-related activity have, by contrast, 
instigated bans or strict limitations with respect to 
blockchain engagement by developers and users. We 
label hostility or aversion toward blockchain as examples 
of  “crypto-unfriendliness.” In other words, the degree 
of  observed crypto-friendliness by a country is situated 
on a crypto-friendly (policy accommodation) versus 
crypto-unfriendly (policy suppression) spectrum.

The theoretical basis for crypto-friendliness is being 
developed by blockchain researchers [2, 3, 4, 5]. This 
paper takes the crypto-friendliness literature one step 
further, presenting an index measure of  the degree 
of  crypto-friendliness observed amongst Asia-
Pacific Economic Cooperation (APEC) member 
countries. Drawing from a range of  information 
sources, including blockchain analysts, crypto-currency 
specialists and mainstream business media outlets, we 
develop indicators of  public policy positions toward 
blockchain. From these indicators it is possible to 
construct a holistic index ranking the degree of  crypto-
friendliness across countries. This crypto-friendly 
index provides some insight for blockchain developers, 
information technology and other businesses, 
governments and other interested parties in terms 
of  which APEC countries are demonstrating crypto-
friendly blockchain leadership and which countries 
have scope for public policy improvements.

The structure of  this paper is as follows. In Section 2 
we outline the methodology and information sources 
used in the development of  the crypto-friendly index. 
In Section 3 we provide the results of  our index analysis 
(applicable as at October 2018), indicating countries 
within the APEC region maintaining policies which are 
relatively crypto-friendly or crypto-unfriendly. A brief 
conclusion, primarily focused upon potential research 
resulting from the development of  the crypto-friendly 
index, follows.

2. Methodology

A range of  policy categories are established for the 
21 APEC member countries.  Within those categories 
are a range of  indicators which reflect specific kinds 
of  policy treatment of  blockchain and its applications 
(particularly crypto-currencies). Scores are allocated 
to each indicator, as specified below, and these are 
aggregated across the categories to provide an overall 
crypto-friendly index value. This overall index value can 
be used to help inform assessments about the degree 

of  crypto-friendliness maintained by each jurisdiction.

The following provides descriptions of  each indicator 
utilised for each category of  the crypto-friendly index. 
Country-specific policies and information sources are 
also disclosed (see Supplemental Material). It should be 
noted that information used to inform the indicators 
are applicable to policies imposed by the central 
government of  each country, excluding sub-national 
jurisdictions.

Category A: ICO restrictiveness

One of  the pivotal activities undertaken within crypto-
currency markets is fundraising for development and 
other projects through the creation and sale of  digital 
tokens. This process is commonly known as an “initial 
coin offering” (ICO), and is serving as a mechanism to 
facilitate the growth of  blockchain-enabled ventures. 
As explained by Van Rijmenam and Ryan, “[a]n ICO is 
increasingly being used by Blockchain start-ups to raise 
money by distributing a percentage of  the initial coin 
supply. Basically, with an ICO a start-up plays the role 
of  a bank; it digitally creates money out of  nothing and 
sells that to ‘investors’. The tokens, or crypto-coins, 
which are sold during the crowd sale will be used on 
the platform to pay for transactions and distribute 
value across the stakeholders. ‘Investors’ who purchase 
these coins during the ICO do not get a share in the 
start-up, but they hope that the price of  the coin will 
rise and as such they can get a (substantial) return on 
their investment” [6, pp. 24-25].

According to statistics supplied by ICO Data [7], the 
aggregate global amount of  funds raised through 
ICOs has risen substantially over the last few years. In 
2014 over US $16 million was raised through two ICO 
ventures, rising to over US $6 billion in 2017 (through 
873 ventures). The aggregate value of  ICOs from 
January to September 2018 (US $7 billion, and 1,095 
ventures) has surpassed the total for the entirety of  the 
previous calendar year. Part of  this growth is attributed 
to the fact that, in addition to ICO engagement by the 
“crypto community,” legacy businesses with established 
services and products are using ICO fundraising to 
finance their business activities [8].

As with other forms of  investment ICOs carry with 
them considerable risks and uncertainties. Aside 
from the uncertainties surrounding the potential 
for a given ICO venture to achieve an insufficient 
return, there is a fear that ICOs may be surrounded 
by misrepresentation, fraud and manipulation [9]. 
Expected future returns may be inflated by ICO 
proponents, and a lack of  transparency may surround 
the identity of  those advancing an ICO and the degree 
of  information provided to potential investors. There 
may also be concerns that ICOs are being used as a 
vehicle to finance illicit activities.
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It is for these, and other, reasons that governments 
have indicated a growing interest in regulating ICO 
activities. Although regulatory settings in this financial 
space, and in similar contexts, are designed to filter 
out unproductive and malign activities, there is the 
additional risk that overly prescriptive ICO regulations 
may limit the potential of  blockchain participants to 
raise sufficient funds for productive and licit purposes. 
This provides the basis for establishing a crypto-
friendliness index category to track the degree of  ICO 
restrictiveness by country.

Indicator 1: ICO regulatory stance

This indicator represents the general stance of 
regulators toward ICO activities in blockchain spaces, 
ranging from “allowed,” “restricted,” to “disallowed” as 
well as “neutral/no regulation.” Countries which allow 
ICOs are allocated a score of  3, restricted countries are 
given a score of  1 and disallowed countries a score of 
0. Countries which are regarded as neutral or having 
no regulation are allotted a score of  2, reflecting the 
notion that ICOs are permitted to take place even if 
unregulated. The score allocation reflects the generic 
view that countries allowing ICOs to operate within 
their jurisdiction are more crypto-friendly in this 
regard.

Indicator 2: Regulatory treatment by nature/purpose of  ICO 
raising 

APEC member countries which regulate ICOs can 
potentially make distinctions in regulatory treatment 
on the basis of  the perceived nature and/or purpose 
of  given ICO ventures. For example, regulators 
may distinguish between ICOs on the basis of  their 
economic function – e.g. whether ICOs are seen as 
genuine investments involving the creation of  assets, 
or are used to develop tokens used merely as a means 
of  payment or value transfers. Countries which do 
regulate on the basis of  the nature and/or purpose of 
ICO raising appear to be attempting to do so in order 
to facilitate an environment of  productive fundraising 
through the blockchain, and are given a score of  1. 
Countries which do not provide such regulatory 
treatment are allocated a score of  0.

Category B: Crypto exchange restrictiveness

Another important feature of  the blockchain ecosystem 
has been the development of  “crypto exchanges.” These 
virtual facilities enable users to trade crypto-currencies 
for traditional, “fiat” currencies or other crypto-
currencies. For instance, a crypto exchange may enable 
individuals and organisations to buy and sell Bitcoin 
for Ether, Litecoin or any other crypto-currency, or 
buy and sell Bitcoin for US dollars, Japanese yen and 
so on. As explained by Rainer Böhme and colleagues, 
“most crypto exchanges operate double auctions with 

bids and asks much like traditional financial markets, 
and charge a commission ranging from 0.2 to 2 
percent. Some exchanges offer more advanced trading 
tools, such as limit or stop orders. At present, many 
trades in bitcoin are accompanied by one or even two 
conversions from and/or to conventional currencies. 
Furthermore, price quotes in bitcoin are almost always 
computed in real time by reference to a fixed amount 
of  conventional currency” [10, p. 220].

In a similar vein to exchange mechanisms for traditional 
currencies, securities and other financial instruments, 
crypto exchanges play an important role in facilitating 
transfers toward higher valued uses within the 
blockchain environment. According to data supplied 
by BitInfoCharts [11], the average transaction value of 
Bitcoin in September 2018 was US $23,709 whereas 
for Ethereum it was US $661 (data as at 20 September 
2018). Much of  the value exuded by such trades is 
conducted through crypto exchange platforms.

Many crypto exchanges are centralised, third-party 
intermediary platforms which are reasonably easy to 
use and provide ease of  access. A problem with such 
exchanges is that they are either vulnerable to attack 
from malign sources or, lacking direct accountability 
(and control by) crypto-currency traders, susceptible 
to mismanagement. The Mt. Gox Bitcoin exchange, 
established in 2010 to become the largest crypto-
currency exchange at the time, suspended trading, 
closed its website and exchange service, and filed for 
bankruptcy by 2014. It was reported that about 850,000 
Bitcoins belonging to customers and the exchange were 
missing, presumed stolen, with a value in excess of 
US $450 million at the time [12]. The Binance crypto 
exchange temporarily halted trading in February 2018 
in light of  a potential phishing scam [13]. Alongside 
the potential of  lax security and inadequate investor 
protections, crypto exchanges may fail due to a lack 
of  liquidity or ambiguous clearance and settlement 
procedures.

Policy interest in crypto exchange platforms arise from 
a desire to protect investors and customers who trade 
in cryptocurrencies. Similarly, to regulations applicable 
to ICOs, governments have shown an inclination to 
regulate crypto exchanges in various ways. The issue 
is whether crypto exchange regulation facilitates the 
buying and selling of  crypto-currencies to the interest 
of  all participants, or whether regulation unduly 
hampers the development of  crypto exchanges.

Indicator 3: Crypto exchange regulatory stance

This indicator represents the general stance of 
regulators toward crypto exchange activities, ranging 
from “allowed,” “restricted,” to “disallowed” as well 
as “neutral/no regulation.” Countries which allow 
crypto exchanges to operate are allocated a score 
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of  3, restricted countries are given a score of  1 and 
disallowed countries a score of  0. Countries which are 
regarded as neutral or having no regulation is allotted a 
score of  2, reflecting the notion that crypto exchanges 
can establish operations albeit in an unregulated 
manner. The score allocation reflects the generic view 
that countries allowing crypto exchanges to operate 
within their jurisdiction are deemed to be relatively 
more crypto-friendly.

Indicator 4: Application of  Anti-Money Laundering (AML)/
Counter Terrorism Financing (CTF)/Know Your Customer 
(KYC) regulation

This indicator scores jurisdictions based on their 
implementation of  AML, CTF and/or KYC regulation. 
A score of  1 is allocated to countries that have 
implemented such regulations, whereas a score of  0 is 
given to those countries that have not introduced AML, 
CTF and/or KYC. The imposition of  such regulations 
is aimed at providing assurance to blockchain users that 
crypto exchanges are not channelling funds for illicit 
purposes, or at risk of  being used for illicit purposes, 
thus providing a signal concerning the propriety of 
crypto exchange platforms.

Category C: Cryptocurrency tax treatment

In modern societies governments compulsorily acquire 
revenue from several sources to fund the production 
and provision of  public goods and other essential 
services. One means through which the public sector 
acquires its revenue is through taxation – according to 
the OECD, taxes are compulsory unrequited payments 
to general government “in the sense that benefits 
provided by government to taxpayers are not normally 
in proportion to their payments” [14, p. 313].
In the interest of  maintaining a diverse revenue base 
that is more robust to economic and other shocks, 
governments ordinarily impose taxation simultaneously 
upon a range of  activities and sources. The OECD 
revenue classifications include reference to: taxes 
on income, profits and capital gains; social security 
contributions; taxes on payrolls and the workforce; 
taxes on property (including immovable property or on 
net wealth, gifts and estates); and taxes on goods and 
services (including excises and customs duties).
Governments have progressively investigated and, in 
some instances imposed, taxes on cryptocurrencies to 
prevent losses of  potential taxation revenue resulting 
from the trading of  cryptocurrency. As illustrated 
by the rise of  certain forms of  regulation upon 
cryptocurrency markets, governments have particularly 
revealed a concern about any “revenue leakage” 
resulting from the capability of  cryptocurrency holders 
to avoid tax liabilities imposed within the conventional, 
non-blockchain economy. Given the multiple uses to 
which crypto-tokens are used it has been challenging 
for taxation authorities to incorporate cryptocurrencies 

into the framework of  existing tax rules and legislation.

The extent of  taxation policy interest in cryptocurrencies 
to date have largely surrounded the definition of 
tokens for tax policy purposes, and the treatment of 
income or, more generally, financial gains attained from 
cryptocurrency trades. The following indicators relate 
to taxes imposed by central governments only and 
exclude consideration of  cryptocurrency tax regimes 
by sub-national levels of  government.

Indicator 5: Taxation status of  cryptocurrency

Certain countries have established definitions of 
cryptocurrencies within the context of  existing 
taxation legislation and formal guidelines. In the 
broadest sense, cryptocurrencies to date have either 
been defined as akin to currency (albeit a privately 
issued form of  currency not issued by the state), as a 
commodity like other commodities existing within the 
economic system, or as a form of  property (or asset) 
like a financial security. Variations in the legal status of
cryptocurrency have implications for when notifications 
of  taxation liability are activated by fiscal authorities. 
Countries whose tax authorities or finance ministries 
have declared that cryptocurrency will be treated in 
a certain way are allocated a score of  1. By contrast, 
countries which have yet to declare a tax interpretation 
for cryptocurrency is allocated a score of  0 because of 
their uncertainty that a lack of  clarity in tax treatment 
provides to domestic cryptocurrency users.

Indicator 6: Capital gains tax rate on cryptocurrency

Certain countries impose capital gains taxation on 
the capital gains (or profit) arising from the sale or 
disposal of  an asset purchased or otherwise acquired. 
It is assumed that the cryptocurrency has been held 
as a long-term investment and the capital gains tax 
rate is applied to individual holders of  cryptocurrency 
only. The capital gains tax rate selected is applicable 
to an earner bearing the top-tier marginal income tax 
rate. Capital gains tax rates are grouped into “low” 
(rates of  0-20 per cent), “medium” (20-40 per cent) 
and “high” (40+ per cent). Countries with low capital 
gains taxes are allocated a score of  2, medium tax-rate 
countries 1, and high taxing countries are given a score 
of  0. This scoring arrangement reflects the economic 
insight that capital gains taxes are assessed as being 
economic inefficient, distorting decisions to invest [15, 
16, 17]. Note that if  a country has not issued a formal 
declaration of  cryptocurrency the capital gains tax rate 
is not applicable to the token and is thus allotted a 0 
score.

Category D: General policy interest

There exist other measures which could be used to 
gauge the degree of  governmental accommodativeness 
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toward blockchain. These measures, by and large, relate 
to the preparedness of  political actors to countenance 
the use of  distributed ledger technologies in 
conventional fields of  public sector activity – including 
public administration and service delivery (including 
judicial, legal and social services).

Indicator 7: Existence of  public sector use cases

Countries that have trialled or permanently established 
blockchain use cases applicable to public administration 
or government service delivery are adjudged to be 
crypto-friendly. These countries receive a score of  1 
for that category. Countries that have not instigated 
public sector use cases (including announcements 
of  use cases that have yet to be trialled or otherwise 
implemented) receive a score of  0.

Indicator 8: Existence of  regulatory “sandboxing” trials or 
policies

Several countries have instigated trials or permanent 
arrangements that enable participants to experimentally 
interact with each other, under closed conditions and 
with simulated (not actual) regulatory environments 
applying. During the testing period the participants 
are exempted from some, or all, actually-existing 
regulations in place [3]. These arrangements are known 
as “sandboxes,” and are used by regulators to learn 
about the effect of  regulatory ideas under experimental 
conditions. Countries that have trialled or established 
sandboxing arrangements for blockchain applications 
(including FinTech) are assigned a score of  1, whilst 
those countries that have not engaged in sandboxing 
are given a score of  0. 

3. Results

Variations in the degree of  crypto-friendliness across 
countries are highly likely to be informed by policy 
differentials. In essence, jurisdictions toward the 
crypto-friendly end of  the blockchain policy spectrum 
are more likely to proactively clarify the tax treatment 
of  blockchain tokens and assets, and to not tax those 
instruments punitively. Measures attempting regulatory 
certainty with respect to crypto-economic activities, 
without undermining the growth and development 
of  blockchain use and adoption, are also consistent 
with crypto-friendliness. Other features of  a crypto-
friendly policy environment include the facilitation 
of  use cases, and the instigation of  “sandboxing” or 
other regulatory trials of  blockchain (including fintech 
applications, which typically incorporate blockchain 
elements).

The opposite of  a jurisdiction pursuing crypto-
friendliness in policy terms is a jurisdiction opting 
for crypto-unfriendliness, the latter posing an 
aversion toward the legitimisation of  widespread 

economic coordination within the emerging crypto-
economy. Policies consistent with this approach may 
include outright bans on blockchain application use 
by end-users or intermediaries (e.g. in relation to 
cryptocurrencies), stringent regulatory treatment (e.g. 
licensing blockchain participants, requirements to 
de-anonymise users), heavy or overtly discriminatory 
taxes, and the discouragement of  use cases.

The results of  the crypto-friendly index for the APEC 
region are illustrated in Table I, with the information in 
the Table affirming a clear dispersion amongst APEC 
member-states with respect to their crypto-friendliness. 
The assessment that is made here is that countries such 
as Singapore, Hong Kong, Australia, the United States, 
Canada, Japan and New Zealand are amongst the 
most crypto-friendly countries within the trading bloc. 
Malaysia, the Philippines and Chinese Taipei are also 
notable for their relatively high ranking on the crypto-
friendliness index. Features which arguably distinguish 
these countries from their APEC counterparts are their 
accommodative regulatory approaches toward ICO 
and crypto exchange activities.

At the other end of  the spectrum – i.e. countries which 
rank relatively low on the crypto-friendliness scale 
– are countries such as China, Vietnam, Peru, Chile, 
Brunei Darussalam and Indonesia. Most of  these 
countries have assumed an openly hostile regulatory 
approach toward cryptocurrencies, and the use of 
blockchain more generally. In particular, ICO issuance 
and trades through crypto exchanges have either been 
explicitly banned within some of  these jurisdictions, 
or such activities have been severely restricted through 
stringent regulation. It is also notable that crypto-
unfriendly jurisdictions have yet to introduce formal 
guidelines or legislation to impose taxation upon 
cryptocurrency purchases or sales, which may create 
ambiguities or uncertainties amongst blockchain 
participants in relation to how the activities will be 
taxed into the future (if  at all).

Conclusion

This paper presents a crypto-friendly index of 
blockchain policy accommodativeness for APEC-
member countries. This composite index, which 
provides relative rankings for 21 countries, is based on 
an analysis of  formal policies in relation to the treatment 
of  ICOs and crypto-currency exchanges, as well as an 
assessment of  the tax treatment of  cryptocurrencies 
and the existence of  public sector blockchain use cases.

The index is not intended to be definitive and will 
be subject to refinement as the evolution of  policy 
responses toward blockchain continues to unfold in 
response to new opportunities and challenges. Further, 
there are opportunities to refine the methodology of 
the index as adoption of  blockchain matures and new 
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uses for this technology are discovered. In addition 
to developing indexes incorporating a larger cohort 
of  countries, it is possible to extend the current index 
methodology to incorporate policies pursued by 
sub-national governments. Future research into the 
refinement of  crypto-friendly indexes may embrace 
methodological alterations including subjective 
evaluations of  taxation and regulatory climates by 
blockchain analysts and participants.

As indicated in this paper observable differences can be 
identified in terms of  the policy treatment of  blockchain 
technology and its applications within the APEC 
region, as of  October 2018. This study indicates that 
countries such as the United States, Japan, Singapore, 
Australia and Canada have invoked relatively crypto-
friendly policies comparable to best-practice standards 
found in jurisdictions such as Estonia, Switzerland and 
the United Arab Emirates. APEC member-countries 
which diverge from the crypto-friendly cohort have 
tended to do so either on the basis of  a lack of  formal 
policy position (at the time of  writing this report) or, 
in some limited cases, adverse or hostile responses 
to certain aspects of  blockchain activity such as ICO 
issuance or the operation of  crypto exchanges. The 
findings of  this crypto-friendly index provide diagnostics 
for relatively crypto-unfriendly countries to improve their 
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adherence to the rule of law and protection of property rights? 
How do assessments of crypto-friendliness relate to the 
structure of national innovation systems, and the possibility to 
undertake permission less innovation [18]? Is crypto-
friendliness related to variables such as country size, labour 
market skills or general aptitudes towards technology and 
material progress? 

The APEC region consists of a diverse cohort of countries, 
from developing to developed economies with a heterogeneous 
set of economic, cultural, social and political conditions. 
Technological advances such as blockchain provide the 
potential for closer trade, financial and economic integration 
amongst APEC economies, as well as lucrative opportunities 
for citizens residing in this region to enhance their social 
capabilities and harness economic development potential. 
Ultimately, blockchain is a governance technology and this fact 
suggests the need for coherent, whole-of-government 
responses within jurisdictions as well as cross-country 
collaborations amongst APEC members as a whole. 

Whilst there remains an expectation that the extent of crypto-
friendliness will continue to vary amongst APEC member-
states for some time, the ability of governments to develop 
creative and flexible policy responses to the opportunities 
potentially posed by blockchain will be a critical determinant of 
the long-term economic success for the region. 
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Table I: Crypto-friendly index results for APEC member-states (information as at October 2018) 

Country Total 
score 

ICO restrictiveness Crypto exchange 
restrictiveness 

Taxation treatment General policy 
interest 

Regulatory 
stance(a) 

Regulatory 
treatment by 

nature/purpose 
of ICO(b) 

Regulatory 
stance(c) 

AML/CTF/KYC 
regulation(d) 

Cryptocurrency 
tax treatment(e) 

Capital 
gains 
tax 

rate(f) 

Public 
sector 

use 
cases(g) 

Sandboxing 
trials / 

arrangements(h) 

Hong Kong, 
SAR China 

13 3 1 3 1 1 2 1 1 

Singapore 13 3 1 3 1 1 2 1 1 
Australia 12 3 1 3 1 1 1 1 1 
United 
States 

12 3 1 3 1 1 1 1 1 

Canada 11 3 1 3 1 1 0 1 1 
Japan 11 3 1 3 1 1 0 1 1 
New 
Zealand 

11 3 1 3 1 1 1 1 0 

Malaysia 10 3 1 3 1 0 0 1 1 
Philippines 10 3 1 3 1 0 0 1 1 
Chinese 
Taipei 

9 3 0 3 1 0 0 1 1 

Mexico 8 2 0 3 1 0 0 1 1 
Korea, 
Republic of 

7 0 0 1 1 1 2 1 1 

Thailand 7 1 1 1 1 1 1 0 1 
Papua New 
Guinea 

6 2 0 2 0 0 0 1 1 

Russian 
Federation 

6 2 0 2 1 0 0 1 1 

Brunei 
Darussalam 

5 2 0 2 0 0 0 0 1 

Chile 5 2 0 2 0 0 0 1 0 
Indonesia 5 2 0 1 0 0 0 1 1 
Peru 4 2 0 2 0 0 0 0 0 
China 2 0 0 0 0 0 0 1 1 
Vietnam 2 1 0 1 0 0 0 0 0 

Notes: (a) Allowed (score=3), neutral/no regulation (2), restricted (1), disallowed (0). (b) Yes (1), no/n.a. (0). (c) Allowed (3), 
neutral/no regulation (2), restricted (1), disallowed (0). (d) Yes (1), no/n.a. (0). (e) Asset/commodity/money/property/other (1), 
none (0). (f) Low 0-20% (2), medium 20-40% (1), high 40%+ (0). (g) Yes (1), no (0). (h) Yes (1), no (0). For country information and 
sources informing the indicator scores, see Supplemental Material.  
  

relative ranking thorough the introduction of  blockchain-
accommodative policy reforms.

It is envisaged that the crypto-friendly index would 
serve as a platform for further academic and applied 
policy research into the nature of  distributed ledger 
technologies and their impacts upon economies. 
Contingent upon the provision of  a sufficiently minimal 
data sample size, it is possible to use this crypto-
friendly index for empirical research. Some potential 
research opportunities include: is there a relationship 
between the degree of  crypto-friendliness and the 
spatial distribution of  blockchain-related activity? 
Are there any links between crypto-friendliness and 
background economic institutions, such as adherence 
to the rule of  law and protection of  property rights? 
How do assessments of  crypto-friendliness relate to 
the structure of  national innovation systems, and the 
possibility to undertake permission less innovation 
[18]? Is crypto-friendliness related to variables such as 
country size, labour market skills or general aptitudes 
towards technology and material progress?

The APEC region consists of  a diverse cohort of 
countries, from developing to developed economies 
with a heterogeneous set of  economic, cultural, social 
and political conditions. Technological advances 

Table I: Crypto-friendly index results for APEC member-states (information as at October 2018)

Notes: (a) Allowed (score=3), neutral/no regulation (2), restricted (1), disallowed (0). (b) Yes (1), no/n.a. (0). (c) Allowed (3), neutral/no 
regulation (2), restricted (1), disallowed (0). (d) Yes (1), no/n.a. (0). (e) Asset/commodity/money/property/other (1), none (0). (f) Low 0-20% 
(2), medium 20-40% (1), high 40%+ (0). (g) Yes (1), no (0). (h) Yes (1), no (0). For country information and sources informing the indicator 
scores, see Supplemental Material. 
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such as blockchain provide the potential for closer 
trade, financial and economic integration amongst 
APEC economies, as well as lucrative opportunities 
for citizens residing in this region to enhance their 
social capabilities and harness economic development 
potential. Ultimately, blockchain is a governance 
technology and this fact suggests the need for coherent, 
whole-of-government responses within jurisdictions as 
well as cross-country collaborations amongst APEC 
members as a whole.

Whilst there remains an expectation that the extent 
of  crypto-friendliness will continue to vary amongst 
APEC member-states for some time, the ability of 
governments to develop creative and flexible policy 
responses to the opportunities potentially posed by 
blockchain will be a critical determinant of  the long-
term economic success for the region.
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1. Introduction

An Initial Coin Offering (ICO) is an unregulated 
process for capital-raising typically used by firms 
in the cryptocurrency field as a substitute for the 
controlled funding methods applied by other financial 
intermediaries [1]. The volume of  ICOs had risen 
sharply with an all-time high market capitalisation of 
close to 1 trillion USD in December 2017. Since then 
the digital asset market has retreated to approximately 
200 billion USD by mid-2018. Stakeholders of  the 
cryptocurrency industry have since contemplated the 
causes for this retrenchment. While this “increasingly 
popular way to raise capital for Blockchain technology 
start-ups” [2, p.2] has become the method of  choice 
for many crypto firms in order to raise capital, 
its performance increasingly often lacks behind 
expectations [3]. Consequently, numerous exponents of 
the cryptocurrency industry are increasingly focusing 
on the notion that many ICOs could be scams. A recent 
industry study went as far as to maintain that 80% of 
all ICOs are indeed scams.[4] However, it is generally 
acknowledged that poor economic performance cannot 
automatically be equated with a scam. Moreover, 
it is highly questionable that high failure rates are 

idiosyncratic to the novel phenomenon of  the ICO. 
We, therefore, argue that a more differentiated view on 
ICOs and potential scams is necessary. Hence, with this 
study, we intend to investigate the question of  whether 
and when ICOs can justifiably be called a scam. We 
believe that investigating this problem is of  importance 
because scholars and practitioners alike have recently 
made rather coarse statements on this subject matter 
which were further amplified by the broader media. 
Economist Nouriel Roubini’s testimony to the US 
Senate Hearing on “Exploring the Cryptocurrency 
and Blockchain Ecosystem”, for instance, was 
subtitled “Crypto is the Mother of  All Scams” [5] 
and Economics scholar Saifedean Ammous recently 
portrayed the Ethereum project as “a worthless scam” 
[6]. As ICOs nevertheless receive increasing attention 
not only by the media but also by investors, we deem 
it a worthwhile endeavour to investigate the magnitude 
of  true scams in this area.

This article is organised in the following manner. 
First, we lay out the theoretical foundation of  our 
research along with definitions of  the terminology 
used. Secondly, the research methodology is explained 
sideways with the sample and data collection method. 
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In a third step, we present the results, before discussing 
them in a fourth phase. The article concludes with 
highlighting its contributions as well as its limitations 
and specifically the many possible future research 
directions with regards to the subject of  scams in the 
Blockchain ecosystem.

2. Theoretical Foundation

Investigating scams is a multifaceted undertaking, 
and the term scam is not being used identically by all 
scholars, practitioners and the broader media. On the 
contrary, we believe that investors frequently mistake a 
poor economic performance for a scam and that this 
misjudgement is then further conveyed and amplified 
by the broader media. Over the next paragraphs we, 
therefore, provide a brief  overview of  the theory we 
ground our research on as well as the terms “scam” 
and “economic performance”.

2.1 Principal-Agent Theory (PAT)

Agency Theory is a framework explaining how 
objectives are reached by separate players interacting 
with each other. As such it elucidates self-goals and 
other-goals and how distinct actors, so-called Principals 
and Agents, deal with difficulties in their coexistence. 
These challenges mostly arise from conflicts of  interest 
between the Agent and the Principal [7]. Examples of 
such relationships include investor and broker, teacher 
and student, physician and patient as well as lawyer and 
client.

The conclusion that “agency, or acting for another, is 
pervasive” [8, p.1] holds in many aspects of  life, and 
the cryptocurrency industry is no exception to this. 
Drawing on the findings of  Mitnick [8] we employ the 
following four assumptions: first, actors are rational 
and sensibly weigh returns against investments. 
Second, actors will always seek for increasing returns. 
Third, the underlying model is a static one, that is there 
is no change in the actors’ behaviour and learning. 
Lastly, acting on behalf  of  a third party may lead to 
fundamentally “different behaviour than acting for 
oneself.” [8, p.4].

We deem PAT to be highly suitable to analyse the ICO 
phenomenon as the business entities’ can be delineated 
as follows: The Principal is the investor/token buyer 
and agent is the software developer /token issuer, 
depicted in Figure 1.

The ICO team typically outlines the purpose, benefits 
and roadmap of  their project in a whitepaper. The 
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The ICO team typically outlines the purpose, benefits and 
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ideological, economic or other reasons entrusts the Agent with 
funds to progress the project in question. The ICO team 
becomes the Agent acting on behalf of the Principal. The 
following parts of PAT are specifically appealing to consider in 
the context of ICOs and the Blockchain ecosystem: 

ICO projects typically exert considerable discretionary power 
over capital and resource allocation upon completion of the 
ICO. This corresponds with the assertion that “[t]he agent’s 
problem is basically that of a choice of acts to best satisfy his 
preference for self and other goals" while being endowed with 
"considerable discretion with respect to the agent’s goals” [8, 
p.34]. Such a constellation leaves the agent with the task to 
resolve a trade-off between self-goals and the agent’s goals. We, 
therefore, pose that it is tempting for ICO teams to engage in 
fraudulent activities, especially in the absence of incentive 
systems that usually “include negative mechanisms like 
sanctions, threat of force, or reduction of agent return”.[8, p.35] 
These incentive systems which typically reduce the likelihood of 
conflicts between the Principal and the Agent hardly exist in the 
crypto industry, increasing the risk for the Principal. 
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[8, p.39]). Some, not all, ICOs work against a timeline with 
milestones. If a project does not hit the milestones, the 
community of Principals will publicly (mostly through social 
media) complain. Since many ICOs list their token on 
exchanges very swiftly after the ICO is complete, these 
complaints can impact the token price adversely. In summary, 
we consider the policing mechanisms available in the token 
world relatively weak and therefore conflicts of interest for the 
Agent are foreseeable. 

3. Scam 

The Oxford Dictionary defines a scam as “[a] dishonest 
scheme; a fraud.” [9]. In a similar vein, Merriam-Webster states 
that a scam is “a fraudulent or deceptive act or operation” [10]. 
In turn, a fraud is an unlawful, respectively criminal act as it 
"consists of some deceitful practice or wilful device, resorted to 
with intent to deprive another of his right, or in some manner 
to do him an injury"[11]i In the context of business, scams are 
therefore regularly seen as acts throughout which the scammer 
purposefully deprives the trustful investor of his or her funds 
to advantage to the scammer. Consequently, the investment will 
not perform to the extent initially suggested by the scammer 
and believed by the investor. By comparison, the above-
mentioned study by Dowlat, delineates scams in the following 
way: “Identified Scam (pre-trading): Any project that expressed 
availability of ICO investment (through a website publishing, 
ANN thread, or social media posting with a contribution 
address), did not have/had no intention of fulfilling project 
development duties with the funds, and/or was deemed by the 
community (message boards, website or other online 
information) to be a scam.” [4, p.23]. 

4. Economic Performance 

Economic performance is the evaluation of a firm's success 
measured in monetary terms. It comprises its assets as well as 
liabilities and its ability to generate profits. Ultimately economic 
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the agent do it himself.” [8, p.39]). Some, not all, ICOs 
work against a timeline with milestones. If  a project does 
not hit the milestones, the community of  Principals will 
publicly (mostly through social media) complain. Since 
many ICOs list their token on exchanges very swiftly 
after the ICO is complete, these complaints can impact 
the token price adversely. In summary, we consider 
the policing mechanisms available in the token world 
relatively weak and therefore conflicts of  interest for 
the Agent are foreseeable.
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The Oxford Dictionary defines a scam as “[a] 
dishonest scheme; a fraud.” [9]. In a similar vein, 
Merriam-Webster states that a scam is “a fraudulent 
or deceptive act or operation” [10]. In turn, a fraud 
is an unlawful, respectively criminal act as it "consists 
of  some deceitful practice or wilful device, resorted 
to with intent to deprive another of  his right, or in 
some manner to do him an injury"[11]i. In the context 
of  business, scams are therefore regularly seen as acts 
throughout which the scammer purposefully deprives 
the trustful investor of  his or her funds to advantage 
to the scammer. Consequently, the investment will 
not perform to the extent initially suggested by the 
scammer and believed by the investor. By comparison, 
the above-mentioned study by Dowlat, delineates 
scams in the following way: “Identified Scam (pre-
trading): Any project that expressed availability of 
ICO investment (through a website publishing, ANN 
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thread, or social media posting with a contribution 
address), did not have/had no intention of  fulfilling 
project development duties with the funds, and/or was 
deemed by the community (message boards, website or 
other online information) to be a scam.” [4, p.23].

4. Economic Performance

Economic performance is the evaluation of  a firm's 
success measured in monetary terms. It comprises its 
assets as well as liabilities and its ability to generate 
profits. Ultimately economic performance will 
determine the likelihood of  organisational mortality.

Timmons Jeffry and Spinelli [12] estimated that the 
survival rate of  new ventures is approximately 60% 
after the first year and 10% over ten years. Conducting 
research specifically on "new, adolescent, young, 
emerging and high-tech, technology, technology-
intensive, and technology-based» ventures Song, 
Podoynitsyna, Van Der Bij and Halman [13, p.9] 
reported more fine-grained results. After analysing 
a longitudinal data set of  11,259 New technology 
ventures (NTVs) established between 1991 and 2000 in 
the United States, the authors conclude that the survival 
rate of  NTVs with five or more full-time employees is 
only 36 per cent after four years and that this survival 
rate drops further to 21.9% after five years [13]. As 
Blockchain technology is a rather young phenomenon 
and technology is at the core of  any crypto project, 
start-ups and NTVs and NTVs can provide interesting 
benchmarks.

5. Research Methodology

5.1   Sample

As we strive to establish the extent of  scams among 
ICOs worldwide, the level of  our analysis was set to 
a macro level. Accordingly, we collected global data 
from relevant international ICO Web sites, such as 
ICO Data [14], Token Market [15], ICO Bench [16], 
Coin Index [17], ICO Watch List [18], and CoinGecko 
[19]. While those sources did mention the ICO of  the 
Decentralized Autonomous Organization (DAO), we 
decided to exclude this ICO from our sample as it 
would overly skew the data analysis with its emission 
volume of  more than USD 150 million.

The decision to use the 2016 cohort was based on 
the rationale of  providing a long enough time frame 
required for potential plaintiffs to file legal proceedings 
against fraudulent ICOs. Furthermore, 2016 was 
chosen as the number of  ICOs throughout that year 
was already a multiple of  the previous years, hence 
yielding a more solid base for a quantitative analysis 
than the cohorts of  2014 and 2015. To be included 
in the sample an ICO had to meet the following two 
criteria: first, it must be a public offering, i.e. advertised 

through the pertinent outlets of  the crypto community 
and second it must have completed its ICO during the 
year 2016. Based on the defined sampling criteria a 
sample size of  45 was obtained.

5.2 Method

In our attempt to elicit the true ICOs scams we 
conducted a descriptive multi-level analysis on our 
sample. First, we scanned the Lexis Nexis Database 
for any news related to the sample ICOs. Lexis Nexis 
is considered to be among the most comprehensive 
news databases globally, providing interfaces to 36’000 
international sources [20]. Search delimiters were set 
to cover only news items as of  2016 or younger. Each 
ICO was checked along with the keyword "scam" as 
well as the synonyms *fraud", "sham" "deceit", "con", 
and "hoax". Second, whenever any of  these search 
terms in conjunction with an ICO yielded a result, 
we furthermore conducted a more in-depth search 
for any resulting legal proceedings or court cases that 
may have emerged subsequently. Third, if  court cases 
were initiated, we investigated whether a verdict was 
delivered yet, if  so, what the ruling was. The cut-off 
date for our data sampling process was the 8th of 
January 2019.

6. Results

Table 1 reports the ICOs of  2016 along with the 
findings from our descriptive multi-level analysis. 
Next to selected demographics of  the ICOs such as 
token name, funds raised, ICO end, the table indicates 
whether the ICO was mentioned in the news as a scam, 
fraud, sham, deceit, con or hoax. We also counted these 
words in case they were used as verbs or adjectives. The 
dataset furthermore provides information on whether 
a lawsuit was initiated against any ICO of  the 2016 
cohort and if  so, what the court's verdict was. Next, to 
this information, we gather a set of  control variables, 
such as the issuing price of  the token as well as its 
current price and performance in the market.  The total 
number of  subjects in the sample was 45. Of  those 45 
projects, three (6.7%) were referred to in the context 
of  a scam in the news at least one time: DinarDirham, 
E-dinar, and Bitconnect. Bitconnect was furthermore 
named a fraud, deceit, and con. Lawsuits were initiated 
against two projects (4.4%): E-dinar and Bitconnect. In 
the case of  one project (2.2%), Bitconnect, the court 
ruled that it was a fraudulent scheme whereas the court 
ruling for E-dinar stated that it was a legitimate token. 

Looking at the control variables further points are 
noteworthy: For 22 of  the 45 objects, respectively 
for 49% of  the cases, no data could be obtained for 
the issuing price or the current price or both. Cases 
of  missing data were labelled as, “n.a.”. Consequently, 
no performance figures could be calculated for those 
projects. For those ICOs, however, for which financial 
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performance figures could be calculated they varyfrom 
near total losses of  the investment (-98%) to a 
significant multiplication in value (+15.541%). As we 
demonstrate in Table 1 an evenly distributed portfolio 
of  these ICO tokens (we assumed 1000 USD allocation 
to each project) would have yielded a hypothetical 
return of  approximately 598.71% over the two years 
and eight days period analysed.

7. Discussion

Drawing data from a global sample of  international 
ICOs, this study shows that far less than the alleged 
80% of  ICOs are scams in the legal sense of  the word. 
On the contrary, we could only identify one case (2.2%) 
where an ICO would match the definition of  a scam as 
provided above. Even if  we assumed that this figure is 
underestimated due to a large number of  unreported 
cases, an adjusted estimate increasing this number 
previously reported 80%. What is more, even if  we 
assume the worst-case scenario that the 22 projects 
for which we cannot obtain data on the issuing price 
or the current price or both turn all out to be scams 
we would see fundamentally different results by several 
hundred percent, it would not get close to the  than 
established previously: These 22 cases would account 
for 49% of  the ICOs observed and not for 80% as 
reported formerly [4].
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7.1   Survival 

At the same time, the worst-case failure rate of 49% may not be 
idiosyncratic to the field of ICOs. 51% survivors is relatively 
close to the above mentioned 60% survival rate for NTVs. 
Literature provides abundant evidence that other factors may 
also contribute to such high failure rates in similar settings. A 
plethora of factors can influence an organisation's performance 
and thus ultimately its survival. The number of potential 
antecedents to a firm's performance is large, especially if the 
company is not only of young age but especially if it ventures 
into international markets. This is typically the case with 
organisations conducting an ICO. Research has shown that 
companies of a young age are subject to higher failure rates than 
older ones. A substantial number of small firms typically fail 
early on after their inception [21, 22] because they suffer from 
what scholars call “liability of newness” [23]. At the same time, 

it was established that companies which enter a foreign 
institutional environment suffer from "liability of foreignness" 
[24]. Consequently, ICOs typically suffer from those two 
disadvantages at the same time. Previous research has shown 
that companies of a young age are subject to higher failure rates 
than older ones. A substantial number of small firms typically 
fail early on after their inception [21, 22] because they suffer 
from what scholars call “liability of newness” [23]. This concept 
suggests that young firms are particularly vulnerable to mortality 
because they still have to generate the necessary routines, 
relationships, and reputations that are required to efficiently 
operate in their respective surroundings [23]. Drawing on the 
findings of Lumpkin et al. [25] Sapienza, Autio, George and 
Zahra [26] allege that young firms are more likely to exhibit an 
entrepreneurial orientation to internationalization, which results 
in a higher risk-taking proclivity, greater propensity to 
innovation and a more proactive stance, yet they point out that 
these firms have a very limited stash of reserves which makes 
them extremely vulnerable in case of organizational mistakes. 
Anand and Delios [27] and Hamel et al. [28] contend that over 
time firms will increasingly be able to utilise their reputation, 
brand, marketing channels, social capital, company culture and 
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A substantial number of  small firms typically fail early 
on after their inception [21, 22] because they suffer 
from what scholars call “liability of  newness” [23]. 
At the same time, it was established that companies 
which enter a foreign institutional environment suffer 
from "liability of  foreignness" [24]. Consequently, 
ICOs typically suffer from those two disadvantages 
at the same time. Previous research has shown that 
companies of  a young age are subject to higher failure 
rates than older ones. A substantial number of  small 
firms typically fail early on after their inception [21, 22] 
because they suffer from what scholars call “liability of 
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newness” [23]. This concept suggests that young firms 
are particularly vulnerable to mortality because they still 
have to generate the necessary routines, relationships, 
and reputations that are required to efficiently operate 
in their respective surroundings [23]. Drawing on 
the findings of  Lumpkin et al. [25] Sapienza, Autio, 
George and Zahra [26] allege that young firms are 
more likely to exhibit an entrepreneurial orientation 
to internationalization, which results in a higher risk-
taking proclivity, greater propensity to innovation and 
a more proactive stance, yet they point out that these 
firms have a very limited stash of  reserves which makes 
them extremely vulnerable in case of  organizational 
mistakes. Anand and Delios [27] and Hamel et al. [28] 
contend that over time firms will increasingly be able 
to utilise their reputation, brand, marketing channels, 
social capital, company culture and customer loyalty to 
ease disruptions caused by the business environment 
or by internal mistakes.

Companies that enter the international domain are 
typically confronted with a range of  costs associated 
with their expansion. Typically, such costs include 
learning costs, but more specifically also adjustment 
costs for adapting to the foreign environment [24]. 
Foreign entrants typically display a lack of  familiarity 
with legal, social, and economic conventions, as well 
as consumer preferences and cultural features of  the 
targeted foreign markets. In addition, firms that enter 
foreign markets are typically obliged to modify their 
routines and processes to properly operate within 
these markets. Whilst these companies typically do 
benefit from the experience they had previously made 
with marker entries when further entering subsequent 
markets [29], these companies are nonetheless faced 
with the task of  adapting some of  their existing 
processes and creating some new ones in order to 
optimally serve this foreign market. Creating those 
routines and adapting others will consume additional 
resources [30]. These costs can be significant and 
enduring and in the worst case fatal to the venture 
[31]. Besides, companies regularly incur yet additional 
costs associated with their internationalization. These 
costs stem from an increased organizational and 
environmental complexity which leads to additional 
costs for governance, coordination, and transaction 
that may outweighing the benefits gained from 
internationalization [32].Lastly, internationalization 
increases ventures’ exposure to financial and 
political risks resulting from currency fluctuations, 
governmental directives, and trade regulation [33, 34].

Taken together liability of  newness and liability of 
foreignness can pose severe obstacles to new ventures 
conducting business internationally. Sleuwaegen and 
Onkelinx [35] established that 29% of  their surveyed 
international new ventures had to withdraw from the 
international market place and, as a consequence, failed 
to survive altogether.

7.2 Financial performance

The results pertaining to the financial performance 
of  the ICO also yielded some interesting insights. As 
mentioned before, assuming a worst-case scenario an 
investor investing in all tokens throughout the 2016 
ICO vintage would have suffered a total loss for many 
of  them. However, those tokens which survived would 
have handsomely compensated for those losses. As 
mentioned above, an evenly distributed portfolio 
of  ICO tokens would have yielded an interest of 
approximately 164% p.a. or 598.71% total return over 
the ca. two-year period. Despite all controversy, it may 
even occur justifiable to the rational investor to be 
scammed in individual cases as long as other portfolio 
components display the growth in value leading to 
the above returns. Of  course, caveat emptor remains 
true and historical performance was seldom a good 
predictor of  future performance. Other recent ICO 
research focusing on historical returns during the same 
period could be an indication of  bubbles [36] which 
explain these abnormally high returns after such a 
short period, even in the start-up space.

8. Limitations and future research directions

This study is not exempt from limitations which in turn 
enable other researchers to contribute. We encourage 
further studies on scams in the crypto sphere 
considering variations in the methodological as well 
as empirical setup. Moreover, as our study is solely an 
ex-post observation which is only of  limited utility to 
crypto investors, we issue a call to put a larger emphasis 
on investigating the antecedents of  scams.

8.1   Methodology

Mitnick [8, p.9] maintains that so-called “collapsed 
relations” where Agent and Principal are identical 
are not in the scope of  the PAT. Consequently, one 
could argue that differences may exist between a more 
community-based, more decentralised ecosystem, 
such as Bitcoin and pure for-business entities that 
use the ICO mechanism as a means of  funding their 
proprietary business. In the context of  Blockchain, 
such relationships are best depicted as “interwoven 
decentralisation” where ICO teams, ecosystem users, 
and token holders can be both Principals and Agents 
at the same time. Borders may not be as clearly defined 
as initially assumed, leaving the subject interlocked as 
depicted in Figure 2.

Building on the findings of  Mitnick [8] further aspects of 
PAT offer additional research directions in the context 
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consequence, failed to survive altogether. 

7.2   Financial performance 

The results pertaining to the financial performance of the ICO 
also yielded some interesting insights. As mentioned before, 
assuming a worst-case scenario an investor investing in all 
tokens throughout the 2016 ICO vintage would have suffered a 
total loss for many of them. However, those tokens which 
survived would have handsomely compensated for those losses. 
As mentioned above, an evenly distributed portfolio of ICO 
tokens would have yielded an interest of approximately 164% 
p.a. or 598.71% total return over the ca. two-year period. 
Despite all controversy, it may even occur justifiable to the 
rational investor to be scammed in individual cases as long as 
other portfolio components display the growth in value leading 
to the above returns. Of course, caveat emptor remains true and 
historical performance was seldom a good predictor of future 
performance. Other recent ICO research focusing on historical 
returns during the same period could be an indication of 
bubbles [36] which explain these abnormally high returns after 
such a short period, even in the start-up space. 
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on scams in the crypto sphere considering variations in the 
methodological as well as empirical setup. Moreover, as our 
study is solely an ex-post observation which is only of limited 
utility to crypto investors, we issue a call to put a larger 
emphasis on investigating the antecedents of scams. 

8.1   Methodology 

Mitnick [8, p.9] maintains that so-called “collapsed relations” 
where Agent and Principal are identical are not in the scope of 
the PAT. Consequently, one could argue that differences may 
exist between a more community-based, more decentralised 
ecosystem, such as Bitcoin and pure for-business entities that 
use the ICO mechanism as a means of funding their proprietary 
business. In the context of Blockchain, such relationships are 
best depicted as “interwoven decentralisation” where ICO 
teams, ecosystem users, and token holders can be both 
Principals and Agents at the same time. Borders may not be as 
clearly defined as initially assumed, leaving the subject 
interlocked as depicted in Figure 2.  

 

Figure 2: Principal and Agent in the context of cryptocurrencies & 
interwoven decentralization 

Building on the findings of Mitnick [8] further aspects of PAT 
offer additional research directions in the context of ICOs. We 
consider the following four topics as particularly noteworthy. 
First, as Mitnick [8, p.17] puts it “[a] rational party would not 
enter into a contract if he/she did not expect it to be fully and 
perfectly operative, i.e. all parties will abide by it (Alternatively, 
of course, the party may expect the contractual arrangement to 
malfunction to his benefit)”. Henceforth, the research 
questions arise whether ICO teams understand that a SAFTii 
contract - which virtually does not contain any investor rights - 
will indeed malfunction? Moreover, does this understanding of 
the extremely skewed risk-taking by the Principal, turn ICO 
teams into scammers? Secondly Mitnick [8, p.17] points out that 
"[t]he rational contracting party with preference characterised 
by some measure of risk aversion, i.e. security rather than 
adventure, will demand that some guarantees or assurances 
accompany the contract.". Here, the following research 
questions emerge: Does this suggest that most ICO investors 
are indeed not rational since “assurances and guarantees” are 
most commonly missing in current SAFT agreements? How 
can this be aligned with current research on asset-bubbles such 
as Zetzsche, Buckley, Arner and Föhr [37]? Thirdly, Mitnick [8, 
p.18] argues that valid agreements should be kept. Validity 
requires an absence of … fraud or deceptions". Building on the 
previous research questions we therefore ask whether a SAFT 
without investor rights be considered a “valid” contract? 
Furthermore, we suggest considering the consequences if it was 
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of  ICOs. We consider the following four topics as 
particularly noteworthy. First, as Mitnick [8, p.17] puts it 
“[a] rational party would not enter into a contract if  he/
she did not expect it to be fully and perfectly operative, 
i.e. all parties will abide by it (Alternatively, of  course, 
the party may expect the contractual arrangement to 
malfunction to his benefit)”. Henceforth, the research 
questions arise whether ICO teams understand that a 
SAFTii contract - which virtually does not contain any 
investor rights - will indeed malfunction? Moreover, 
does this understanding of  the extremely skewed 
risk-taking by the Principal, turn ICO teams into 
scammers? Secondly Mitnick [8, p.17] points out 
that "[t]he rational contracting party with preference 
characterised by some measure of  risk aversion, i.e. 
security rather than adventure, will demand that some 
guarantees or assurances accompany the contract.". 
Here, the following research questions emerge: Does 
this suggest that most ICO investors are indeed not 
rational since “assurances and guarantees” are most 
commonly missing in current SAFT agreements? 
How can this be aligned with current research on 
asset-bubbles such as Zetzsche, Buckley, Arner 
and Föhr [37]? Thirdly, Mitnick [8, p.18] argues that 
valid agreements should be kept. Validity requires an 
absence of  … fraud or deceptions". Building on the 
previous research questions we therefore ask whether 
a SAFT without investor rights be considered a 
“valid” contract? Furthermore, we suggest considering 
the consequences if  it was not a valid one. Fourth, 
throughout this study we have focused on the 
Principal as the investor and token holder and the 
Agent representing the token issuer and ICO teams. 
Consequently, there is the opportunity to expand ICO 
scam research to other actors in the ecosystem such 
as centralised exchanges, market makers and actors 
on social media aiming to deceive potential investors 
through misleading statements and false offerings. 
Fraudulent market practices in today's securities 
markets such as "Pump and Dump" as observed by 
Li, Shin and Wang [38] in the crypto-currency markets 
may be considered a scam.

8.2   Empirical Setup

As outlined above the basis of  our empirical research 
was the 2016 cohort of  ICOs. The subsequent years, 
2017 and 2018 displayed a vast increase in ICOs. 
Hence, the most obvious opportunity to build on our 
research is to replicate our study with data comprising 
those two vintages. While the total amount of  ICO 
projects increased drastically, it remains to be seen if 
the percentage of  scams changed as well.

8.3 Antecedents to scams - The Crypto Scam 
Probability Index (CSPI)

In order to warn investors of  scams ex-ante, we would 
welcome any research contributing to a Crypto Scam 

Probability Index (CSPI) in order to potentially spot 
dubious projects before investors put their money into 
them. The underlying notion is to create a mechanism 
that can be used to protect investors from bad actors. 
A comprehensive set of  meaningful factors for such 
an index would need to be established. Yet, first 
indicators have already been raised by journalists [39], 
being 1) plagiarism, 2) identity theft and 3) advertising 
of  improbably returns. Clearly, we foresee that this set 
is extensible for numerous factors such as whether 
SAFTs had been used, how much have been raised, 
whether developers are actively working on the project 
etc. Applying hierarchical regression analysis [40] and /
or necessary condition analysis [41] to the 2017 cohort 
of  ICOs researchers could empirically identify relevant 
factors predicting ICO scams.

For illustration purposes we suggest designing the 
CSPI along the following lines:

For each factor coding and weighting according to its 
importance in the context of  ICO scams is required, 
where ∑a,b,c,d,e,f,…,z ≡ 100 and where the variables 
capture the following facts (not comprehensive!)

SU: SAFT was used (no = 0; yes =1)

AR: amount of  funds raised (USD 0-15m = 0; >USD 
15m =1)

DA: developers are active (no = 0; yes =1)

KD: KYC on clients is done (no = 0; yes =1)

VE: vesting is required (no = 0; yes =1)

SO: code is open source (no = 0; yes =1)

XY: other factors

Conclusion

So far, literature yields only limited insights on scams 
in the context of  ICOs. This paper enhances our 
knowledge about this phenomenon, contributing 
to existing cryptocurrency research. Using a global 
sample, this study has revealed that the magnitude of 
ICO scams is much smaller than initially anticipated. 
The article offers alternative explanation for the 
allegedly poor performance of  ICOs by relating them 
to studies from entrepreneurship literature. Moreover, 
this paper sketches a possibility of  how scams could be 
more easily identified ex ante in the future.
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not a valid one. Fourth, throughout this study we have focused 
on the Principal as the investor and token holder and the Agent 
representing the token issuer and ICO teams. Consequently, 
there is the opportunity to expand ICO scam research to other 
actors in the ecosystem such as centralised exchanges, market 
makers and actors on social media aiming to deceive potential 
investors through misleading statements and false offerings. 
Fraudulent market practices in today's securities markets such 
as "Pump and Dump" as observed by Li, Shin and Wang [38] 
in the crypto-currency markets may be considered a scam. 

8.2   Empirical Setup 

As outlined above the basis of our empirical research was the 
2016 cohort of ICOs. The subsequent years, 2017 and 2018 
displayed a vast increase in ICOs. Hence, the most obvious 
opportunity to build on our research is to replicate our study 
with data comprising those two vintages. While the total 
amount of ICO projects increased drastically, it remains to be 
seen if the percentage of scams changed as well.  

8.3   Antecedents to scams - The Crypto Scam Probability 
Index (CSPI) 

In order to warn investors of scams ex-ante, we would welcome 
any research contributing to a Crypto Scam Probability Index 
(CSPI) in order to potentially spot dubious projects before 
investors put their money into them. The underlying notion is 
to create a mechanism that can be used to protect investors 
from bad actors. A comprehensive set of meaningful factors for 
such an index would need to be established. Yet, first indicators 
have already been raised by journalists [39], being 1) plagiarism, 
2) identity theft and 3) advertising of improbably returns. 
Clearly, we foresee that this set is extensible for numerous 
factors such as whether SAFTs had been used, how much have 
been raised, whether developers are actively working on the 
project etc. Applying hierarchical regression analysis [40] and 
/or necessary condition analysis [41] to the 2017 cohort of 
ICOs researchers could empirically identify relevant factors 
predicting ICO scams.  

For illustration purposes we suggest designing the CSPI along 
the following lines:  

 Π𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = ∑ 1
𝑎𝑎𝑎𝑎 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 + 1

𝑏𝑏𝑏𝑏 𝑆𝑆𝑆𝑆𝐴𝐴𝐴𝐴 + 1
𝑐𝑐𝑐𝑐 𝐷𝐷𝐷𝐷𝑆𝑆𝑆𝑆 + 1

𝑑𝑑𝑑𝑑 𝐾𝐾𝐾𝐾𝐷𝐷𝐷𝐷 + 1
𝑒𝑒𝑒𝑒 𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 + 1

𝑓𝑓𝑓𝑓 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 + ⋯

+ 1
𝑧𝑧𝑧𝑧 𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋 

For each factor coding and weighting according to its 
importance in the context of ICO scams is required, where 
∑ 𝑎𝑎𝑎𝑎, 𝑏𝑏𝑏𝑏, 𝑐𝑐𝑐𝑐, 𝑑𝑑𝑑𝑑, 𝑒𝑒𝑒𝑒, 𝑓𝑓𝑓𝑓, … , 𝑧𝑧𝑧𝑧 ≡ 100 and where the variables capture 
the following facts (not comprehensive!) 

SU: SAFT was used (no = 0; yes =1) 

AR: amount of funds raised (USD 0-15m = 0; >USD 15m =1) 

DA: developers are active (no = 0; yes =1) 

KD: KYC on clients is done (no = 0; yes =1) 

VE: vesting is required (no = 0; yes =1) 

SO: code is open source (no = 0; yes =1) 

XY: other factors 

Conclusion 

So far, literature yields only limited insights on scams in the 
context of ICOs. This paper enhances our knowledge about this 
phenomenon, contributing to existing cryptocurrency research. 
Using a global sample, this study has revealed that the 
magnitude of ICO scams is much smaller than initially 
anticipated. The article offers alternative explanation for the 
allegedly poor performance of ICOs by relating them to studies 
from entrepreneurship literature. Moreover, this paper sketches 
a possibility of how scams could be more easily identified ex 
ante in the future. 
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1. Introduction

Blockchain and other distributed ledger technologies 
are poised to act as new economic infrastructure for 
global trade networks [1]. As a technology for creating 
distributed ledgers of  information, blockchain may 
act as the infrastructure on which information about 
goods are validated, stored and accessed. Blockchain 
might not simply make our existing supply chain 
structures more efficient, but transform how, where 
and what we trade. When the standardised shipping 
container was invented in the 1950s it didn’t just made 
goods cheaper; it also altered trading patterns, opened 
up new trade networks, and made some traditional 
port infrastructure redundant [2]. In this paper we 
draw on the existing literature of  blockchain-based 
supply chains [1, 3] together with the emerging field 
of  institutional cryptoeconomics [4-6] to ask the 
question: how might blockchain-based supply chain 
infrastructure change our global trade networks? We 
first model the incentives necessary for supply chain 
actors to implement and build this infrastructure, 
before making four predictions: 

• Blockchain will drive creation of  new forms  
 of  economic organisation to coordinate the 
 information problems along global supply  
 chains, such as the V-form organisation [7, 8]; 
• Blockchain will help reduce information  

 asymmetries (e.g. information about markets,  
 prices and the structure of  the supply chain  
 itself) and therefore shift economic power  
 towards the ends of  the supply chain (e.g.  
 primary producers and consumers); 
• Blockchain will drive de-commoditisation of   
 goods by offering deeper information for  
 consumers to make more subjective value  
 perceptions; and 
• Blockchain will facilitate new proxies  
 of  quality—as distinct to that derived  
 simply from production within national  
 borders—and therefore a closer match  
 between comparative advantages and  
 production.

Blockchain as an institutional technology for 
supply chain infrastructure

When described simply as a new type of  ledger, 
blockchain might seem to be little more than 
accounting technology. Such innovations, however, can 
have a profound impact on an economy’s institutional 
structure. The ledger-centric view of  the economy 
argues the importance of  ledgers in mapping property 
ownership and relationships, along with other rights 
and responsibilities which underpin economic and 
political exchange [see 9]. Tracking inventories and 
ownership rights throughout complex organisational 
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structures requires robust ledgers which can be 
reconciled and audited with relative ease. Changes to 
the nature of  ledgers have long been associated with 
changes in institutions. The emergence of  literacy 
in the ancient Near East enabled detailed records 
of  taxation and expenditure  [6, 10], while double 
entry bookkeeping contributed to the emergence 
of  capitalism by facilitating distributed ownership of 
enterprise, the spread of  risk, and the emergence of 
multinational corporations [11]. The propensity to 
exchange is closely correlated with the ready verification 
of  property rights, along with a system of  courts and 
law to enforce those rights [12].

Transaction costs have been used to account for 
organisational variety [13]. Coase [14] and Williamson 
[15] sought to explain why some transactions occur 
within a firm rather than a market.i The logic is that 
different institutions create alternate organisational 
structures to transact, and the choice of  institution 
depends on several behavioural factors which give 
rise to transaction costs. For instance, people exhibit 
cognitive limitations (e.g. bounded rationality) and 
do not always act benevolently (i.e. people can be 
opportunistic).ii Transaction cost economics gains 
predictive logic by recognising that transactions 
exhibit different types and degrees of  asset specificity, 
uncertainty and frequency of  exchange which interact 
with these behavioural factors to give rise to transaction 
costs [16, 20, 21].iii From this perspective blockchains 
‘industrialise trust’ by reducing the transaction costs 
which economic actors might otherwise face, thereby 
shifting the mix of  transaction cost minimising 
institutions [23]. Institutional cryptoeconomics uses 
the transaction cost economics framework to explain 
how blockchain technology shifts the comparative 
efficacy of  firms, markets, governments and civil 
society to solve economic problems [24-26].

There are three main types of  trade costs that create 
frictions in supply chains: transportation, political and 
information costs [27]. Transportation costs have been 
lowered through transportation technologies including 
the shipping container [2, 28]. Political and regulatory 
barriers such as tariffs have been reduced through 
global coordination bodies such as the World Trade 
Organization (WTO) [29]. However, when goods move 
along supply chains, trusted information about those 
goods must also move with them. That information 
must be produced and maintained through economic 
organisation. Consumers demand information in terms 
of  the legitimacy, quality and provenance of  a product. 
That information enables consumers to differentiate 
products and to subjectively value them. Governments 
demand information about goods to comply with 
domestic regulations, such as biosecurity restrictions, 
minimum labour or ethical standards and sanctions 
compliance. Producers demand information about 
goods after they have sold them, including information 

about their consumers as well as the rents and actions 
of  others along the supply chain (e.g. fraudulent activity 
in transit).

Information costs increase as organisational distance 
increases [30]. Goods have characteristics that are 
the product of  production, financing, delivery, 
warehousing, regulatory procedures and a myriad 
of  other processes in a supply chain. Except for in 
the context of  a supply chain located wholly within 
a vertically integrated organisation, these processes 
might occur across tens, hundreds, or even thousands 
of  discrete organisations. Apple, for instance, has 785 
suppliers, across 31 countries [31]; their products are 
(officially) available for sale in most countries, apart 
from those subject to US sanctions such as North 
Korea and Syria, or where there is little demand, like in 
Afghanistan and Yemen [32]. As supply chains become 
longer and more complex, information changes 
hands more often and across more relationships [33], 
potentially leading to information loss or fraud.

Producing and maintaining trusted information 
about goods is costly. Private organisations produce 
some of  this information, ensure its integrity, and 
communicate that information with others. Some 
supply chain information is produced through brand 
reputation, “repeat transactions … and social norms 
that are embedded in particular geographic locations 
or social groups” [34]. Siloed companies communicate 
information through paper-based bills of  lading and 
ship manifests to maintain and update ledgers of 
information. When there is a lack of  incentives for 
private companies to provide the information, they 
may be required to through legislation. Estimates 
of  the administrative cost of  this paperwork varies 
from 15 per cent of  the value of  goods shipped [35] 
to being equal to the cost of  physically moving those 
goods [36]. The complexity of  global supply chains 
also means that shipping goods involves a multitude 
of  organisational interactions; Maersk found that a 
single shipment of  refrigerated goods in 2014 from 
Africa to Europe involved 30 different individuals and 
organisations, with 200 separate interactions [37]. This 
process is not only costly, but due to the complexity 
and multiple interactions it is error-prone and open to 
fraud [38, 39].

Available technologies constrain what institutional 
solutions can be implemented to lower transaction 
costs [40]. Blockchain and other distributed ledger 
technologies create new potential for emergent 
governance solutions by storing transparent and tamper-
resistant information about goods. This information 
could include ownership, location, environmental 
impact, and time stamping data [41]. The technology 
could be used, for instance, in the context of  food safety 
and traceability, where provenance information can be 
consulted in real-time by consumers and regulators [see 
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3, 42]. Blockchain-based supply chains thus compete 
with other institutional governance systems (firms, 
markets and governments) to overcome information 
costs.

There is substantial interest from the private sector 
and from governments to develop blockchain-based 
economic infrastructure for global supply chains. This 
includes validating the legitimate ownership of  goods 
traded [43], identifying counterfeit medicines [44, 
45], tracking the trade of  protected species [46] and 
managing food safety incidents [42]. Distributed ledger 
technologies are being adopted by firms including IBM, 
Maersk and Walmart as the economic infrastructure 
to achieve greater levels of  assurance over the nature 
and provenance of  goods as they move along supply 
chains [3]. For instance, in 2017 IBM and Danish 
shipping company Maersk announced their TradeLens 
blockchain solution [37]. Walmart has since announced 
their intention to use the IBM Food Trust platform 
to facilitate the sharing of  provenance information by 
their leafy green suppliers in the wake of  an E. coli 
outbreak [47].

Blockchain-based supply chains are likely to emerge in 
concert with other technologies, such as a permissioned 
network of  actors who hold a QR code scanning 
technology that updates information on a private 
distributed ledger. This approach, however, raises 
questions of  human involvement and the legitimacy of 
the data entered in the distributed ledger—the ‘garbage 
in-garbage out’ problem. Blockchains are unable to 
autonomously interact with real-world individuals or 
events and hence rely on ‘oracles’ to transmit data 
about temperature, contractual performance and so 
on [48]. Another approach will leverage more complex 
technologies in an attempt to input information via 
sensors [49], such as ‘smart containers’ where sensors 
upload information (e.g. temperature) to a blockchain-
based distributed ledger. This represents a shift away 
from human-centred data input towards technology-
centred data input, and might even see the dynamic 
adjustment of  shipping routes and prioritisation based 
on the attributes of  the goods shipped [50].

The precise nature of  how blockchains will be applied 
within supply chain governance is uncertain. Adoption 
will likely require significant infrastructure upgrades 
or investments. In the following section we model 
the incentives for actors in a supply chain to adopt 
blockchain-based smart contracting supply chain 
infrastructure to get a sense of  the factors from which 
that process will emerge.

Incentives to develop blockchain-based supply 
chain infrastructure

In this section we examine the necessary conditions that 
incentives for supply chain participants must meet for a 

blockchain-based supply chain to be built. The central 
institutional innovation for understanding blockchain-
based supply chains is the smart contract. Proposed by 
Szabo [51], the smart contract is an algorithm which 
executes the provisions of  a contract automatically 
upon the realisation of  some state of  the world. We 
could conceptualise a smart contract as follows. Upon 
the provision of  some good or service xij by j to i, a 
smart contract executes automatic payment of  some 
medium of  exchange pij (xij ), such as a cryptocurrency 
which is conditional on that good or service

with the property that pN
ij≥⋯≥p1

ij≥p0
ij.

We define goods and/or services x_ij to be delivered 
as bundles of  attributes {t1…tN} in the style of  New 
Consumer Theory [52, 53], although defined more 
broadly than physical attributes to include information 
about the goods and/or services such as time and 
location of  provision as well as state of  provision. 
Once a smart contract is struck in a blockchain-based 
supply chain system, it is broadcast to the network of 
nodes holding the blockchain and validated once it is 
included in a block on which consensus is achieved by 
the network. When the conditions for its execution 
(the provision of  xij) are broadcast to the network by 
whatever means, the contract is then executed. The 
blockchain on which a supply chain is implemented 
thus takes the form of  a ‘smart ledger’, not only 
of  static entries, but of  smart contracts ready to be 
executed upon the realisation of  various states of  the 
world.

From a network of  such contracts between i and 
j, we observe the emergence of  the “decentralised 
autonomous organisation”—a network of  economic 
interaction which emerges from the striking of  smart 
contracts, and operates through their execution 
[4]. Obviously, such decentralised autonomous 
organisations can take the form of  supply chains where 
they are organised around the provision of  goods and 
services to meet some consumption end.

Under what conditions is there an incentive for i and j 
to implement their portion of  a supply chain with smart 
contracts recorded and validated within a blockchain? 
The question, of  course, comes down to the value that 
smart contract provides to those parties compared to 
other institutions. Smart contracts are costly to write 
and require specialised technical knowledge, so we 
would expect the emergence of  organisations, such as 
consulting technology companies with specialties in 
cryptolaw. Obviously an incentive has to be provided 
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the legitimate ownership of goods traded [43], identifying 
counterfeit medicines [44, 45], tracking the trade of protected 
species [46] and managing food safety incidents [42]. 
Distributed ledger technologies are being adopted by firms 
including IBM, Maersk and Walmart as the economic 
infrastructure to achieve greater levels of assurance over the 
nature and provenance of goods as they move along supply 
chains [3]. For instance, in 2017 IBM and Danish shipping 
company Maersk announced their TradeLens blockchain 
solution [37]. Walmart has since announced their intention to 
use the IBM Food Trust platform to facilitate the sharing of 
provenance information by their leafy green suppliers in the 
wake of an E. coli outbreak [47]. 

Blockchain-based supply chains are likely to emerge in concert 
with other technologies, such as a permissioned network of 
actors who hold a QR code scanning technology that updates 
information on a private distributed ledger. This approach, 
however, raises questions of human involvement and the 
legitimacy of the data entered in the distributed ledger—the 
‘garbage in-garbage out’ problem. Blockchains are unable to 
autonomously interact with real-world individuals or events and 
hence rely on ‘oracles’ to transmit data about temperature, 
contractual performance and so on [48]. Another approach will 
leverage more complex technologies in an attempt to input 
information via sensors [49], such as ‘smart containers’ where 
sensors upload information (e.g. temperature) to a blockchain-
based distributed ledger. This represents a shift away from 
human-centred data input towards technology-centred data 
input, and might even see the dynamic adjustment of shipping 
routes and prioritisation based on the attributes of the goods 
shipped [50].  

The precise nature of how blockchains will be applied within 
supply chain governance is uncertain. Adoption will likely 
require significant infrastructure upgrades or investments. In 
the following section we model the incentives for actors in a 
supply chain to adopt blockchain-based smart contracting 
supply chain infrastructure to get a sense of the factors from 
which that process will emerge. 

Incentives to develop blockchain-based supply chain 
infrastructure 

In this section we examine the necessary conditions that 
incentives for supply chain participants must meet for a 
blockchain-based supply chain to be built. The central 
institutional innovation for understanding blockchain-based 
supply chains is the smart contract. Proposed by Szabo [51], the 
smart contract is an algorithm which executes the provisions of 
a contract automatically upon the realisation of some state of 
the world. We could conceptualise a smart contract as follows. 
Upon the provision of some good or service 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 to 𝑖𝑖𝑖𝑖, a 
smart contract executes automatic payment of some medium of 
exchange 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), such as a cryptocurrency which is 
conditional on that good or service 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) =

{ 
 
  
𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑁𝑁𝑁𝑁 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 = {𝑡𝑡𝑡𝑡1 … 𝑡𝑡𝑡𝑡𝑁𝑁𝑁𝑁}
⋮ ⋮
𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖1 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 = {𝑡𝑡𝑡𝑡1}
𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖0 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 = ∅

 

with the property that 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑁𝑁𝑁𝑁 ≥ ⋯ ≥ 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖1 ≥ 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖0 . 

We define goods and/or services 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to be delivered as bundles 
of attributes {𝑡𝑡𝑡𝑡1 … 𝑡𝑡𝑡𝑡𝑁𝑁𝑁𝑁} in the style of New Consumer Theory 
[52, 53], although defined more broadly than physical attributes 
to include information about the goods and/or services such as 
time and location of provision as well as state of provision. 
Once a smart contract is struck in a blockchain-based supply 
chain system, it is broadcast to the network of nodes holding 
the blockchain and validated once it is included in a block on 
which consensus is achieved by the network. When the 
conditions for its execution (the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) are broadcast 
to the network by whatever means, the contract is then 
executed. The blockchain on which a supply chain is 
implemented thus takes the form of a ‘smart ledger’, not only 
of static entries, but of smart contracts ready to be executed 
upon the realisation of various states of the world. 

From a network of such contracts between 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗, we observe 
the emergence of the “decentralised autonomous 
organisation”—a network of economic interaction which 
emerges from the striking of smart contracts, and operates 
through their execution [4]. Obviously, such decentralised 
autonomous organisations can take the form of supply chains 
where they are organised around the provision of goods and 
services to meet some consumption end. 

Under what conditions is there an incentive for 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗 to 
implement their portion of a supply chain with smart contracts 
recorded and validated within a blockchain? The question, of 
course, comes down to the value that smart contract provides 
to those parties compared to other institutions. Smart contracts 
are costly to write and require specialised technical knowledge, 
so we would expect the emergence of organisations, such as 
consulting technology companies with specialties in cryptolaw. 
Obviously an incentive has to be provided to the consulting 
firm to do so, which we denote as 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) and 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)), the price 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗 respectively pay to 𝑘𝑘𝑘𝑘 to write 
the smart contract containing the protocol 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) for them. 
Supposing that 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) is the opportunity cost of writing 
this contract, the consulting firm has an incentive to provide the 
smart contract as long as 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

Let us suppose that the value that would be realised by 𝑖𝑖𝑖𝑖 were 𝑗𝑗𝑗𝑗 
to provide them with the goods and/or services 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 can be 
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to the consulting firm to do so, which we denote as 
cik[pij (xij )] and cjk [pij (xij )], the price i and j respectively 
pay to k to write the smart contract containing the 
protocol pij (xij ) for them. Supposing that ck[pij(xij)] 
is the opportunity cost of  writing this contract, the 
consulting firm has an incentive to provide the smart 
contract as long as

 cik[pij (xij )] + cjk [pij (xij )] ≥ ck[pij(xij)] 

Let us suppose that the value that would be realised by i 
were j to provide them with the goods and/or services 
xij can be represented by a number vi (xij) (for instance, 
marginal profit). In that case, given a distribution of 
beliefs βi (xij│pij δj

b ) ∈ [0,1] about the provision of  xij by 
j conditional on the provisions pij of  the smart contract 
and an information set δj

b about j contained within the 
blockchain (such as satisfaction metrics and so on), 
and assuming a von-Neumann-Morgenstern incentive 
structure, the expected value obtained by striking the 
smart contract on a blockchain is

Were we to imagine that the cost to j of  providing xij to 
i to be cj (xij ), and assuming a perfect correspondence 
between cost incurred and outcome in terms of 
provision of  xij we could say that the value to j of 
striking the smart contract and providing xij to i is

Now suppose that the same provisions pij (xij ) would 
apply in an off-blockchain contract, that the same values 
vi (xij) would obtain for i upon receipt of  xij, and that the 
same costs cj (xij ) would be incurred for j to provide it. 
Suppose further that a distribution of  beliefs βi (xij│pij 
δj

b ) ∈ [0,1] exists for i about the provision of  xij by 
j conditional on the provisions pij and an information 
set δj

i available to i about j. To execute the contract, i 
and j have to incur a cost of  verifying that xij has been 
provided which we call ci

T (xij ) and cj
T (xij ), and we 

assume that there is a perfect correspondence between 
the incurring of  this cost and verification. This cost 
is variously the cost of  compensating management 
hierarchies for providing third-party verification in 
firms, or the cost of  verification by third parties in 
markets [54]. In markets we would imagine that these 
costs fall on j most heavily as they concern brand 
building and guarantees of  various kinds to convince 
i that xij has been provided such that they ought to 
execute payment pij (xij ) within the contract.

We will therefore find that there is an incentive to adopt 
blockchain-based supply systems if  three conditions 
are simultaneously met:
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represented by a number 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) (for instance, marginal profit). 
In that case, given a distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈
[0,1] about the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the 
provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 of the smart contract and an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 
about 𝑗𝑗𝑗𝑗 contained within the blockchain (such as satisfaction 
metrics and so on), and assuming a von-Neumann-Morgenstern 
incentive structure, the expected value obtained by striking the 
smart contract on a blockchain is 

∑ 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

Were we to imagine that the cost to 𝑗𝑗𝑗𝑗 of providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 to 
be 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and assuming a perfect correspondence between 
cost incurred and outcome in terms of provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 we could 
say that the value to 𝑗𝑗𝑗𝑗 of striking the smart contract and 
providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 is 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] 

Now suppose that the same provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would apply in 
an off-blockchain contract, that the same values 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would 
obtain for 𝑖𝑖𝑖𝑖 upon receipt of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, and that the same costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
would be incurred for 𝑗𝑗𝑗𝑗 to provide it. Suppose further that a 
distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈ [0,1] exists for 𝑖𝑖𝑖𝑖 about 
the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 and 
an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 available to 𝑖𝑖𝑖𝑖 about 𝑗𝑗𝑗𝑗. To execute the 
contract, 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗 have to incur a cost of verifying that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided which we call 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) and 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and we 

assume that there is a perfect correspondence between the 
incurring of this cost and verification. This cost is variously the 
cost of compensating management hierarchies for providing 
third-party verification in firms, or the cost of verification by 
third parties in markets [54]. In markets we would imagine that 
these costs fall on 𝑗𝑗𝑗𝑗 most heavily as they concern brand building 
and guarantees of various kinds to convince 𝑖𝑖𝑖𝑖 that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has been 
provided such that they ought to execute payment 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
within the contract. 

We will therefore find that there is an incentive to adopt 
blockchain-based supply systems if three conditions are 
simultaneously met: 

∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))

≥ ∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] ≥ 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)] 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The third condition suggests that we will observe incentives for 
consulting companies to adopt blockchain technology and 
begin writing smart contracts if their opportunity costs are 
adequately compensated. However, the first two conditions 
require a little more interpretation. If we rearrange them we find 
that 𝑖𝑖𝑖𝑖 has an incentive to adopt blockchain-based supply 
systems if 

∑[𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖)][𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]
𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

while 𝑗𝑗𝑗𝑗 has an incentive to adopt blockchain-based supply 
systems if 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The second—the conditions under which 𝑗𝑗𝑗𝑗 will be incentivised 
to adopt blockchain-based supply systems—is a very simple 
condition. If they are going to achieve similar compensation 
relative to costs for supplying 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in either blockchain-based or 
firms/market supply chains, the question of their 
incentivisation to adopt blockchain-based systems comes down 
to the differential costs of verification in the two systems—by 
smart contract or third party. If verification costs that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided are lower in blockchain-based supply chains, 
there is an incentive to adopt them. 

The first condition—the conditions under which 𝑖𝑖𝑖𝑖 will be 
incentivised to adopt blockchain-based supply systems—is a 
little more involved as it involves, in particular, the differential 
beliefs 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖) held about the 

delivery of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in its various forms. Any increase in the 
transaction costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) caused by the 
expense of writing a smart contract must be compensated for 
by an increase in the expected value to be brought about by this 
contract. If the provisions of the contract itself do not change, 
then that increase in the value expected to arise from the 
contract comes from the increased beliefs about the net positive 
values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) > 0) and the decreased beliefs about 
the net negative values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) < 0) that may be 
realised by a supply chain based on a blockchain. That, naturally, 
is brought about by the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 that is available 
within a blockchain about 𝑗𝑗𝑗𝑗 upon which beliefs can be formed 
relative to the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 that is available to 𝑖𝑖𝑖𝑖 
within a market/firm context. 

We have good reason to believe that these two conditions for 
incentivising the adoption of blockchain-based supply systems 
will become increasingly easy to satisfy over time, especially 
with respect to 𝑖𝑖𝑖𝑖, the “buyer” in this supply chain. In particular, 
we can expect that the cost of writing smart contracts will 
decrease markedly as consulting firms move down the learning 
curve and develop base templates. Moreover, such costs only 
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represented by a number 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) (for instance, marginal profit). 
In that case, given a distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈
[0,1] about the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the 
provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 of the smart contract and an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 
about 𝑗𝑗𝑗𝑗 contained within the blockchain (such as satisfaction 
metrics and so on), and assuming a von-Neumann-Morgenstern 
incentive structure, the expected value obtained by striking the 
smart contract on a blockchain is 

∑ 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

Were we to imagine that the cost to 𝑗𝑗𝑗𝑗 of providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 to 
be 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and assuming a perfect correspondence between 
cost incurred and outcome in terms of provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 we could 
say that the value to 𝑗𝑗𝑗𝑗 of striking the smart contract and 
providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 is 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] 

Now suppose that the same provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would apply in 
an off-blockchain contract, that the same values 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would 
obtain for 𝑖𝑖𝑖𝑖 upon receipt of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, and that the same costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
would be incurred for 𝑗𝑗𝑗𝑗 to provide it. Suppose further that a 
distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈ [0,1] exists for 𝑖𝑖𝑖𝑖 about 
the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 and 
an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 available to 𝑖𝑖𝑖𝑖 about 𝑗𝑗𝑗𝑗. To execute the 
contract, 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗 have to incur a cost of verifying that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided which we call 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) and 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and we 

assume that there is a perfect correspondence between the 
incurring of this cost and verification. This cost is variously the 
cost of compensating management hierarchies for providing 
third-party verification in firms, or the cost of verification by 
third parties in markets [54]. In markets we would imagine that 
these costs fall on 𝑗𝑗𝑗𝑗 most heavily as they concern brand building 
and guarantees of various kinds to convince 𝑖𝑖𝑖𝑖 that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has been 
provided such that they ought to execute payment 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
within the contract. 

We will therefore find that there is an incentive to adopt 
blockchain-based supply systems if three conditions are 
simultaneously met: 

∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))

≥ ∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] ≥ 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)] 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The third condition suggests that we will observe incentives for 
consulting companies to adopt blockchain technology and 
begin writing smart contracts if their opportunity costs are 
adequately compensated. However, the first two conditions 
require a little more interpretation. If we rearrange them we find 
that 𝑖𝑖𝑖𝑖 has an incentive to adopt blockchain-based supply 
systems if 

∑[𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖)][𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]
𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

while 𝑗𝑗𝑗𝑗 has an incentive to adopt blockchain-based supply 
systems if 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The second—the conditions under which 𝑗𝑗𝑗𝑗 will be incentivised 
to adopt blockchain-based supply systems—is a very simple 
condition. If they are going to achieve similar compensation 
relative to costs for supplying 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in either blockchain-based or 
firms/market supply chains, the question of their 
incentivisation to adopt blockchain-based systems comes down 
to the differential costs of verification in the two systems—by 
smart contract or third party. If verification costs that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided are lower in blockchain-based supply chains, 
there is an incentive to adopt them. 

The first condition—the conditions under which 𝑖𝑖𝑖𝑖 will be 
incentivised to adopt blockchain-based supply systems—is a 
little more involved as it involves, in particular, the differential 
beliefs 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖) held about the 

delivery of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in its various forms. Any increase in the 
transaction costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) caused by the 
expense of writing a smart contract must be compensated for 
by an increase in the expected value to be brought about by this 
contract. If the provisions of the contract itself do not change, 
then that increase in the value expected to arise from the 
contract comes from the increased beliefs about the net positive 
values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) > 0) and the decreased beliefs about 
the net negative values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) < 0) that may be 
realised by a supply chain based on a blockchain. That, naturally, 
is brought about by the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 that is available 
within a blockchain about 𝑗𝑗𝑗𝑗 upon which beliefs can be formed 
relative to the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 that is available to 𝑖𝑖𝑖𝑖 
within a market/firm context. 

We have good reason to believe that these two conditions for 
incentivising the adoption of blockchain-based supply systems 
will become increasingly easy to satisfy over time, especially 
with respect to 𝑖𝑖𝑖𝑖, the “buyer” in this supply chain. In particular, 
we can expect that the cost of writing smart contracts will 
decrease markedly as consulting firms move down the learning 
curve and develop base templates. Moreover, such costs only 
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represented by a number 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) (for instance, marginal profit). 
In that case, given a distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈
[0,1] about the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the 
provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 of the smart contract and an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 
about 𝑗𝑗𝑗𝑗 contained within the blockchain (such as satisfaction 
metrics and so on), and assuming a von-Neumann-Morgenstern 
incentive structure, the expected value obtained by striking the 
smart contract on a blockchain is 

∑ 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

Were we to imagine that the cost to 𝑗𝑗𝑗𝑗 of providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 to 
be 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and assuming a perfect correspondence between 
cost incurred and outcome in terms of provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 we could 
say that the value to 𝑗𝑗𝑗𝑗 of striking the smart contract and 
providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 is 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] 

Now suppose that the same provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would apply in 
an off-blockchain contract, that the same values 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would 
obtain for 𝑖𝑖𝑖𝑖 upon receipt of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, and that the same costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
would be incurred for 𝑗𝑗𝑗𝑗 to provide it. Suppose further that a 
distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈ [0,1] exists for 𝑖𝑖𝑖𝑖 about 
the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 and 
an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 available to 𝑖𝑖𝑖𝑖 about 𝑗𝑗𝑗𝑗. To execute the 
contract, 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗 have to incur a cost of verifying that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided which we call 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) and 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and we 

assume that there is a perfect correspondence between the 
incurring of this cost and verification. This cost is variously the 
cost of compensating management hierarchies for providing 
third-party verification in firms, or the cost of verification by 
third parties in markets [54]. In markets we would imagine that 
these costs fall on 𝑗𝑗𝑗𝑗 most heavily as they concern brand building 
and guarantees of various kinds to convince 𝑖𝑖𝑖𝑖 that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has been 
provided such that they ought to execute payment 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
within the contract. 

We will therefore find that there is an incentive to adopt 
blockchain-based supply systems if three conditions are 
simultaneously met: 

∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))

≥ ∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] ≥ 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)] 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The third condition suggests that we will observe incentives for 
consulting companies to adopt blockchain technology and 
begin writing smart contracts if their opportunity costs are 
adequately compensated. However, the first two conditions 
require a little more interpretation. If we rearrange them we find 
that 𝑖𝑖𝑖𝑖 has an incentive to adopt blockchain-based supply 
systems if 

∑[𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖)][𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]
𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

while 𝑗𝑗𝑗𝑗 has an incentive to adopt blockchain-based supply 
systems if 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The second—the conditions under which 𝑗𝑗𝑗𝑗 will be incentivised 
to adopt blockchain-based supply systems—is a very simple 
condition. If they are going to achieve similar compensation 
relative to costs for supplying 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in either blockchain-based or 
firms/market supply chains, the question of their 
incentivisation to adopt blockchain-based systems comes down 
to the differential costs of verification in the two systems—by 
smart contract or third party. If verification costs that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided are lower in blockchain-based supply chains, 
there is an incentive to adopt them. 

The first condition—the conditions under which 𝑖𝑖𝑖𝑖 will be 
incentivised to adopt blockchain-based supply systems—is a 
little more involved as it involves, in particular, the differential 
beliefs 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖) held about the 

delivery of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in its various forms. Any increase in the 
transaction costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) caused by the 
expense of writing a smart contract must be compensated for 
by an increase in the expected value to be brought about by this 
contract. If the provisions of the contract itself do not change, 
then that increase in the value expected to arise from the 
contract comes from the increased beliefs about the net positive 
values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) > 0) and the decreased beliefs about 
the net negative values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) < 0) that may be 
realised by a supply chain based on a blockchain. That, naturally, 
is brought about by the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 that is available 
within a blockchain about 𝑗𝑗𝑗𝑗 upon which beliefs can be formed 
relative to the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 that is available to 𝑖𝑖𝑖𝑖 
within a market/firm context. 

We have good reason to believe that these two conditions for 
incentivising the adoption of blockchain-based supply systems 
will become increasingly easy to satisfy over time, especially 
with respect to 𝑖𝑖𝑖𝑖, the “buyer” in this supply chain. In particular, 
we can expect that the cost of writing smart contracts will 
decrease markedly as consulting firms move down the learning 
curve and develop base templates. Moreover, such costs only 
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represented by a number 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) (for instance, marginal profit). 
In that case, given a distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈
[0,1] about the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the 
provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 of the smart contract and an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 
about 𝑗𝑗𝑗𝑗 contained within the blockchain (such as satisfaction 
metrics and so on), and assuming a von-Neumann-Morgenstern 
incentive structure, the expected value obtained by striking the 
smart contract on a blockchain is 

∑ 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

Were we to imagine that the cost to 𝑗𝑗𝑗𝑗 of providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 to 
be 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and assuming a perfect correspondence between 
cost incurred and outcome in terms of provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 we could 
say that the value to 𝑗𝑗𝑗𝑗 of striking the smart contract and 
providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 is 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] 

Now suppose that the same provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would apply in 
an off-blockchain contract, that the same values 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would 
obtain for 𝑖𝑖𝑖𝑖 upon receipt of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, and that the same costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
would be incurred for 𝑗𝑗𝑗𝑗 to provide it. Suppose further that a 
distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈ [0,1] exists for 𝑖𝑖𝑖𝑖 about 
the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 and 
an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 available to 𝑖𝑖𝑖𝑖 about 𝑗𝑗𝑗𝑗. To execute the 
contract, 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗 have to incur a cost of verifying that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided which we call 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) and 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and we 

assume that there is a perfect correspondence between the 
incurring of this cost and verification. This cost is variously the 
cost of compensating management hierarchies for providing 
third-party verification in firms, or the cost of verification by 
third parties in markets [54]. In markets we would imagine that 
these costs fall on 𝑗𝑗𝑗𝑗 most heavily as they concern brand building 
and guarantees of various kinds to convince 𝑖𝑖𝑖𝑖 that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has been 
provided such that they ought to execute payment 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
within the contract. 

We will therefore find that there is an incentive to adopt 
blockchain-based supply systems if three conditions are 
simultaneously met: 

∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))

≥ ∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] ≥ 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)] 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The third condition suggests that we will observe incentives for 
consulting companies to adopt blockchain technology and 
begin writing smart contracts if their opportunity costs are 
adequately compensated. However, the first two conditions 
require a little more interpretation. If we rearrange them we find 
that 𝑖𝑖𝑖𝑖 has an incentive to adopt blockchain-based supply 
systems if 

∑[𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖)][𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]
𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

while 𝑗𝑗𝑗𝑗 has an incentive to adopt blockchain-based supply 
systems if 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The second—the conditions under which 𝑗𝑗𝑗𝑗 will be incentivised 
to adopt blockchain-based supply systems—is a very simple 
condition. If they are going to achieve similar compensation 
relative to costs for supplying 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in either blockchain-based or 
firms/market supply chains, the question of their 
incentivisation to adopt blockchain-based systems comes down 
to the differential costs of verification in the two systems—by 
smart contract or third party. If verification costs that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided are lower in blockchain-based supply chains, 
there is an incentive to adopt them. 

The first condition—the conditions under which 𝑖𝑖𝑖𝑖 will be 
incentivised to adopt blockchain-based supply systems—is a 
little more involved as it involves, in particular, the differential 
beliefs 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖) held about the 

delivery of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in its various forms. Any increase in the 
transaction costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) caused by the 
expense of writing a smart contract must be compensated for 
by an increase in the expected value to be brought about by this 
contract. If the provisions of the contract itself do not change, 
then that increase in the value expected to arise from the 
contract comes from the increased beliefs about the net positive 
values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) > 0) and the decreased beliefs about 
the net negative values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) < 0) that may be 
realised by a supply chain based on a blockchain. That, naturally, 
is brought about by the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 that is available 
within a blockchain about 𝑗𝑗𝑗𝑗 upon which beliefs can be formed 
relative to the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 that is available to 𝑖𝑖𝑖𝑖 
within a market/firm context. 

We have good reason to believe that these two conditions for 
incentivising the adoption of blockchain-based supply systems 
will become increasingly easy to satisfy over time, especially 
with respect to 𝑖𝑖𝑖𝑖, the “buyer” in this supply chain. In particular, 
we can expect that the cost of writing smart contracts will 
decrease markedly as consulting firms move down the learning 
curve and develop base templates. Moreover, such costs only 
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represented by a number 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) (for instance, marginal profit). 
In that case, given a distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈
[0,1] about the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the 
provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 of the smart contract and an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 
about 𝑗𝑗𝑗𝑗 contained within the blockchain (such as satisfaction 
metrics and so on), and assuming a von-Neumann-Morgenstern 
incentive structure, the expected value obtained by striking the 
smart contract on a blockchain is 

∑ 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

Were we to imagine that the cost to 𝑗𝑗𝑗𝑗 of providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 to 
be 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and assuming a perfect correspondence between 
cost incurred and outcome in terms of provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 we could 
say that the value to 𝑗𝑗𝑗𝑗 of striking the smart contract and 
providing 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 to 𝑖𝑖𝑖𝑖 is 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] 

Now suppose that the same provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would apply in 
an off-blockchain contract, that the same values 𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) would 
obtain for 𝑖𝑖𝑖𝑖 upon receipt of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, and that the same costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
would be incurred for 𝑗𝑗𝑗𝑗 to provide it. Suppose further that a 
distribution of beliefs 𝛽𝛽𝛽𝛽𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) ∈ [0,1] exists for 𝑖𝑖𝑖𝑖 about 
the provision of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 by 𝑗𝑗𝑗𝑗 conditional on the provisions 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 and 
an information set 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 available to 𝑖𝑖𝑖𝑖 about 𝑗𝑗𝑗𝑗. To execute the 
contract, 𝑖𝑖𝑖𝑖 and 𝑗𝑗𝑗𝑗 have to incur a cost of verifying that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided which we call 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) and 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖), and we 

assume that there is a perfect correspondence between the 
incurring of this cost and verification. This cost is variously the 
cost of compensating management hierarchies for providing 
third-party verification in firms, or the cost of verification by 
third parties in markets [54]. In markets we would imagine that 
these costs fall on 𝑗𝑗𝑗𝑗 most heavily as they concern brand building 
and guarantees of various kinds to convince 𝑖𝑖𝑖𝑖 that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has been 
provided such that they ought to execute payment 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 
within the contract. 

We will therefore find that there is an incentive to adopt 
blockchain-based supply systems if three conditions are 
simultaneously met: 

∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))

≥ ∑ 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖)[𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]

𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

− 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖))] ≥ 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − [𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)] 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) + 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The third condition suggests that we will observe incentives for 
consulting companies to adopt blockchain technology and 
begin writing smart contracts if their opportunity costs are 
adequately compensated. However, the first two conditions 
require a little more interpretation. If we rearrange them we find 
that 𝑖𝑖𝑖𝑖 has an incentive to adopt blockchain-based supply 
systems if 

∑[𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖)][𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)]
𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

while 𝑗𝑗𝑗𝑗 has an incentive to adopt blockchain-based supply 
systems if 

𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) ≥ 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) 

The second—the conditions under which 𝑗𝑗𝑗𝑗 will be incentivised 
to adopt blockchain-based supply systems—is a very simple 
condition. If they are going to achieve similar compensation 
relative to costs for supplying 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in either blockchain-based or 
firms/market supply chains, the question of their 
incentivisation to adopt blockchain-based systems comes down 
to the differential costs of verification in the two systems—by 
smart contract or third party. If verification costs that 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 has 
been provided are lower in blockchain-based supply chains, 
there is an incentive to adopt them. 

The first condition—the conditions under which 𝑖𝑖𝑖𝑖 will be 
incentivised to adopt blockchain-based supply systems—is a 
little more involved as it involves, in particular, the differential 
beliefs 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏) − 𝛽𝛽𝛽𝛽(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖|𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖   𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖) held about the 

delivery of 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 in its various forms. Any increase in the 
transaction costs 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 (𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖)) − 𝑐𝑐𝑐𝑐𝑖𝑖𝑖𝑖

𝑇𝑇𝑇𝑇(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) caused by the 
expense of writing a smart contract must be compensated for 
by an increase in the expected value to be brought about by this 
contract. If the provisions of the contract itself do not change, 
then that increase in the value expected to arise from the 
contract comes from the increased beliefs about the net positive 
values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) > 0) and the decreased beliefs about 
the net negative values (𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) − 𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) < 0) that may be 
realised by a supply chain based on a blockchain. That, naturally, 
is brought about by the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑏𝑏𝑏𝑏 that is available 
within a blockchain about 𝑗𝑗𝑗𝑗 upon which beliefs can be formed 
relative to the range of information 𝛿𝛿𝛿𝛿𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖 that is available to 𝑖𝑖𝑖𝑖 
within a market/firm context. 

We have good reason to believe that these two conditions for 
incentivising the adoption of blockchain-based supply systems 
will become increasingly easy to satisfy over time, especially 
with respect to 𝑖𝑖𝑖𝑖, the “buyer” in this supply chain. In particular, 
we can expect that the cost of writing smart contracts will 
decrease markedly as consulting firms move down the learning 
curve and develop base templates. Moreover, such costs only 

The third condition suggests that we will observe 
incentives for consulting companies to adopt blockchain 
technology and begin writing smart contracts if 
their opportunity costs are adequately compensated. 
However, the first two conditions require a little more 
interpretation. If  we rearrange them we find that i has 
an incentive to adopt blockchain-based supply systems 
if

while j has an incentive to adopt blockchain-based 
supply systems if

The second—the conditions under which j will 
be incentivised to adopt blockchain-based supply 
systems—is a very simple condition. If  they are going 
to achieve similar compensation relative to costs for 
supplying xij in either blockchain-based or firms/market 
supply chains, the question of  their incentivisation to 
adopt blockchain-based systems comes down to the 
differential costs of  verification in the two systems—
by smart contract or third party. If  verification costs 
that xij has been provided are lower in blockchain-based 
supply chains, there is an incentive to adopt them.

The first condition—the conditions under which i 
will be incentivised to adopt blockchain-based supply 
systems—is a little more involved as it involves, in 
particular, the differential beliefs β(xij│pij  δj

b)-β(xij│pijδj
i 

) held about the delivery of  xij in its various forms. 
Any increase in the transaction costs cik[pij (xij )])-ci

T (xij ) 
caused by the expense of  writing a smart contract must 
be compensated for by an increase in the expected value 
to be brought about by this contract. If  the provisions 
of  the contract itself  do not change, then that increase 
in the value expected to arise from the contract comes 
from the increased beliefs about the net positive values 
vi (xij)-pij (xij )>0) and the decreased beliefs about the net 
negative values vi (xij)-pij (xij )<0) that may be realised by 
a supply chain based on a blockchain. That, naturally, 
is brought about by the range of  information δj

b that is 
available within a blockchain about j upon which beliefs 
can be formed relative to the range of  information δii 
that is available to i within a market/firm context.

We have good reason to believe that these two 
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conditions for incentivising the adoption of  blockchain-
based supply systems will become increasingly easy 
to satisfy over time, especially with respect to i, the 
“buyer” in this supply chain. In particular, we can 
expect that the cost of  writing smart contracts will 
decrease markedly as consulting firms move down the 
learning curve and develop base templates. Moreover, 
such costs only need be incurred once when the smart 
contract needs to be written in the first place or altered, 
whereas verification costs must be incurred for each 
transaction in a market/firm setting. But it is in the 
wealth of  information that is stored in a blockchain 
upon which to form expectations about the likelihood 
xij will be provided that we really see that incentives 
will emerge to adopt blockchain-based supply systems. 
Blockchain is designed to store information and validate 
it, which means we are very likely to see a better basis 
for more accurate beliefs to form about the provision 
of  xij in various states by j within blockchain-based 
supply chain systems.

Predictions for the future of  supply chain governance

New forms of  economic organisation

Even if  supply chain actors are incentivised to adopt 
blockchain-based infrastructure, this adoption process 
is likely to require significant coordination and 
cooperation across multiple actors. The evolutionary 
change from the current, and often paper-based, 
system towards a more digitised blockchain-based 
system requires technical and economic coordination 
between supply chain actors. On one hand there could 
be forced adoption along a supply chain due to some 
market power. We saw a recent example of  this with 
Walmart. Alternatively, as suggested by our model 
of  the incentives at play in blockchain-based supply 
chains, third parties, such as consulting firms, might 
be required to coordinate and supply the technology 
necessary. If  this is so, as our model would suggest, we 
will observe a new form of  organisation to facilitate 
supply chain coordination: the V-form organisation [8].

Berg, Davidson and Potts recently introduced the 
V-form organisation as an “outsourced, vertically 
integrated organisation tied together not by 
management and corporate hierarchy but by a shared, 
distributed and decentralised ledger – a blockchain” 
[8]. Rather than a multidivisional (M-form) company 
where operations are divided into self-contained 
business units and overarching corporate hierarchy 
[21, 55], a V-form organisation is a decentralised 
organisation of  fully independent companies both 
coordinating and auditing their activities through a 
decentralised blockchain ledger, and having a common 
coordinating third party, such as a consulting firm or 
technology company, who brokers that collaboration 
[see also 7]. In terms of  our model above, we will 
observe i and j striking smart contracts written by k 

within a blockchain based ledger rather than within an 
organisation where verification occurs in a command-
and-control hierarchy.

The institutional possibility of  a V-form organisation 
represents a qualitative change in supply chain 
governance. Consensus over facts along a supply 
chain—including information about the attributes of 
goods—can now be achieved through outsourcing to a 
decentralised blockchain ledger, rather than relying on 
vertical integration. Previously supply chain trust has 
been provided by hierarchy in the form of  the M-form 
organisation. Existing supply chain organisations 
now essentially face a wider range of  institutional 
possibilities: making trust (through vertical integration), 
outsourcing trust (through market exchange), or now 
achieving trust though outsourcing to a network 
(through a common distributed ledger). Over time we 
anticipate a move towards the outsourcing of  trust to 
a distributed ledger.

Shifts in economic power through reductions in information 
asymmetries

Information asymmetries exist along supply chains 
in both directions: producers lack information about 
where their goods are eventually sold, and consumers 
lack information about the provenance of  the goods 
they buy. A reduction in information asymmetries 
shifts economic power towards the polar ends of 
supply chains.

Producers lack information over who the final market 
consumers are, the price(s) at which those goods are 
sold, the behaviour of  actors along the chain, and 
how rents are distributed across the various actors. 
A coffee farmer in a remote area, for instance, might 
lack information other than the price at which they sell 
the coffee to an intermediary, including information 
about their consumers and final prices. This lack 
of  information about goods as they move generates 
information asymmetries. We expect information 
asymmetries to increase as the distance between actors 
increases, including for consumers (e.g. insufficient or 
reliable information regarding the provenance of  the 
product). Reducing these uncertainties and information 
asymmetries may dramatically alter the value they place 
on those products.

Information asymmetries persist in supply chains for 
several reasons. Supply chain participants might lack 
incentives to produce and maintain information about 
goods as they move. Notwithstanding issues of  fraud 
or error there are a range of  coordination problems 
that prevent supply chain information from being 
produced. Transaction costs might make producing 
the information economically unviable. Blockchain 
might better economise on these transaction costs 
while overcoming the incentive problems that cause 
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information asymmetries to persist. In terms of  our 
model above, the information δj

i that i has about j upon 
which beliefs β(⋅) are based is stored in a blockchain 
which is designed to accumulate such information, 
and therefore is potentially of  greater quantity and 
quality than the information δj

i that would be otherwise 
available to i.

If  blockchain-based supply chains reduced information 
asymmetries we would expect shifts in economic 
power to the polar ends of  the supply chain. Primary 
producers might gain bargaining power because 
they can identify final market customers (potentially 
enabling them to develop new patterns of  trade and 
lower the rent of  intermediaries). They therefore 
might be able to find more direct paths to market by 
better economising on the structure of  a supply chain. 
Consumers, including those who are buying products 
as inputs into production, gain greater power along 
several dimensions. For instance, consumers might 
more easily restructure supply chains by dynamically 
switching between suppliers, and they might rely less on 
third-parties, such as restaurants, to provide verification 
of  the characteristics of  goods. The information 
produced through blockchain trade infrastructure 
might lead to greater competition between suppliers of 
similar goods regardless of  existing trade relationships.

De-commoditising and disaggregating prices

Many goods in a modern economy are commoditised 
because of  a lack of  information to differentiate 
them from other goods. The prices consumers attach 
to those goods might not be fully reflective of  their 
underlying (potential) value. One way to define a good 
is by its vector of  attributes xij={t1…tN }. Consumers 
observe those attributes to make subjective perceptions 
of  the value of  goods vi(xij ). For instance, a fresher 
perishable good might be worth more to consumers. 
Alternatively, a good that is simply located in a different 
physical location has a different value to a consumer. 
Keeping all else constant, the higher perceived value 
of  a fresher good would translate to a higher market 
price. Furthermore, the vector of  attributes defining a 
good changes through time (e.g. the good is damaged 
in transit). Information about attributes is shrouded 
in uncertainty and must be produced and maintained 
through different forms of  economic organisation. 
The uncertainty about the good is particularly high 
when the information is not easily verifiable through 
third party observation of  the good before or even 
after it is consumed (e.g. credence goods).

It is unnecessary for a consumer to have the 
theoretically complete set of  vector characteristics that 
define a good because some of  those characteristics 
will be unrelated to the formation of  subjective 
value. Nevertheless, blockchain-based supply chain 
infrastructure means consumers might not only be able 

to access cheaper and more trustworthy information 
about the goods that they buy, but also more granulated 
and detailed information on previously unobservable 
characteristics. That is, information about the vectors 
of  goods that were either not previously produced 
or not previously observable due to transaction costs 
might become possible.

There are several implications of  blockchain-based 
supply chain infrastructure on the operation of  market 
prices. First, we anticipate a de-commoditisation of  goods. 
Two products that were previously considered identical 
because of  a lack of  information about their differing 
vectors of  characteristics might now be reliably 
differentiated. Those products might fall into two 
different markets. The second order effect of  this is 
potentially more granulated prices that are more closely 
reflective of  the underlying physical good. That is, a 
disaggregation of  prices, perhaps splitting existing markets 
into new markets of  premium and non-premium 
segments. The precise margins at which additional 
trustworthy information will shift the price of  goods 
will emerge over time, and will be directly related both 
to the subjective perceptions of  consumers buying 
those goods, and the entrepreneurial efforts of  people 
seeking to create the blockchain-based infrastructure 
that will produce and govern that information.  
Finally, to the extent that market prices represent the 
aggregation of  distributed and contextual information 
of  market participants [56], we would expect over the 
longer term more effective market coordination.

Fewer quality proxies

Consumers regularly rely on quality proxies. These 
proxies range from production within national borders 
to brand association and reputation. As blockchain 
supply chain infrastructure is built, however, we would 
expect that consumers rely more on the underlying 
characteristics of  the specific good they are buying—
because of  the fall in transaction costs of  producing 
that information—rather than proxies. A smart 
contract pij (xij ) of  the form we have considered above 
naturally lends itself  to being made contingent upon 
the vector xij={t1…tN } of  attributes that the good is 
verified to have, and can be designed to incentivise the 
provision of  particular characteristics, rather than the 
consumer having to rely on proxies to inform choice 
between a range of  simple contracts for goods.

A consumer seeking some minimum level of  health 
and safety regulations, labour practices and food 
safety measures, may buy goods that are produced 
within national borders that have strict laws relating 
to those matters. The information that those proxies 
represent do not necessarily correlate directly with the 
characteristics of  the product underlying it. This is not 
to say that either: (1) goods produced within those 
jurisdictions could possibly not meet those minimum 
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standards; or that (2) producers in jurisdictions 
without those standards might decide to voluntarily 
take sufficient health and safety or other measures. 
This observation also applies to other proxies and 
desired attributes, such as brand reputation. One 
function of  brands is to signal to consumers that an 
organisation has ensured the quality of  that product—
effectively confirming information about its vector of 
characteristics. These examples of  national borders and 
brand reputation are examples of  governance solutions 
to the problem of  producing trusted information 
about the characteristics of  goods.

While proxies might be economically efficient given 
some level of  transaction costs—that is, where it is 
too costly to produce more detailed information about 
specific goods—blockchain-based supply chains might 
enable consumers to better contract for the supply of 
the underlying attributes of  goods such as in the way we 
have modelled above. As proxies are replaced by more 
specific information about goods, then consumers will 
shift their consumption patterns—purchasing goods 
that more closely fit the criteria they are seeking. In the 
longer run this may change the goods that are produced 
in certain nations. Producers within economies who 
were previously held back by reputational problems—
for instance, in developing economies which are beset 
by poor food safety reputations—might be better 
able to market their products to consumers using 
more detailed information. Furthermore, we would 
expect this to shift the production patterns of  goods 
to more closely match the comparative advantages of 
economies.

Conclusion

We have made several contributions. First, we have 
outlined the potential of  blockchain as economic 
infrastructure for the production and governance of 
information along supply chains. Second, we have 
modelled the necessary conditions for there to be 
incentives for such infrastructure to be built. Third, 
we propose that the building of  this blockchain 
infrastructure might lead to new forms of  economic 
organisation such as the V-form organisation, a shifting 
of  economic power to the polar end of  supply chains 
due to reductions in information asymmetries, the de-
commoditisation of  goods and the disaggregation of 
prices that assist market coordination, and reductions 
in the use of  proxies used by consumers to value 
goods. In this way blockchain-based supply chain 
infrastructure won’t just make existing supply chains 
cheaper and more efficient, but might fundamentally 
change the way that globalisation takes place. 
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1. Interest Vs Progress

Blockchain is a type of  distributed ledger technology 
(DLT) which has garnered a lot of  attention in the past 
few years from researchers to business and governments. 
According to the Deloitte 2018 Global Survey [1], more 
than 80% of  companies in Canada, China, France, 
Germany, Mexico, UK either have blockchain projects 
in production or have production plans for 2019. 
Looking beyond companies, government are exploring 
this technology, the UAE Government is leading the 
wold’s first blockchain powered government initiative, 
including the ‘smart Dubai’ initiative, and launched the 
‘Emirates Blockchain Strategy 2021’, where they aim 
to exploit the technology and to transform 50% of 
government transactions into the blockchain platform 
in the next three years [2]. It should be noted that there 
are no International Standards in place presently for the 
standardisation of  blockchain and distributed ledger 
technologies, however there is a process for that in place 
[3]. In the UK, the Financial Conduct Authority (FCA) 
for example has accepted 29 blockchain businesses for 
their fourth sandbox cohort, accounting for more than 
40% of  the total numbers with the attempt to explore 
suitable regulatory approaches [4].

Contrary to the amount of  interest from various 
stakeholders, according to Gartner Hype Cycle, 
developed by the Gartner information technology 
research company, blockchain has gone down from 
the Peak of  Inflated Expectations to the Trough 
of  Disillusionment [5]. This can also be seen from 
the Deloitte’s report where 39% respondents say 
that blockchain is overhyped and the drop in global 
cryptocurrency market taking place at the time of 
writing. There are various explanations for the contrast 
of  interest versus progress including the availability 
of  required resources, technological capability 
and limitation, ecosystem support and even lack 
of  compelling applications. Although discussing & 
determining the root causes are not in the scope of 
this paper, all the points above lead to possibilities of 
failed blockchain initiatives or in other words, lack of 
practical use-cases which can add doubts about the 
technology and therefore can be seen in the hype cycle.

The next phase in the Gartner Hype Cycle is called 
Slope of  Enlightenment which is described as “More 
instances of  how the technology can benefit the 
enterprise start to crystallize and become more widely 
understood. Second and third generation products 
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appear from technology providers.” [6]. With the 
level of  interest remaining, blockchain technology 
is well placed to make progress from the current 
downwards phase towards the next upwards phase 
by understanding how to get to the next phase and 
what is blocking the progress. By making it a priority 
to compile and understanding some barriers that 
impede the success of  blockchain initiatives, not only 
efforts can be better directed so that challenges can be 
gradually overcome, but they also help innovators to 
invent by being aware of  the possible challenges and 
consideration points, so time and investment risks can 
be strategically planned. With less amount of  wasted 
resources from innovators, it can also prevent creating 
more doubts from the society, allowing interests to 
continue growing.

2. Methodology

This paper, which draws contents from a postgraduate 
research project, summarises critical barrier points that 
will be useful for blockchain initiatives to consider 
early on. As blockchain initiatives can be businesses 
or projects, consideration points for venture-related 
variables are briefly pointed out while focusing on 
blockchain-related variables. Through literature 
review, challenging points for blockchain initiatives 
are initially gathered and categorised into a set of  38 
hypotheses. The points were then selected further 
via primary data collection through interviews with 
researchers, businesses and entrepreneurs in the 
blockchain industry with 1-6 years of  experience, 
totalling 12 participants. Individual interviews were 
chosen to allow constructivism approach to gather and 
interpret various views and opinions from participants. 
Participants chose their areas of  expertise to comment 
on and were asked in the format of  open-ended 
questions to allow commentaries, if  in their opinion, 
the relevant hypotheses are challenges for blockchain 
initiatives. Their answers and commentaries were 
analysed to validate the hypotheses. The results of  this 
small-scale qualitative study are written in this paper 
but due to the scope and space limitation, the set of 
hypotheses, participant information, result and analysis 
as well as participation information sheet, consent form 
and interview questions are not included. However, for 
ease, the resulting set of  consideration points are put 
together as a checklist and is included in the Appendix 
of  this paper.

3. Consideration parameters for blockchain initiatives

3.1 Blockchain parameters

This section includes barrier points that blockchain 
initiatives might face in relevance to their usages of 
blockchain technology. The points gathered in the 
literature review were first categorised together which 
were then used in the individual interviews as described 

in the methodology brief  above. This includes data 
audit, scalability, societal, regulation, governance, 
operational, security and privacy.

3.1.1 Blockchain data audit

This section includes barrier points that blockchain 
initiatives might face in relevance to their usages of 
blockchain technology. The points gathered in the 
literature review were first categorised together which 
were then used in the individual interviews as described 
in the methodology brief  above. This includes data 
audit, scalability, societal, regulation, governance, 
operational, security and privacy. Even if  transactions 
are validated through blockchain itself, there is still 
a possibility for data tampering especially in private 
and consortium blockchains where the quantities of 
nodes responsible for verifying are limited in general if 
compared to public blockchain. This means that there 
is a need for auditing to make sure that the blockchain 
is functioning as intended. It is important to consider if 
the project requires real-time transaction analysis and if 
system auditing is required. Data read from blockchain 
might have latency and not be 100% real-time [7]. 
According to Interactive Advertising Bureau (IAB) 
guidelines for example, data timeliness for real-time 
auctions must be less than 100 milliseconds [8]. There 
are two reasons for latency, first being that at any given 
time, a node might only get the version of  the data that 
is given to it while other nodes might yet receive the 
most recent version of  the data. The second reason 
is that there is a possibility for every transaction that 
the network of  nodes agrees on different sets of  data, 
creating a fork [9]. Whereas if  auditing the system is 
required so that it is running as intended, including for 
example if  participants are behaving as they should, 
or if  data is managed and transacted appropriately, 
the auditor’s technical capability needs to be taken in 
consideration.

3.1.2 Scalability

Blockchain scalability issues can be related with two 
main metrics which are transaction throughput and 
latency. The first one refers to transaction per second 
while the latter one refers to transaction confirmation 
and propagation time [10]. Trade‐offs between 
different approaches are made towards scalability, 
security or decentralisation. For example, to improve 
security, there is a possibility of  pegging into the Bitcoin 
network, but with the result of  having lower scalability, 
and improvement of  security is debatable. Some opt 
to forgo decentralisation in improving security and 
scalability by choosing permissioned ledgers with closed 
participants [10]. It is therefore important to consider 
beforehand if  the public decentralisation is required as 
well as if  immediate high throughput is required for the 
initiatives. Further, as different consensus mechanisms 
make different assumptions, it is important to consider 
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one that suits the initiatives. 

3.1.3 Societal elements

Points worth consideration relevant to this subsection 
include technology awareness, skills, control and 
accessibility. For any blockchain initiatives, it is 
important to consider if  the target users or audiences 
have the required technical awareness and capability 
[11]. Blockchain initiatives also should plan so that 
target users or audiences have the necessary level of 
accessibility required, whether it is technical such as 
internet access or non-technical such as government 
authorisations [12]. Different and rare skill-sets might 
also be needed including cryptographers, lawyers 
or even social experts depending on the blockchain 
architecture. It is also important to consider the 
viability in terms of  willingness to cooperate from 
industry partners as blockchain is a technology that 
also shifts control power in general [11].

3.1.4 Regulation

Some countries have regulation first, business second 
approach while others such as in East-Asia have 
approach the other way around therefore complying 
with regulatory approaches can vary. In general, 
however, it is important to analyse the relevant 
regulatory approaches particularly if  digital currencies 
or Initial Coin Offerings (ICOs) are involved, or if 
traditional securities are involved. Even though the UK 
regulatory approach towards blockchain technology 
seems to be non-prohibiting as for example, the 
FCA remains open to the process and technology if 
the result is protected and risk is mitigated [4], digital 
currencies face regulatory questions in terms of  their 
security status, and which activities are legally allowed 
as well as the imposes on various jurisdictions. As 
regulatory landscape is constantly changing and can 
be uncertain, preparing steps to have sufficient legal 
assurances can be crucial.

3.1.5 Governance

Blockchain provides and requires possibilities of  new 
governance structure and different governance models 
are still being tested and developed [13]. Success rate 
can be increased if  blockchain initiatives consider 
ahead how to make sure future upgrades as well as how 
future governance model changes can be introduced. 
This is because governance involves the decision-
making processes related to the management of  the 
system protocol, in this case, blockchain protocol, 
including creation, update or abandoning of  rules 
pertaining smart contracts, fees, conflict resolutions, 
roles of  participants [14]. Making plans so that future 
upgrades and changes can be done efficiently will 
prevent network issues and therefore maintain system 
operations which involves various and numerous 

participants. Relevant to this, it is also important 
to consider how to sufficiently incentivise network 
participants for the sustainability of  the network [7]. 
If  disputes among participants happen, it is also worth 
considering how such issues can be settled in a timely 
and efficient manner. For consortium governance, 
on top of  the internal blockchain governance, it 
is important to also manage governance among 
participants. This is because a consortium is normally 
business-related, and counterparties will have different 
priorities due to the possibility of  relation to profit 
and loss of  their businesses. Further, as a starting 
consortium, it is worth keeping the number of  parties 
manageable as too few can be unappealing while too 
many can be challenging to govern.

3.1.6   Operational

Interoperability can be a major challenge which can 
be solved through early planning. For blockchain 
initiatives that require interoperability with existing 
IT systems such as an Enterprise Resource Planning 
(ERP) or Customer Relationship Management (CRM), 
it needs to be considered how these systems can exist 
and be interoperable from the beginning. This can 
be further complicated when different businesses 
and organisations are required to interoperate if  they 
are using different and complex systems. It is also 
important to consider if  interoperability with other 
blockchain systems, including reliance of  information 
between one to another, is required for the initiatives 
as different blockchain systems might have vastly 
different architectures and functionality. As blockchain 
is not currently the most efficient way to store data [15], 
it is worth considering if  the system initiatives require 
a high volume of  storage in the future. While some 
systems allow running on top of  existing infrastructure, 
most will require additional infrastructure, potentially 
including specialised hardware devices. It is therefore 
important to also consider if  additional infrastructure 
is required for the blockchain system to operate as 
intended.

3.1.7 Security

As with most technology, security is a constantly 
improving matter. For blockchain technology, it helps 
to know beforehand if  private keys are going to be 
stored in mobile and computer devices as they provide 
entry points where security breaches can happen. As 
third-party integrations increase the number of  security 
variables to account for, requiring plenty of  them can 
create challenges and is worth considering early in the 
design process [16]. Blockchain initiatives should also 
determine if  their system will be written in a Turing-
Complete language, as it allows for more functionality 
but at the same time opening more possibility for 
vulnerabilities. Penetration tests, especially for 
blockchain systems, are crucial in terms of  security as 
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they allow attack vectors to be discovered. Further, with 
options available for using the services of  freelancers, 
contractors or agencies to develop the system, it helps 
to determine if  the code will be written and maintained 
by a trustworthy party. 

3.1.8   Privacy

Privacy issues are a major barrier towards the public 
acceptance and mass adoption of  blockchain 
applications [17]. There are situations where elements 
of  transparency in blockchain can have negative impacts 
and this is especially true if  the information involved is 
sensitive or personally identifiable data such as medical, 
financial or governmental [18]. It is therefore important 
to consider beforehand if  the initiatives are dealing with 
sensitive data and if  it is required to share personal data 
with other third parties. It is important to note that 
personal data might include hashes, transactions and 
or other personally identifiable information [19]. On 
top of  the matter of  user preferences, privacy is also 
affected by the regulatory policies such as General Data 
Protection Regulation (GDPR). According to GDPR, 
it is important in general for blockchain initiatives 
to consider how to implement and allow a ‘right for 
erasure’ policy for personal data.

3.2 Business parameters

This section briefly points out the barriers that 
blockchain initiatives might face. These points were 
gathered and categorised from the commentaries 
from blockchain businesses and entrepreneurs in the 
individual interviews described in the methodology 
brief  above on what some challenges for their 
blockchain initiatives are. This includes funding, market 
needs, team, marketing, feasibility and implementation, 
legal and regulatory. This section contains lesser focus 
than the previous section as the parameters pointed out 
below were gathered from participant commentaries 
rather than initialised by literature review but were 
included in this paper due to its relevance. Also, the 
focus of  this paper is on blockchain parameters leaving 
business parameters to be explored in more details in 
further work.

3.2.1 Funding

With options to choose from token offerings, venture 
capital firms, angel investors and other funding routes, 
it is important to create a plan detailing the steps 
towards how necessary funding can be obtained for 
the venture.

3.2.2 Market needs

While the general approach caused by the inflated hype 
for blockchain technology is to offer solutions to a 
problem, it is important for blockchain initiatives that 

want to be sustainable to find and ensure market needs.

3.2.3 Team

As an emerging technology, talent with the necessary 
skillsets can be a challenge to find, therefore it helps 
to consider how to find the right team for the business 
venture.    

3.2.4 Marketing

Marketing strategy and its message, audience and 
timing are crucial, especially for blockchain initiatives 
that are targeting end-users as their audiences. This can 
be relevant to how the technology might be seen as 
a hype and requires communication and presentation 
that appeals to target audiences.

3.2.5 Feasibility and Implementations

It is important to consider how feasible a blockchain 
initiative is, which the parameters in this paper should 
help determine by providing an initial gauge, and 
how to implement, including mitigations for future 
challenges and risks.

3.2.6 Legal and regulatory

With the legal and regulatory landscape constantly 
changing, it is important to closely refer to the relevant 
approaches and consider how to be compliant.

4. Conclusion

Observations and analysis process are not included 
in this paper due to space limitation, hence their 
summaries are reflected in the paper in the form of  the 
written parameters above. The parameters aim to help 
blockchain projects that are still in the initial stages, 
to promote early considerations so that unnecessary 
resources can be avoided but at the same time directed 
efforts can be put in. Ongoing projects, however, 
might still be able to benefit from the parameters when 
for example re-prioritising. Journal and article sources 
are used as much as possible, but as some blockchain 
research and development are done mostly by individual 
developers, researchers and companies, it is to be noted 
that company reports and, in some cases, blogs are also 
used. Due to time-limitation and the lack of  established 
standardisation in the blockchain industry, only a small 
sample size of  participants was collected. This means 
that the findings in this study are partly-limited by views 
and opinions of  the participants and by the literature 
review conducted. As the interest and demand for 
blockchain technology improves however, there 
will be more opportunities to work with established 
researchers and industry leaders to further validate the 
barrier points written in this paper. Future work that 
attempts to further validate the points in larger sample 
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size and in different stages of  the technology maturity, 
as well as work that covers business variables above 
in more details will allow this paper to serve better in 
supporting blockchain initiatives. 

By consulting the Diffusion of  Innovation (DOI) 
theory by E.M. Rogers [20], [21] which explained 
how an innovation gains adoption through a specific 
population spread, it can be said that adoption must 

start with the individual making choices to accept a 
certain innovation, before spreading to market level, 
creating diffusions. This means that offering working 
blockchain solutions for problems of  individuals is 
useful to give blockchain technology an adoption 
momentum. It can then be concluded that among the 
parameters listed in the paper, individual or market needs 
as well as feasibility should be the main considerations 
for blockchain initiatives and the technology.
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Blockchain projects have seen a rush of  investment in the form of  Initial Coin Offerings (ICOs) in 2016 
and 2017, yet little is understood about how to valuate these projects. This research explored the application 
of  behavioural heuristics to ICO valuation and investing. Identified were six variables that may impact 
investment decision making due to key behavioural biases. These variables - coin value, market capitalisation, 
ease of  understanding, market sentiment, maximum ICO bonus level, and pre ICO social media levels 
- were analysed using Pearson’s Correlation against return on investment (ROI). The data was collected 
from numerous ICO websites and Twitter. Fundamental analysis was taken from Coincheckup due to 
it being a major source of  information for many retail investors and using a well-defined methodology. 
Sentiment data was collected from Twitter and assessed using Crimson Hexagon’s social sentiment analysis 
tool. Ease of  understanding was evaluated using AWS Blockchain business canvas. All information was 
compiled into a single dataset and the top 47 projects in terms of  ROI were utilised for this research. 
Ease of  understanding was found to be significantly correlated with ROI. Ease of  understanding was then 
combined with fundamental analysis to develop a hybrid model of  evaluation for cryptocurrency projects. 
This model substantially outperformed fundamental analysis alone, with a 33.6% improvement on ROI. In 
conclusion, current methods of  fundamental analysis for blockchain projects are an inadequate method for 
capturing their full potential future value. Investors lacking appropriate tools and with limited knowledge and 
experience - along with the relatively recent advent of  cryptocurrencies - are being influenced by behavioural 
factors such as ease of  understanding. It is therefore important that investors and entrepreneurs alike take 
such factors into consideration.
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1. Introduction

Before any business launches an ICO, they have two 
economic concerns: their cryptoeconomics and their 
tokenomics. Any factor that is likely to affect these 
economic concerns needs to be considered during 
the development phase. This research will argue that 
behavioural heuristics, rules of  thumb that investors 
may utilise will impact price action in secondary markets. 
Where applicable, evidence from stock investing, 
venture capital investing and crowdfunding will be 
provided. It will clearly state why these heuristics may 
be particularly powerful in the cryptocurrency market, 
how these behaviours manifest, and how investors can 
take advantage of  this information to improve their 

returns.

1.1   Cryptoeconomics & Tokenomics

The success of  a blockchain comes down to its 
ability to incentivise the users of  that network. To 
incentivise users, Blockchain projects use a randomised 
reward mechanism secured via cryptography. This is 
Cryptoeconomics.

Tokenomics is directly related to the liquidity of  the 
system. Its function is to find the optimum point 
at which the short-term financial utility of  a token 
intersects with the long-term utility of  a token. This 
will directly impact the number of  tokens there should 
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be in the system. In the short-term, when there is a very 
limited application for the tokens, there needs to be a 
financial incentive incentive for an individual to invest. 
However, if  the price were to continually increase, 
there would be limited incentive for an individual to 
use that token on the network rather than speculate on 
it as an investment. If  behavioural heuristics play a role 
in the formation of  token price, then they need to be 
incorporated into your tokenomics to ensure the long-
term success of  a blockchain project.

2. Literature Review
2.1. Heuristics

Tversky and Kahneman [1], leaning on decades of 
psychological research, suggested that in complex 
decision-making situations individuals will use 
heuristics to ease the cognitive complexity of  the 
task. Whilst these heuristics are a necessity in order to 
navigate the complexities of  life, they are inherently 
prone to errors and biases. 

There are four key general heuristics:

2.1.1. Affect, as argued and tested by Finucane et al [2]:

This is a reliance on the initial feeling experienced, 
or our intuitive judgement. As the decision we are 
presented with increases in complexity, our reliance on 
this initial intuitive judgement increases. Our reliance 
on it is also increased when presented with time 
constraints.  

2.1.2. Representativeness

This is our tendency to assume individual characteristics 
to be representative of  the whole regardless of  whether 
those characteristics actually relate to the whole.

2.1.3. Availability

This is our tendency to make a decision based on 
the most salient information. This results in an 
overweighting of  more recent information and the 
most extreme factors

2.1.4. Anchoring and Adjustment

When making a judgement, decision-makers often use 
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2.1.4. Anchoring and Adjustment 

When making a judgement, decision-makers often use an initial 
value and adjust away from it accordingly. Often this initial 
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biases which can impact investment decisions within the 
cryptocurrency market 

2.2. Affect 

Affect [3] is the reliance on a positive or negative feeling toward 
a stimulus. Lemmon and Portniaguina [4] found that forecasts 
of consumer confidence in “affect” predicted returns for the 25 
years post-1977. They concluded that this was due to the 
increase in household investors, suggesting that when the 
expertise of the investor is low, behavioural biases played a 
larger role in an investor’s ROI. 

This is not dissimilar to the cryptocurrency market, which has a 
high percentage of household investors. Bollen [5] showed how 
social media data, namely Twitter, can be used to elicit 
sentiment. He found it can be accurately used to predict changes 
in the Dow Jones Industrial Average. Slovic et al. [6] refer to an 
“affect pool,” or a collection of all the positive and negatively 
tagged associations. A similar approach is taken here with the 
ratio of positive to negative Twitter postings.  

2.3. Herding 

Some of the most salient information for investors is the most 
recent price action. A stock could be in demand and have seen 
its price rise in the previous period or investors could be selling 
that stock, resulting in a price drop. Researchers have found that 
market demand, rather than the expectations of fundamental 
value, influence demand [7]. Banerjee [8] was one of the first to 
look at herding behaviour. Using a simple model, he showed 
how using other peoples’ information rather than one’s own 
leads to an inefficient equilibrium. Further seminal work 
performed by Lakonishok, Shleifer, and Vishney [9] found 
correlated trading across subgroups of investors. Both of these 
studies focused on “Smart Money” institutional investors. 
These are investors who shouldn’t be easily swayed by the 
actions of others. The cryptocurrency market has a large portion 
of individual investors. These are investors who are more likely 
to deviate from rational trading practices. Barber, Odean, and 
Zhu [10] showed that bias in individual investors is stronger and 
more persistent. This was supported by Merli & Roger [11], who 
built on LSVs model and included the measurement of 
individual herding on the trading records of over 87,000 
investors from 1999-2006. According to Merli & Roger, the 
examination of an individual’s heterogeneity, they could use 
poor past performance to predict the increased likelihood of 
herding in the next quarter.  

In the cryptocurrency market, with its high percentage of 
individual investors (those most prone to biases), we would 
expect to see high levels of herding resulting in huge price 
swings due to overreaction. This is something that is very 
common in the market, so commonplace it even has its own 
term: “mooning.”  Kraft, Penna & Pentland [12] found strong 
evidence for a peer effect on the buying behaviour of 
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an initial value and adjust away from it accordingly. 
Often this initial value - the Anchor - can lead to a 
biased judgement.

Each of  these heuristics can lead to a number of 
systematic biases which can impact investment 
decisions within the cryptocurrency market.

2.2. Affect

Affect [3] is the reliance on a positive or negative 
feeling toward a stimulus. Lemmon and Portniaguina 
[4] found that forecasts of  consumer confidence in 
“affect” predicted returns for the 25 years post-1977. 
They concluded that this was due to the increase in 
household investors, suggesting that when the expertise 
of  the investor is low, behavioural biases played a larger 
role in an investor’s ROI.

This is not dissimilar to the cryptocurrency market, 
which has a high percentage of  household investors. 
Bollen [5] showed how social media data, namely 
Twitter, can be used to elicit sentiment. He found it can 
be accurately used to predict changes in the Dow Jones 
Industrial Average. Slovic et al. [6] refer to an “affect 
pool,” or a collection of  all the positive and negatively 
tagged associations. A similar approach is taken here 
with the ratio of  positive to negative Twitter postings. 

2.3. Herding

Some of  the most salient information for investors 
is the most recent price action. A stock could be in 
demand and have seen its price rise in the previous 
period or investors could be selling that stock, resulting 
in a price drop. Researchers have found that market 
demand, rather than the expectations of  fundamental 
value, influence demand [7]. Banerjee [8] was one 
of  the first to look at herding behaviour. Using a 
simple model, he showed how using other peoples’ 
information rather than one’s own leads to an inefficient 
equilibrium. Further seminal work performed by 
Lakonishok, Shleifer, and Vishney [9] found correlated 
trading across subgroups of  investors. Both of  these 
studies focused on “Smart Money” institutional 
investors. These are investors who shouldn’t be easily 
swayed by the actions of  others. The cryptocurrency 
market has a large portion of  individual investors. 
These are investors who are more likely to deviate 
from rational trading practices. Barber, Odean, and 
Zhu [10] showed that bias in individual investors is 
stronger and more persistent. This was supported by 
Merli & Roger [11], who built on LSVs model and 
included the measurement of  individual herding on the 
trading records of  over 87,000 investors from 1999-
2006. According to Merli & Roger, the examination 
of  an individual’s heterogeneity, they could use poor 
past performance to predict the increased likelihood of 
herding in the next quarter. 
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In the cryptocurrency market, with its high percentage 
of  individual investors (those most prone to biases), we 
would expect to see high levels of  herding resulting in 
huge price swings due to overreaction. This is something 
that is very common in the market, so commonplace it 
even has its own term: “mooning.”  Kraft, Penna & 
Pentland [12] found strong evidence for a peer effect 
on the buying behaviour of  cryptocurrency investors. 
They proposed one of  three behavioural mechanisms 
for such an effect:

1.  Traders explicitly copying buying trades –  
 Herding
2.  Buying due to momentum –   
 Representativeness
3.  Buying salient coins with recent price action – 
 Attention

Using data from crowdfunding campaigns (a capital 
raising mechanism not unlike ICOs) Lu et al [13] found 
that early social media engagement and promotional 
activity correlated with the success rate of  the project. 
Additionally, a number of  studies have looked at 
Twitter volume and trading volumes and found positive 
correlations [14]. A similar correlation is likely between 
ICO success and ROI. 

Another aspect of  ICOs that may affect ROI is bonus 
levels. Adhami et al. [15] found that ICO bonuses were 
marginally correlated with ICO success. Behavioural 
economics suggests that ICOs with a particularly high 
bonus will dissuade later adopters and lead to a reduced 
ROI for investors. 

2.4. Representativeness

This is the assumption that a sample is representative 
of  the population. Two of  the most common examples 
of  this are the Gambler’s Fallacy and Hot Hands 
Fallacy. These two fallacies are related to a belief  in 
momentum. The same bias can be seen in trading 
behaviour. Barber, Odean, and Zhu concluded that 
“investors tend to buy stocks with strong past returns.” 
Moment trading is a well-documented characteristic 
of  the cryptocurrency market. Liu and Tsyvinski [16] 
found strong evidence of  this, finding that “a one 
standard deviation increases in today’s return leads to 
increases in daily returns by 0.33%.” During a weekly 
timeframe, a one standard deviation increases leads 
to a 3.16% increase at week t+1. In real terms, this 
is a 5.55% ROI at the daily level and a 16.64% ROI 
at the weekly level. The particular significance of  their 
finding is that traditional technical analysis methods of 
analysis were not significant, or they had no discernable 
pattern. They concluded that cryptocurrencies did not 
behave like a traditional asset, a store of  value such as 
precious metals, or as a currency; instead, they had their 
own characteristics and market-specific factors. Whilst 

their paper focused on the top three cryptocurrencies 
- Bitcoin, Ripple and Ethereum - and looked at trading 
rather than ICOs, it is reasonable to believe that these 
market-specific factors will be present in ICOs as well. 
Tversky & Kahneman [17] noted that these reasoning 
errors are most severe as uncertainty increases, which 
could explain the large deviations in price. Whilst 
this research will not examine momentum directly, it 
will explore a few factors that could lead to increased 
demand and subsequent momentum. Chief  among 
those will be the Size Effect. 

The Size Effect is the assumption that smaller firms 
outperform larger firms. Initially observed by Banz 
[18], the literature on whether this is actually evident 
is mixed. Some suggest that over time, the effect 
disappears [19] Others show seasonal variation [20]. 
What is apparent is that the effect is not linear [21]. 
The effect could be due to investors erroneously 
believing that smaller capitalisation firms have more 
room to grow. By looking at the market capitalisation 
of  ICOs, we can see whether a size effect is present 
in the cryptocurrency market. The ICOs in the lower 
percentile would therefore be correlated with larger 
ROIs.

2.5. Availability

The availability heuristic states that the most recent 
or salient information has a stronger influence on our 
decision-making. One aspect that affects the salience 
of  information is familiarity. The familiarity bias is 
most clearly demonstrated by the Home Bias. This is 
an investor’s preference to invest in their own country 
[22]. Very simply, investors tend to stick to what is 
familiar and therefore easier to understand. This is also 
evident in investors’ decisions towards industries of 
expertise. 

Zacharakis & Meyer [23] determined that one of  the 
key markers for venture capital (VC) investment is 
market familiarity and competition. They note that this 
could lead to the behavioural bias of  only investing 
in a company or product the VC can immediately 
understand. In the cryptocurrency market, the 
traditional method of  evaluating an ICO is very similar 
to that of  a VC evaluating a startup. Traditionally this 
would involve looking at the team, the potential market 
they are entering, competition, quality of  the product, 
and the business plan. For a blockchain startup, this 
would be their whitepaper and timeline. Coincheckup, 
a highly popular website for cryptocurrency platforms, 
uses a similar VC-style model to evaluate and weight 
the quality of  blockchain startups. It looks at the 
team, potential market, competition, and quality of 
the product. Additional factors that determine VC 
involvement include a preference for smaller emerging 
markets [24] and a preference for niche markets [25]. 
These factors could explain the rapid expansion of 
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capital into the blockchain space. 

Brennan & Cao [26] point out that when investors 
have limited information, researchers tend to see 
return-chasing behaviour, i.e., only buying when risk-
adjusted returns are high. This behaviour is extremely 
prevalent in the cryptocurrency market. This behaviour 
would suggest a lack of  expertise in the market. This 
is likely to lead to stronger effects from biases such 
as familiarity. In the cryptocurrency market, ICOs that 
have a product that is easy to understand, or one that is 
similar to a product an investor may already know, can 
take advantage of  this bias. By analysing the whitepaper, 
researchers can ascertain the complexity of  the product 
and the degree to which it is easy to understand, or its 
similarity to a well-known product. Shehhi et al [27] 
found that ease of  understanding played a role in an 
investor’s choice of  which cryptocurrencies to mine. 

2.6. Research Questions

Considering the research from behavioural economics 
and the work that has already been done on the 
cryptocurrency market, I propose the following 
research questions to be explored: 
Q1) Will ICOs with large bonus levels dissuade later 
investors because of  a fear they have already missed 
out?
Q2) Will higher ratios of  positive sentiment, or pre-
ICO social media levels, or coin size, or market 
capitalisation, be correlated with higher ROI in ICO 
investing due to behavioural factors such as Affect, 
Herding, and the Size Effect?
Q3) Will the ease of  understanding of  a blockchain 
project be correlated with higher ROI due to familiarity?
Q4) Would a hybrid Behavioural and Technical Model 
of  ICO rating be correlated with higher ROI than a 
Technical Model alone?
3. Methodology 

The cryptocurrency market is relatively new. Whilst 
Bitcoin has been around since 2008, it was only with 
the launch of  Ethereum in 2014 and the subsequent 
“altcoins” that began using the ERC20 Ethereum 
platform that a market began to form. 2016 saw a 
boom and the formation of  a true marketplace, with a 
huge increase in ICOs - from 39 total until 2016 to 256 
in 2016 alone. As such, getting reliable data is extremely 
difficult; no single repository for the industry currently 
exists. The data in this research was collated from 
several sources. The data was taken from tokendata.io 
and cross-referenced with data from icostats, icobench, 
and icodata, along with the websites for the respective 
ICOs. 

Data regarding the top ICOs sorted by their respective 
ROIs was collected and categorized using the business/
ICO name, ICO date, ICO price in USD, current price 
in USD (as of  June 2nd 2018) and ROI in USD. ROI 

was given as a multiple of  initial investment. The top 
51 ICOs by ROI were kept with the exception of 
Aeternity (phase 2) - this data was an extension of  the 
phase 1 ICO. Later in the process, three more ICOs 
were removed: Ethereum, Nxt, and Metal. This was 
because it was discovered that they did not meet the 
requirement of  a fully public ICO. This final cull left us 
with a dataset of  47 ICOs.

3.1 Fundamental Analysis Data

Coincheckup was used to collect data on the team, 
advisors, brand/hype, product, coin, social engagement, 
communication ability, business transparency, and/or 
Github data. These are key variables used as industry 
standards for evaluating the fundamentals of  an 
ICO project. Coincheckup uses this data to create an 
overall weighted score for that business. Coincheckup 
was used because it is currently an industry favourite. 
This research used the same information with a few 
changes. The approach was to look at information only 
available at the time of  the ICO, so the below criteria 
under Coin Strength was not included in the analysis:

● Average trading volume in past 3 months  
 against other assets’ average volume.
● Average market cap in the last 3 months  
 against other assets’ average market cap.
● Value growth since trade start date against  
 total market growth.

This reduced the weighting for coin strength to 
6.9% for semi and centralised structures, and 8.1% 
for decentralised structures. The left-over weighting 
from this reduction was redistributed evenly across 
all categories to keep the ratios intact. The revised 
weighting was used to give an overall score for that 
business/ICO. This was a given as a percentage and 
used to represent the overall strength of  that business/
ICO. Using Pearson Correlation, the ROI for the ICOs 
was compared to their weighted score. This gave us the 
correlation for a solely fundamental model. This was 
used later to compare against a hybrid model.

Behavioural Variables

The key general heuristics were used to categorise 
several key biases. These biases were explored to see 
how they may manifest in the cryptocurrency market. 
The following were identified as potential triggers for a 
behavioural response: 

• ICO bonus levels – Loss Aversion
• The ratio of  positive to negative information  
 from Twitter data – Affect
• Pre-ICO social media levels (Twitter) –  
 Herding
• Ease of  understanding the whitepaper/ 
 product/similarity to a well-known product  
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 – Familiarity Bias
• Small market cap – Size Effect
3.3 Behavioural Variable Data Collection

1) Max ICO bonus levels were taken from the 
whitepapers of  the respective ICO along with the 
ICO rating website. Building upon Adhami, Giddici 
& Martinazzi’s [15] work, the research will explore 
whether a large maximum ICO bonus discourages 
potential investors.  

2 & 3) Affect and pre-ICO social media levels were 
found using Twitter data using a similar approach to 
that of  Bollen [5]. Affect was found using Crimson 
Hexagon’s Sentiment Analysis tool for keywords in the 
crypto space. This was used to elicit market sentiment 
at the time of  an ICO. Pre-ICO social media levels 
were found using the “$” tag for the respective ICO 
for the two months prior to the launch, along with a 
number of  keywords for the industry. Sentiment data 
was binned into three-month periods from January 
2016 to June 2018.

4) The ease of  understanding was evaluated using 
Amazon’s web service template for evaluating the 
applicability of  a blockchain project. The score was 
given based on the ease of  completing the various 
sections. The scores for each section were averaged to 
give an overall ‘ease of  understanding’ score for that 
project. The score was given out of  five.

5) Coin value and market cap were taken from the 
token data source.

Behavioural Data Analysis

Pearson’s Correlation was used to identify whether 
any of  these biases were present and whether they 
correlated with the ROI of  the top 50 performers. 
For significance levels, one-way ANOVAs were used. 
Once the correlating variables were identified, they 
were combined with the data from the fundamental 
analysis and used to create a new Weighted Behavioural 
Algorithmic score. This score was then compared 
against the ROI of  the top 50 performers to see 
whether it has a stronger correlation, and therefore 
whether we could use the algorithm to better predict 
potential high performers. 

3.5 Review

The main issue faced during this research was the 
difficulty of  getting high-level data. There is no 
single repository for cryptocurrency data, so the data 
provided was taken from multiple sources. Due to 
this necessity, the research was restricted to a severely 
limited number of  ICOs. A further limitation was the 
use of  Twitter data alone as an indication of  pre-ICO 
social media levels. Additional social media channels 

such as Telegram, Discourse, and Reddit are heavily 
used by blockchain projects. Whilst this paper will 
not be evaluating the causality of  the behavioural 
mechanism, only its correlation to an investor’s ROI, 
any follow-up work should include a causal link. For 
example, further work could build on the work of 
Frey, Herbst, and Walter [28], who found that as the 
number of  active traders decreases, so does the level of 
Herding. By examining the number of  active traders 
on the various crypto-trading platforms over time, 
researchers could seek to elicit Herding levels. 

4. Research Findings 

This research sought to explore which behavioural 
factors may play a role in the decision-making process 
of  investors in the cryptocurrency market. Identified 
were six variables that may play a role due to key 
behavioural biases. This section shows the results of 
a Pearson’s Correlation test along with a regression 
analysis of  those variables.

Table 1 shows the Pearson’s Correlation of  the six 
behavioural variables - Coin Value, MarketCap, Ease 
of  Understanding, Sentiment, ICO Bonus Level, and 
Pre-ICO Social Media Levels - along with Traditional 
Fundamental analysis. The Correlation showed no 
strong correlations amongst any of  our variables. 
Interestingly, the fundamental analysis score, showed 
next to no correlation. This would suggest that 
the current methods of  fundamental analysis for 
blockchain projects are inadequate. This finding 
supports that of  Liu and Tsyvinski [16], who also 
found no correlation of  traditional technical analysis 
factors in cryptocurrency markets.

The maximum level of  correlation was ease of 
understanding with 0.3375918. A one-way ANOVA 
was conducted and found to be statistically significant 
F(1,45)= 5.788, (P = .0203), shown in Table 2.

Table 3 shows a low R Squared for the ANOVA; 
however, that is expected with the limited observations 
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Pearson’s Correlation was used to identify whether any of these 
biases were present and whether they correlated with the ROI 
of the top 50 performers. For significance levels, one-way 
ANOVAs were used. Once the correlating variables were 
identified, they were combined with the data from the 
fundamental analysis and used to create a new Weighted 
Behavioural Algorithmic score. This score was then compared 
against the ROI of the top 50 performers to see whether it has 
a stronger correlation, and therefore whether we could use the 
algorithm to better predict potential high performers.  

3.5   Review 

The main issue faced during this research was the difficulty of 
getting high-level data. There is no single repository for 
cryptocurrency data, so the data provided was taken from 
multiple sources. Due to this necessity, the research was 
restricted to a severely limited number of ICOs. A further 
limitation was the use of Twitter data alone as an indication of 
pre-ICO social media levels. Additional social media channels 
such as Telegram, Discourse, and Reddit are heavily used by 
blockchain projects. Whilst this paper will not be evaluating the 
causality of the behavioural mechanism, only its correlation to 
an investor’s ROI, any follow-up work should include a causal 
link. For example, further work could build on the work of Frey, 
Herbst, and Walter [28], who found that as the number of active 
traders decreases, so does the level of Herding. By examining 
the number of active traders on the various crypto-trading 
platforms over time, researchers could seek to elicit Herding 
levels.  

4. Research Findings  

This research sought to explore which behavioural factors may 
play a role in the decision-making process of investors in the 
cryptocurrency market. Identified were six variables that may 
play a role due to key behavioural biases. This section shows the 
results of a Pearson’s Correlation test along with a regression 
analysis of those variables.  

4.1   Variable Outcomes 

Table 1. Pearson’s Correlation 

  ROI (x) 
ROI (x) 1 
FA Score 0.159142633 
Coin Value -0.106236506 
MarketCap -0.168776981 
Ease 0.3375918 
Sentiment -0.113042187 
ICO Bonus 0.157188773 
Pre-ICO SM -0.08048759 

Table 1 shows the Pearson’s Correlation of the six behavioural 
variables - Coin Value, MarketCap, Ease of Understanding, 
Sentiment, ICO Bonus Level, and Pre-ICO Social Media Levels 

- along with Traditional Fundamental analysis. The Correlation 
showed no strong correlations amongst any of our variables. 
Interestingly, the fundamental analysis score, showed next to no 
correlation. This would suggest that the current methods of 
fundamental analysis for blockchain projects are inadequate. 
This finding supports that of Liu and Tsyvinski [16], who also 
found no correlation of traditional technical analysis factors in 
cryptocurrency markets. 

The maximum level of correlation was ease of understanding 
with 0.3375918. A one-way ANOVA was conducted and found 
to be statistically significant F(1,45)= 5.788, (P = .0203), shown 
in Table 2. 

Table 2. One-way ANOVA results 

  df SS MS F Significance F 
Regression 1 18400.81 18400.81 5.788246 0.020304* 
Residual 45 143054.8 3178.995   
Total 46 161455.6       

Table 3 shows a low R Squared for the ANOVA; however, that 
is expected with the limited observations and the nature of the 
data.  

Table 3: Regression statistics for ease of understanding 

Regression Statistics 
Multiple R 0.337592 
R Square 0.113968 
Adjusted R Square 0.094279 
Standard Error 56.38258 
Observations 47 

4.2   Main Findings 

The data shows that fundamental analysis of blockchain 
projects is not correlated with ROI. Additionally, the data 
shows that behavioural factors do play a role - in particular, the 
ease of understanding of the project. The previous literature 
suggested six hypotheses to explore. Below are the detailed 
findings from the analysis of each of those questions. 

Q1 regarding bonus levels showed no correlation with ROI. 
Previous research by Adhami, Giddici & Martinazzi [15] did 
find a marginal correlation with the success of ICOs. From this 
finding, it was suggested that larger bonus levels may dissuade 
investors. Further analysis showed that the highest average 
return for bonus levels was between 10% & 20% (Figure 2). 
Projects with higher bonus levels saw a rapid drop-off in 
average ROI. There was no difference between instances when 
projects that had a maximum bonus of 5% were included, and 
when the analysis was limited to those projects with a bonus of 
10% & 20% alone. Due to the benefits of offering a slightly 
higher bonus level, the recommended maximum bonus level is 
between 10% and 20% for any ICO.   
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of the top 50 performers. For significance levels, one-way 
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cryptocurrency market. Identified were six variables that may 
play a role due to key behavioural biases. This section shows the 
results of a Pearson’s Correlation test along with a regression 
analysis of those variables.  

4.1   Variable Outcomes 

Table 1. Pearson’s Correlation 
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FA Score 0.159142633 
Coin Value -0.106236506 
MarketCap -0.168776981 
Ease 0.3375918 
Sentiment -0.113042187 
ICO Bonus 0.157188773 
Pre-ICO SM -0.08048759 

Table 1 shows the Pearson’s Correlation of the six behavioural 
variables - Coin Value, MarketCap, Ease of Understanding, 
Sentiment, ICO Bonus Level, and Pre-ICO Social Media Levels 

- along with Traditional Fundamental analysis. The Correlation 
showed no strong correlations amongst any of our variables. 
Interestingly, the fundamental analysis score, showed next to no 
correlation. This would suggest that the current methods of 
fundamental analysis for blockchain projects are inadequate. 
This finding supports that of Liu and Tsyvinski [16], who also 
found no correlation of traditional technical analysis factors in 
cryptocurrency markets. 

The maximum level of correlation was ease of understanding 
with 0.3375918. A one-way ANOVA was conducted and found 
to be statistically significant F(1,45)= 5.788, (P = .0203), shown 
in Table 2. 

Table 2. One-way ANOVA results 

  df SS MS F Significance F 
Regression 1 18400.81 18400.81 5.788246 0.020304* 
Residual 45 143054.8 3178.995   
Total 46 161455.6       

Table 3 shows a low R Squared for the ANOVA; however, that 
is expected with the limited observations and the nature of the 
data.  

Table 3: Regression statistics for ease of understanding 

Regression Statistics 
Multiple R 0.337592 
R Square 0.113968 
Adjusted R Square 0.094279 
Standard Error 56.38258 
Observations 47 

4.2   Main Findings 

The data shows that fundamental analysis of blockchain 
projects is not correlated with ROI. Additionally, the data 
shows that behavioural factors do play a role - in particular, the 
ease of understanding of the project. The previous literature 
suggested six hypotheses to explore. Below are the detailed 
findings from the analysis of each of those questions. 

Q1 regarding bonus levels showed no correlation with ROI. 
Previous research by Adhami, Giddici & Martinazzi [15] did 
find a marginal correlation with the success of ICOs. From this 
finding, it was suggested that larger bonus levels may dissuade 
investors. Further analysis showed that the highest average 
return for bonus levels was between 10% & 20% (Figure 2). 
Projects with higher bonus levels saw a rapid drop-off in 
average ROI. There was no difference between instances when 
projects that had a maximum bonus of 5% were included, and 
when the analysis was limited to those projects with a bonus of 
10% & 20% alone. Due to the benefits of offering a slightly 
higher bonus level, the recommended maximum bonus level is 
between 10% and 20% for any ICO.   

Table 1. Pearson’s Correlation

Table 2. One-way ANOVA results
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Pearson’s Correlation was used to identify whether any of these 
biases were present and whether they correlated with the ROI 
of the top 50 performers. For significance levels, one-way 
ANOVAs were used. Once the correlating variables were 
identified, they were combined with the data from the 
fundamental analysis and used to create a new Weighted 
Behavioural Algorithmic score. This score was then compared 
against the ROI of the top 50 performers to see whether it has 
a stronger correlation, and therefore whether we could use the 
algorithm to better predict potential high performers.  

3.5   Review 

The main issue faced during this research was the difficulty of 
getting high-level data. There is no single repository for 
cryptocurrency data, so the data provided was taken from 
multiple sources. Due to this necessity, the research was 
restricted to a severely limited number of ICOs. A further 
limitation was the use of Twitter data alone as an indication of 
pre-ICO social media levels. Additional social media channels 
such as Telegram, Discourse, and Reddit are heavily used by 
blockchain projects. Whilst this paper will not be evaluating the 
causality of the behavioural mechanism, only its correlation to 
an investor’s ROI, any follow-up work should include a causal 
link. For example, further work could build on the work of Frey, 
Herbst, and Walter [28], who found that as the number of active 
traders decreases, so does the level of Herding. By examining 
the number of active traders on the various crypto-trading 
platforms over time, researchers could seek to elicit Herding 
levels.  

4. Research Findings  

This research sought to explore which behavioural factors may 
play a role in the decision-making process of investors in the 
cryptocurrency market. Identified were six variables that may 
play a role due to key behavioural biases. This section shows the 
results of a Pearson’s Correlation test along with a regression 
analysis of those variables.  

4.1   Variable Outcomes 

Table 1. Pearson’s Correlation 

  ROI (x) 
ROI (x) 1 
FA Score 0.159142633 
Coin Value -0.106236506 
MarketCap -0.168776981 
Ease 0.3375918 
Sentiment -0.113042187 
ICO Bonus 0.157188773 
Pre-ICO SM -0.08048759 

Table 1 shows the Pearson’s Correlation of the six behavioural 
variables - Coin Value, MarketCap, Ease of Understanding, 
Sentiment, ICO Bonus Level, and Pre-ICO Social Media Levels 

- along with Traditional Fundamental analysis. The Correlation 
showed no strong correlations amongst any of our variables. 
Interestingly, the fundamental analysis score, showed next to no 
correlation. This would suggest that the current methods of 
fundamental analysis for blockchain projects are inadequate. 
This finding supports that of Liu and Tsyvinski [16], who also 
found no correlation of traditional technical analysis factors in 
cryptocurrency markets. 

The maximum level of correlation was ease of understanding 
with 0.3375918. A one-way ANOVA was conducted and found 
to be statistically significant F(1,45)= 5.788, (P = .0203), shown 
in Table 2. 

Table 2. One-way ANOVA results 

  df SS MS F Significance F 
Regression 1 18400.81 18400.81 5.788246 0.020304* 
Residual 45 143054.8 3178.995   
Total 46 161455.6       

Table 3 shows a low R Squared for the ANOVA; however, that 
is expected with the limited observations and the nature of the 
data.  

Table 3: Regression statistics for ease of understanding 

Regression Statistics 
Multiple R 0.337592 
R Square 0.113968 
Adjusted R Square 0.094279 
Standard Error 56.38258 
Observations 47 

4.2   Main Findings 

The data shows that fundamental analysis of blockchain 
projects is not correlated with ROI. Additionally, the data 
shows that behavioural factors do play a role - in particular, the 
ease of understanding of the project. The previous literature 
suggested six hypotheses to explore. Below are the detailed 
findings from the analysis of each of those questions. 

Q1 regarding bonus levels showed no correlation with ROI. 
Previous research by Adhami, Giddici & Martinazzi [15] did 
find a marginal correlation with the success of ICOs. From this 
finding, it was suggested that larger bonus levels may dissuade 
investors. Further analysis showed that the highest average 
return for bonus levels was between 10% & 20% (Figure 2). 
Projects with higher bonus levels saw a rapid drop-off in 
average ROI. There was no difference between instances when 
projects that had a maximum bonus of 5% were included, and 
when the analysis was limited to those projects with a bonus of 
10% & 20% alone. Due to the benefits of offering a slightly 
higher bonus level, the recommended maximum bonus level is 
between 10% and 20% for any ICO.   

Table 3: Regression statistics for ease of  understanding

Figure 2. Average ROI per ICO Bonus level

and the nature of  the data.

Main Findings

The data shows that fundamental analysis of  blockchain 
projects is not correlated with ROI. Additionally, the 
data shows that behavioural factors do play a role - in 
particular, the ease of  understanding of  the project. 
The previous literature suggested six hypotheses 
to explore. Below are the detailed findings from the 
analysis of  each of  those questions.

Q1 regarding bonus levels showed no correlation 
with ROI. Previous research by Adhami, Giddici & 
Martinazzi [15] did find a marginal correlation with the 
success of  ICOs. From this finding, it was suggested 
that larger bonus levels may dissuade investors. Further 
analysis showed that the highest average return for 
bonus levels was between 10% & 20% (Figure 2). 
Projects with higher bonus levels saw a rapid drop-
off  in average ROI. There was no difference between 
instances when projects that had a maximum bonus of 
5% were included, and when the analysis was limited to 
those projects with a bonus of  10% & 20% alone. Due 
to the benefits of  offering a slightly higher bonus level, 
the recommended maximum bonus level is between 
10% and 20% for any ICO.  

Q2 was regarding the market sentiment at the time 
of  the ICO. The results did not show any correlation. 
The approach taken here was to explore overall market 
sentiment. A finer analysis of  the sentiment for a 
particular project in the months leading to its ICO may 
shed further light.

Q3 regarding pre-ICO social media levels was 
insignificant and did not correlate with ROI. 
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Q2 was regarding the market sentiment at the time of the ICO. 
The results did not show any correlation. The approach taken 
here was to explore overall market sentiment. A finer analysis 
of the sentiment for a particular project in the months leading 
to its ICO may shed further light. 

Q3 regarding pre-ICO social media levels was insignificant and 
did not correlate with ROI.  

Q4, examining ease of understanding, proved significant. This 
suggests that the investor’s decision to invest in a blockchain 
project is influenced by the ease of understanding the pertinent 
whitepaper. This is consistent with the assumption that in the 
absence of appropriate methods of fundamental analysis for 
blockchain projects, investors are relying on personal 
assumptions and feelings toward a particular project. As noted 
by Shehhi et al. [27], ease has been found to play a part in the 
decision of which cryptocurrencies to mine.  

Q5 regarding market cap: The amount the ICO raised was not 
correlated with ROI. This suggests that investors are not 
concerned with coin value and market cap at the time of ICO. 
This is contrary to what we see in trading behaviour in 
cryptocurrency markets, where there is a clear preference for 
smaller-valued coins and medium sized market caps.   

Q6 sought to answer whether a hybrid model of fundamental 
analysis and behavioural analysis could outperform 
fundamental analysis alone. Looking at the top 15 in terms of 
ROI based on fundamental analysis, the average return was 
52.63x. Based on ease of understanding, the average ROI was 
64.53x.  The fundamental analysis approach of investing in 
projects above a certain threshold, 77%, saw an average ROI 
62.56. A hybrid model looking at traditional analysis scores of 
77% or above and an ease of understanding score of above 3.0 
gained an average ROI of 83.64x. This is a 33.6% improvement. 
In terms of ROI, this is a 3360% gain. This would support the 
hypothesis that a hybrid model outperforms fundamental 
analysis alone. 

Table 4. Average ROI results 

 AV ROI (x) 

Top 15 TA 52.63 

Top 15 Ease 64.53 

  

FA Above 77% 62.56 

Hybrid Model 83.64 

5. Discussion 

The analysis showed that of the six behavioural variables 
identified, ease of understanding was the only significant 
variable. When this variable was included in a hybrid model of 
analysis (inclusive of fundamental analysis), it outperformed the 
fundamental analysis alone by 33.6%. Investors taking this 
approach could see a massive increase in their returns. The next 
step would be to apply this model to another, larger dataset and 
see how it performs against new data. Machine learning 
techniques could hone in on the optimum levels to maximise 
ROI. This also highlights the importance of taking extra time 
when writing a whitepaper to ensure that it is easy to follow and 
understand. Whilst this can be difficult due to the technical 
nature of many blockchain projects, it is clearly important to 
investors and should not be over looked. A valuable approach 
could be to split the contents of a whitepaper into a high-level 
overview and a separate technical whitepaper. That way, 
investors can read the appropriate paper based on their level of 
technical sophistication.  

Whilst the analysis showed a significant result, there were a 
number of limitations of the approach that must be addressed, 
the largest being the use of USD as our currency reference. 
Most of the ICOs presented in this study did not allow for USD 
investment. The investment was either in Ethereum or bitcoin. 
In some cases, it could have been that whilst there was a positive 
return in USD in terms of bitcoin or Ethereum, the returns 
could have been much less or even negative due to the 
substantial growth of both of these coins during the period of 
analysis. For example, Waves was included in our analysis with 
an ROI of 17x; however, in terms of bitcoin, this was a loss. 
Another limitation was how this research evaluated ease of 
understanding. Whilst the study used the AWS Blockchain 
Business Canvas as a template, the assessment of ease was 
subjective. Further studies could be improved by providing a 
more structured analysis. For example, points could be awarded 
for particular keywords, executive summary, or particular 
sections. 

6. Conclusion 

Cryptocurrencies do not fit typical fundamental analysis. These 
“coins” have no underlying assets; instead, their value comes 
from network values. It is a speculative market. The 
characteristics of such a market include short-term “narrow 
frame” investors, noise traders, and momentum chasing. We, 

Q4, examining ease of  understanding, proved 
significant. This suggests that the investor’s decision 
to invest in a blockchain project is influenced by the 
ease of  understanding the pertinent whitepaper. This 
is consistent with the assumption that in the absence 
of  appropriate methods of  fundamental analysis for 
blockchain projects, investors are relying on personal 
assumptions and feelings toward a particular project. 
As noted by Shehhi et al. [27], ease has been found to 
play a part in the decision of  which cryptocurrencies 
to mine. 

Q5 regarding market cap: The amount the ICO raised 
was not correlated with ROI. This suggests that 
investors are not concerned with coin value and market 
cap at the time of  ICO. This is contrary to what we see 
in trading behaviour in cryptocurrency markets, where 
there is a clear preference for smaller-valued coins and 
medium sized market caps.  

Q6 sought to answer whether a hybrid model of 
fundamental analysis and behavioural analysis could 
outperform fundamental analysis alone. Looking at 
the top 15 in terms of  ROI based on fundamental 
analysis, the average return was 52.63x. Based on ease 
of  understanding, the average ROI was 64.53x.  The 
fundamental analysis approach of  investing in projects 
above a certain threshold, 77%, saw an average ROI 
62.56. A hybrid model looking at traditional analysis 
scores of  77% or above and an ease of  understanding 
score of  above 3.0 gained an average ROI of  83.64x. 
This is a 33.6% improvement. In terms of  ROI, this 
is a 3360% gain. This would support the hypothesis 
that a hybrid model outperforms fundamental analysis 
alone.

5. Discussion

The analysis showed that of  the six behavioural 
variables identified, ease of  understanding was the only 
significant variable. When this variable was included in 
a hybrid model of  analysis (inclusive of  fundamental 
analysis), it outperformed the fundamental analysis 
alone by 33.6%. Investors taking this approach could see 
a massive increase in their returns. The next step would 
be to apply this model to another, larger dataset and see 
how it performs against new data. Machine learning 
techniques could hone in on the optimum levels to 
maximise ROI. This also highlights the importance of 
taking extra time when writing a whitepaper to ensure 
that it is easy to follow and understand. Whilst this 
can be difficult due to the technical nature of  many 
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3.4   Behavioural Data Analysis 

Pearson’s Correlation was used to identify whether any of these 
biases were present and whether they correlated with the ROI 
of the top 50 performers. For significance levels, one-way 
ANOVAs were used. Once the correlating variables were 
identified, they were combined with the data from the 
fundamental analysis and used to create a new Weighted 
Behavioural Algorithmic score. This score was then compared 
against the ROI of the top 50 performers to see whether it has 
a stronger correlation, and therefore whether we could use the 
algorithm to better predict potential high performers.  

3.5   Review 

The main issue faced during this research was the difficulty of 
getting high-level data. There is no single repository for 
cryptocurrency data, so the data provided was taken from 
multiple sources. Due to this necessity, the research was 
restricted to a severely limited number of ICOs. A further 
limitation was the use of Twitter data alone as an indication of 
pre-ICO social media levels. Additional social media channels 
such as Telegram, Discourse, and Reddit are heavily used by 
blockchain projects. Whilst this paper will not be evaluating the 
causality of the behavioural mechanism, only its correlation to 
an investor’s ROI, any follow-up work should include a causal 
link. For example, further work could build on the work of Frey, 
Herbst, and Walter [28], who found that as the number of active 
traders decreases, so does the level of Herding. By examining 
the number of active traders on the various crypto-trading 
platforms over time, researchers could seek to elicit Herding 
levels.  

4. Research Findings  

This research sought to explore which behavioural factors may 
play a role in the decision-making process of investors in the 
cryptocurrency market. Identified were six variables that may 
play a role due to key behavioural biases. This section shows the 
results of a Pearson’s Correlation test along with a regression 
analysis of those variables.  

4.1   Variable Outcomes 

Table 1. Pearson’s Correlation 

  ROI (x) 
ROI (x) 1 
FA Score 0.159142633 
Coin Value -0.106236506 
MarketCap -0.168776981 
Ease 0.3375918 
Sentiment -0.113042187 
ICO Bonus 0.157188773 
Pre-ICO SM -0.08048759 

Table 1 shows the Pearson’s Correlation of the six behavioural 
variables - Coin Value, MarketCap, Ease of Understanding, 
Sentiment, ICO Bonus Level, and Pre-ICO Social Media Levels 

- along with Traditional Fundamental analysis. The Correlation 
showed no strong correlations amongst any of our variables. 
Interestingly, the fundamental analysis score, showed next to no 
correlation. This would suggest that the current methods of 
fundamental analysis for blockchain projects are inadequate. 
This finding supports that of Liu and Tsyvinski [16], who also 
found no correlation of traditional technical analysis factors in 
cryptocurrency markets. 

The maximum level of correlation was ease of understanding 
with 0.3375918. A one-way ANOVA was conducted and found 
to be statistically significant F(1,45)= 5.788, (P = .0203), shown 
in Table 2. 

Table 2. One-way ANOVA results 

  df SS MS F Significance F 
Regression 1 18400.81 18400.81 5.788246 0.020304* 
Residual 45 143054.8 3178.995   
Total 46 161455.6       

Table 3 shows a low R Squared for the ANOVA; however, that 
is expected with the limited observations and the nature of the 
data.  

Table 3: Regression statistics for ease of understanding 

Regression Statistics 
Multiple R 0.337592 
R Square 0.113968 
Adjusted R Square 0.094279 
Standard Error 56.38258 
Observations 47 

4.2   Main Findings 

The data shows that fundamental analysis of blockchain 
projects is not correlated with ROI. Additionally, the data 
shows that behavioural factors do play a role - in particular, the 
ease of understanding of the project. The previous literature 
suggested six hypotheses to explore. Below are the detailed 
findings from the analysis of each of those questions. 

Q1 regarding bonus levels showed no correlation with ROI. 
Previous research by Adhami, Giddici & Martinazzi [15] did 
find a marginal correlation with the success of ICOs. From this 
finding, it was suggested that larger bonus levels may dissuade 
investors. Further analysis showed that the highest average 
return for bonus levels was between 10% & 20% (Figure 2). 
Projects with higher bonus levels saw a rapid drop-off in 
average ROI. There was no difference between instances when 
projects that had a maximum bonus of 5% were included, and 
when the analysis was limited to those projects with a bonus of 
10% & 20% alone. Due to the benefits of offering a slightly 
higher bonus level, the recommended maximum bonus level is 
between 10% and 20% for any ICO.   

Table 4. Average ROI results
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blockchain projects, it is clearly important to investors 
and should not be over looked. A valuable approach 
could be to split the contents of  a whitepaper into a 
high-level overview and a separate technical whitepaper. 
That way, investors can read the appropriate paper 
based on their level of  technical sophistication. 

Whilst the analysis showed a significant result, there 
were a number of  limitations of  the approach that 
must be addressed, the largest being the use of  USD 
as our currency reference. Most of  the ICOs presented 
in this study did not allow for USD investment. The 
investment was either in Ethereum or bitcoin. In some 
cases, it could have been that whilst there was a positive 
return in USD in terms of  bitcoin or Ethereum, the 
returns could have been much less or even negative due 
to the substantial growth of  both of  these coins during 
the period of  analysis. For example, Waves was included 
in our analysis with an ROI of  17x; however, in terms 
of  bitcoin, this was a loss. Another limitation was how 
this research evaluated ease of  understanding. Whilst 
the study used the AWS Blockchain Business Canvas 
as a template, the assessment of  ease was subjective. 
Further studies could be improved by providing a 
more structured analysis. For example, points could be 
awarded for particular keywords, executive summary, 
or particular sections.

6. Conclusion

Cryptocurrencies do not fit typical fundamental 
analysis. These “coins” have no underlying assets; 
instead, their value comes from network values. It is 
a speculative market. The characteristics of  such a 
market include short-term “narrow frame” investors, 
noise traders, and momentum chasing. We, therefore, 
cannot exclude behavioural factors when looking at 
price action. For startups that are planning to use an 
ICO as their funding vehicle, it is important that they 
take these factors into consideration when they are 
looking at their tokenomics - these will have a direct 
impact on the longevity of  the project.  For investors, 
it is important to understand the behavioural factors 
that may bias their investment decision. These findings 
are supported by the work from Hargrave, Sadhev & 
Feldmeier [29]. A key variable to consider is the ease of 
understanding of  the whitepaper. Investors with limited 
knowledge and experience in blockchain find comfort 
and confidence in products that they can more readily 
understand. It is important for entrepreneurs not to 
underestimate the importance of  their whitepaper to 
the success of  their project. Additionally, investors can 
seek to maximise their returns by including this in their 
analysis. A final note is for entrepreneurs to limit the 
size of  the bonuses offered for early involvement in 
an ICO. The recommendation from these findings is 
between 10% and 20%. Likewise, investors should be 
wary of  projects offering particularly large bonuses. 
Further analysis is needed as to the extent of  behavioural 

factors at play in the cryptocurrency market. Further 
research should seek to rectify the limitations of  this 
research and build upon its findings. It is evident that 
this is a fledgling field; as the market becomes more 
sophisticated, the expectation is that better-educated 
investors will lead to behavioural factors playing less of 
a role. For now, however, investors and entrepreneurs 
alike cannot afford to ignore the significance of 
behavioural factors.
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Cryptocurrency investigations have centred almost entirely around the transfer of  value “money” or a 
cryptocurrency asset. The use of  cryptocurrency for illicit purposes, especially Bitcoin, is well documented 
both in academic writing, media reporting and even film documentaries. The infamous Silk Road market 
place in addition to the millions of  dollars spent within dark markets on drugs, guns and assassinations have 
grabbed the headlines. This paper looks at how blockchain is creating new areas of  investigation that are 
yet to be explored in detail. This scenario based paper examines the hosting of  stolen data (P.I.I) personal 
identifiable information on a distributed blockchain host where the data is also stored. The platform used 
is based on Ethereum infrastructure but demonstrates just one available platform that poses the paradigm. 
The paper examines the considerations through the lens of  an incident responder / cyber investigator, 
forensics examiner and data controller. The scenario highlights distinct differences in considerations from a 
traditional response compared to dealing with the immutable and unstoppable distributed technology. The 
paper concludes that more is needed to be done to understand digital forensics in the blockchain era and 
the need to develop beyond track and trace in the cryptocurrency investigative tool box. The discussion also 
brings forth how data retention and GDPR requires consideration when applying it blockchain systems.
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1. Blockchain investigations – Beyond Money 

2. Cryptocurrencies & Initial Coin Offerings: Are they Scams?
An Empirical Study

Keywords: Blockchain, Distributed-hosting, Distributed-storage, Ethereum, Swarm, Forensics

The volume of  Initial Coin Offerings (ICOs) had risen steeply with an all-time high market capitalisation 
of  close to 1 Trillion USD in December 2017. Since then, the digital asset market has slumped, retreating to 
approximately 200 Billion USD by mid-2018. Stakeholders of  the crypto industry have pondered the reasons 
for this retrenchment and are increasingly focusing on the notion that many ICOs could be scams. A recent 
industry study even went as far to claim that 80% of  all ICOs are indeed scams. In this paper, we investigate 
the question whether these scams are as common as claimed. We do so by first defining what a scam is and 
secondly, by drawing on empirical data to assess the number of  cases fitting such a definition. Building on 
Principal Agent Theory and based on the statistical analysis of  our empirical data set we attempt to establish 
the current state of  affairs with regards to scams in the cryptocurrency world. The results of  our study divert 
from salient beliefs.
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Blockchain projects have seen a rush of  investment in the form of  Initial Coin Offerings (ICOs) over the 
past eighteen months, yet little is understood about how to valuate these projects. This research looked at the 
application of  behavioural heuristics to ICO valuation and investing. Identified were six variables that may play 
a role due to key behavioural biases. These variables, coin value, market capitalisation, ease of  understanding, 
market sentiment, maximum ICO bonus level, and pre ICO social media levels were analysed using Pearson’s 
correlates for their correlation with return on investment. The data was collected from numerous ICO 
websites along with Twitter data. Fundamental analysis was taken from Coincheckup due to this being a 
major source of  information for many retail investors and uses a well-defined methodology. Sentiment data 
was collected from Twitter and assessed using crimson hexagons Sentiment tool. Ease of  understanding was 
evaluated using AWS Blockchain business canvas. All information was compiled into a single dataset and the 
top 47 projects in terms of  ROI were utilised. Ease of  understanding was found to be significantly correlated 
ROI. Ease of  understanding was then combined with fundamental analysis to develop a hybrid model of 
evaluation for Cryptocurrency projects. This model substantially outperformed fundamental analysis alone 
with a 33.6% improvement on ROI. In conclusion, current methods of  fundamental analysis for Blockchain 
projects are inadequate to capture their potential future value. Investors, devoid of  appropriate tools, limited 
knowledge and experience due to the relative novelty, are being influenced by behavioural factors such as 
ease of  understanding. It is therefore impertinent that investors and entrepreneurs alike take such factors 
into consideration.

One of  the promises of  smart contracts is to remove third parties to structure trading relationships in the 
digital world, from market platforms to organizations themselves. The conditions under which trade will 
take place is enforced through self-executing programs that run on blockchains. In this theoretical paper, 
we investigate how can we assign optimal residual rights within smart contracts? Indeed, in traditional 
organizations like firms, ownership rights are well established. As shown by Grossman and Hart (1986) 
in their seminal work an optimal distribution of  residual rights, i.e. control over the use of  assets, protect 
stakeholders and owners “from future holdups by other trading partners.” In blockchain-based networks 
this setup does not exist, because i) assets are especially human capital, ii) funds are stored on the blockchain 
where residual rights lay in the hand of  a third party: miners and the so-called whales who basically control 
the consensus protocol. Using The DAO hack as a use case, we demonstrate that most smart contracts lack 
governance mechanisms to protect and incentivize both owners and investors, especially when things do not 
go according to plan. Then, we apply the formal framework of  incomplete contract theory to design a smart 
contract that would automatically assign optimal residual rights.
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Despite the demand and interest for the technology, there are still major challenges for blockchain application 
initiatives (projects and ventures) to be sustainable and reliable. While starting a non-blockchain initiative 
already comes with its own sets of  challenges and has around 50% failure rate, starting a blockchain initiative 
rises the rate to 90% due to additional variables and confusions on top. Such a situation deters innovators 
and eventually dampens innovation, requiring priority for actions. This paper attempts to contribute by 
compiling and outlining the various key variables required to be considered, creating a set of  parameters for 
blockchain initiators. Through secondary data collection: literature reviews, report studies and primary data 
collection: interventional and observational case study, interviews with blockchain researchers, businesses 
and entrepreneurs, this paper categorises variables into blockchain-related and venture-related categories, 
outlining consideration points for each variables. To summarise the variables and by consulting theories of 
innovation and adoption, it is then concluded in the paper that concept validation entailing both initiative 
feasibility and user-demand, is of  key importance, both for blockchain innovation, for trust between 
ecosystem stakeholders and for the venture sustainability.

The emergence of  Bitcoin, blockchains and distributed ledger technologies led some commentators call for 
the end of  banks, or at least for a profound change in financial intermediation (Antonopoulos, 2016): what 
if, indeed, there were an alternative solution to producing and distributing financial services to society, to the 
one we know today? What if  organizing markets in a different way, with the use of  information technology, 
could mechanically decrease uncertainty, just by design? Could the panopticon architecture of  distributed 
autonomous organizations (DAOs) be a substitute to current financial intermediation? This research work 
proposes a theoretical framework aiming at supporting socio-economic analyses of  blockchain-based 
innovations applied to financial intermediation, through the lens of  institutional information transformation. 
Financial intermediation is considered as a solution to information asymmetries resulting in market 
inefficiencies (such as adverse selection and moral hazard) between demand for financing and financing 
offering. Financial institutions operate as informational “monitors” on behalf  of  funders (Diamond, 1984) 
and are themselves monitored (“monitoring the monitor”) through financial regulation and institutional 
surveillance. This research aims at theoretically demonstrating how distributed ledgers and distributed 
consensus, applied to financial transactions, could impact the structure and efficiency of  our financial system, 
depending on their organizational design and institutional embeddedness.
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The benefits of  Blockchain technologies in finance are widely acknowledged but there are concerns on 
the risks associated with it. In this space, crypto-assets are new financial innovation and have only recently 
begun to attract the attention of  financial regulators. What remains to be seen is how different jurisdictions 
approach regulations regarding Blockchain applications, not only in concept but also in actual practices.
This paper takes a cross-country comparative approach of  the diverse types of  governance strategies taken to 
date to address the risks posed by Blockchain technologies and their fit to current orthodoxies of  regulatory 
governance. It examines the (in) adequacy of  traditional approaches to regulating and governing Blockchain 
technologies and of  the actions of  government with new approaches.
For instance, in December 2017 the International organisation for securities (IOSCO) published on its 
website a non-binding statement on crypto-assets and initial coin offerings (ICOs), emphasizing crypto-assets 
as a form of  security. Regulatory preferences at national and international level differ. Offshore jurisdictions 
respond to markets via a responsive regulatory framework, allowing players with more flexibility. On the other 
hand, most developed economies acknowledge the issues but yet have implemented any specific strategies. 
Thus, this regulatory uncertainty fuels self-regulatory frameworks administered by private enterprises. Self-
regulatory frameworks can be explained in terms of  a coordination game between actors in the crypto space.
To do so, this paper employs a comparative politics approach to examine policy preferences.
Results shows that regulatory institutions allow jurisdictions to protect sector's competitiveness and lead the 
way to the race of  the global FinTech hub. Self-regulation allows players to shape public debate in the area 
of  crypto-finance

This paper evaluates the current cybersecurity vulnerability of  the prolific use of  Elliptical Curve Digital 
Signature Algorithm (ECDSA) cryptography in use by the Bitcoin Core, Ethereum, Bitcoin Cash, and 
enterprise blockchains such as Multi-Chain and Hyperledger projects such as Fabric, and Sawtooth Lake.  
These blockchains are being used in Media, Health, Finance, Transportation and Government with little 
understanding, acknowledgment of  the risk and no known plans for mitigation and migration to safer 
public-key cryptography.  The second aim is to evaluate ECDSA against the threat of  Quantum Computing 
and propose the most practical National Institute of  Standards and Technology (NIST) Post-Quantum 
Cryptography candidate algorithm lattice-based cryptography countermeasure that can be implemented 
near-term and provide a basis for a coordinated industry-wide lattice-based public-key implementation.  
Commerical quantum computing research and development is rapid and unpredictable, and it is difficult to 
predict the arrival of  fault-tolerant quantum computing.  The current state of  covert and classified quantum 
computing research and development progress is unknown and therefore, it would be a significant risk to 
blockchain and Internet technologies to delay or wait for the publication of  draft standards.  Since there are 
many hurdles Post-Quantum Cryptography (PQC) must overcome for standardization, it is the author’s view 
that coordinated large-scale testing and evaluation must be now.
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Although not a new technology, blockchain has increased in popularity since 2017 as a technology that may 
prove to have many benefits for the healthcare industry. With secure technology and encryption mechanisms, 
blockchain can give rise to a new era digital healthcare technologies with improved access to patient data. 
For blockchain, 2018 has no doubt been a milestone year. At the time this paper was written, over $21 
Billion had been raised in 2018 alone on tokens sales over 905 ICOs.  And while cryptocurrency may be 
experiencing an adjustment, one thing is clear--blockchain’s utility across industries is poised to disrupt many 
of  our current systems for exchanging data, information, as well as money. Within healthcare, blockchain’s 
immutable distributed ledger offers solutions for many pain points within our healthcare system including 
privacy, trusted record keeping, and data coordination/access. While the identified use cases in healthcare are 
numerous, one stands out in particular-- the coordination and access to trusted data in addressing the social 
determinants of  health.
The barriers to data sharing among clinical entities are breaking down as technology solutions become 
evident and accepted. Blockchain technology provides the means to create a trust protocol verifying identity 
and transactions.  The ability to trust the process, trust the security, trust the identity and intersect with 
clinical and public health imperatives will enhance data management, care coordination and improve the 
process and outcome of  individual and community health.

Decentralization, creativity and freedom are the key notions describing all major trends on blockchain.  
Common cultural identity allows forming a stateless society in virtual world. Stateless society exists without 
any sort of  state attribute. Distributed stateless society is formed on the on-line network and blockchain 
technology. The Distributed stateless society has no territory, sovereignty and central authority with coercive 
power. The core values of  stateless society are liberty and cooperation based on anonymity and voting. 
Speaking in favor of  human right we should accept the right to be anonymous. Anonymity guaranties 
personal freedom through negative liberty on distributed network. The right to be anonymous is important 
not only for participants of  distributed stateless societies but also for fighting with censorship and personal 
information collection. Economic development of  the Distributed stateless society is based on smart 
contracts and cryptocurrency, which make available exclusion of  intermediaries. Though, the adaptation to 
off-line word has some problems. The major problem of  adaptation of  blockchain technology is competition 
between math law, code and legal rules. The blockchain technology under traditional legal regulation has a 
good chance for implementation in a close system for data management but not for a creation of  legal facts 
yet. I propose to support autonomy of  blockchain technology and prohibit it from traditional operational 
model with human verification and old fashion regulation. We have all chances to create cooperative 
distributed society to achieve the balance between private and public needs. The Cooperative distributed 
society should be based on concept of  private ordering, where all interested parties rely on self-regulation 
by creation of  self-governance system recognized and legitimized by state authority. The critical element 
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of  the self-governance structure is self-regulatory body. It is reasonable to build a community-driven self-
regulatory body to find a compromise between stateless society and traditional regulation. We should speak 
for independent self  regulatory layer for blockchain network. I call for discussion on freedom on blockchain 
network and invite you to take part in creation of  a distributed cooperative society.
The present article aims analysis of  stateless societies; reviews historical development of  the concept; 
discuss the features of  Distributed stateless society, variants of  adaptation blockchain technology, threats of 
distributed manorialism; and helps to uncover conflicts and opportunities.

Considerations and Limitations of  Tracking Quality of  Collateral with DLTs:
1. Goal: Call to attention the overlap in focus by multiple central banks and boards of  financial stability: 
opacity in bilateral repo markets, defining high quality liquid assets, and oversaturation of  short-term funding 
for long-term projects. DLTs: a distributed ledger across interbank lending networks for access to uniform 
market data, origination of  collateral, and the number of  market participants relying on that asset for liquidity 
would serve as a single portal into capturing hard-to-track market data that countries rely upon for systemic 
risk modeling.
Exploring limitations of  ethereum-based smart contracts:
A. While incredibly fast to read from, blockchains are also incredible slow to read to.
B. Upper limits of  chosen fields encoded into smart contracts are reached quickly when the associated logic 
is complex.

DLT Proposal and Call to Action

1. Market Issues:
A. No window into the complex repo markets, relying on ETF data to model liquidity provisions.
B. Slow and inefficient settlements, centralized trust, and asymmetric information.
C. No way to adequately regulate what is unknown.

2. Proposed Solutions:
A. A single distributed ledger to track the full lifecycle of  both sides of  transactions in interbanking networks 
including derivative exposures and further measuring the shadow banking network.
B. Encoded smart contracts that only settle with matching regulatory requirements.
C. Aim to negate a need to rely on Self-Regulatory Organizations, Central Clearing Houses, and Rating 
Agencies for uniform information.

3. Call to Action:
A. Review requirements of  defining high quality liquid assets across borders and provide increased 
transparency in collateral management.
B. Continue to explore methods to merge and update multiple technological infrastructures into a single 
portal of  access to uniform information.
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'centralisation' with an 'S', and not 'centralization' 
with a 'z'. The article submission fee is $10 per 
artcile and is paid directly to Scholastica.

2. The article will undergo quick initial screening 
by the Managing/ Associate Editor-in-Chief. If 
it was deemed that the article is inappropriate 
for the journal for a reason that can be quickly 
ascertained, such as the subject matter being too 
far from the scope of  the journal, the authors 
will normally be informed within 1-2 weeks of 
submission.For all other submissions, we will first 
seek to gauge the level of  interest that the paper 
will have, on the assumption that it is correct and 
well written. This will normally mean sending 
the paper out to the editor for "quick opinions", 
after which its suitability will be discussed by the 
Associate Editors-in-Chief.

3. The paper will then be sent for review. Post review, 
there are 3 possible outcomes:

       
• Accepted (will be allocated for publication)
• Rejected
• Revise and submit

4. The author(s) is/are informed of  the review 
outcome by the Managing Editor. The final 
decision for all manuscripts is taken by the Editor-
in-Chief  or an Associate EIC. The handling 
editor will make a recommendation – sometimes 
a tentative one – and this will be discussed. In 

cases of  doubt, more quick opinions will usually 
be sought. Some stages of  the above process may 
occasionally be bypassed if  the content is so close 
to the expertise of  one or more of  the editors that 
extra external information is clearly not necessary 
for a fair decision to be made.

5. We aim for a turnaround time of  5 weeks from 
submission to publication. 

References

References should follow IEEE style referencing. 
IEEE referencing style, also known as the numerical 
system, uses numerical citations in square brackets to 
refer to a reference list at the end of  the paper. You 
may wish to chose the resources below to easily cite the 
references in IEEE format: 

http://www.citationmachine.net/ieee
OR
http://www.citethisforme.com/citation-generator/
ieee

Here is an example of  indicating relevant reference 
in the text:

"...The theory was first put forward in 1987 [1]." 
"...Scholtz [2] has argued that......."
"...Several recent studies [3, 4, 15, 16] have suggested 
that..."
"...For example, see [7]."

Check out the link below for more information on 
IEEE referencing:

https://libguides.murdoch.edu.au/IEEE/text

Here is an example of  how an IEEE reference list 
should appear at the end of  the paper:

[1] T. Kaczorek, "Minimum energy control of  fractional 
positive electrical circuits", Archives of  Electrical 
Engineering, vol. 65, no. 2, pp.191–201, 2016.
[2] P. Harsha and M. Dahleh, "Optimal management 
and sizing of  energy storage under dynamic pricing for 
the efficient integration of  renewable energy", IEEE 
Trans. Power Sys., vol. 30, no. 3, pp. 1164–1181, May 
2015.
[3] A. Vaskuri, H. Baumgartner, P. Kärhä, G. Andor, and 
E. Ikonen, "Modeling the spectral shape of  InGaAlP-
based red light-emitting diodes," Journal of  Applied 
Physics, vol. 118, no. 20, pp. 203103-1–203103-7, Jul. 
2015. Accessed on: Feb. 9, 2017. [Online]. Available: 
doi: 10.1063/1.4936322
[4] K. J. Krishnan, "Implementation of  renewable 
energy to reduce carbon consumption and fuel cell as a 
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back-up power for national broadband network (NBN) 
in Australia," Ph.D dissertation, College of  Eng. and 
Sc., Victoria Univ., Melbourne, 2013.
[5] C. R. Ozansoy, "Design and implementation of  a 
Universal Communications Processor for substation 
integration, automation and protection," Ph.D. 
dissertation, College of  Eng. and Sc., Victoria Univ., 
Melbourne, 2006. [Online]. Accessed on: June 22, 
2017. [Online]. Available: http://vuir.vu.edu.au/527/

Listing sources of  information at the end of  a paper 
is an important part of  professional scholarship and 
writing. It is highly suggested that all references should 
be checked if  they are complete and there should be no 
missing or uncited references. 

Papers that have not been published, even if  they 
have been submitted for publication, should be cited 
as “unpublished”. Papers that have been accepted for 
publication should be cited as “in press”. Capitalize 
only the first word in a paper title, except for proper 
nouns and element symbols. For papers published in 
translation journals, please give the English citation 
first, followed by the original foreign-language citation.

The JBBA accept articles in the following 
categories: 

• Original Scientific Research (Qualitative, 
Quantitative)

• Systematic Reviews
• Meta-analysis
• Conference Research Abstracts
• Comparative studies
• Case Studies & Essays
• Book Reviews
• Critical reviews and Analysis
• Interviews / Opinions of  Key Influencers/ 

Thought Leaders
• Editorial 
• Commentary on latest issues and trends in 

blockchain & DLT

We may also include selected mix of  articles published 
on our website. Interviews/ opinions are not peer 
reviewed but all content must be approved by the 
handling editor to assess suitablility for publication. 
Editor-in-chief  has overall responsibility for the 
content, production and strategic direction of  the 
JBBA.

Time to publication

On average, papers receive a decision in 4 weeks from 
first submission and accepted articles are published 
online and indexed in an additional 14 days. 

Article Processing Charge

If  your article is accepted for publication, we will ask 
you to pay the Article Processing Charge (APC) of 
£585 (£485 for members of  the British Blockchain 
Association). For full details about the APC and our 
waiver policies, please visit the 'About us' section of 
the journal:

https://jbba.scholasticahq.com/about

The APC covers the cost of  administration, copy editing, 
formatting, layout, online hosting, archiving, digital 
object identifier, journal marketing, designing, print 
publication and print distribution. Article processing 
charges will enable full, immediate, and continued 
open access for all work published in the JBBA. This 
allows unrestricted access; to authors, through the 
widest possible dissemination of  their work; and to the 
blockchain community in general, through facilitation 
of  information availability and scientific advancement 
of  distributed ledger technologies and allied disciplines. 

Plagiarism Policy

We have a very stringent plagiarism policy in place and 
all articles are screened on Viper Plagarism Checking 
Tool for detection of  plagiarism. We accept a plagiarism 
score of  less than 10%. This allows the highest possible 
level of  scholarly integrity and transparency in contents 
published by the JBBA. 

General Guidance for Authors

The editors request that all articles shall be submitted 
via Scholasticahq portal using the word template 
document provided via the above link and must include 
an abstract. We prefer text in Garamond font, size 12, 
double spacing except for references at the end of  the 
paper, which should be single space.

The Journal allows authors to deposit a copy of  their 
own work at an instituitional repository. 

The JBBA does not publish the work that has been 
published elsewhere. The only exception to that rule 
are original research papers published as "pre-print 
repositories" on SSRN or ResearchGate.  Submission 
implies that the work is not being considered for 
publication elsewhere and that it has been approved by 
all authors. Original research articles should not exceed 
10 A4 size pages (c. 500 words per page, excluding 
Tables and Figures). 

Author names and contact information are provided 
during the submission process. The person who submits 
the paper via Scholastica is the corresponding author 
and an active email address is needed.) The first author 
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or primary author is the person who conducted most 
of  the work described in the paper, and is usually the 
person who drafted the manuscript. The “senior author” 
is usually the last person named, and is generally the 
one who directed or oversaw the project. The names of 
the “contributing authors” appear between the primary 
and senior authors, and the order should reflect their 
relative contribution to the work. By completing the 
submission, you automatically agree to the statement 
that the manuscript has not been published elsewhere 
and that it has not been submitted simultaneously for 
publication elsewhere. Authors who fail to adhere to 
this condition will be charged with all costs which 
JBBA incurs, and their papers will not be published. 
The text of  accepted manuscripts can sometimes be 
edited to enhance communication between the author 
and the reader.

The link below provides useful instructions on how to 
write an academic/ scholarly article:

https://canvas.hull.ac.uk/courses/371/pages/
academic-writing-style

Duties of  Authors

Authors should submit original research work only 
(except if  it this is clearly not the intention of  the 
article – as might be the case, for example, with a 
survey paper, interview, analysis, commentary). Any 
results that are not due to the authors should be clearly 
cited. Copying or paraphrasing substantial parts of 
another paper without attribution is unacceptable, as is 
any other form of  plagiarism.
No paper should be submitted to JBBA that is 
already published elsewhere or is being considered for 
publication by another journal.
Those named as authors of  a paper should have 
made a substantial contribution to the paper, or to a 
more general project of  which the paper is a part, and 
anybody who has made such a contribution should be 
offered authorship.
Authors who discover important errors in their 
articles, whether published or under consideration for 
publication, should notify the journal promptly.
______________
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An award of the Fellowship is recognition of exceptional achievement and contribution to 

Blockchain and allied disciplines. The Fellowship demonstrates a commitment to excellence, 

leadership, advancing standards and best practice, evidenced by a track record of outstanding 

contribution to the discipline of Blockchain or other Distributed Ledger Technologies.

FELLOWSHIP 

The British Blockchain Association 
of The United Kingdom (FBBA)

of

•	 The use of ‘FBBA’ post-nominal

•	 Exclusive opportunity to officially represent the BBA by playing an active role in the 

direction and governance of the Association

•	 Privilege to take on a leadership role within the BBA and the profession as a whole

•	 Opportunity to represent the BBA at International Blockchain Conferences

•	 Significant discounts on BBA conferences and events

•	 Opportunity to join the Editorial Board of the JBBA

•	 Free copy of the JBBA posted to your mailing address

FELLOWSHIP BENEFITS

The new Fellow appointments will be made twice a year (July and January).

Next Round of Fellowship Applications has been commenced (Applications submission Deadline: 30 June 2019)

For more information visit: britishblockchainassociation.org/fellowship or contact: admin@britishblockchainassociation.org
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