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Abstract 
Propagation time on permissionless blockchain plays a significant role in terms of stability and performance in 
the decentralized systems. A large number of activities are disseminated to the whole nodes in the decentralized 
peer-to-peer network, thus causing propagation delay. The stability of the system is our concern in the first 
place. The propagation delay opens up opportunities for attackers to apply their protocol. Either by accelerating 
or decelerating the propagation time directly without proper calculation, it brings numerous negative impacts 
to the entire blockchain system. In this paper, we thoroughly review and elaborate on several parameters related 
to the propagation time in such a system. We describe our findings in terms of data communication, transaction 
propagation, and the possibility of an interference attack that caused an extra propagation time. Furthermore, 
we present the influence of block size, consensus, and blockchain scalability, including the relation of 
parameters. In the last session, we remark several points associated with the propagation time and use cases to 
avoid dilemmas in the light of the experiments and literary works. 
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1. Introduction 

The popularity of blockchain technology through the emergence of Bitcoin and Ethereum has 

introduced the decentralized cryptocurrency era to the public rapidly. The nature of blockchain changes 

digital assets via an online transaction system faster and easier. The core principle of blockchain can be 

further utilized than what has been applied in the current Bitcoin and Ethereum [1]. The majority of the 

financial structure such as the online trading system is still in the centralized form. It counts on a 

middleman (conventional bank) to manage every transaction that occurs. Meanwhile, a blockchain 

technology automatically eliminates the single failure issues caused by the middleman since the third 

parties are not involved in the decentralized system. Transaction costs also can be reduced since the 

system does no longer rely on human intervention. Furthermore, blockchain simplifies the complicated 

administrative processes through a smart contract among the contract stakeholders. 

By design, blockchain is inherently resistant to data modification known as a tamper-proof property. 

Data stored in the blockchain database cannot be changed or manipulated by the attacker as far as they 
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do not have 50% of the total mining power in the same blockchain network. Due to these merits, 

blockchain technology is widely applied in various fields of science such as digital identity, distributed 

cloud storage, decentralized energy trading [2], supply chain [3], digital healthcare [4], digital forensics 

[5], satellite communication [6], and to name a few. 

Every transaction that occurs within the blockchain network results in propagation delay. The large 

propagation time in such a system can be one of the obstacles that lead to the inability of the blockchain 

to achieve high scalability [7]. Numerous researches have been proposed to tackle the scalability issue in 

the blockchain system by parameterizing the protocol version, adjusting the frequency, mining diversity, 

block sizing, and sharding techniques. Eyal and Sirer [8] introduce Bitcoin-NG (Next Generation) as a 

new blockchain protocol. This mechanism aims to overcome the issues of scalability in the blockchain 

system. This protocol uses Byzantine fault tolerance (BFT) which is robust to extreme churn conditions 

on the same trust model as many existing blockchain platforms. The proposed model shows that it is 

possible to improve the scalability of blockchain. However, the security aspects are necessary to be 

explored further. 

Another protocol called Proof-of-Luck is presented by Milutinovic et al. [9] as a new consensus 

protocol which provides low-latency validation and equitably distributed mining. The low-latency 

transaction validation of consensus protocol in the P2P network straightly affects the propagation time. 

However, the changes bring new security challenges. Pappalardo et al. [10] conduct the research to 

observe transactions broadcasted within the Bitcoin network. Many factors that cause this to happen 

including block propagation time. Similar objective researches with the different mechanism are des-

cribed by [11-13]. The aforementioned researches provide essential information about block propagation 

time in the blockchain network. 

In this research, we describe the paramount information related to the block propagation time within 

the blockchain peer-to-peer (P2P) architecture along with some other influential parameters in accordance 

with our observations and works of literature. The performance of an attack caused by block propagation 

time is also discussed to determine the extent of the impact generated by propagation time. The relation-

ship between the parameters is elaborated since it is crucial in maintaining the security of the decentralized 

blockchain system. In addition, we present a use case design by applying off-chain solutions to avoid the 

dilemmas in parameterizing block propagation time. Intuitively, this use case is applied to the electronic 

medical records stored in a cloud server. We provide collaboration between blockchain with access 

control architecture. Our solution does not incur any transaction processing burdens or fees. 

Section 2 explores the structure of blockchain with a peer-to-peer network topology as well as the 

information of transaction propagation and blockchain parameter measurement. The influence of block 

size within the blockchain P2P network is given in Section 3. Whilst, Section 4 presents our observations 

and the dilemma of parameterizing propagation time and the attack. The use case to avoid the dilemma 

that apply off-chain solution is described in Section 5, and the future work direction is presented in 

Section 6. Finally, the conclusions are drawn in Section 7. 
 

 

2. Blockchain P2P Network 

In this section, we explore the transaction propagation in the current blockchain system, likewise its 

parameters and measurement. We use the structure of the Bitcoin blockchain as our main reference 
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because most platforms are inspired by following Bitcoin architecture. The purpose of this section is to 

have knowledge about blockchain parameters in general that affect the transactions on P2P networks. At 

the end of this section, we outline the essential points that we use as the principal material to be discussed 

in this paper. 

 

2.1 Transaction Propagation 

Blockchain P2P network is network topology and architecture that makes the workload at each node 

always equal. The nodes are also called as peers. It refers to the address that performs several functions 

in the network [14]. This concept allows the nodes to exchange and forward the information received to 

other nodes in the same network. In the case of Bitcoin, whenever a node draws a number of Bitcoin IP 

addresses, then the node will be able to manage up to 8 outgoing connections with a certain time span. In 

general, there are two sorts of transactions that are propagated across nodes namely, block and 

transaction. If the node receives a new notification for the incoming message, the node checks the validity 

of the block in the first place (see Fig. 1) as follows: 

 Block verification, before the block received by Node A is distributed to Node B, Node A must 

verify on such a block in advance. If the block (consists of many transactions) is confirmed as a 

valid block, then Node A sends the inventory message to Node B. Conversely, if the block is 

invalid, then the process cannot be processed. 

 Sending inventory message, this message contains information about the block which is owned by 

the sender. The size of the message inventory is relatively small at around 61 bytes. Through this 

message, the recipient can easily check the information in order to ensure that the recipient has 

never received this block beforehand. The structure of the inventory message in general can be seen 

in Table 1. 

 Sending getdata message, when Node B ensures that the inventory message sent by Node A has 

never been received earlier, Node B sends getdata message to Node A afterward. This message can 

be interpreted as a data request. 

 Sending the block, after accepting the getdata information from Node B, then Node A directly 

assigns the full block to Node B. This process occurs continuously for every transaction that 

happens on the blockchain network. 

 

 
Fig. 1. The message exchanged and distribution protocol (Node A and Node B). 
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Table 1. Inventory vector message 

Size Definition Data type Note 

4 type unit32_t Determines the object that related to the inventory 

32 hash char(32) Digest value of the object 

 

2.2 Blockchain Parameter Measurement 

There have been extensively recognized studies by measuring the effectiveness of a block propagation 

in the P2P blockchain network. Commonly, the objective is to figure out the extent of the success of a 

connection that occurs. Thus, the relation between the numbers of nodes against the block propagation 

time has become an interesting topic. A statistical data of Bitcoin’s P2P network was obtained in 2014 

conducted by Hearn [15]. The objective is to gather the connection information from the Bitcoin network. 

The documentation is publicly available. Surprisingly, the data provided by Feld et al. [16] revealed the 

cumulated connection attempts and successful connections in the Bitcoin network. The total connection 

attempt is carried out with 688,281 unique addresses in a span of 16 hours as shown in Fig. 2. The results 

obtained show that the connection in Bitcoin's peer-to-peer network is not very effective due to only 

10,549 addresses of the total addresses are successfully connected and known by other peers (proportion 

success/attempts is 1.53%). Stated differently, there are several failed connections caused by many 

factors such as propagation delay, network topology, and block size. 

 

 
Fig. 2. Cumulated connection attempts and successful connections. 

 

Another similar research was carried out with the goal to achieve a better performance of the block 

propagation time in the Bitcoin architecture [17]. The authors present a novel model that can cut down 

transaction time. The results show an improvement by shortening the route of the transaction. However, 

there is still room for improving the optimal number of clusters by upgrading the network topology of 

the existing system. In another paper [18], the authors proposed an improvement of propagation time by 

grouping Bitcoin nodes according to the geographical location (location-based clustering). As a result, 

the location-based clustering model outperformed the predecessor protocol proposed in [17]. 

In 2016, an experiment was conducted to determine the relation of the number of parties in the system 

against the proportion of announcing transaction [19]. The number of nodes for the experiment is set to 

14 nodes. Every nodes received the incoming message which is propagated in a blockchain P2P network. 

The order of nodes is always the same for simulation. In short, node 1 is the first node that receives the 
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message and continues with node 2 and then forwards to the next node. The transactions are calculated 

over 1,000 runs. The order of the first four nodes (nodes 1, 2, 3, and 4) received almost all messages sent 

with proportions around 90 to 100. The last sequence node (node 14) is the lowest node that receives the 

message. The node 14 only receives 23% of the total messages sent. 

The authors [8] proposed a new blockchain protocol to improve scalability as well as to provide better 

latency and bandwidth. There are two types of blocks in the protocol which is a key block for the election 

as shown in Fig. 3. In [20], the authors proposed a new Byzantine consensus protocol technique. It uses 

a scalable collective signing whenever the parties carry out the activities in seconds. 

 

 
Fig. 3. The structure of the Bitcoin-NG. 

 

Decker and Wattenhofer [21] in 2013 also managed experiments for propagation delay on the 

blockchain network. Propagation delay can be understood as a combination of the time needed to transmit 

the transaction and the time used to verify the transaction. The propagation time data in the paper is 

derived by collecting the information from blockchain height 180,000 to 190,000 and measured it for 60 

seconds. Information for each transaction consists of the hash value of the block, the publishing IP nodes, 

and timestamp. The median time for a peer receiving a transaction is 6.5 seconds, and the mean time is 

around 12.6 seconds. The propagation time of messages is quite effective until the time reaches 40 

seconds, where there are around 5% of peers do not receive the transaction sent. 

Based on the experimental data obtained from various literature reviews, the results indicate that there 

is a strong relationship between the numbers of nodes along with the propagation time against the 

transaction data in the blockchain P2P network. Therefore, the research about parameters of blockchain 

has become a research trend for cryptocurrency researchers. The propagation time on the blockchain 

network is essential since it is directly related to the level of effectiveness in transactions. By considering 

this factor, we take the block propagation time to be analyzed further in this study. The relationship with 

other parameters on the blockchain P2P network is also discussed. In the following section, we analyze 

the impact of propagation delay against the security aspect in the blockchain transactions. 

 

 

3. Block Size and Its Influences 

The block size term in the Bitcoin blockchain can be interpreted as the upper limit of a block within 

the network to be filled with a number of transactions. A block consists of a bundle of transactions [22]. 

Every block needs to get verification by the miners before it can be fully accepted to be integrated with 

the whole block in the network. The characteristic of the block size is different for each blockchain 

platform. In practice, the maximum block size in Bitcoin stands at 1 MB [23]. The miners have the ability 
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to select the number of transactions to be processed further. In the case of Bitcoin, whenever the miners 

commit a transaction that exceeds the upper boundaries, the block will be rejected by the other miners 

[24]. The objective of determining the size of a block is to tackle the possibility of denial-of-service 

attacks where the networks are vulnerable. With the maximum limit size of a block is set in such a way, 

it can reduce motivation for attackers who intend to flood the block with extra meaningless transactions. 

It can cause various problems such as bottleneck issues. 

The propagation time is unable to be separated from the block size. There is a close relationship 

between the propagation time and the size of the block in a transaction. As mentioned earlier, the more 

the capacity of a block, the more transactions can be done and stored within the block. Nevertheless, by 

simply increasing capacity in a block without proper analysis can affect the propagation time that 

sacrifices security in the blockchain system [25] (we present detail in Section 4). Its correlations are 

presented in Fig. 4 [26]. The capacity of the block in the transaction is adjusted up to 350 kB to determine 

the time needed for a node to receive block information. The red line covers 25% of total block size, 

while the green line covers 60%, and finally, 75% is covered in blue. The simulation results support the 

theory which stages the more capacity in a block, the longer propagation time needed. 

 

 
Fig. 4. The relation between the block size and the time. 

 

A deeper analysis of the Bitcoin network by Decker and Wattenhofer [21,27] enlightens some vague 

points. It provides a lot of essential information about the parameters in the Bitcoin blockchain network. 

Therefore, it has become the main reference in various studies in the field of blockchain system. The 

research using a multi-hop broadcast to propagate the transactions and blocks to the entire nodes in the 

same network. This study confirms that there is a correlation between propagation delay and the size of 

a block. The authors commented that the primary factor of having a forking in the blockchain is a 

propagation delay in which also influence attacks to occur such as double spending attack and 

withholding attack. Finally, the authors proposed a solution by parameterizing the protocol. In practice, 

the verification time is set up faster than the default protocol. There is also a modification in message 

exchange on the network. The message received which contains an “inventory message” are then 

forwarded directly to the connected nodes, along with adopting a star sub-graph structure to the system, 

it has been proven to increase connectivity speed, blocks verification, and transaction propagation. 
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The measurements are made on the Bitcoin network by setting up a block size limit up to 140kB. There 

is a new parameter called “delay cost” to describe the delay time for each kilobyte caused by the 

dissemination of transactions and blocks between the nodes. The results indicate that for block sizes 

larger than 20 kB, the cost is stable. Whilst, for the small sizes, are deemed overhead due to the roundtrip 

delay. The roundtrip delay is influential for small blocks (less than 1 kB) that shows 96% for all 

transactions. Moreover, the fact shows for blocks larger than 20 kB, each kilobyte costs an additional 80 

ms delay until the node detects a transaction. 

The capacity in each block straightly influences the length of confirmation. When the nodes select a 

new transaction to be processed, he is able to check the validity of the information before accepting it as 

a valid transaction. The length of time to confirm a block depends on the capacity of the block itself. 

Specifically speaking, the time to validate a block linear to the block capacity. Thus, those parameters 

are essential in the decentralized blockchain system. 

 

 

4. Our Findings and Dilemma 

We present several selection points in accordance with the predecessor of literature reviews. At the 

beginning of this section, we describe the results of a withholding attack measurement. This attack is one 

part among factors as a result of propagation delay in the blockchain network. Simulation of the P2P 

network is also presented by generating a small decentralized system in order to determine the status of 

data communication. Based on the parameters used and our findings, we analyze the relationship between 

them in increasing the level of reliability in the blockchain P2P network. In a quick summarize, there is 

a trade-off for each decision taken. 

 

4.1 Communication Data of P2P Network 

The virtual network is designed based on P2P network computing. The network is built on the top of 

another network. Nodes in the network can also play more than one role such as miners, clients, and the 

prosumer. This information is in line with our previous research [28] which is also our ongoing research. 

Each stored data uses a cryptographic public key standard that is encrypted using a public key and the 

decryption using a private key which is generated in advance. The key pairs are referred to the consecutive 

numbers as an integer from a given particular range. 

The verification time in our previous experiment is beyond our focus at that time. Likewise, the length 

of time needed for a transaction to be accepted by all nodes is not our main concern. Specifically speaking, 

if there is any notification for a new incoming message such as transaction message in the blockchain 

network, the recipient simply receives the message without verification. The goal is only to measure the 

status of data communication between nodes in the P2P network. The setting for propagation message 

between nodes in the P2P network can be seen in Fig. 5. 

 ܵ = ൜ ,݂ݐ ݂ݐ݀݁ݐܿ݁݊݊ܿ	ݏ݅	݁݀݊	ℎ݁ݐ + ,ߜ	  (1)                                     ݀݁ݐܿ݁݊݊ܿ	ݐ݊	ݏ݅	݁݀݊	ℎ݁ݐ

 

                Eሾsሿ = (1 − ݂ݐ(ܿܳ + ݂ݐ)ܿܳ + (ߜ = tf + ܳܿ.  (2)                                       ߜ
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Fig. 5. The parameter settings in the peer-to-peer network. 

 

Table 2. Inventory vector message 

Source Destination Type Last Status 

PC_A05 LP_T21 ICMP Successful 

PC_B33 PC_A17 ICMP Successful 

PC_A06 PC_A07 ICMP Successful 

PC_A11 LP_T01 ICMP Successful 

LP_T32 PC_A06 ICMP Successful 

PC_A15 PC_A05 ICMP Failed 

PC_A03 LP_R05 ICMP Failed 

PC_A06 LP_R04 ICMP Successful 

PC_A07 PC_A09 ICMP Failed 

PC_A09 LP_A08 ICMP Successful 

LP_A06 PC_A13 ICMP Successful 

… … … … 

 

 
Fig. 6. The setting of propagation message in the P2P network. Regularly every n seconds (left) and rapid 
propagation (right). 
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A protocol called “Chord-based distributed system” is implemented to manage the value of the node 

such as “edit data keys”, “insert objects”, and so forth. Define tf as a time to do the service in the P2P 

network. A request coming from other nodes in the same network which is randomly selected. The service 

time st can be defined in formula (1). When a new command notification appears, the node allows making 

a connection directly based on address linkage with the probability Qc. The average value of service time 

is defined in (2). The network settings use an open cache solution that aim to achieve a better performance 

and ensure each node in the network following the Chord protocol. 

The new messages are committed by broadcasting 100 transactions to the blockchain network. The 

source and the destination address for every transaction are chosen randomly. The number of nodes listed 

to be 25, all of which use the same protocol and capabilities with different addresses. Each node only 

serves to receive information about messages sent without the need to verify the message received. The 

results of data communication obtained from the distribution of transactions in the P2P network are 

shown in Table 2 and Fig. 6. The data from Table 2 is selected randomly at a particular time with a total 

of 100 rows of data. In general, the deployment of unverified transactions requires an average of 1:14 ms 

for every 100 bytes of Internet control message protocol echos (ICMP). Transaction data is distributed to 

all random nodes in two different ways as follows: 

 Regularly every n seconds. A total of 100 new transactions are sent regularly for every 10 seconds. 

The node which roles as a sender and a recipient are chosen randomly. There are no special 

requirements and setup to be the sender and the recipient. The results of the data show that the 

propagation of transactions is successfully sent to all nodes within the network (see Fig. 6) with 

the success rate reaching 100%. In this sense, there is no lost data transaction nor unknown 

transaction to the nodes.   

 Rapid sending transaction. The propagation message using this method is slightly different from 

the regular distribution of every n second. The amount of 100 transactions data are sent very quickly 

(n < 10 seconds) to the node within the P2P network. Senders and recipients are chosen randomly 

based on the available list. This illustrates the number of new transaction notifications received by 

certain nodes which can result in loss of transaction data caused by many factors.  

 

4.2 Orphaned Blocks, the Attack, and the Dilemma 

An orphaned block is an unwanted event for every miner on the blockchain. The main cause of 

orphaned block is propagation time on P2P networks. Miners do not get rewards for each orphaned block 

and stale even though the transactions are successfully mined. Orphaned blocks are described as a block 

that loses the parent block. Whereas stale blocks are defined as a valid block but are not the main chain 

in the blockchain network as shown in Fig. 7. That is because the Bitcoin blockchain using the “tie-

breaking protocol”, where if there are two transactions that are the same for a certain time interval, the 

miner only accepts the block with the longest transaction chain. In other words, the miner rejects the 

block which results in loss of reward from mining activities. Thus, orphaned and stale blocks are avoided 

by the miners. It gets worse since the miners who are mining on orphaned blocks only wasting the 

resources without any profits at all. 

 (ଵି	ஓ)(ଷିଶஓ) 	≤ α		 ଵଶ                                (3) 
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Fig. 7. The setting of propagation message in the P2P network. 

 

We conduct measurements to find out information about orphaned blocks by adopting the attack 
algorithm called withholding attack strategy. It was outlined in 2014. In this research, we only present 
the essential part of withholding attacks. However, we suggest the readers refer to literatures [29-31]. 
The motivation of withholding attack is to compete with honest miners in solving the proof-of-work 
puzzle until the attacker nodes outperform the honest nodes. For certain circumstances, the attacker nodes 
do not have any reward since the blocks are kept secret in their network. The transaction cannot be mined 
cause it is not available for the public. As a result, the rewards vanish if the attackers do not publish the 
blocks. As the nature of blockchain, the miners get the reward as long as the block found is broadcasted 
to the public and get confirmed by other miners within the network [32]. 

In the P2P network, there are the honest node dan the attacker node. The honest node follows the 
standard blockchain protocol, whilst the attacker node adapts the withholding strategy which is depicted 
in Fig. 8. We set the mining power of the attackers constant at 30% of the total mining power available 
on the network. By design, blockchain is assuming secure as long as honest network possesses more than 
a half of total mining in the network (secure γ > 50%). The assumption is refuted by selfish mining attack 
which enables to gain the revenue even though they only have less than 50% of computing power (0 ≤ α 
≤ 0.5) [33]. Therefore, various methods are proposed to prevent this attack such as re-parameterized the 
value of the threshold for each parameter as can be seen in (3). 

 

 

Fig. 8. Withholding attack strategy. 

 

The simulation is carried out in order to know the performance of dishonest miners (in withholding 
attack) that follow their strategy in finding a new block. The goal is to explore the new block until the 
dishonest network becoming the longest chain in the public network. For that reason, dishonest miners 
can increase their reward after broadcasting it to the public network. In our setting, we manage the selfish 
miners to be able to compete with honest miners within 14 days to solve the mining puzzle and explore 
a new block. The computing power of the selfish mining network is 0.4 out of 1.0. The process is running 
randomly from 0.0 up to 0.4 for 14 days simulation as shown in Figs. 9 and 10. 
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Fig. 9. Block height against time in the blockchain P2P network. 

 

 
Fig. 10. The performance of withholding attack strategy. 

 

There exist 12 nodes of dishonest miners with computing power varied from 0.0 up to 0.4 (Table 3).  
We set the upper bound of mining power to be 0.4 (40% of the total network available). Based on the 
simulation result, with computing power 0.322, it is enough to get unfair revenue compared to the honest 
protocol. In general, 51 new blocks are successfully added, yet there exist 4 orphaned blocks. The average 
of block generation time is 7.72 minutes. 

So far, we have discussed the fundamental marks associated with blockchain parameters that affect the 
performance in its application. The remarks are based on our implementation and several works of 
literature. Nevertheless, numerous papers have been published to address the propagation issues in the 
P2P network architecture. Some techniques suggest replacing network topology and changing the 
verification time to a minimum. The message exchange protocol (upgraded version) can be a solution 
that needs to be considered. Substantially, adjusting propagation time directly into the system can affect 
the other parameters [34,35]. 

In the article [36] the authors explained how the propagation delay perpetuates attacks on the Bitcoin 
network. For instance, the IP address hijacking less than 900 IP address then an adversary can partition 
the network or control the delay of block propagation. It has led to miners to waste their computation 
power, revenue loss and influencing the double-spending attacks. However, an encryption mechanism 
was proposed to prevent the attacker from a secret look into the open connection. 

There are many deliberations in increasing the effectiveness and performance of the current blockchain 
system. By considering at this point, we select the block propagation time and block size parameters to 
be discussed thoroughly. As an concise summary, Fig. 11 depicts the overall points of parameter 
consideration.  The merits and drawbacks of parameterizing the block propagation and and block size are 
described as follows: 
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Table 3. Performance of withholding attack 

No. Dishonest miner Mining power Revenue (ratio) SM Succeed? (Y/N) 

1 Miner 1 0.009 0.000 N 

2 Miner 2 0.018 0.000 N 

3 Miner 3 0.019 0.000 N 

4 Miner 4 0.027 0.000 N 

5 Miner 5 0.161 0.112 N 

6 Miner 6 0.181 0.112 N 

7 Miner 7 0.238 0.212 N 

8 Miner 8 0.259 0.215 N 

9 Miner 9 0.287 0.388 N 

10 Miner 10 0.322 0.425 Y 

11 Miner 11 0.333 0.457 Y 

12 Miner 12 0.361 0.597 Y 

 

 
Fig. 11. The setting of propagation message in the blockchain P2P network. 

 

Block generation and propagation 

 Speeding up the block generation and propagation: The propagation time can be defined as the 
length of the transaction distribution added by time to verify each transaction before the miners 
accepting it. In theory, if the block generation time can be set as quickly as possible, it will benefit 
the miners in conducting validation so that each party will complete the transaction quickly [37]. 
However, the issues occur when the block generation time is accelerated without considering other 
parameters. For instance, the orphaned blocks will appear that open the door to various other types 
of attacks. In this matter, the miners receive a lot of unconfirmed transactions that lead the 
possibility to accept the same transaction more than once. As we mentioned earlier, the tie-breaking 
protocol in Bitcoin blockchain regulates each miner/recipient to accept only one valid block. Even 
though the miners receive the blocks from honest miners, still he is only able to accept one of many. 
The protocol requires choosing the longest chain. The worst part goes to the rejected blocks that 
later become the orphaned blocks. A large number of orphaned blocks motivate rational miners to 
follow the protocol of dishonest miners.  

 Cutback the block generation time: By decelerated the block generation time for all transactions 
occur, the number of transactions that can be verified at the same time will be reduced. Fortunately, 
it provides some merits such as providing a better blockchain security system. By decreasing the 
number of orphaned blocks in the network, it will get rid of the selfish mining attacks directly. 

 
Parameterizing the block size 

 Increasing the block size: The larger capacity in a block, the more activities can be contained in it. 
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However, the bigger capacity in a block leads to the slower propagation and verification time [38]. 
Decelerated propagation time in the P2P blockchain network also causes to a double-spending 
attack that allows malicious parties using the same coin for more than once. Since the distribution 
transaction or block is very slow, the whole node cannot receive all transactions while the other 
nodes one step ahead in the verifying process for those transactions. Due to these differences, it is 
possible for malicious parties to double-spend their funds because some nodes are not familiar with 
the confirmed transaction.     

 Downsizing the capacity of block: Since only a few transactions can be accommodated by a block, 
this will accelerate the block generation and propagation delay. Without proper calculation, it 
brings many drawbacks. The chosen of this strategy can result in the appearance of an orphaned 
block in the P2P network. This is not desirable because the orphaned block is the forerunner of 
withholding attacks that endanger the blockchain system. However, the good thing is that the 
system will provide fast transactions on the blockchain network. 

 

 

5. Use Cases to Avoid Dilemma 

The development of Internet of Things (IoT) devices helps people to generate a large amount of data 
in their daily lives. A health monitoring service is one of the use cases in big data applications. In a 
healthcare monitoring system, patients generate personal health information from wearable devices and 
smart home appliances, then send the collected data to the doctors via a secure channel, all in the pursuit 
of improving their overall health. Many researchers consider the use of an intermediary for person-to-
person or person-to-business trading as a personal information marketplace [39,40] for data exchanges. 

The easiest way to implement a personal data sharing system is by allowing direct sharing between the 
data owner and the data requester without the participation of a third party [41,42]. However, within the 
personal information marketplace, a direct sharing method is not appropriate because of the data 
management burden it places on the data owner. For instance, to provide personal information for 
requesters, the data owner should maintain a secure channel with a shared secret key to transfer his data 
securely. Moreover, the data owner should perform the encryption process multiple times with different 
shared secret keys and convert his data into ciphertexts for multiple requesters. 

Therefore, to reduce the management burden, we can consider two approaches. First, we use a cloud 
server to separate the data management task from the data owner. In general, the data are stored in a semi-
trusted third-party server; the server administrator can access this data without the permission of the data 
owner. Accordingly, to overcome the above problem, the data owner can encrypt his data under his secret 
key before storing it in the cloud server. The easiest way to share encrypted data with other users is to 
create a shared secret key. However, this method, as mentioned earlier, puts pressure on the data owner 
to perform the encryption process multiple times for requester. In this paper, we use a proxy re-encryption 
scheme [43,44] as a solution to this problem. 

In [43], the authors introduced a proxy re-encryption (PRE) scheme. The data owner generates a proxy 
re-encryption key to transform the ciphertext under their public key to the public key of the requester, 
then gives it to the proxy. However, when the data requester colludes with the proxy, their scheme cannot 
protect the private key of the data owner from attackers. In [45], the authors proposed a certificateless 
PRE scheme based on bilinear pairing. The proposed scheme can prevent the proxy from launching a 
coordinated attack and provides security against the chosen ciphertext attack. Even if the requester 
colludes with the cloud server, they cannot reveal the private key of the data owner. 

The second approach is to use a Kerberos protocol [46] as an authentication method in the data sharing 
system to improve management efficiencies. A client who wants to access the service sends a request 
message for authorization. Only authorized clients can receive the ticket via secure, as shown in Fig. 12. 
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However, the Kerberos authentication protocol uses a session key based communication to authenticate 
users and manage the ticket. Therefore, the management burden of the data owner remains. Moreover, 
when the Kerberos server (i.e., data owner) is down, new users cannot access the service until the server 
is restored (single point of failure). Thus, we consider using blockchain technology to provide manage-
ment efficiencies without the use of a trusted third-party entity. 

 

 
 

Fig. 12. The architecture of Kerberos service. 

 
As we mentioned earlier, the blockchain consists of consecutive blocks in which each block contains 

a hash value of the previous block and transactions. Transactions created by users are propagated to P2P 
networks, and nodes in the blockchain network propagate received transactions after completing a 
validation process. If the transaction is invalid, it cannot be forwarded to the blockchain network 
anymore. Moreover, nodes store a copy of the blockchain to their local storage database. If someone 
wants to modify data on the blockchain, a specific value in the block header must be changed entirely. 
Thus, it is not possible without the alteration of all subsequent block headers for all users in the network. 
The immutability and transparency of stored data in blockchain is used to build a decentralized system 
in a variety of areas such as finance, food, health, etc. As a result, applying the blockchain to the data sharing 
system makes it possible to manage credentials for the requester without a centralized administrator. 

The first distributed blockchain was conceptualized by Nakamoto [47] and it was implemented as a 
bitcoin, an essential component of cryptocurrencies, in the following year. In a bitcoin payment system, 
users create a transaction to transfer their funds with their signature to prove the ownership of the 
consumed funds. Nodes verify these transactions based on the validity of the attached signature and the 
previous transaction stored in the blockchain. The transaction can only be disseminated by network 
members if the transaction has a valid signature and the output of the previous transaction is unspent. 

The objective of a blockchain-based access control system [48-50] is similar to operating principle 
behind the transfer of funds in a bitcoin payment system. In [48,50], each activity provides access to 
rights and policies. In contrast to the Kerberos protocol, all transactions are publicly visible on the 
blockchain, as shown in Fig. 13. In [49], the authors proposed blockchain-based data sharing for 
electronic medical records stored in a cloud server. Verifiers can verify the membership of a user by using 
cryptographic keys that are generated by the issuer before storing the request to the blockchain. Therefore, 
all users can efficiently manage their data without the help of a third party. 

However, verifiers do not consider user privacy and the limited throughput of the public blockchain. 
A public blockchain system has a maximum capacity due to the constant interval and the limited block 
size. In the case of the Bitcoin payment system, it can only process seven transactions per second. The 
number of confirmed Bitcoin transactions per day has been increased by 150,000 over the past 5 years. 
For this reason, many cryptocurrency developers consider re-parameterization (i.e., modify system 



Sandi Rahmadika, Siwan Noh, Kyeongmo Lee, Bruno Joachim Kweka, and Kyung-Hyune Rhee 

 

J Inf Process Syst, Vol.16, No.3, pp.699~718, June 2020 | 713 

parameters) to enhance the throughput of a blockchain network. However, Croman et al. [7] show that 
such scaling by re-parameterization can achieve only limited benefits. For instance, an increase in the 
block size leads to a propagation delay, along with an increased blockchain fork rate [21]. Therefore, to 
solve the low-latency problem in the blockchain system, we can use a payment channel [51,52]. Two 
parties establish point-to-point channels between each other and exchange their balance states on the off-
chain (i.e., outside of the blockchain network). In the payment channel, users do not need to wait for the 
transaction confirmation. Unlike the original bitcoin payment system, both parties exchange their balance 
state as an off-chain transaction until the channel is closed without broadcasting it. In the payment 
channel, only the most recent state (i.e., off-chain transaction) is valid. 

The blockchain access control system recorded the credentials of the requester in the public blockchain 
to ensure that the user was authorized. The practical scheme can be seen in Fig. 13. However, in 
environments where certification tickets for access to data are regularly updated as considered in this 
paper, the number of renewals raises the transaction processing overhead. Bitcoin transactions consist of 
input and output fields. Input fields include a hash value, public keys, signatures, and output fields include 
the address of the recipient. The system requires the consumption of the output of existing tickets to 
generate transactions that include a new access policy to update tickets. However, this puts the burden 
on the blockchain network and the transaction processing fee on the user. In contrast, in the payment 
channel based system, the size of transactions recorded on-chain is fixed (614 Byte), regardless of the 
number of renewals for tickets. The size of transactions recorded on off-chain increases with the number 
of renewals in the ticket, but this is handled outside the blockchain and therefore does not incur any 
transaction processing burdens or fees. 

 

 
Fig. 13. Blockchain-based access control system. 

 
 

6. Future Work Direction 

The decentralized application based on blockchain technology is growing due to its advantages. The 
most prominent properties are tamper-proof, no third party involvement, and reduce the operating costs. 
Therefore, the systems based on blockchain technology are widely adopted in diverse fields of use cases 
such as healthcare, e-voting, digital identity, and so forth. However, the development of this technology 
faces many challenges, especially related to blockchain parameters that can be changed according to its 
application. In the previous sections, we discussed the impacts that would occur if blockchain parameters 
re-parameterized without proper calculation. It can affect the stability of the blockchain system and can 
be the forerunner to various attacks such as withholding attack and double-spending attack. Taking into 
account these factors, for future work direction requires a depth-analysis for the overall parameters of the 
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blockchain (excluding the propagation time and block size parameters). Meanwhile, the relationship 
between propagation time and block size indicates that there is a strong relationship between them. There 
are pros and cons for every decision taken (by not following the existing default setting of a blockchain 
platform). Thus, we suggest that blockchain users and developers also consider the remarks we have 
presented in this paper. 

 
 

7. Conclusions 

In this paper, we provide essential information regarding on the parameters and restrictions that 

influence the propagation delay in the blockchain P2P network topology. We discussed the performance 
of an attack which might occur due to propagation time issues. Based on our implementation along with 

the information from several works of literature, we conclude that the enhancement of the performance 
of the decentralized blockchain in the P2P network topology requires a very articulated analysis since it 

is directly affected to its security. The trade-off between the performance and security needs to be 
carefully considered before being applied in the real-world application. For further research, a new design 

protocol which is secure and faster in terms of managing every blockchain transaction is a necessity. Our 
which is in the initial stage of achieving a better blockchain protocol. 
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