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Abstract—In recent years, the Internet of Things (1oT) has
made great progress. The interconnection between 10T and the
Internet enables real-time information processing and transaction
implementation through heterogeneous intelligent devices. But
the security, the privacy, and the reliability of 10T are key chal-
lenges that limit its development. The features of the blockchain,
such as decentralization, consensus mechanism, data encryption,
and smart contracts, are suitable for building distributed |oT
systems to prevent potential attacks and to reduce transaction
costs. As a decentralized and transparent database platform,
blockchain has the potential to raise the performance of loT
security to a higher level. This article systematically analyzes
state of the art of loT security based on the blockchain,
paying special attention to the security features, issues, technolo-
gies, approaches, and related scenarios in blockchain-embedded
1oT. The integration and interoperation of blockchain and 10T is
an important and foreseeable development in the computational
communication system.

Index Terms—Blockchain, decentralization, information com-
munication technology (ICT), Internet of Things (10T), security,
smart contract.

I. INTRODUCTION

T PRESENT, the Internet of Things (IoT) is an enor-

mous ecosystem. Its timeliness, convenience, inclusive-
ness, scalability, integration, and interoperability make |oT
an unparalleled prospect for further development. Its appli-
cations extend to a wide range of fields, such as agriculture
and food traceability, remote medicare and hospitality, location
and navigation, logistics and operations, manufacturing and
automation, smart city and home use, etc. At the same time,
more and more security vulnerabilities have arisen—urgent
issues that need to be solved. During the first half of 2017,
the number of attacks on 10T devices increased by 280%.
By 2021, corporate spending on information security related
to 10T is projected to increase from the current $83.5 bil-
lion to $119.9 hillion. Based on the architecture of 10T itself,
many effective paradigms and protocols have been used to
prevent or to eliminate potential security risks. But these have
not been enough. 10T requires the assistance of appropriate
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technology and mechanisms to improve its overall security
level. With the rapid development of the blockchain, its secu-
rity functions have been revealed, and they have become
potential approaches for 10T security, with a special focus on
its decentralized and transparent system, as well as on its con-
sensus mechanisms and privacy protocols, encrypted data and
management, and smart contract agreement [1]-{4].

The loT refers to areal-time information-sharing system for
objects based, on Internet technology, using radio-frequency
identification (RFID) and product electronic coding. |0T has
gradually developed into an information industry chain, inte-
grating the Internet as well as information and communication
technologies, such as sensors and cloud computing. At this
point in time, 10T has penetrated into many aspects of human
life, such as Industry 4.0, the smart society, artificial intelli-
gence (Al), and 6G. IoT is a network that connects as many
things as possible, such as RFID, infrared sensors, global posi-
tioning systems, laser scanners, etc. The system connects all
possible devices to the Internet for information exchange and
communication, in order to intelligently identify, locate, track,
monitor, and manage the entire network [5]8].

Blockchain is a peer-to-peer (P2P) distributed ledger tech-
nology based on encryption algorithms and a shared database
technology on the Internet. Blockchain technically solves
trust-relevant issues. The secure transmission of the hash
chain-based encryption algorithm and the time stamp mech-
anism of the certificate value ensure data traceability and
irreversible modification. Consistency algorithms are used to
ensure the relationship between the node and the block data.
Programmable smart contracts are guaranteed, based on the
consistency of the automated script code and the Turing virtual
machine. The blockchain is a powerful security system based
on cryptography, communication technology, and the consen-
sus mechanism. Blockchain is revolutionizing the 10T system,
in a variety of aspects. The unique features of blockchain—its
P2P decentralized network, its open and transparent multiparty
consensus, and its untampered data—give 10T the ability to
achieve higher security standards [9]-{11].

Blockchain technology can be applied to various systems,
such as identity management, supply chain management, and
the 1oT. Using a P2P network of computers will run the pro-
tocols and will hold an encrypted and immutable copy of
transactions on every node on the network. Blockchain and
the related technologies have the potential to resolve severa
of the key security issues of 10T.

1) Blockchain ensures security of 10T through consensus

mechanisms. The reason for the security issues is the
lack of trust mechanisms between devices within the loT
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Survey Papers about Blockchain-based IoT Security
2117 [24]
740 [25]
481 [26]
390 [27]
392 (28]
338 [29]
109 [30]
96 [31]
This
Paper

system. Blockchain provides a mechanism that does not
require trust between nodes.
2) Blockchain solves the reliability of 10T. The distributed
network structure of blockchain guarantees that, even
if one or more nodes are attacked, the data of the
entire network system is still reliable and safe. When
the system needs to prohibit a participant who behaves
inappropriately, the consensus mechanism can be used
to identify the participant through the 51% nodes agree-
ment without affecting the overall performance.
Blockchain can significantly reduce equipment costs
and increase the effectiveness of the entire 0T system.
Blockchain makes full use of P2P computing to pro-
cess hundreds of billions of transactions that occur
in 10T. Blockchain can reduce costs incurred during
the establishment and the maintenance of a centralized
database. Meanwhile, the blockchain can make full use
of the computing, storage capacity, and broadband of
idle devices distributed in 10T, reducing calculation and
storage costs.
4) Blockchain can extend the life cycle of products
or services. loT, under the blockchain model, trans-
fers the responsibility of maintaining equipment to a

3
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self-maintaining community. This fact renders 10T not
obsolete, regardless whether it isin a product life cycle
or beyond a life cycle, but this will save infrastructure
costs [12]-{18].
loT and blockchain are emerging technologies that are attract-
ing alot of attention but, most importantly, security is a critical
factor that affects the smooth and successful integration of
blockchain into 10T, in order to improve the performance of
loT security. This article compares the extant survey (review)
papers about 10T security. It is better to divide the selected
papers into two categories: 1) survey papers about 10T secu-
rity and 2) papers about blockchain-based 10T security. The
selected papers were culled from popular academic databases,
such as |IEEE Xplore, Web of Science (WoS), and Scopus.
Based upon the recent five-year citation (Google Scholar),
15 papers were selected (Table I). Seven papers are about
loT security and eight papers are about blockchain-based loT
security. Specifically, the papers about 10T security focus on
loT security and the related challenges and future directions.
Most of the papers about blockchain-based 10T security dis-
cuss the way in which blockchain can be integrated into
the loT system for security and the relevant anti-measures
against potential attacks to loT. However, only a few of the
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Computing, Double-chained IoT Security Scheme, Interoperability of IoT, Blockchain, and 6G)

Fig. 1. Roadmap of this article.

selected papers illustrate scenarios of attacks to loT secu-
rity under blockchain. Based upon the foundation of these
papers, this article not only systematically illustrates the secu-
rity related issues in 10T, but it also highlights the way in
which blockchain-based mechanisms handle security in the
entire 10T system, including features, functions, categories,
measures, scenarios, challenges, future directions, etc.

Our article is a relatively comprehensive survey of
blockchain-based 10T security. It aims to recognize and clarify
loT security issues under blockchain, from different perspec-
tives. The goal of this article is to provide an in-depth survey
of the use of blockchain technology to provide and improve the
performance of 10T security and privacy. A detailed roadmap
(Fig. 1) is offered, to provide readers with a clear view of the
construct.

In Section |, readers are offered a general idea about the
status of 10T development, a brief interpretation to 10T, the
potential integration of 10T and blockchain, and a summary
and comparison of survey papers about blockchain-based 10T
Security.

In Section 11, readers become familiar with the 10T risksin
data gathering, data transmission, embedded tags, data storing,
authentication and access control, and infrastructure.

In Section 111, readers get information about the differences
between the centralized and decentralized platforms, decen-
tralization, consensus algorithm and trust, chronological and
distributed data, data encryption, and smart contracts.

In Section 1V, readers learn about the taxonomy of
blockchain-based 10T security; structural security, such
as sensor layers, network layers, and application layers;
and functional security, such as device safety upgrades,
access control, identity authentication, data assurance, anti-
Distributed Denial-of-Service (DDoYS) attack, and 10T network
self-regulation.

In Section V, readers become familiar with different types
of attacks of abandon: Denial of Service (DoS), DDoS,
equipment injection, falsifying, link, modifying, public block
modifying, and time interval destruction.

In Section VI, readers recognize the three categories of
blockchain: 1) public; 2) private; and 3) consortium and
learn about the infrastructure of blockchain-based information
sharing.

In Section VII, readers are exposed to the thinking about
the framework of blockchain-based IoT security; the decen-
tralized and disintermediated loT platform; data process-
ing and the provenance system; and public service, such
as the hedthcare industry, the traffic management, and the
smart city.

In Section VIII, readers are exposed to two parts. 1) the
technical challenges, such as the performance of |oT data pro-
cessing, the consensus mechanism, network bandwidth, unre-
liable data communication and 2) the inconsistency of block
recording; and research trends, such as a new blockchain-
based business mode, the integration of the blockchain and

Authorized licensed use limited to: Universidad Nacional Autonoma De Mexico (UNAM). Downloaded on July 03,2021 at 04:28:48 UTC from IEEE Xplore. Restrictions apply.



XU et al.: EMBEDDING BLOCKCHAIN TECHNOLOGY INTO loT FOR SECURITY: A SURVEY

edge computing for |oT security, adouble-chained 10T security
scheme, the interoperability of 10T, blockchain, and 6G.

This article is outlined as follows: Section Il addresses the
major security risks in 10T. Section Ill depicts blockchain-
embedded 10T characteristics. Section IV discusses different
categories of security issues in loT. Section V briefly intro-
duces blockchain-based 10T attacks. Section VI delineates
blockchain-based information sharing security mechanisms.
Section VI illustrates the 10T security framework and applica
tions. Section V111 discusses technical challenges and research
trends. The conclusion is found in Section IX.

Il. MAJOR SECURITY RISKSIN |OT

TheloT technology connects various appliances, equipment,
and tools implemented with sensors, truly realizing real-time
monitoring and intelligent management and operations. With
the vigorous development of 10T, its security issues have grad-
ually become prominent. Due to the structural deficits of 10T,
the current level of security technologies and measures do
not adapt well to the 10T ecosystem. In detail, the security
issues in 10T are the risks of data gathering, data transmis-
sion, tags being embedded, data storing, authentication and
access control, and |oT infrastructure [32]—{34].

A. Risks of Data Gathering

The original data of IoT come from a termina device
and are collected by sensors and other devices. Due to the
large number of sensing devices in the entire 10T system,
the entire sensing control system presents multisource hetero-
geneity. Generally, sensors are relatively simple and cannot
be monitored effectively for a long time. This brings greater
security risks. In addition, terminal devices rarely take protec-
tive measures, attackers can easily obtain key node passwords
and other identity information and can use the information to
publish and convey incorrect information. A DoS attack is one
common security attack that could affect the normal operation
of the system [35], [36].

B. Risks of Data Transmission

Since the total amount of data collected by sensors and other
devices is not large, the complicated protection measures are
usually not taken during information transmission. This gives
attackers the opportunity to invade during data transmission.
Once this happens, it will affect the 0T system, thereby dam-
aging user rights and causing the system to fail to perform
certain functions [23]-{25].

C. Risks of Tag Being Embedded

After data collection, I0T usualy transmits information
directly to the control center, in a wireless format. However,
this procedure is directly exposed, without good protection.
Thus, if some tags are embedded in other substances, the
terminal device will always be monitored. This will lead to
the monitoring of a large amount of basic information and
the leakage of persona and private information. It even raises
social and public safety issues [22], [22].
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D. Risks of Data Soring

The 10T collects a lot of data and will aso retain many
users persona and private information, such as their pass-
words, personal preferences, etc. Regarding the stored data,
ways to prevent theft and destruction of data and ways to
prepare, in time, if the above situation occurs, all coun-
termeasures should be considered. In addition, when stored
data are maliciously mixed with “dirty” data, the l0oT system
will appear to misfunction. Therefore, it is aso neces
sary to consider how to deal with data pollution and other
incidents [24], [27].

E. Risks of Authentication and Access Control

Network authentication is usually divided into identity
authentication and message authentication. Identity authen-
tication requires a key to ensure reliability. However, in
communication, if one of the secret keys is stolen, the datain
the entire communication process can be stolen, causing
losses to the system. Message identification and authentica-
tion, one of commonly used authentication methods in |oT,
is a protection method to ensure the integrity and security of
information when exchanging information. However, in the
message authentication process, the message authentication
code is usually static. The intruder can obtain the correct mes-
sage authentication code through exhaustive or surveillance
methods, and then pretend to be the receiver and interact with
the involved parties. This phenomenon can lead to the leakage
of alarge amount of data, in the IoT system [28], [29].

F. Risks of |oT Infrastructure

The current system architecture of 10T is a centralized and
supervised architecture. In this architecture, the establishment
of asystem trust mechanism is very ssmple and areliable third
party is required to uniformly manage all device information
in the system. With the continuous development of 10T tech-
nology, the number of |oT terminal devices will reach tens
of billions. Such a huge quantity and data source will bring
tremendous pressure to the third parties. Hence, 10T needs
a more advanced architecture to reduce its reliance on third
parties and to establish a new trust mechanism in order to
improve the overall performance of the system [30]{32].

I11. CHARACTERISTICS OF BLOCKCHAIN-EMBEDDED |OT

The terms “1oT” and “blockchain” both have the meaning
of “connection,” i.e.,, “net” and “chain.” 10T is a technology
that connects people, devices, and platforms through vari-
ous sensing terminals to achieve information transmission and
service. Blockchain is a technology that integrates cryptogra-
phy, consensus protocols, a P2P network, and smart contracts
for data exchange, processing, and storage. It can be seen
that 10T and blockchain are two different dimensions of the
information processing system: 1) 1oT includes al of the enti-
ties with physical space and 2) aims to break through the
information flow according to the communication protocol;
blockchain focuses on safely managing the flow of information
in a timely manner. Therefore, the link between loT and
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TABLE Il
COMPARISON BETWEEN CENTRALIZED AND DECENTRALIZED SYSTEMS

Features Centralized Decentralized
Transaction Mode Centralization Decentralization
Resource Consuming High Low
Transaction Costs High Low

Data Storage

Centralized Database

Decentralized Ledger

Data Security Low High
Data Privacy Low High
Information Transparency Low High
Flexibility Supervised Freedom

blockchain lies in information storage, encryption security, and
value transfer [37], [38].

10T connects hundreds of millions of devices. Ensuring the
privacy and the security of each device and interconnection
between different devices is not easy to achieve. The P2P
propagation has high network latency in the system. When
the number of nodes is too large, the order of transac-
tions observed by each node over a period of time may
not be identical. Hence, 10T needs a mechanism to alow
it to reach an agreement on the sequence of the transac-
tions that occur within similar time periods. The consensus
mechanism improves the privacy and the security of datatrans-
mitted between 10T devices. Blockchain is a powerful tool
that can be used to construct a more secure 10T network by
employing blockchain's major features. decentralization, con-
sensus algorithm and trust, chronological and distributed data,
data encryption, and smart contracts [39], [40].

Traditionally, all data, such as user account information and
transaction history, are stored and regulated in the centralized
database. Security and privacy are poor; once the database
is attacked, the damaged data are difficult to recover. Users
have only their own records and cannot know the transac-
tion records of other users; thus, the establishment of the
mutual trust network is affected. In a blockchain system, each
node becomes an independent provider and receiver, and each
entity is evenly dispersed. The form of the direct P2P plat-
form has the potential to reduce unnecessary costs, such as
power loss and transaction costs. It is also possible to conduct
an information exchange between nodes in different regions
and to alocate transactions across regions. All information
and nodes can be anonymous, in order to ensure the security
of the users. The decentralized system eliminates the need
for a central supervision, improves data sharing and secu-
rity, optimizes revenues and efficiency, and increases mutual
trust between entities. The following table (Table I1) briefly
addresses the differences between the centralized and the
decentralized platforms [12]-{16].

A. Decentralization

The main feature of blockchain is decentralization. Unlike
the traditional network system, in the blockchain network,

the processes of data interaction, downloading, and verifi-
cation do not have a supervised central node but, rather,
a decentralized structure composed of multiple nodes within
the system. Also, unlike the traditional structure, each node
in the network does not rely on unified management, and
the nodes functions and roles are identical. When data are
transmitted between different nodes, the receiving node will
perform identity verification on the sending node. After the
verification is executed, the received data record will be
broadcast on the entire network. Blockchain, using math-
ematical algorithms to implement a trust mechanism, can
effectively prevent the centralized structure of the 10T system
from paralyzing the entire network due to malicious security
attacks [14]-{16], [40]-{43].

This decentralization means that the flow of data between
nodes is not limited to a central point and is not dependent
on third parties. The blockchain-distributed nodes form a P2P
network, which consists of verification, propagation, and con-
sensus mechanisms. Under the premise of security between
nodes, the collection, verification, storage, and dissemination
of data can effectively avoid high-cost, high-risk, and inef-
ficient problems in the centralized system. In a blockchain
system, there is no centralized node and no managerial struc-
ture. Rather, many nodes constitute a distributed network.
The various methods of security maintenance in the network
depend on al the nodes that have authorities and capa
bilities within the network. Each node is equal, and there
is no hierarchica mechanism among the nodes [14]-{16],
[40]{43].

Each node has a complete data record. When a node
receives data from another node, the node verifies the iden-
tity and data of the other node. If the verification passes, the
data received by the node will be propagated to other nodes
and to the entire network. The verification, storage, main-
tenance, and transmission of data in a blockchain network
are based on a distributed structure. The agorithm and pro-
tocol of the trust consensus mechanism replace the mutual
trust construct between the centralized authorities. Hence, the
blockchain optimizes the centralized structure of loT and
reduces the dependence of loT on the centralized model.
Blockchain has changed the way in which the 10T processes
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data, preventing damage to the entire system caused by
a centralized 10T structure [14]-{16], [40]{43].

B. Consensus Algorithm and Trust

The consensus mechanism solves the problem of how
blockchain can achieve consistency in distributed scenarios.
It is one of the key factors of the blockchain system. The con-
sensus mechanism ensures the fairness of each node in the P2P
network. It is a part of the entire system and a unified agree-
ment that all nodes need to follow. The consensus mechanism
is a mechanism that motivates the system’s ability to screen
honest nodes and merge them to form an unchanging record. It
depends on the distributed maintenance of each node to a com-
mon ledger database with unified content and it is difficult to
tamper with, in the blockchain system. The maintenance pro-
cessis not only a process in which each node in the blockchain
competes to accept new transaction record, but it is aso a pro-
cess in which each node verifies the validity of the information
recorded in the blockchain system. The blockchain consen-
sus mechanisms include the Proof of Work (Pow), Proof of
Share (PoS), Delegated Proof of Sake (DPoS), and practical
Byzantine fault tolerance (PBFT) [24]-{27].

In the blockchain system, the address associated with the
public key in the asymmetric encryption agorithm is used
to redistribute user identities, so the traditional PKI-based
certificate authority is no longer needed, thus avoiding the
problem of certificate authority. The blockchain uses a consen-
sus algorithm to decompose and establish a trust mechanism
in the entire network. In this mechanism, there is no need
to share identity information, just to replace the address to
interact; nodes can also change their addresses. The consen-
sus mechanism can resolve security issues in the information
transmission of loT and can protect the privacy of specific
devices or users [13]{17].

Due to the decentralization of blockchain, data transmis-
sion between nodes is secure, open, and transparent. The
mechanisms of the blockchain technically avoid the crucial
issue of trust between mutual parties; they implement algo-
rithms to autonomously identify and verify the authentic
entities and transactions. Blockchain retains all the transaction
data in each block. Blockchain users can get al the data in
blockchain without additional centralized processing. The fea
ture of blockchain trust can be applied to the trust mechanism
of 10T so that transactions between users can be implemented
autonomously, without a trusting mechanism. Additionally, the
data recorded in the ledger of the block are more transparent
and reliable [12], [14]-{16], [41].

C. Chronological and Distributed Data

Blockchain uses timestamps to identify and to record
each transaction. A time dimension is added to the data,
and the data have a time order. Sequential confirmation makes
the data traceable. The timestamp method not only guarantees
the originality of the data but it also reduces the traceability
cost of the transaction. Time order dataenhancetheirreversible
modification of information. The data of the common ledger
are open and they are transparent to the involved parties. The
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timestamp, as an important parameter of the Proof of Existence
(PoE), can confirm that some data must exist at a certain point.
This ensures that the blockchain database is not tampered with.
Time order is used to ensure the security of 10T data, preventing
attackers from injecting a large amount of irrelevant data into
the data platform, in order to prevent data services from being
blocked [14]-{16], [44]-{47].

In the blockchain system, the function of a block is like
aledger. It can record al information exchanges on the entire
blockchain, and the information records can be checked by
other nodes at any time. Unlike the general recording method,
the information records of a blockchain are scattered on al
nodes without a center, forming a typical distributed database
system. When some nodes are attacked or when data are dam-
aged, other nodes still have complete information, so this will
not affect the system. This feature will significantly improve
the data and information storage security of 10T [45], [46].

D. Data Encryption

In the blockchain system, when transmitting information, an
asymmetric encryption algorithm is used to ensure data secu-
rity. The principle of the asymmetric encryption agorithm
is that both sending and receiving nodes need to generate
a pair of public and private keys in advance for encryp-
tion and decryption. Before the sending nodes transmit to the
receiving nodes, both nodes will share a public key with each
other, then the sender uses the receiver’'s public key to encrypt
the information, and the encrypted information can only be
decrypted with the private key. Only the receiving node knows
the private key, thus ensuring the reliability and security of the
transmitted information [14]-{16].

Blockchain  uses asymmetric encryption, including
data encryption and digita signatures, to encrypt data
Data encryption in a blockchain ensures the security of data
and reduces the risk of lost or corrupted data. In transaction
processing, the blockchain uses a timestamp mechanism to
generate an ID for each transaction. The user can query the
relevant transaction data according to the ID. When the new
block is verified, the current block is added to the main
block. Each block uses a hash of an agorithm to identify
its uniqueness. If an attacker intends to tamper with the
data, more than half of the nodes must confirm. For the
system and the structure of blockchain, this possibility is
very small. Transaction data are transmitted over the network
and is digitaly signed, aiming to indicate the identity and
approval of the data content. The digital signature ago-
rithm commonly used is the elliptic-curve digital signature
algorithm (ECDSA) [14]-{16], [48]-{50].

E. Smart Contract

The loT responds and executes the actions needed to meet
the established conditions and rules, and the process should
be performed step by step. Some operations rely on the
status parameter to determine whether to perform the next
step, making the operation complex and time consuming.
Hence, multiple operations cannot be efficiently performed
automatically and continuously. A smart contract is a set
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® The Sensor Layer

® The Network Layer
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® [0T Device Surveillance

& Provenance

Fig. 2. Taxonomy of blockchain-based 10T security.

of commitments defined in a digital form. From the user's
point of view, a smart contract is an automatic guarantee
program. When certain conditions are met, the smart con-
tract automatically releases and transmits the corresponding
information. From a technical perspective, a smart contract
is a Web server. This server is not built on the Internet, but
runs specific contract programs on the blockchain. Smart con-
tracts are programmable contracts. They convert transactions
between users into a code that is stored in a blockchain and
is tagged with a unique blockchain address. The blockchain
platform enables smart contracts to self-manage and even
to have legal force. Smart contracts strengthen the mutual
trust mechanism between Internet users and achieve mutual
trust [14]-{16], [48]-{50].

As long as the contract conditions are met, the chain code
of the smart contract can automatically perform multiple oper-
ations in succession. Smart contracts automate the business
logic, as well as lega rights and obligations, provide the
foundation for security and privacy protection, and increase
the efficiency of 10T. According to each user’s requirement,
smart contracts can automatically employ different protec-
tion mechanisms, according to their different levels of privacy
information [51]{54].

IV. CLASSIFICATION OF SECURITY IN |OT
A. Taxonomy of Blockchain-Based 10T Security

Blockchain relies on the powerful computing power gen-
erated by consensus algorithms, such as PoW for distributed
systems, to prevent external attacks and to ensure data security.
It solves the general problem of the Byzantine mechanisms
and it establishes a decentralized and trustworthy system. It

® Device Safety and Privacy
Protection

® Access Control

Identity Authentication

Data Assurance

e Anti-DDoS Attack

IoT Network Self-Regulation

completes the value transfer in the process of information shar-
ing and exchange, fulfilling the requirements of information
availability and reliability [55]-{57].

0T is a comprehensive system that, possibly, consists of
everything. As an emerging technology, blockchain is capa
ble of changing the transaction process of IoT and can
improve security performance throughout the whole system.
As indicated in Fig. 2, our review will illustrate 10T security
issues from both the structural and the functional perspectives.
Specifically, the structural security focuses on three 10T layers:
1) the sensor layer; 2) the network layer; and 3) the applica-
tion layer, aswell as on |0T device surveillance; the functional
security includes device safety upgrade, privacy protection,
access control, identity authentication, data assurance, anti-
DDoS mechanism, and 10T network self-regulation.

B. Sructural Security

loT applications have grown in various fields but, due to
the multiple-source heterogeneity, openness, and universal-
ity, the loT and related objects still need to resolve security
issues. One critical challenge for 10T security comes from the
underlying architecture of the 10T ecosystem; it is based on
a centralized infrastructure interconnected with a server and
a device. All devices are identified, authenticated, and con-
nected by a centralized server that supports huge processing
and storage capacity.

According to their differing perspectives, scholars express
various views on the loT structure. Our study focuses on
the security issues that mainly involve three layers. 1) the
sensor layer; 2) the network layer; and 3) the application
layer [1], [2], [58]. The layers of loT security are improved
by the blockchain. Different types of attacks to these layers
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TABLE 1l
SECURITY ISSUES OF THE THREE |OT LAYERS

Layers Security Technical Blockchain
Issues Requirements Security
Effects

The Sensor Layer Signal leakage and interference, Intrusion detection technology, identity Decentralization
forgery or spoofing, label embedding authentication, device management, secure Transparency
threat, illegal access, DDoS, ... storage, anti-DDoS attacks, ...

The Network Layer Data transmission, cross-network Transmission encryption, access Openness
authentication between heterogeneous authentication, integrity protection, ... Fairness
networks, network eavesdropping and Encryption
interruption, DDoS, ...

. . . . L . L Privacy

The  Application Information openness and privacy, Physical protection, identity authentication,

Layers verification and access control, access control, data encryption storage, Time Order

physical security, data security, DDoS

firmware upgrade

are addressed in Table I11. Associated with the three layers of
loT, a blockchain can participate in the success of its security
by implementing diversified mechanisms and protocols.

1) Security Issues in the Sensor Layer: The sensor layer is
the basis for the development and the application of IoT. Its
main function is to collect, identify, and control information.
The sensing layer consists of malicious devices and gateways.
The sensing nodes have multisource heterogeneity, but the
function is simple and lacks effective monitoring. Terminal
nodes are more vulnerable to attacks [4].

The attacker intercepts, forges, falsifies, and replays the
data or the command transmitted in the sensor network in order
to obtain individual bits of sensitive information or to cause
information transmission errors. The attacker takes advantage
of the vulnerability of the IoT terminal to acquire the iden-
tity and password. The attacker performs illegal or malicious
attacks through the pseudo-identity, which communicates with
other nodes, issuing false information, replacing devices, and
initiating a DDoOS attack. The data collected through the sen-
sor layer are transmitted wirelessly. The data, or even the user,
are under monitoring, which directly leads to the disclosure
or the destruction of information [3], [59].

As the weakest link in 10T security, 10T terminals can
improve security performance by integrating a security chip
into 0T devices to provide a reliable security hardware exe-
cution environment. To strengthen 10T terminal devices, the
devices can directly participate in the blockchain transac-
tion as a blockchain node. For the weak terminal of loT,
the terminal uses the integrated blockchain software develop-
ment kit (SDK) as the client and connects the 10T gateway
in the blockchain. When the terminal node participates in
blockchain transactions, the device's unique identifier and pri-
vate key information must be stored securely. The security chip
provides a chip-level trusted identifier, sensitive information
secure storage, and an encrypted secure computing environ-
ment for the terminal node. Blockchain generates the security
and the reliability of transaction information [60], [61].

2) Security Issuesin the Network Layer: The network layer
mainly accesses the information of the sensing layer through
the network (such as the wireless communication network,
Internet, and satellite network) and transmits data to the loT
platform. It is completed in this manner since the collected
information needs to be transmitted in real time through
various networks.

Since the amount of data transmitted by devices in loT
is small, there is no encryption agorithm to protect the
data. Data may be stolen, tampered with, attacked, and/or
destroyed during transmission. The 10T is an open network
in which multiple networks overlay. With the development
of network convergence and the increasing complexity of
network architectures, more and more communication pro-
tocols appear. When data are transferred from one network
to another, a variety of issues, such as authentication, key
negotiation, data confidentiality, and integrity protection, is
involved [15], [62], [63].

3) Security Issues in the Application Layer: The applica-
tion layer is the bridge between the IoT system and the user.
It provides customized services, authentication, privacy pro-
tection, and user action instructions to the processing layer.
At the same time, the application layer also has information
processing and resource management functions. The applica-
tion layer is directly related to the external entities and holds
a large amount of private information [64]—{66].

The application layer stores large amounts of user data
and involves several questions: how to store data efficiently
to avoid data loss or corruption? how to isolate data for
multitenant applications? how to prevent data services from
being blocked? and how to quickly recover data errors?
Each of these questions is related to loT security. In addi-
tion, an attacker could inject a large amount of irrelevant
data into the original data, causing system misjudgment and
data contamination. The authentication approach of the appli-
cation layer is the message verification between the sender
and the receiver code. However, during the communication
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process, the authentication code is static and is easily used
by others, resulting in incorrect authentication and security
issues [3], [16].

4) 1oT-Embedded Device Surveillance and Synchronization:;
loT devices operate in centralized systems in which the trust
mechanism is relatively easy to set up but requires a trusted
third party to monitor all devices. However, the trusted third
party cannot handle the increasing large number of devices
infinitely [18]. Decentralized operation systems reduce the
operational processes of the physical network. Meanwhile, it
becomes necessary to establish a new mutual trust mechanism
in order to maintain the consensus between devices and to
ensure the performance of the system [39]. Different devices
are connected by layers within the infrastructure. A security
layer, the security abstraction layer, is capable of detecting and
separating malicious devices [63]. Although the extra layer
makes the entire structure more complicated, the present tech-
nology and protocol can fulfill the configuration of finding
abnormal working devices and keeping system consistency.
Another effective method integrates the blockchain network
with a software paradigm, aiming at limiting possible attacks
such as software-defined networking (SDN) [67], [68].

The integration of loT and blockchain is a the early
stage. With further development, the deficiency of the integra-
tion, such as insufficient computational and storage capacity
and limited communication resources, will become clear.
Blockchain synchronization is an effective way to balance
the traffic between the blockchain system and the loT-related
devices. In other words, certain blockchain mechanisms can
help each |oT device stay synchronized toward the protocol
of smart contracts, thus guaranteeing the security of the loT
network [40], [69].

C. Functional Security

The accessing of large-scale 10T terminal devices estab-
lishes a crucial challenge to network capacity expansion and
to centralized platform performance. As a heterogeneous con-
verged network, 10T not only has the same security issues
as sensor networks, mobile communication networks, and
the Internet but also has its particularities, such as a device
safety upgrade and privacy protection, access control, identity
authentication, data assurance, anti-DDoS mechanism, and |oT
network self-regulation.

1) Device Safety Upgrade and Privacy Protection: In the
network, remotely updating the firmware of embedded devices
is one of the important means of protecting 10T. Through the
blockchain network, the firmware vendor publishes the latest
version of the firmware information to the distributed ledger
of each verification node. The device node initiates a verifica
tion request to the verification node or to another neighboring
device node associated with the smart contract, consensus
mechanisms, and other methods, in order to confirm the latest
firmware and the firmware integrity of the device. An on-time
upgrade ensures firmware upgrade security through encryp-
tion and signatures and helps minimize the impact of attacks
against firmware vulnerabilities [2], [3], [7].
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One of the most well-known studies in the 0T communi-
ties is privately and securely executing queries over sensed
and prepared data on 10T devices, due to the devices' limited
and inefficient query processing abilities. A well-designed and
privacy-preserving blockchain-based scheme can protect the
privacy of 10T devices and can improve the overall commu-
nication efficiency within the network. Popular query service
companies, such as Google, Facebook, Amazon, are eagerly
seeking practical and effective anti-attack queries to protect
security and privacy throughout IoT [70], [71]. Meanwhile,
research is paying much attention to technical issues and to the
feasibility of the queries. Blockchain has the potential to be
implemented to solve these challenges. For example, Ethereum
has been proposed for auditing and privacy preserving in
database, cloud, and fog computing, and across the entire
loT. Associated with blockchain and with the relevant tech-
nologies, a reliable auditing system could be designed by the
extant queries, such as SQL, MapReduce, etc., [72], [73].

2) Access Control: The data generated in oT include
a large amount of persona information that is private. If this
privacy information is disclosed, it will bring huge losses
to users. As one of the basic technologies of data protec-
tion, access control ensures that data can only be accessed
by a user with permission. Access control is based on an
authorization policy that controls access to certain resources
in order to reduce illegitimate intrusions and to ensure autho-
rized access to resources. The access control mechanism of
the system mainly consists of authentication, authority, and
auditing [74], [75]. The blockchain-based 10T platform can
separate data and data access authority, and it can imple-
ment a decentralized personal data management system. An
application needs the authority of the owner to access the
data. The system checks the signature and all of the records
to verify that the application has access to the appropriate
data. Blockchain fully records the activities of the application,
and users in the system can change the access rights of the
data at any time [76]. Since resource constraints exist in prac-
tice, access control balances the device implementation and the
consumption of resources to secure the devices and the loT
network [77]. In addition, access control can be programmed
to update for 10T devices; this will help them to become avail-
able, accountable, agile, and adoptable among different nodes
within the network [78], [79].

When the blockchain is combined with 10T, access con-
trol is one of the key technologies for IoT data protection.
The combination has two main types. One type is the integra-
tion of the blockchain and the existing access control model.
Blockchain is the trusted entity of the existing access con-
trol model; blockchain is combined with the role-based access
control (RBAC) model, with the attributes-based access con-
trol (ABAC) model, and with capability-based access control
(CapBAC) model. The other type is based on the different
modes of blockchain. Blockchain is not only used as a trusted
entity, based upon the characteristics of blockchain, but it even
includes a transaction or smart contract that is constructed for
access control, such as the Bitcoin-based access model and the
Ethereum-based smart contract access control [28], [80], [81].
The detailed features of each model are listed in Table IV.
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TABLE IV
BLOCKCHAIN RELATED ACCESS CONTROL MODEL

Types Features
RBAC Implementing cross-organizational authentication using blockchain to resolve cross-
(Roled-based Access Control) organizational access control issues in RBAC.
ABAC Ensuring that malicious users cannot modify user identity attributes and access control

(Attributes-based Access

policies. The strategy and authority of blockchain are open to prevent one party from

Being used as a trusted database to store [oT data. Using blockchain to record authority,

Control) fraudulently refusing to enforce activity.
CapBAC

(Capability-based Access usage, transaction, etc..

Control)

Blockchain-based

Using blockchain for storage access and authority. Storing access control policies on

blockchain and managing access authority through blockchain transactions.

Ethereum-based & Smart
Contract

through smart contracts.

The main function of access control is achieved through smart contracts. Blockchain is

used for data source management, and all information about data changes is recorded

Since blockchain has the ability to enforce the integrity of
al of its participants at the technical level, blockchain can
play the role of a third party that provides a reliable envi-
ronment for access control in loT. As a trusted platform in
loT access control, blockchain provides computing and stor-
age capabilities for |oT. Computing and storage are used as the
major approaches. Some are focusing on the storage capacity
of blockchain, some are focusing on the computational power
of blockchain, and more are focusing on both computing and
storage [82], [83].

Applying blockchain to 1oT access control also requires
solving a series of problems caused by the terminal nodes.
There are a large number of terminal nodes in the network.
How to effectively manage the nodes is a challenging task.
Second, it is necessary to consider that there is the storage
pressure brought by the large number of nodes to blockchain.
The third need to consider is the impact of the vast nodes on
the access control and the related transactions. Since the pop-
ular blockchains, Bitcoin and Ethereum take a long time for
transactions, they are difficult to use directly for 10T access
control [76], [81].

Blockchain can solve the dynamic problem of nodes in
loT. Since the identity of the user in blockchain is proven
by its key, the node can be connected anytime, anywhere. The
blockchain network can operate as long as the node's sig-
nature is correct. On the other hand, blockchain uses a P2P
network architecture. When a user node needs to access
the network, it only needs to connect to other blockchain
nodes in the network. It is not based on the geographic
location between nodes; the node only needs to select and
connect to the blockchain nodes that exist in the network.
Hence, for the dynamics of the node movement, frequent
access, or exit, blockchain is able to deal with various access
controls [75]-{79].

3) Identity Authentication: In the loT, identity authenti-
cation technology is used to prevent illegal or unauthorized
terminal devices from connecting to the IoT network or
from launching malicious attacks, and to ensure the secu-
rity of the l10T. The authentication credentials are registered
to blockchain, and the device access rights can be set
through the smart contract. When an 10T device requires
access or authentication to the 1oT platform, the blockchain
system authenticates and manages the identity of the access
device, based on the node consensus mechanism, to ensure
that the device safely accesses |oT. Blockchain-based |oT
device authentication can avoid the single point of failure
risk of the centralized authentication technology and, thus,
can ensure the integrity and reliability of the loT device's
identity [1], [2], [24].

4) Data Assurance: Traditional database systems manage
discrete data, while 10T platforms handle streaming data.
Streaming data are real-time and continuous, and, therefore,
have the potential to be attacked or tampered with. Under
the era of big data, the storage and the processing of mas-
sive amounts of data in loT are vulnerable to attacks. loT
uses sensors to capture and store data through a centralized
database. Other unstructured data are stored in the cloud.
However, data need to be transmitted repeatedly during use,
causing the central server to become overloaded, and jeopar-
dizing data security. 10T applications need to cooperate with
the security and the confidentiality of the data. Especialy in
the wireless transmission of 10T, it is necessary to prevent
data leakage and illegal use. In an loT system, data are stored
and managed by a central entity. Misconduct of data manage-
ment or failure of accurate processing can result in a data loss
or a leak. Blockchain-based data operation systems adopt
a decentralized architecture that eliminates the security risks
of centralization [84], [85].
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Fig. 3. Architecture of the anti-DDoS scheme.

The traceability of blockchain can also be applied to manip-
ulate private data, in order to ensure data authenticity. The
data manipulation processis transparent, and data are auditable
to the user. Blockchain converts the complete information into
different blocks. Each block contains only a small portion
of the complete information and is asymmetrically encrypted
using a hash function, with a chain structure of the Byzantine,
Merkle Tree, and timestamp, in order to ensure data integrity
and consistency. Since it is difficult to attack even one block
of information, the complete information within the system is
considerably less likely to be attacked [86], [87].

5) Anti-DDoS Attack: In December 2016, the Mirai virus
ravaged the United States. The virus formed a botnet by
infecting 10T devices and launched a DDoS attack on the
domain name resolution server, causing more than half of the
U.S. network to crash. The main reason for the success of
the 10T botnet attack is that the traditional network security
model is flawed. Due to the lack of reliable authentication
and consensus mechanisms, a single point of nontrust may
spread to multiple nontrust points, infecting to the entire loT
system [88], [89].

The distributed structure of blockchain is used to combat
DDosS attacks and to increase system throughput. The DDoS
attack sends a large number of requests to the central node
of the target system, consuming the computing resources or
the network resources of the central node and causing the
target system to crash [90]. The blockchain system can provide

adistributed noncentralized structure. Each node of blockchain
has a complete record that can verify the data of other nodes.
Hence, blockchain can be applied to build database systems, as
well as to the domain name system (DNS), to eliminate single-
point failure, to effectively defend against DDoS attacks, and
to ensure the security of the system [91].

Some 10T devices are infected by malware viruses, form-
ing a large-scale 10T botnet and posing a huge threat to
loT services. In the system, most devices connect to the
network through an IoT gateway. If the device that initiated
the DDoS attack can be disconnected from the [oT gateway,
the risk of the IoT service being attacked can be reduced.
A blockchain network can be established between the loT
gateways and the deployed smart contracts to verify, log in
to, and disconnect DDoS attacks. For example, if the home
smart device is controlled and performs a DDoS attack on an
loT service, when the 10T service verifies the DDoS attack,
it will notify the IoT gateway. The loT gateway will broad-
cast that it has been controlled and it will initiate a DDoS
attack. If the attack is verified, the attack information can be
written to the blockchain ledger. Then, al of the loT gate-
ways will disconnect all of the controlled smart parties to
defend against the same DDoS attacks throughout the entire
network [3], [92]. We constructed the architecture for an anti-
DDoS scheme, which is described in Fig. 3. A pluraity of
nodes forms a blockchain network that processes a detec-
tion abnormal activity on the 10T devices that are targeted
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Fig. 4. One example of applying the blockchain in IoT.

by suspicious DDoS abnormal connections initiated by the loT
device. Then, the node submits the preliminary detection result
to blockchain to share information of suspected DDoS abnor-
mal connection. Based on the database’s sharing suspected
DDoS abnormal connections, a smart contract is executed to
analyze some targeted | P associated with DDoS alert. The tar-
geted |P acknowledges the aert and sends the reward to the
corresponding node. After receiving the reward, the node fil-
ters the DDoS connection by the 10T device, based on the
newly added DDoS alert.

To achieve the above proposal, there are three key issues
that need to be addressed. Problem 1 is the DDoS anomaly
detection. One method of detecting a DDoS is to analyze the
data flow: it can directly determine the characteristics of the
protocol (such as SYN FLOOD), and it can detect whether
the 10T device has completed the TCP connection initializa-
tion with a three-time connection. If it has not completed the
connection by the third time, it is likely to be DDoS abnor-
mal attack. The other kind of attack does not have obvious
protocol differences (such as UDP FLOOD). Thus, it is more
difficult to detect this type of DDoS attack. There is no differ-
ence between the UDP communication of the controlled IoT
device and that of a normal 10T device. In general, 0T device
activity functions are stable and fixed, and the data packet con-
tent is regular, as well. By clustering the contents of historical
UDP data packets to characterize severa types of groups, real-
time detection on a UDP connection to determine anomalies
shows strong potential [88], [91]. Problem 2 is how to compre-
hensively analyze the suspicious DDoS abnormal connections.
In atraditiona solution, data integration analysis till uses the
cloud. The cloud serves as a summary of al the information.
In the analysis center, if a downtime occurs, the entire solu-
tion will fail. Under the existing centralized architecture, the
single-paint attack problem cannot be solved. It is considered
that blockchain implements distributed ledger technology and
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the sharing of the analysis of preliminary detection results
without using the cloud. There is the possibility of mutual
trust, as well as the existence of malicious nodes. In order to
achieve a secure and reliable sharing analysis between nodes,
the blockchain can guarantee the following points.

1) Consistency: When there are malicious nodes, each node
can still record other nodes correctly. The submitted
data are consistent with the data stored in each node.

2) Cannot Be Modified: The records approved by each node
cannot easily be tampered with.

3) Anonymous. The attacker cannot speculate the
behavior of the node based on the submitted
information [89], [90].

Problem 3 is how to ensure compliance with source-
side deployment detection and prevention. Two methods are
the establishment of incentives to attract users to accept
safety measures for their 10T devices and the establishment
of a reward mechanism from the DDoS attack victim to
the abnormal result submitter. DDOS attack victims receive
a DDoS dert to avoid losses, so they offer rewards. The sub-
mitter will receive a reward for the anomalous result that
corresponds to this alert. The reward process is open, trans-
parent, and verifiable. Blockchain writes reward rules into the
smart contract, makes the whole process transparent to al the
nodes, and verifies the reward distribution process [90]-{92].

6) loT Network Self-Regulation: In an untrusted Internet
environment, how to build trust between 10T devicesis a chal-
lenge. Typically, a third party is required as an intermediary
between devices. Through the blockchain, an IoT device trust
relationship can be established without a third-party inter-
vention, and interaction between devices can be performed
directly. Blockchain creates an open and transparent rule
through the algorithm and redefines how to generate credits
to create a mutual-trust network. In this system, all of the
rules are prerepresented in the form of an algorithm. Service
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participants do not need to know the relevant information
of the other nodes, but mutual trust and transaction secu-
rity are guaranteed without centralized third-party intervention.
Organizational trust can be identified, and only trust algorithms
can be used to establish mutual trust and to eliminate unified
account updates and verification processes. Activities can be
recorded, transferred, and stored for service transactions, as
well [2], [4], [10].

V. BLOCKCHAIN-BASED |IOT ATTACKS

Just as the traditional 10T system has many drawbacks that
attacks can take advantage of, the blockchain-based 10T secu-
rity system does, as well. Based on the features of blockchain,
attackers change their strategies and construct new attacks on
the blockchain-based 10T system. In this section, we list pop-
ular blockchain-based 10T security attacks (Table V), such as
abandon, DoS, DDoS, equipment injection, falsifying, link,
modifying, public block modifying, and time interval destruc-
tion, among others. Blockchain-based 10T attack is a hot topic
in the disciplines of both IoT and blockchain. In this article,
popular attacks of interpretation and potential anti-measures
are briefly addressed and discussed.

A. Abandon Attack

Abandon refers to a node that holds auditing rights, discards
its members transactions, and isolates the members in the
blockchain system. When a node finds that its transaction has
not been processed, it can change its associated blockchain
and initiate a request to the neighboring blockchain. In the 10T
network, terminal devices or nodes are vulnerable to the attack
of abandon. A distributed block or node has the ability to deal
with abandon because of the features of decentralization and
independent of the blockchain [23]-{25], [93]{95].

B. Denial-of-Service Attack

In a DoS attack, the attacker sends so many transactions
to the target node that it exceeds its processing capability,
leaving it with no resources to handle the transactions from
other nodes. A DoS attack is one of the popular attacks in
the blockchain and in 1oT. We can construct effective log-
ical agorithms to prevent 10T from the DoS attack. The
anti-DoS measures are: 1) the 10T node does not send trans-
actions to other nodes unless it matches the entities in its
key list and 2) the overlapping nodes between each private
blockchain have a threshold of the maximum transaction rate.
If the threshold is exceeded, the key list is updated to prevent
the node from continuously sending transactions to the tar-
get node. In practice, the agorithms and mechanisms still
need improvement to more effectively defend against the DoS
attack [22], [23], [93]-{95].

C. Distributed Denial of Service Attack

In a DDoS attack, the attacker uses multiple nodes. The
anti-measures are; 1) infecting device nodes is very difficult
due to the use of asymmetric encryption key management
mechanism; 2) in private blockchain, node devices can only
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communicate with other devices by establishing a shared
key between nodes; 3) the authorization is required before
information exchange between different private blockchain
nodes; 4) using a double-chained structure, the information
transaction in the data block chain is invalid, and vice versa;
and 5) the method of preventing DoS attacks is also useful for
preventing DDoS. There are different measures to take against
DDoS, for different purposes and principles; an appropriate
approach should be adopted [21]-{24], [93]{95].

D. Equipment Injection Attack

Equipment injection is defined as when the attacker injects
fake nodes into the network to gain access to private
information. The encryption keys are suitable to resolve this
attack in the 10T network. The injected device will be isolated,
because local communication requires a shared key between
the private blockchain nodes.

E. Falsify Attack

A falsify attack occurs when the attacker generates a block
by forging a transaction and creating a falsified consensus.
The loT node can detect the falsified block in the verification
process by verifying the output and the owner of the ledger.
In order to achieve this goal, different consensus mechanisms
are the key [26], [93]-{95].

F. Link Attack

Link attack occurs when the attacker uses the same ID to
link transactions in multiple transactions or blockchains in the
system to find real-world identifiers corresponding to anony-
mous nodes. A well-designed defending mechanism occurs
when the node uses a unique private key in the transaction
and uses a partial blind signature algorithm and a one-time
public-key address [27], [93]-{95].

G. Modify Attack

A modify attack occurs when stored data are modified or
deleted in the system. The stored transaction includes a hash of
the stored data, used as evidence to store the data, or last mod-
ified to ascertain whether the data were modified or deleted. It
will not be recovered once it has been modified. A modifica-
tion of the mechanism can prevent data from being modified
or deleted [28], [29], [93]{95].

H. Public Block Modify Attack

A public block modify attack occurs when the attacker
broadcasts a fake ledger and uses it as the longest ledger, caus-
ing other nodes to use the attacker’s ledger as a real ledger in
the system. The consistency algorithm used limits the number
of blocks that can be generated in atime interval, which limits
the number of malicious blocks that can be added, preventing
an attacker from generating the longest ledger or from using
it as an actua ledger [30], [31], [93]{95].
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TABLE V
BLOCKCHAIN-BASED SECURITY ATTACKS IN |OT

Attacks

Attacking Mode

Defending Mechanism

Abandon

Denial of Service

(DoS)

Distributed Denial

A node that holds auditing rights
discards its members' transactions and
isolates the members.

The attacker sends so many
transactions to the target node that
exceed its processing capability,
leaving it with no resources to handle

the transactions from other nodes.

The attacker uses multiple nodes for a

When a node finds that its transaction has not been
processed, it can change its associated private blockchain
and initiate a request to the neighboring private blockchain.
1) The IoT node does not send transactions to other nodes
unless it matches the entities in its key list; 2) the overlapping
nodes between each private blockchain have a threshold of
the maximum transaction rate. If the threshold is exceeded,
the key list is updated to prevent the node from continuously
sending transactions to the target node.

1) Infecting device nodes is very difficult due to the use of

of Service (DDoS)  denial of service attack. asymmetric encryption key management mechanism; 2) in
private blockchain, node devices can only communicate with
other devices by establishing a shared key between nodes; 3)
authorization is required before information exchange
between different private blockchain nodes; 4) using a
double-chained structure, the information transaction in the
data block chain is invalid, and vice versa; 5) the method of
preventing DoS attacks is also useful for preventing DDoS.

Equipment The attacker injects fake nodes into the The injected device will be isolated because local

Injection network to gain access to private communication requires a shared key between the private
information. blockchain nodes.

Falsify An attacker generates a block by TheloT node can detect the falsified block in the verification
forging a transaction and creating a process by verifying the output and owner of the ledger.
falsified consensus.

Link The attacker uses the same ID to link The node uses a unique private key in the transaction and
transactions in multiple transactions or  uses a partial blind signature algorithm and a one-time public
blockchains to find real-world key address.
identifiers corresponding to
anonymous nodes.

Modify Malicious cloud storage modifies or The stored transaction includes a hash of the stored data, used
deletes stored data. as evidence to store the data or last modified to ascertain

whether the data was modified or deleted. It will not be
recovered once it has been modified.

Public Block The attacker broadcasts a fake ledger The consistency algorithm used limits the number of blocks

Modify and uses it as the longest ledger, that can be generated in a time interval, which limits the
causing other nodes to use the number of malicious blocks that can be added, preventing an
attacker's ledger as a real ledger. attacker from generating the longest ledger or using it as an

actual ledger.

Time Interval A malicious ledger generates multiple Nodes can detect that the number of blocks they receive

Destruction blocks in a consensus cycle. during the consensus period exceeds the number of allowed

blocks, thereby reducing the trust rate of the malicious node

before it is isolated.

I. Time Interval Destruction Attack

10465

cycle in the system. Nodes can detect that the num-

ber of blocks they receive during the consensus period
exceed the number of alowed blocks, thereby reducing

A time interval destruction attack occurs when a mali-
cious ledger generates multiple blocks in a consensus
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TABLE VI
THREE CATEGORIZATIONS OF BLOCKCHAIN
Category Example Consensus Advantage Disadvantage
Public Bitcoin PoW Decentralized, dynamic, scalable, Consumes a lot of electricity and
Blockchain supports a consensus of over 100,000 computing, low throughput, high
nodes latency, 51% of attacks
Ethereum PoW/PoS,  Solve the issue of PoW calculation Transitioning from PoW to PoS,
Ethash, concentration, reach a second-level consume more computing and
Casper consensus electricity
Consortium Hyperledger PBFT Solve Byzantine failure problems, Scenarios with fewer than 20
Blockchain pluggable consensus mode, multiple nodes, the algorithm complexity
consistency algorithms is high
quorum Raft/BFT Reach a second-level consensus, the The algorithm is high complexity,
consensus result is consistent and a neutralization mechanism.
correct
Private PBFT Able to resolve Byzantine failures Applicable to scenarios with less
Blockchain and quickly reach consensus than 20 nodes, high algorithm
complexity
the trust rate of the malicious node before it is is highly verifiable [101]. Combined with the chain structure

isolated [89]-{91].

VI. BLOCKCHAIN-BASED INFORMATION SHARING
SECURITY MECHANISM FOR |OT

A. Potential Integration of Blockchain for 10T Security

The purpose of 10T information sharing security is to share
information while ensuring information security. Information
security includes confidentiality, integrity, availability, authen-
ticity, traceability, and reliability.

For the requirements of security, ownership, and confi-
dentidity, algorithms, such as the Rivest—Shamir—Adleman
(RSA), Elgamal, Rabin, Diffie-Hellman (DH), and elliptic-
curve cryptography (ECC) are integrated into blockchain to
create mechanisms for asymmetry encryption and multisigna
ture. The Merkle tree and its variants used in the blockchain
system support simplified payment verification (SPV), which
verifies transactions without needing a complete blockchain
to meet integrity requirements. In addition, the Merkle tree
improves the efficiency of blockchain operations by storing
partial data. Thisisthe potential that blockchain can be applied
to loT devices and systems [96]-{100].

Blockchain systems use encryption to protect data. All of
the nodes need to verify the data before writing it to the
block. Once it is written, users can publicly query the nodesin
the blockchain network, which helps to eliminate information
gains and to reduce trust costs. The node that has the author-
ity, in blockchain needs, to mark the timestamp in the current
block header as the recorder of the data. Thus, the blocks
on the main chain are arranged in chronological order. As
a PoE, the timestamp adds a time dimension to the data and

of the blockchain, it meets the requirements of traceability.
The newly generated data in the blockchain need to be ver-
ified by all or most of the nodes to be written to the shared
ledger, and the ledger, then, is maintained by all blockchain
nodes. Hence, it is difficult to tamper with or to have forgery
committed against it.

B. Infrastructure of Blockchain-Based Information
Sharing in loT

Blockchain is categorized into three classes (Table VI):
1) the public blockchain; 2) the consortium blockchain; and
3) the private blockchain. There are no centralized offi-
cial organizations or regulatory agencies in the public chain.
Participating nodes are free to enter and to |eave the network.
The right to read and write data is not limited by the system.
The number of participating nodes in the public chain is large,
and the trust degree of the nodes is the lowest among the
three categories of blockchain. The consortium blockchain
comprises institutions and other agencies. It applies only to
members. The permissions of participation, read, and write
are based on specific rules. Compared with the public chain,
the consortium chain has fewer nodes, with a certain degree of
trust among the nodes. Typical consensus algorithms are the
Byzantine fault tolerance (BFT) and PBFT. The private chain
is established by the private organization itself, and different
nodes have different permissions. The private chain assumes
that the participating nodes do not attack and further relax
the assumption of the consensus mechanism. Typical consen-
sus mechanisms are Paxos and Raft; these do not consider
Byzantine failures [102], [103].
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TABLE VII
SCENARIOS OF BLOCKCHAIN-BASED |OT SECURITY

Scenarios

Security Issues

Effects of Blockchain

Decentralized and Disintermediated Information leakage, forgery or spoofing Decentralization
Platform Transparency
Data Processing & Provenance Data transmission, cross-network Openness
authentication Fairness
Public The Healthcare Industry EMR, information sharing, smart Encryption
Services wearables Privacy
Traffic Management Information delivery, verification and Time Order

access control
Smart City & Home

Individual privacy, network security

Blockchain applications are primarily based on the public
chain. Any node can freely join the blockchain network and
can maintain ledger data. This makes the public chain more
credible, but identification and data privacy can lack safety.
First, the public network is used for different scenarios of 10T,
such as smart traffic, smart healthcare, smart agriculture, etc.
Second, the consortium chain is used for different areas of the
scenario. Consortia are formed in different authorities of the
same industry. Only a member of the alliance can maintain
the blockchain data, while other nonauthorized nodes can-
not. Finally, the private chain is used between the nodes in
the area. Only these nodes can maintain the data. This fun-
damentally eliminates the possibility of unauthorized nodes
accessing the data. Since the data block chain is mainly used
for source data collection, the requirements of timeliness and
security are higher than that of the transaction block chain.
The private chain is more appropriate and secure; the transac-
tion blockchain can adopt the consortium or the public chain,
according to the specific application scenario [11]-{15].

VII.

The challenge for 10T security is the existing ecosystem
of loT servers and user terminals. Device connectivity and
information processing on the central server cannot accom-
modate the rapidly evolving transactions. The adoption of
blockchain can improve the IoT system and can raise the
security level of the entire platform [28]. This section high-
lights major applications of the blockchain-based 10T security
(Table VII), such as a decentralized platform, data processing
and provenance, public services, the healthcare industry, traffic
management, data provenance, and smart city and home use.

|OT SECURITY SCENARIOS UNDER BLOCKCHAIN

A. Framework of Blockchain-Based 10T Security Application

Both blockchain and 0T are characterized by decentraliza-
tion and distribution. Security features, such as authentication
and data security storage, have the potential to address secu-
rity issues. Blockchain is used to enhance the security of 10T
and is classified into the physical untrusted domain and the
blockchain domain (Fig. 4). The physical untrusted domain
contains different types of 10T terminal devices. The device
sends information possessed (e.g., device identity information,
location information, transaction information, etc.) to the
network in the blockchain domain and in the blockchain

system. The node completes the encrypted recording and the
storage of information to ensure the authenticity and integrity
of the device domain information in loT.

B. Decentralized and Disintermediated 10T Platform

The integration of the blockchain and 1oT will change
the origina relationship between the involved entities. loT
has the potential to connect al the things, and blockchain
can achieve value transfer and benefit sharing. On the basis
of the interconnections of people, things, and platform, the
blockchain establishes nodes, in a production relationship, that
automatically form a connection based on the programs and
protocols. Thisis arevolutionary change to the business model
based on a centralized platform. Although 10T implements the
decentralized communication of peer nodes, the relationship
between nodes still depends on centralized third-party inter-
vention. Hence, the future business model may build a weak
centralized or decentralized paradigm. The impact of a third
party on the entire platform ecosystem will be reduced [26].

With the development of wireless communication technol o-
gies, more and more loT application scenarios have been
achieved. The intervention of a third party not only increases
costs but it also reduces efficiency. User information may also
be compromised. Blockchain enables P2P payments without
third-party intervention. As a complementation, decentraliza-
tion and centralization will be complemented into a more
powerful and secure 10T system. Vehicle of Things is one
of the rapidly developing fields [104].

C. Data Processing & Provenance System

Blockchain can be used to process private data, effectively
preventing data loss and damage caused by malicious attacks.
Blockchain protects information by data encryption. The out-
put hash is encrypted using the private key. For verification, the
receiver decrypts the hash string using the public key, and then
recalculates the hash to validate integrity. Once the data are
stored in blockchain, users can access the data and can manage
their private information without having to access the original
data. Users can also use blockchains to protect the copyright
and ownership of their property, such as patents, videos, music,
etc. [90]{92], [105].

Blockchain records data in blocks associated with secure
protocols, thereby improving the security of the entire
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blockchain network. Blockchain can monitor and manage
malicious loT-related devices. Once the data or the device
appears to be abnormal, the corresponding protection pro-
gram will be immediately executed, in order to ensure the
security and reliability of the system. For example, the inte-
gration of food safety and 10T enables complete monitoring
of the food production and transportation chains. Blockchain
guarantees the authenticity and integrity of a variety of food
manufacturing processes [106]-{108].

D. Public Services

The public services of 10T have been extended to all aspects
of people’s lives, such as the healthcare industry, traffic man-
agement, and smart cities. However, there are still many
security problems when using 10T in public services. The
blockchain technology can provide protection to prevent pri-
vacy leakage and the security of service data transmission in
public services.

1) Healthcare Industry: A blockchain-based |0T healthcare
system enables the processing of smart contract information
among different parties, such as the patient, doctor, insurance
company, and pharmaceutical supplier, in a safe, transpar-
ent, scalable environment. The medical data are stored in
a common ledger and are processed smoothly. Specifically,
electronic medica records (EMRS) will be more convenient
and more scalable to adopt through the use of the decen-
tralized blockchain platform [109]-{113]. Moreover, smart
wearable devices are increasingly being applied in the medical
industry [114], [115]. For example, a smart bracelet can detect
an individual’s heart rate and can record the user’s movements
and sleep conditions. This information can be recorded and
transmitted to the terminal nodes connected to 10T. Blockchain
encrypts persona information to ensure the integrity and the
security of the information.

2) Traffic Management: The inclusion of 10T has greatly
improved the performance of transportation, but there are still
great security risks. For instance, information obtained through
electronic sensors needs to be shared with users through atraf-
fic command center. There may be a delay in the information
distribution process; users may not get information on time.
If the database is attacked, the entire transportation system
will be stagnant. 10T traffic effectively uses sensors, commu-
nication technologies, and Al and combines with blockchain to
build an open distributed network. Each user can receive traffic
information directly and can share current traffic status. In the
near future, driverless automatic driving can be achieved with
the use of the blockchain-based 10T platform [116]-{118].

3) Smart City: The loT is a powerful system that provides
residents with sufficient resources and convenient services in
a smart city system, which consists of smart home, smart
health, smart energy, smart traffic, smart parking, and smart
cleaning. A smart city system is a comprehensive ecosys-
tem in which individual information is stored and the related
requested transactions occur. The answers to questions regard-
ing how to keep personal information private and secure, how
to ensure the safe and effective use of available resources,
and how to improve the smooth operation of the entire
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system are related to the common development of people and
society. Blockchain is becoming more and more popular in
practice, adopting encryption protocols and consensus mecha-
nisms to prevent any compromise to persona information, as
well as adopting a decentralized algorithm and a smart con-
tract paradigm to construct a safe network and to guarantee
a higher performance smart city system. A blockchain embed-
ded IoT platform will not only protect individual privacy and
safety for a smart city system, but it will change the orig-
inal operation process from centralization to at least partial
decentralization [119]{121].

VIll. RESEARCH CHALLENGES AND FUTURE TRENDS

By adopting blockchain and related technologies, the 10T
network can effectively solve data management, trust, secu-
rity, and privacy issues. 10T can use the security mechanism
of blockchain to establish a trusted encryption system and
to improve network security performance. However, unlike
general blockchain techniques that are typically applied to
a distributed system, the communication of 10T devices is
highly dependent on the underlying physical characteristics
(e.g., the bandwidth and performance of communication).
When the communication quality is poor, the communication
between the nodes will be unequal. This will cause problems,
such as the inability to verify the block and waste computing
resources, and it will destroy the consistency of the blockchain
system. On the other hand, due to the large number of loT
devices and data, the generation rate of blockchains and the
capacity of blocks are very high. Blockchain can enhance
the security of 10T, but the application of blockchain in loT
runs contrary to the low block capacity of blockchain and the
channel propagation. Therefore, the application of blockchain
enhances the security of 10T. However, there are still some
technical issues in practice, including the performance of 10T
data processing, consensus mechanisms, network bandwidth
and capacity limitations, unreliable data communication, and
the inconsistency of block recording.

A. Technical Challenges

1) Performance of 10T Data Processing: The computing
power and the storage capacity of 10T devices are, generally,
weak. This restricts the application of blockchain in 10T secu-
rity. Cryptography is the basis for ensuring the security and the
reliability of blockchains. Especialy, in the consortium chain,
it is necessary to use data signature technology for transaction
identification and identity authentication and to protect privacy
through data encryption technology. For some 10T devices, itis
impossible to perform signature or encryption because of their
poor computing performance. Currently, hardware encryption
engines, such as integrated security chips, can provide sigha
ture/encryption computing capabilities and can improve device
encryption computing power. In addition, the account data of
the blockchain node needs to consume a large amount of stor-
age space and, usually, 10T devices cannot meet the storage
requirements. Not all information is necessary to be recorded
in the distributed ledger. It is better to distinguish which type
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of data needs to be recorded and which type of data can be
recorded by other methods [38]-{40], [78].

2) Consensus Mechanisms: In the public chain, the PowW
algorithm is used to implement the consensus mechanism.
Although the PoOW mining algorithm solves the transaction
consistency problem, it causes a lot of wasted resources. In
addition, mining incentives can lead to highly concentrated
mining pools. The decentralized design has a long-term con-
sensus period, with only seven transactions per second. In the
consortium chain, the BFT algorithm is used to implement
the consensus mechanism, which solves the problem of low
efficiency and high resource consumption of the POW ago-
rithm. The BFT agorithm provides alarge number of signature
verifications for comprehensive P2P communication monitor-
ing anomalous behavior. But the communication complexity
is high, which brings heavy system overhead and reduces
the consensus efficiency and the node scalability. This is far
from meeting the blockchain requirements for 10T security
expectation. Hence, consensus agorithms need to be modi-
fied and improved in order to meet the development of 10T
security [11], [15], [101].

3) Network Bandwidth: The application of the blockchain
has spread, and the number of nodes in the distributed ledger
system has aso increased. In the P2P architecture network,
only a small number of nodes are interconnected, and the cur-
rent network can fulfill its bandwidth requirements. In future
loT applications, the number of nodes in blockchain will be
increasing sharply. The large number of interconnections and
broadcasts between nodes can easily cause broadcast storms
and can consume too much network bandwidth. As a result,
the performance of the 10T network could be degraded or even
paralyzed. As one type of cloud computing, edge computing
has the potential to deal with distributed nodes communication.
It is likely that the problem of network bandwidth require-
ments for large-scale deployment blockchains can be solved
in loT [4], [7], [43].

4) Unreliable Data Communication: Unlike computer
nodes in the Internet, 10T devices are affected by the trans-
mission of physical underlying information. 10T devices can
communicate viawireless access, such as by distributed drones
and automotive network communications. If the quality of the
wireless link is poor, the information transmission of the node
will be unreliable, resulting in a change in the topology of
the blockchain network. The verification node would not be
able to receive the information of some devices normally,
resulting in an incomplete data process in the blockchain
system. Since the blocks are stored in a chronological order,
node communication is unreliable, and lost data cannot be
recovered [44]-{47], [84].

5) Inconsistency of Block Recording: IntheloT, the amount
of data generated varies by location and device due to com-
puter, communication capabilities, and services. This causes
the node to synchronize the 10T data record and the block
sequence, resulting in a network node. Incomplete or incon-
sistent records can result in inconsistent (forked) blockchains.
The hierarchical blockchain architecture is one of the ways to
solve the inconsistency problem. The upper main blockchain
verifies and stores the entire network data by deploying nodes
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with large computing power and capacity. The lower sub-
blockchain manages data for some physical areas or device
components and blocks blockchain data for different layers
to perform block management. Record rates can vary, reduc-
ing the pressure to maintain consistency across large network
sizes [93], [107], [116].

B. Research Trends

1) New Blockchain-Based Business Mode: In the future,
loT will connect devices together to process data transactions.
It is also desirable that devices connected to loT will have
intelligent various applications and will work independently,
under given rule logic, to achieve commercia value. It is
necessary to reliably record the transaction requests sent by
smart devices, in order to ensure the validity of transactions.
For the 10T, under the current centralized architecture, it may
be difficult to accomplish the above-mentioned autonomous
collaboration and effective transactions because the parties
involved in such collaboration and transactions often belong
to different stakeholders and have difficulty determining trust
relationships. Thus, the cooperation and the transactions of
loT devices can only be performed under the same trust
domain. This greatly reduces the actual commercial value of
loT applications.

Blockchain can provide direct transactions for trusted inter-
mediaries. Autonomous distributed P2P telemetry (ADEPT) is
ajoint authentication system developed by IBM and Samsung,
using blockchain. This technology builds a distributed network
of smart devices and verifies the feasibility of a decentral-
ized 10T architecture. ADEPT enables the devices connected
to it to communicate securely and efficiently and to implement
complex business logic. For example, when its level of wash-
ing powder is insufficient, the smart contract control of the
washing machine in a home can directly purchase the pow-
der from the supplier, and blockchain will directly confirm the
order and complete the payment operation between the smart
devices connected to the ADEPT. The blockchain of things
has the potential to develop the smart of things [1]-{4], [122].

2) Integration of Blockchain and Edge Computing for 10T
Security: Edge computing is an open platform that integrates
network, computing, storage, and application core functions
on the side close to the source, in order to provide near-end
services. Its applications are launched at the edge, accelerating
the responsiveness of Web services and meeting the industry’s
basic needs for real-time business, application intelligence, and
security and privacy protection [123].

Although edge computing reduces the security of 10T, the
coverage of edge computing is severely limited by the large
number of terminal devices in I0T. Security issues continue to
be exposed, leading to unresolved security issuesin [oT and to
many new security issues in edge computing. These can result
in no security measures for data in edge computing devices,
data leakage, data tampering, data corruption, and a lack of
privacy. From the perspective of edge computing, its security
systems fall into four categories. 1) data security; 2) identity
authentication; 3) privacy protection; and 4) access control.
Blockchain can deal with trust issues, data security issues,
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identity permission issues, and privacy protection issues in
nonsecure environments, as well as other issues [56], [124].

3) Double-Chained 10T Security Scheme: In view of the
lack of credit guarantee mechanisms and the information
safety problems in 10T, information sharing, data tampering,
and decentralization research have been carried out. Moreover,
a lightweight information sharing security mechanism of 10T
is another direction for growth. Based on the blockchain, the
data blockchain and the transaction blockchain can be com-
bined into a double-chain mode to protect data collection and
information transactions. Specifically, the data blockchain uses
the consensus mechanism to form a data ledger to prevent
tampering or destruction of the stored data; meanwhile, the
transaction blockchain provides decentralized, tamper-proof,
traceable, and efficient ledger to support payment activi-
ties and behavioral records between the different nodes of
loT [1], [125].

4) Interoperability of 10T, Blockchain, and 6G: Integrating
blockchain into 10T will enhance the effectiveness and improve
the overall performance of the entire loT system. Both loT and
blockchain have the potential to be employed for the develop-
ment of the next generation of mobile communication 6G. 6G
will be a more distributed network that will achieve seamless
connection throughout space, sea, sky, and land. As a com-
prehensive network, 10T will assist to accomplish all potential
connections of 6G; as a distributed platform, blockchain will
be used for each single terminal to guarantee the security and
performance of 6G. How to adjust the infrastructures of 10T
and the transaction procedure of the blockchain will be an
interesting question [1], [4], [8], [10].

IX. CONCLUSION

The 10T will be increasingly combined with technologies,
such as Al, big data, cloud computing, and deep learn-
ing. Security issues and the corresponding technologies will
become more and more abundant and advanced. In addition to
traditional security methods, the security of 10T will be inte-
grated with the blockchain to make information and systems
more reliable and more stable.

Both blockchain and 10T have the feature of decentral-
ization, which makes integration more likely. Blockchain
offers reliable information interaction, complete data stor-
age, trusted node authentication, and other security functions.
In 10T, the blockchain can provide access authentication,
data protection, and anti-DDoS attacks on a large number
of devices, effectively providing privacy and anonymity pro-
tection for 10T devices, and reducing single points through
flexible data interaction and node consensus. The risk of fail-
ure may be exacerbated by malicious attacks, such as botnets.
However, while on the one hand, block generation inconsis-
tency will occur due to the huge difference in the computing
and communication capabilities of 10T devices, on the other
hand, accessing large devices will result in a huge increase
of data in the blockchain. This adds to the challenges for
the data processing and storage capabilities of the blockchain
system. In future applications, blockchain systems need to be
further improved to support 10T security more effectively.
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Developing a security infrastructure for the 10T requires col-
laboration, coordination, and integration for each loT-related
entity. Blockchain has the capability of stimulating seamless
communication and the interaction of related devices within
the loT ecosystem. Based on the blockchain, the data in
loT can be converted into blocks with a decentralized struc-
ture and can be constructed into a mutual trust mechanism
by smart contracts and by other blockchain-based protocols.
The blockchain consensus mechanism and decentralized plat-
form provide a secure and scalable environment for 10T to
achieve a truly distributed database and a consistent archi-
tecture. Blockchain has the potential to implement advanced
performance paradigms for 10T, in order to prevent security
attacks and privacy breaches.
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