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Abstract. As blockchain development continues at an ever-increasing pace, an
increasing number of individual actors and organizations throughout entire econ-
omies get into contact with the technology. Furthermore, the growing collabora-
tion of companies, customers, suppliers, and other actors is evolving into a mul-
tilateral network between the parties engaged with the technology. Therefore, to
understand blockchain-based business models and innovations, it is necessary to
understand human interactions within blockchain ecosystems. Consequently, this
paper offers new insights concerning the role of human actors within blockchain
ecosystems. For this purpose, the structure within and around the Ethereum-
blockchain is analyzed using existing literature on the Ethereum ecosystem and
Sociotechnical systems. The analysis results are then placed in their context and
summarized in a framework for comparable ecosystems.

Keywords: Blockchain, Ethereum, Sociotechnical systems, Ecosystems.

1 Introduction

Modern blockchain systems may provide a contemporary solution for protocol-based,
decentralized communications, digital data transfers, and financial transactions [1]. In
essence, blockchain may unlock opportunities for cooperation in low-trust environ-
ments, improved data management, and higher process transparency. However, while
blockchain may enable central elements of machine-to-machine interaction in the ma-
chine economy, human-computer interactions will continue to remain a crucial element
in technology's agency wherever human and technical actors interact [2, 3].
Comparable to ecosystems in biology, the interaction of humans with technology
creates a complex system of organizations, institutions, consumers, as well as technical
and technological components - essentially an ecosystem in information technology
(IT). Like its biological counterpart, an IT ecosystem is characterized by two or more
network participants whose collective success and continued existence depend on their
harmonious coexistence [4]. While representatives of other academic disciplines have
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recognized the challenges and structures of these interactions for some time, infor-
mation systems (IS) research is currently catching up with anthropologists such as Haff
[5], or sociologists such as Guthrie [6], who have dealt with the influence of humans
on technologies and investigated the role of humans within these ecosystems.

While previous research has primarily examined blockchain systems with a focus on
their technological orientation and potential [7], their impact on human-driven systems
and processes [8], as well as their use as superior communication and transaction sys-
tems, has not been examined thoroughly in the past. Therefore, since human interaction
is a fundamental part of blockchain systems, this paper aims to improve our understand-
ing of the collaboration between humans and blockchain. In doing so, our research aims
neither in providing a behavioral analysis nor in advancing the theory of sociotechnical
systems (STS). Rather, we hope to use the lens of an established research domain to
gain insights into blockchain ecosystems that may allow both researchers and practi-
tioners to better understand the Ethereum ecosystem in specific and open blockchains
in general. The Ethereum blockchain provides the foundation of decentralized financial
applications [9] and decentralized autonomous organizations [10] that are crucial for
public and private actors to understand thoroughly.

To gain an in-depth understanding of the multilateral relations between machines
and humans within blockchain ecosystems, we pose the following research question:

How can blockchain systems be described as sociotechnical systems?

To answer our research question, we have structured this research paper as follows.
First, we explain the foundations of sociotechnical systems and then derive character-
istics of blockchain that are relevant for the analysis of both blockchain ecosystems in
general and the Ethereum ecosystem in specific. Building on this theoretical founda-
tion, we will then explain the methodological approach of our case study research in
detail and explicate how we collected and evaluated the underlying data. We then pro-
vide an overview of our results regarding the Ethereum ecosystem visualized in a
framework. Lastly, we discuss our results in the context of sociotechnical theory, pro-
posing a blockchain-based form of an STS [11].

2 Foundations

2.1  Sociotechnical Systems

STS result from the convergence of social and technical subsystems, which often result
in a unified and value-creating ecosystem [12]. Thereby, it ties in with the current trend
regarding companies and public institutions, which increasingly distance themselves
from hierarchies and enact changes in their company culture to enable networks with
decentralized structures, agile work, and dynamic processes. The complexity arising
from these developments requires flexibility and diversity while simultaneously gener-
ating profits and maintaining efficiency and control [13]. In order to solve these com-
plex problems and achieve an optimized performance, the relevant organizations rely



on STS, which requires both humans and technology to work interdependently on max-
imizing the ecosystems' output [14]. However, the overall efficiency of STS may only
improve if both subsystems are understood and optimized as a whole [11].

The social subsystem comprises an organizational structure incorporating cognitive
aspects, hierarchies, and basic economic principles [14]. On the other hand, the tech-
nical subsystem traditionally consists of a physical system and specific tasks. The phys-
ical system includes hardware, software, and facilities, while the tasks primarily refer
to work. STS follow a democratic approach that equally offers knowledge and freedom
to all participants [13]. The interaction of social and technical components within the
ecosystem unleashes a considerable potential but can also lead to complicated, uncon-
trolled, and unpredictable problems [14]. Understanding and fixing these types of prob-
lems will help produce innovative and efficient systems [13].
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Figure 1. Sociotechnical system (STS) in a general complex environment,
based on Bostrom and Heinen [12, 15], as modified by Oosthuizen and Pretorius [14, 16].

While the STS in a generally complex environment (see Figure 1) offers a solid
overview of how an STS is usually structured, it may not directly apply to blockchain-
based systems. For example, the inherent characteristics of the DLT infrastructure can
be intuitively related to this general structure of an STS, but in the specific case of
Ethereum, it is crucial to have a clear overview of the complexity of the ecosystem and
to include specific characteristics to better understand the social aspects of the system.

2.2 Blockchain

Blockchain technology is an implementation of decentralized ledger technology orga-
nized as a peer-to-peer network. Each participant in the system maintains a redundant
system data set and can modify it or add their personal data as a contribution to the
community in the absence of a central intermediary [17]. This data is grouped and
stored in blocks linked in chronological order throughout the blockchain [18]. While



the original Bitcoin blockchain, as proposed by Satoshi Nakamoto, primarily served the
purpose of allowing any individual with access to a computer to execute financial trans-
actions without relying on an intermediary, the technology has since evolved to enable
several other use cases, e.g., in supply chain management, interbank payments, and
decentralized autonomous organizations [10, 19-21].

Despite their increasing number and complexity, blockchain implementations are
either permissioned or permissionless blockchains and may be characterized using a
total of five different properties [20]. Permissionless blockchains are blockchains in
which "any peer can join and leave the network as a reader and writer at any time," and
there is no central entity which manages [...] membership, or which could ban illegiti-
mate readers or writers." [20] On the other hand, permissioned blockchains are de-
signed in a way where "a central entity decides and attributes the right to individual
peers to participate in the write or read operations of the blockchain." [20] The five
different properties that characterize distributed ledgers, and thereby blockchains, are
public verifiability, transparency, privacy, integrity, and redundancy [20]. Depending
on how a network is permissioned, individual actors within a specific network that can
realize these properties may be limited.

The extensive range of blockchain-based services [22—24] and the continuously in-
creasing complexity and variability of these systems [25] means that their surrounding
ecosystems and implications are increasingly hard to comprehend. This is further con-
founded by the multi-dimensionality of the technological or technical parameters in-
volved [26], resulting in an extensive network of human actors or organizations directly
influenced and controlled by humans. Thus, a holistic understanding of the human par-
ties involved and their interaction with and the role they play within the technical sys-
tem is crucial to adequately evaluate strategic and financial decisions, such as answer-
ing user questions.

3 Methodology

Identifying human roles within blockchain ecosystems is a multifaceted endeavor as
individuals inside these environments usually do not hold official titles or positions and
can hardly be identified without further investigation [27]. Therefore, a single case
study following the approach and recommendations offered by Yin [28] is carried out
to answer our research question. Consequently, Yin's [28] recommendations are com-
plemented using insights into blockchain-specific research, such as those proposed by
Treiblmaier [29]. Accordingly, we planned, designed, prepared, collected, analyzed,
and shared our ideas, framework, and results. In doing so, we rely on our initial over-
view of an STS in a complex environment. Using this well-established framework, we
analyze the sociotechnical interaction within the Ethereum ecosystem. The case study
approach allows us to focus on the human role and the possibility to explore the
Ethereum environment holistically. In addition, we can define roles and understand the
interaction between humans and the technical system [30, 31]. The case study's out-
come is a framework that maps all identified parties in the Ethereum network and de-
scribes how they interact with each other and with the system itself. Our Ethereum-



specific results will then be used to derive and develop a framework that considers the
roles and positions in blockchain-based STS.

Relevant information on the Ethereum ecosystem was retrieved from grey literature
and completed by scientific publications. The decentralized nature of the network re-
sults in information being published predominantly on sources attributable to the
Ethereum platform and related websites. Thus, various Internet sources form the data
basis for carrying out our general review of the existing literature, e.g., whitepapers,
forum entries, and social media. In order to gain further insights into the interaction of
humans and technical systems, works by Buterin [32] and Wood [33] were analyzed to
identify the multiplicity of interfaces they mentioned between the blockchain technol-
ogy and the human role. In addition to the parties identified and parallel to this funda-
mental research, the first step of the structured analysis consisted of a consultation of
the ethereum.org website, which the Ethereum Foundation officially administers. The
Ethereum whitepaper and numerous articles published on the website provided initial
insights into the rough structure of the ecosystem and contained parties [32].

The Ethereum blog, officially administered by the Ethereum Foundation, was sys-
tematically searched in the next step. All blog entries from 2014 to 2021 were searched
chronologically for references and explicit mentions of interacting parties in the eco-
system. Eligible entries were organized in a list with the help of corresponding key-
words, summarized in a factor-oriented manner, and used to identify the parties. If data
was not sufficient for a description of parties, supplementary information was obtained
via various websites linked in the blog entries and elicited during the unstructured in-
ternet research, social media, and forums or further publications by authors of the
Ethereum blog.

Next, we identified and selected several empirical primary sources, assessed and
evaluated their quality, and synthesized relevant information. The decentralized organ-
ization of blockchain systems is also reflected in the proportional weighting of the types
of sources used. Of the total sources used in the analysis section, more than 70 percent
are internet sources, and less than 30 percent are available as non-internet sources. The
decisive factor for this is the similar network structure and the strong connection of
blockchain technology to the internet. The internet, including its modern communica-
tion opportunities using blogs, forums, or social media, offered people in blockchain-
based ecosystems an optimal platform for exchange.

Table 1. Sources of data in the single case study

Weight Sources cited Authors cited
more than once more than once
Blog entries 41.0% [34-41] [42-58]
Scientific publications 24.4% [18, 59-72] Seldomly cited
Webpages/Online articles 21.8% [73-77] Seldomly cited
Social media 7.7% [27, 78] [27,78,79]
Books 5.1% Seldomly cited Seldomly cited




Table 1 lists all categories of sources that led to identifying the human role, its con-
crete manifestation in the system, and explaining their respective function, ordered by
their weighting about the overall extent of sources analyzed. Sources cited more than
once and authors (per source type) are listed separately to show their relevance for the
results' development.

Eventually, we entered an exchange phase in which the results from our analysis
were discussed, evaluated, and structured. As a result of this phase, we devised an over-
view of the Ethereum ecosystem that allows us to transfer these findings to an STS in
a blockchain-specific environment.

4 Ethereum as an Ecosystem

In the following, we provide insights into the Ethereum ecosystem, characterized by its
community, operational entities, ecosystem supporters, stakeholders, network security,
and communication channels (see Figure 2).

4.1 The Ethereum Community

Any individual or organization participating in Ethereum is part of the Ethereum com-
munity. Since the platform has been implemented open-source, the active participation
of community members in the system is an essential contribution to the value creation
of the overall network [32]. Each device connected to the network expands it in terms
of its number of users, computing power, and the capabilities of the distributed ledger
[18]. Without the community's contribution, blockchain would be nothing more than a
technology whose mere existence brings no added value, as network effects only ensure
that the benefit for one side of the market increases while the number of players on the
other side increases [42, 70].

Strategy, Governance, and Administration

The first identified role in the Ethereum ecosystem is the founders of Ethereum, includ-
ing Vitalik Buterin as their central figure. In 2013, he published the Ethereum white
paper describing a next-generation smart contract and decentralized application plat-
form based on blockchain [32]. Subsequently, Gavin Wood defined the technical im-
plementation of the blockchain protocol in the Ethereum Yellow Paper [33]. The pri-
mary organizational actor in this field is the Ethereum Foundation which is a non-profit
organization registered in Switzerland [45] and - amongst others - responsible for plan-
ning Ethereum conferences, workshops, supporting research and development (R&D),
administrating tasks, financing issues, and allocating resources [48].

Research and Development

The next identified area of responsibility is R&D. The relevant roles in R&D subdivide
into developers and researchers. The network of Ethereum developers has become vast
and diverse, ranging from individuals to banks, governments, corporations, distributed
companies, DApps, and other institutions [46]. Inside Ethereum, Ethereum Foundation



developers and their affiliates work on back-end solutions, tools, identity and reputation
systems, or front-end environments [46]. Core developers contribute to the develop-
ment of the Ethereum protocol and thus provide an enormous benefit to the entire com-
munity [80]. The other developers form the group of community developers who vol-
untarily advance Ethereum [81]. Ethereum researchers complete the area of responsi-
bility of R&D. Ethereum Foundation researchers are researchers directly connected to
the Ethereum Foundation or its subsidiaries. Community researchers are those commu-
nity members who may propose technical or professional features [82].

4.2  Operational Entities

Governance provides the basis for operations [65], R&D creates future value for the
platform [71], but ultimately the value that individuals derive from the system depends
on how operational entities use the resources provided to them. In this analysis, the
term operational entities, thus, refers to individuals and applications that use Ethereum
as a platform. To ensure decentralization, Ethereum consists of a distributed network
of nodes. Besides operating the nodes themselves, users can access nodes via so-called
"Node Service Providers." They provide direct access to Ethereum across different cli-
ents and provider-specific programming interfaces [74]. The Ethereum yellow paper
[33] specifies the structure of the Ethereum blockchain but does not limit their imple-
mentation to a specific programming language. Thus, a client represents an implemen-
tation of the specifications of the Ethereum blockchain in any programming language
and allows users to interact with the network via local synchronizations of the Ethereum
blockchain [41]. The network can also be accessed via web applications, effectively as
a remote interface [41]. Clients can also exist in the form of wallets, which are applica-
tions that allow users to interact with their accounts [83].

4.3  Ecosystem Support and Stakeholders

To ensure the operability of the network, some individuals and institutions provide val-
uable financial and non-financial support to the Ethereum ecosystem [36]. Non-finan-
cial support for Ethereum is, for example, provided by teams that are deployed, sup-
ported, or sponsored by the Ethereum Foundation. The members of these teams work
on the growth and improvement of Ethereum in different areas across the ecosystem.
Therefore, they cannot be clearly assigned to a single area of responsibility without
precise differentiation [84].

Open-source projects often suffer from being underfunded. Therefore, there is an
increased need for financial support from external parties [49]. In the context of this
analysis, investors, on the one hand, and sponsors, on the other hand, form an extract
of those who provide financial support to the Ethereum ecosystem. In July 2014, nu-
merous investors enabled the kick-start of Ethereum by crowdfunding the platform
[85]. Today crypto exchanges provide a market for crypto assets such as Ether, which
becomes apparent considering its market capitalization of around 545 billion US dollars
as of November 14" 2021 [86]. Furthermore, investors recognize that investing in



cryptocurrencies is a viable way of diversifying their portfolios [69, 87]. Another in-
strument for supporting the network is sponsorships [54, 56].

Monetary, as well as non-monetary support of any kind, often leads to interdepend-
encies between the parties involved and results in collaborations and partnerships [88].
Hence, cooperation that arises from sponsoring is likely to happen. [51]. Furthermore,
the Ethereum Foundation has established educational and research collaborations for
workshops with renowned research institutions and continuously promotes organiza-
tional engagement in the Ethereum ecosystem [35].

4.4  Network Security

In Ethereum, the first instance for network security consists of the miners. They main-
tain the network's data integrity, as well as the integrity of its transaction history. Users
dedicated to this task either operate individual mining nodes or join forces to form min-
ing pools. Besides that, security tools were developed to assure the flawlessness and
quality of smart contracts. Tikhomirov et al. [72] analyzed the effectiveness of security
tools by examining SmartCheck and concluded that security tools are a solution with
potential but need to be improved to mitigate the security risks blockchain faces.

Lastly, companies within the Ethereum community teamed up to form what they
consider to be security associations, such as the "Smart Contract Security Alliance", to
collectively ensure an improved level of security in Ethereum and other blockchain
applications [90]. The Ethereum Foundation also installed an IT security team that of-
ficially communicates all security incidents on the Ethereum blog to inform and warn
users of urgent security risks [38].

4.5 Communication Channels, Sources of Information, and Projects

To complete the analysis, it is essential to consider the communication channels,
sources of information, and projects or programs within the Ethereum ecosystem. The
distinction between the individual categories may not be clearly defined in some in-
stances and depends on their context. Throughout the network, users communicate
across various channels, such as internet forums or social media. The responsibility for
choosing a suitable medium for communication lies with the community members, who
have absolute freedom in doing so. That is why communication channels with only
little regulation take on a unique role in ecosystem communication. For example, in
addition to the Ethereum blog and the website, social media also represents a commu-
nication channel for the Ethereum Foundation.

Although communication channels are used for exchange across the community re-
garding application questions, discussions, and obtaining information, there are various
websites that, in addition to their possible function as communication tools. They are
also defined as sources of information within the context of our analysis. Lastly, the
Ethereum Research website is a semi-public forum where the community may partici-
pate in research activities, generating new knowledge and information [91].
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To promote development activities within local communities, Buterin [43] an-
nounced the creation of community hubs or incubators, the so-called "holons" in several
international locations. Involving the community in R&D is essential, as it is the only
way to gain an unbiased understanding of the ecosystem's ever-changing needs. Apart
from this, community-driven initiatives promote R&D and topic-based exchange, such
as the EDCON (Community Ethereum Development Conference), a non-profit
Ethereum conference focused on R&D that takes place once a year [92].

5 Ethereum as a Sociotechnical Ecosystem

The following section compiles the collected findings on Ethereum as an STS into a
generally applicable framework for comparable blockchain systems to further answer
the research question formulated at the beginning of our paper. As shown in Figure 3,
the sociotechnical blockchain ecosystem may be placed within a complex environment
and is split into two different but interconnected dimensions, namely the social system
and the technical system.

Regarding its social system, a blockchain ecosystem is organized in an decentralized

manner and governed by individual people.? Our analysis of the social subsystem shows
that researchers, developers, validators, and other stakeholders form the primary por-
tion of the people acting within the blockchain ecosystem. Especially, researchers and
developers are an important source of economic growth and perform central tasks
within their ecosystem and for dedicated entities [93]. Structure is concerned with how
to organize people and, thus, control the ecosystem, attribute specific rights to individ-
ual roles, and govern potential future changes within a decentralized organization. Fur-
thermore, structure supports the symbiosis of different projects, thereby also creating
added value in the long term.
The technical system firstly consists of the physical system. The physical system may
primarily refer to internet infrastructure, mining hardware, hard disks, other applica-
tion-specific integrated circuits, and software. This part also includes various forms of
nodes, such as mining nodes or light nodes and client software. Additionally, task refers
to the execution of protocols and other computational processes. For blockchain, this
mainly means the secure execution of the consensus algorithm or smart contracts.

2 Even though the Ethereum Foundation was used as a formal organizational vehicle to set-up
the Ethereum blockchain, our analysis has shown that it does not wield unduly influence. There-
fore, the distinctive aspect regarding the Ethereum Foundation is that despite its importance for
Ethereum, there is no centralization of power. Our analysis indicates that people and the com-
munity play a crucial role within the structure of the decentralized organization.
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Figure 3. Sociotechnical system in a blockchain-specific environment
based on Bostrom and Heinen [12, 15], as modified by Oosthuizen and Pretorius [14, 16].

All dimensions are distinct from each other but strongly connected:

Analogous to the interaction channels identified in the Ethereum ecosystem, which
serve for general exchange regarding the platform's future development or the organi-
zation of events and programs in the cosmos of the blockchain system, these can also
be found in comparable ecosystems. Online forums, social media, and independent
websites, which are subject to little-to-no regulation and thus support the decentralized
organization of people, continue to be the foundation for internal communication, thus
forming the basis of the connections within the social system.

Within the technical system, however, tasks are usually executed via protocols on a
physical system. On the blockchain layer, protocols define the network rules and their
correct execution, while smart contracts allow the execution of arbitrary programming
logic and enable second-layer applications.

While people may choose a specific physical system and control the tasks executed
on it, the structure of an organization directly dictates both the physical system that
meets its requirements best, as well as the protocols it requires for managing its tasks.
Figure 3 visualizes the findings on the human role in blockchain ecosystems based on
the STS framework by Bostrom and Heinen [15], as modified by Oosthuizen and Pre-
torius [16].

6 Discussion and Conclusion

To understand modern blockchain-based business models and platforms, it is neces-
sary to illustrate the interaction of humans and computing within these social-technical
ecosystems. In its essence, blockchain embodies a model for data storage as well as
data transfer and ultimately unfolds its maximum value only through human interaction
[17]. Comparable to ecosystems in biology, the interaction of humans with technology
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creates a complex system of organizations, institutions, consumers, and technical as
well as technological components - an ecosystem in IT.

The complexity and vastness of a network based on blockchain imply that it may not
be possible to map all the instances or roles, and activities in which people directly or
indirectly participate in the network. This is due to the natural construction of ecosys-
tems around digital blockchain platforms. For example, while traditional business mod-
els create value within a company or a particular supply chain, digital platforms use an
ecosystem of autonomous actors to generate added value collectively [94]. In this con-
text, it is crucial to consider the differences between permissioned and permissionless
ledgers: design choices may directly affect the extent to which a group of actors may
be included and how much information is stored within the ecosystem.

Identifying the different parties and the clear assignment are the biggest challenges
in visualizing the human role in blockchain ecosystems. Since blockchain ecosystems
are not limited to their technological boundaries and exist beyond them, precise identi-
fication of the actors is challenging. In addition to clearly identifiable ecosystem com-
ponents, such as the operational entities through which people are indirectly represented
in the blockchain ecosystem, stakeholders, regulators, and other parties outside the
community can only be identified by outsiders with the help of extensive research, ex-
clusive information, or insider knowledge.

Thus far, researchers have often taken either a social or a technical perspective on
distributed ledgers and their ecosystems. Although in doing so, social papers took an
economical approach to their core topic by analyzing the economic potential of block-
chains or the incentives of the different actors involved, the technical side is usually
covered using design-science research (DSR). While technical limits often restrict eco-
nomic actors within a network, DSR usually builds on the evaluation of IT artifacts by
users or beneficiaries of a technology. However, as we take an ecosystem perspective,
our analysis focuses directly on the Human-Machine interaction rather than solely con-
sidering the other side of the equation. By doing so, our theoretical contribution lies
primarily in the provision of a detailed description of the Ethereum ecosystem, as well
as an analysis of Ethereum as an STS. For practitioners, our construct offers insights
into the complex Ethereum ecosystem and allows decision-makers to focus on both the
social, as well as technological implications of using blockchain within their organiza-
tion. Future research may narrow down further and specify the frameworks developed
in this work or develop corresponding tools for identifying the human role in block-
chain ecosystems. A generalization of the different blockchain systems will continue to
be a challenge. Especially, private permissioned blockchains may provide new and dif-
ferent roles. However, it is conceivable to use the framework for blockchain ecosystems
as a basis for analyzing other open and (multi-layered) blockchain platforms, such as
Algorand, Solana, or Polkadot.
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