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Abstract

The blockchain technology first emerged with the Bitcoin whitepaper, which was the first successful proposal to implement a
decentralized digital currency with ability to execute completely non-reversible transactions without a trusted and centralized
third party. Blockchain concept provided an inherent part of this decentralization together with hash-based proof-of-work,
public key cryptography, and peer-to-peer network. Even though blockchain technology was introduced to solve the double-
spending problem of electronic money without relying on a trusted third party, this particular concept is being researched
and already used to solve problems in many other areas. This paper captures concepts of blockchain, its applications, issues,
and suggested improvements referring to blockchain-related subsequent publications.
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Introduction

Blockchain concept was introduced with the Bitcoin white-
paper to solve the double-spending problem, when executing
a transaction over a communication medium without relying
on a trusted third party like a financial institution or a bank
[1]. First public blockchain behind Bitcoin was developed
with a specific set of functionality in mind, namely decen-
tralized currency and peer-to-peer electronic cash applica-
tions. Therefore, Bitcoin blockchain was practically difficult
to customize and had very low programmable support using
a scripting system called Script for other purposes. Vita-
lik Buterin noticed this difficulty and introduced Ethereum
blockchain platform with a built-in turing complete pro-
gramming language, allowing anyone to write programs
called smart contracts and run decentralized applications.
Protocols like currencies, identity systems, and reputation
systems can be implemented with a minimal number of code
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to be run on Ethereum platform [2]. With the introduction of
Ethereum platform, people further started to realize the real
virtue of blockchain applications and researched on build-
ing alternative applications on top of blockchain technology.
In addition to building alternative applications on existing
blockchains, new blockchains and software stacks to build
new blockchain technologies emerged to expand the suc-
cess of blockchain. The technology has grown rapidly with
wide adoption and investments, whereas much of the created
value captured on its protocol layer, unlike in the internet
era where value captured in application layer. Therefore, we
believe that blockchain technology requires a formal defini-
tion and categorization of types for academic and industrial
purposes. The increasing popularity of blockchain-based
cryptocurrencies has made scalability a primary and urgent
concern [3]. Scaling the volume of transactions processed
at a given point of time is a key factor for scaling block-
chain, and this low transaction throughput for blockchain
is a known issue, but fixes for the issue introduce another
problem—each transaction block takes a certain amount of
storage space in the nodes in the network; when the number
of transactions increases rapidly, the storage space required
in each node also increases, resulting in a gradual decrease
in number of full nodes. When addressing issues in block-
chain such factors need thorough consideration, making it
even more tricky to scale blockchain in order to match high
transaction processing speeds of Visa.
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The objective of this paper is to explore deep into block-
chain concepts, types, its applications, issues, and improve-
ments studying the published work found in the literature
such as academic journals, technical reports, and confer-
ences. Survey paper aims to provide a comprehensive and
detailed reference for blockchain-related future preliminary
technology studies. In this survey, we aggregate all the core
concepts of blockchain technologies for future researchers
and readers who are initiating their studies in the particular
technology. Once we started researching this technology,
many of the concepts were scattered on different sources
such as academic journals, technical reports, books, and
research papers. With this paper, we believe that we save
quite a lot of time for future readers by presenting block-
chain technological terms together within a single survey
with heaps of useful technical details. We also come up with
formal standard categorizations of blockchain types combin-
ing different types of blockchain variations currently avail-
able. Blockchain applications we present within the paper
are useful for readers to imagine the possibilities beyond
decentralized currencies. Issues and improvements are also
discussed finally within the paper so that readers would be
aware of the platform issues and can come up with improved
solutions on top of blockchain.

The remainder of the paper is organized as follows. In
“History” section, we provide details about the history of
blockchain and cryptocurrencies. In “Blockchain Concepts™
section, we present blockchain concepts in detail that are
useful to understand the rest of the paper. In “Consensus
Algorithms” section, we discuss different consensus algo-
rithms used in popular blockchains to achieve agreement
among its nodes. Then, we discuss two main types of block-
chains we have categorized and its variations in “Block-
chain Types” section. Blockchain applications as well as
fat protocols and thin applications concept are discussed in
“Applications of Blockchain” section, while main issues of
blockchain and its improvements are presented in “Issues
and Improvements” section. We conclude the paper in “Con-
clusion” section.

History

Protocols for decentralized digital currencies and decentral-
ized applications were rumored since 1980s, but the con-
cept of blockchain and first successful decentralized digi-
tal currency emerged with the Bitcoin whitepaper in late
2008. Early e-cash protocols were mostly reliant on a cryp-
tographic primitive known as Blind Signature, which was
introduced by David Chaum [4]. In 1990 Chaum founded the
first digital currency called Digicash through Digicash Inc.
to commercialize his research idea. Digicash failed to gain
traction due to their reliance on a centralized third party, and
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the company went bankrupt by 1998. E-gold was another
centralized digital currency which was established in 1996
and became successful to scale up to 5 million users within
13 years, until transfers were suspended due to legal reasons
[5]. Even though E-gold was suspended due to hackers and
fraudulent companies using the platform for illegal activi-
ties, centralized aspect of the currency made it possible to
close the entire system. Wei Dai’s b-money became the first
proposal to introduce the idea of creating money through
solving computational puzzles and decentralized consensus,
but the proposal did not include sufficient information on
how to implement decentralized consensus [6]. Hal Finney
introduced a concept of reusable proof-of-work [7] to cre-
ate cryptocurrency using ideas from b-money together with
solving Adam Back’s computationally difficult Hashcash
puzzles [8], but yet again failed to succeed with its reliance
on trusted computing as a backend.

The first successful cryptocurrency and blockchain appli-
cation was released in 2009, combining concepts of public
key cryptography with a consensus algorithm known as
proof-of-work [1]. Satoshi Nakamoto invited Hal Finney,
who originated reusable proofs-of-work concept, to test
his implementation and the first successful bitcoin transac-
tion happened between these two users. Namecoin was the
first fork to Bitcoin in order to implement a decentralized
domain name service using Bitcoin’s blockchain. Thereafter,
several cryptocurrencies created out of Bitcoin forks and
many failed due to less public attraction and pre-mining. A
currency called Litecoin was introduced in late 2011 from
a fork of Bitcoin code, basically the concept was almost
similar but with faster transaction confirmation time by
reducing block processing time from 10 to 2.5 min using
scrypt-based proof-of-work. The Ethereum whitepaper [2]
and yellow paper [9] introduced a built-in turing complete
programming language to write and execute smart contracts
and decentralized applications easily on top of Ethereum
Virtual Machine and Ethereum blockchain; this custom-
izable support was minimal with the Bitcoin blockchain
implementation. Ethereum community proposed ERC stand-
ards, in other words application level standards for creating
tokens, name registries, library formats, and many more. Out
of these accepted standards, ERC-20 token standard became
hugely popular among blockchain users due to its simplicity
to create tokens. Initial Coin Offerings are public offers of
new cryptocurrencies in exchange of existing ones, aimed
to finance projects in the blockchain development arena
[10]. ICOs are managed through smart contracts running on
decentralized blockchains. ERC-20 tokens became the de
facto standard of Initial Coin Offerings and crowdfunding
for Ethereum blockchain-based decentralized applications
due to its simplicity.

Cryptocurrency history has been colored by its associa-
tion with crime [11], which is also a black mark on the sound
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technology behind it. Silk Road used to be a popular online
anonymous marketplace operated from 2011, which used
Bitcoin as the exchange currency [12], but seized and shut
down by the FBI in 2014 due to the selling of controlled
substances and narcotics. In the early days of Bitcoin min-
ing, compromised PCs have been used to mine Bitcoin [13].
The impact for organizations can be disastrous as the mining
process drains processing resources from infected hosts. For
the botnets owners, the gains are significant as thousands of
dollars in cryptocurrency can be generated easily. Monero
has been mined massively exploiting security vulnerabilities
in Windows PCs similarly [14]. Over 27 million US dol-
lars were extorted from victims during 2014 using Cryp-
toLocker ransomware trojan. Computer files of the victims
were encrypted and hackers demanded a ransom—in the
form of bitcoins or a prepaid voucher, which makes tracing
the payments more difficult—to decrypt the files and make
them accessible again [15]. It is also reported that many
cryptocurrency exchanges have collapsed and disappeared
during the past, with customer account balances often wiped
out [16].

Blockchain Concepts

Blockchain can be defined as an immutable distributed digi-
tal ledger, which is secured using advanced cryptography,
replicated among the peer nodes in the peer-to-peer network,
and uses consensus mechanism to agree upon the transaction
log, whereas control is decentralized. With this definition,
paper identifies following concepts as the core concepts to
unwrap the meaning of blockchain—immutable, distributed,
digital ledger, cryptography, peer-to-peer network, consen-
sus mechanism, decentralization.

In accounting, a ledger is a place to record and store all
the transactions with regard to an entity. A digital ledger
could be a computer file, or database, or even distributed
database like blockchain, where transactions are recorded
electronically. Blockchain transaction ledger is pretty unique
to other ledgers in a manner, which ensures that transac-
tion log is computationally impractical to change, as long
as honest nodes in the network control the majority of CPU
power, thus making it immutable. The origins of ledger can
be traced back to over 5000 years ago in Mesopotamia. The
Earliest and simplest form of recording transactions is called
single entry accounting, which enters transactions into a list
to keep track of adding or deducting assets. The single entry
accounting was managed by owners or family members, as
this kind of recordings are error-prone as well as difficult
to track down, when recorded fraudulently. Double entry
accounting added a clear strategy to identify and remove
errors, where there are two entries recorded against each
transaction, so that the ledger is balanced all the time. Grigg

proposed triple entry accounting in 2005, an alternative to
traditional double entry accounting, which secures trans-
actions using cryptography in order to make it difficult to
change [17]. Blockchain implements triple entry account-
ing concept to permanently store transactions in blockchain,
ensuring that the sender has authority to execute non-revers-
ible transactions using public-key cryptography.

Cryptography can be defined as techniques used for
secure communication to protect confidential information, in
the presence of adversaries. Blockchain uses concepts from
public key cryptosystems to verify the authority of the user
to execute transactions, and cryptographic hash functions
to achieve consensus between network nodes on blockchain
data. The use of public key cryptosystems to provide digital
signatures was suggested by Diffie and Hellman [18]. Digital
signatures, whether based on public key cryptosystems, con-
ventional encryption functions, on probabilistic computa-
tions, or other techniques share several important properties
in common—such as an easier way for the sender to generate
the personal digital signature, convenient way for receiver
to verify the sender of the message, but must be impossible
to generate someone else’s digital signature by others. In
public key cryptography, there exists two keys called public
and private and a function or cypher algorithm to encrypt
the original text into a ciphertext using the private encryp-
tion key. Sender or owner generates the public—private key
pair and keeps the private key as the confidential key to
encrypt information; public key is distributed to anyone to
verify that the information is digitally signed by the origi-
nal owner. This public key cryptography technique is used
in blockchain to verify the ownership of coins or tokens,
whenever transferring coins or tokens. One another impor-
tant concept used in blockchain to secure its data integrity
is cryptographic hash function—a one-way function that
maps strings of arbitrary size into a bit string of fixed size
called hash using a mathematical algorithm. An algorithm
required for blockchain hash functions has three main prop-
erties—same input should always result in with the same
output hash, given the hash no algorithm could produce the
original input, small changes in input results in completely
different output hash. Bitcoin uses SHA-256 hash function,
whereas Ethereum uses Ethash, and Litecoin uses Scrypt
when hashing its block data.

Every blockchain implements a consensus mechanism
to agree upon the correctness of the data between nodes;
the most common algorithm is the proof-of-work consen-
sus mechanism. Peer-to-peer network of nodes hold the
replicated data of the blockchain, messages are broadcast
on a best effort basis, nodes can leave and join the network
at will, accepting the longest proof-of-work chain as proof
of what happened when nodes were offline [1]. Nodes in
the network collect new broadcast transactions and form a
tree like data structure of hashed transactions into a block
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Fig. 1 General block structure in blockchain

and then compete with each other to solve a difficult hash-
based proof-of-work. First node, who solves the proof-of-
work, broadcasts the block with answer for others to verify
and append into their existing blockchain. Nodes accept
the block only if all transactions are valid and not already
spent; acceptance is expressed by working on creating the
next block with hash of the accepted block as previous hash.
Miner of the block, who solved the difficult proof-of-work,
receives freshly minted coins as reward for contributing their
computing resources for solving the function.

A block contains a header and transaction data similar
to Fig. 1. The block header has four pieces of information,
namely hash of the previous block, time stamp, nonce,
and hash of the Merkle tree root. Merkle tree root hash is
a unique identifier for all the transactions combined inside
the block. Once a block with transactions is confirmed into
the blockchain, changing, deleting, or altering data becomes
computationally impossible. Changing transaction data in
a block changes the root hash of the Merkle tree stored in
block header; thus data will be rejected by other nodes in
the network. Replacing a complete block from a random
position is impossible as blocks are chained together using
hash of the previous block. Presenting a different block in
the chain will also result in a mismatch of data between
other nodes in the network; as long as the majority of CPU
power is controlled by honest nodes, it is not possible to
force a fraudulent block into the chain, making the block-
chain immutable.

Bitcoin’s blockchain is a decentralized technology for
executing e-cash transactions, but it is also an example for
distributed ledger technology. In order to understand this,
we have to consider the differences between three terms—
centralized, decentralized, and distributed as illustrated in
Fig. 2. Centralization and decentralization refer to control
levels, whereas distribution refers to physical location. In
a centralized system, control is handled by a single entity,
but in a decentralized system control is handled by differ-
ent independent entities. A non-distributed system resides
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Fig.2 Centralized, decentralized, and distributed networks

in a single location, whereas distributed system resides in
multiple physical locations. A distributed system can either
be centralized or decentralized. A cloud service provider
offering data storage would have storage facilities around
the globe to have greater uptime and easier access, but its
control access is centralized. Public blockchains like Bitcoin
and Ethereum are examples of distributed and decentralized
systems. Bitcoin and Ethereum blockchain systems cannot
be altered by a single entity, thus making it’s control decen-
tralized, as well as blockchain data replicated and shared
on a peer-to-peer network of independent nodes in different
locations around the globe, making it distributed.

Tree Authentication was first proposed as a way to reduce
storage requirements and quickly authenticate a randomly
chosen value’s presence with lesser memory requirement
[19]. Merkle trees are a fundamental part of what makes
blockchains tick. Although it is definitely theoretically pos-
sible to make a blockchain without Merkle trees, simply
by creating giant block headers that directly contain every
transaction, doing so poses large scalability challenges that
arguably puts the ability to trustlessly use blockchains out
of the reach of all but the most powerful computers in the
long term [20]. A Merkle tree composed of a set of nodes
with large number of leaf nodes at the bottom containing the
underlying data, a set of intermediate nodes where each node
is hash of its two children, and finally a single root node
from hash of its two children. The Merkle tree in bitcoin
is constructed by recursively hashing pairs of transaction
data until a root hash is reached called the Merkle Root,
which is then stored in the block header as a pointer to the
transaction data in block. As stated in the below diagram,
hashes propagate upward with transaction data at the bottom
of the data structure, changing any transaction at bottom
results in a different hash and subsequently not matching
the other hashes and resulting in a new data structure with
a completely different root hash. Such malicious blocks
will be rejected by honest nodes in the network, as long as
the majority of the control is among the honest nodes. In
Bitcoin network proof-of-work algorithm, it is one-CPU-
one-vote, thus can outpace attacker nodes with the majority
of faster computing honest nodes. Similar to proof-of-work
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algorithm different blockchains occupy different consensus
algorithms as discussed in the next section to achieve agree-
ment between nodes.

Merkle tree as in Fig. 3 is a very efficient data structure to
verify the existence of a particular data within the tree. Even
when a tree consists of a large number of child nodes at bot-
tom, by comparing hashes from only the relevant part of the
tree, the existence of a particular data within the tree can be
verified. This relevant part of the tree is called authentication
path for the value and can be calculated using the algorithm
proposed by Ralph Merkle [19]. Merkle tree is essential for
the long term sustainability of the network, when block-
chain grows over time full nodes take huge gigabytes of data
storage making it difficult to run full nodes within personal
computers. Simplified Payment Verification nodes could be
setup by storing only the block headers of the longest chain,
and obtain only the Merkle branch linking the transaction
to the block it is timestamped in from a full node to verify
the transaction.

Consensus Algorithms

Consensus algorithms are the mechanisms in which nodes
in the blockchain network achieve agreement on the valid-
ity and authenticity of transaction or data blocks. Since the
blockchain transaction ledger is decentralized, consensus
mechanism is the core process, which verifies and secures
block of transactions by doing two things. The consensus
algorithm first ensures that the next added block is the one
and only version of the truth. Secondly algorithm prevents
any adversaries from successfully derailing the chain. Any
decentralized system including currencies need to solve the
problem called Byzantine generals problem to achieve a

Merkle Root
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T~

H(AB) = H(A) + H(B) H(CD) = H(C) + H(D)

NN
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Fig. 3 Simplified version of Merkle tree data structure

consensus when the system expects adversaries to attack its
expected behavior.

In Byzantine generals problem, a set of generals need to
organize a coordinated attack against an enemy city. But the
generals are far apart so that commanding general needs to
send a message to all other lieutenant generals using a mes-
senger about the time for the attack. But during this setup
there can be one or more traitors who would confuse others
by sending conflicting information [21]. In order to achieve
consensus, the commander and lieutenants must agree on
the same decision either to attack or retreat, even when the
commander can be a traitor. Lamport, Shostak, and Pease
argue that there is no solution for Byzantine generals prob-
lem when there are three generals with one possible traitor.
The paper proves that there should be at least 3m + 1 or more
generals to cope with m possible traitors. In other words,
consensus could not be reached if there are more than one
third of traitors. It is believed that Byzantine faults are dif-
ficult to deal with no assumptions about the behavior of its
nodes in the network. Blockchains are decentralized ledgers
with no central authority, thus potential to be attacked by
malicious nodes for huge economic incentives. Therefore,
Byzantine fault tolerance is much needed in the blockchain
and consensus algorithm on blockchain solves the Byzantine
problem.

The initial algorithm to the Byzantine problem proposed
by Lamport, Shostak, and Pease is not efficient enough in
terms of number of messages required to achieve consensus
with a higher number of possible traitors. Many different
ways have been proposed and implemented to achieve con-
sensus on a decentralized blockchain. The algorithms dif-
ferentiate from each other primarily by how they delegate
and reward verification of transaction blocks. Examples of
consensus mechanisms used on blockchains are proof-of-
work, proof-of-stake, delegated proof-of-stake, proof-of-
importance, directed acyclic graph, and practical Byzantine
fault tolerance.

Proof-of-Work

Satoshi Nakamoto proposed proof-of-work chain to solve the
Byzantine Generals Problem in bitcoin blockchain, which
is also the most popular algorithm used on many other
blockchains. Proof-of-work powered blockchains currently
account for more than 90% of the total market capitaliza-
tion of existing digital cryptocurrencies [22]. Proof-of-work
requires nodes in the network to solve complex mathemati-
cal one-way functions before they could add blocks into the
blockchain. The process of finding correct proofs solving
cryptographic functions is called mining, and the nodes or
individuals participating in this process are called miners.
Characteristics of cryptographic one-way functions were
discussed in “Blockchain Concepts” section, which makes
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the only way to find a solution to the function is by brute
force. Therefore probabilistically, the ones with the major-
ity of CPU power have more opportunity to find the answer
for the function in proof-of-work algorithm. As a reward for
solving the complex mathematical function by expediting
computational power and electricity, miners are rewarded
with newly minted coins, which are also called the block
reward. Miners compete with each other to find the cor-
rect hash value with a dynamically adjusting difficulty in
the algorithm, which ensures block interval to be consistent.
The proof-of-work difficulty is an intrinsic feature for secu-
rity as it prohibits the adversary from flooding the network
with messages and gives the opportunity to the honest nodes
to converge to a unified view [23]. Proof-of-work algorithm-
based Bitcoin blockchain generates blocks in every 10 min,
Litecoin in 2.5 min, and Dogecoin in every 1 min. As soon
as a miner finds the correct hash value for the proof-of-work
chain, miner broadcasts the message to the network and
nodes verify the hash value and accept the value by work-
ing on the next block, with the verified value as the hash of
the previous block. Since proof-of-work requires brute force
effort to figure out the hash value for the block, the process
is very energy and resource intensive, with the difficulty and
block storage ever increasing, proof-of-work-based block-
chains also have possible risk of centralization for miners.
In a pure proof-of-work cryptocurrency, security depends
on the mining market, while network mining income and
sum of all miners income is a direct measurement across
competing proof-of-work blockchains [24]. Bitcoin with
high rewards for its miners dominates proof-of-work block-
chains. It is also believed that the only way to attack the
proof-of-work-based blockchain is to own the majority of
total computational power called “ 51% attack”, which will
be discussed in “Issues and Improvements” section.

Proof-of-Stake

In proof-of-stake, the algorithm chooses individuals called
validators to generate blocks based on a defined criteria.
The criteria defines how validators are selected to vote and
generate blocks based on their economic stake in the net-
work, thereby rewarding users who are conserving long term
value of the blockchain. The probability of being selected
as a validator increases depending on the amount of coins
held in the individual’s wallet. But the proof-of-stake sys-
tems also use a randomization or coin age-based approach
to make sure individuals with the highest number of stake
will not always get priority. Coin age is the value of coin
amount multiplied by the number of days that the coins have
been held in the wallet. Coin age is simply defined as cur-
rency amount times holding period [25]. Therefore, with a
coin age-based proof-of-stake system an individual holding
a large amount of coins for a lengthy period is more likely to
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be selected to generate a block. The rationale behind proof-
of-stake is that entities who hold a stake in the system are
well-suited to maintain its security, since their stake will
diminish in value when the security of the system erodes
[26]. Proof-of-stake-based system requires significantly less
amount of energy and less computing resources compared to
proof-of-work-based system to operate, as in proof-of-work
blockchain, where all nodes compete with each other solv-
ing countless complex mathematical functions to append the
next right block. In Proof-of-Work networks mint rate slows
gradually, eventually forcing miners to raise transaction fees
to sustain security, in addition to high resource and energy
consumption. Proof-of-Stake eliminates both these issues
in the long run. Blackcoin, PeerCoin, and Nxt are examples
for proof-of-stake-based blockchains. Ethereum’s upcoming
Casper implementation will also use proof-of-stake algo-
rithm. Casper’s implemented incentives mechanism ensures
liveness, while providing safety guarantees that improve over
standard Proof-of-Work protocols [27]. The main problem
with proof-of-stake is called ““ nothing-at-stake” problem,
when working on multiple forks of the chain, which will be
discussed in “Issues and Improvements” section.

Delegated Proof-of-Stake

Delegated proof-of-stake is a variant algorithm of proof-of-
stake, where an elected list of nodes called block producers
or witnesses generate blocks in the network, in turns. This
approach is much more scalable than proof-of-work and
also proof-of-stake as the number of block producers are
limited. The coin holders of the network vote proportional
to their coin stake in order to elect a list of block producer
nodes, which generate transaction blocks to append into the
delegated proof-of-stake blockchain. Coin holders as voters
can also fire the block producers, if they found to be mali-
cious. Block validators run full nodes, so that they can verify
that the block producers follow consensus algorithm. In del-
egated proof-of-stake-based blockchain, not all validators
are block producers but anyone can become a validator by
running a full node. Due to the fixed list of block producers,
delegated proof-of-stake allows to generate a new block at
fixed rate with minimal computational requirements. This
means that the blockchain can process more transactions
in significantly less time and at almost no cost compared to
proof-of-work-based blockchains [28]. Unlike some com-
peting algorithms, delegated proof-of-stake can continue
to function when a majority of producers fail. During this
process the community can vote to replace the failed pro-
ducers until it can resume full participation [29]. Delegated
proof-of-stake algorithm sacrifices decentralization concept
in blockchain to achieve high transaction throughput, which
is criticized by blockchain community and regarded as an
improper consensus mechanism for blockchains that handle
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transactions. EOS, BitShares, Steemit, and Lisk are exam-
ples for delegated proof-of-stake blockchains.

Proof-of-Importance

New Economy Movement Foundation introduced proof-of-
importance consensus mechanism in their blockchain for
XEM coin. Proof-of-importance is similar to proof-of-stake
except that it does not entirely depend on coin stake. With
proof-of-importance algorithm, each node is assigned an
importance score that showcases its aggregate importance
to coin’s economy. A node with higher importance score has
higher probability for generating or harvesting blocks. Since
all transactions are publicly available, transaction graphs can
be calculated and used as an input into the importance of
an account. It incorporates factors such as total spent in the
last 30 days, vested amount of currency, and interconnec-
tion between other nodes in the graph as a measure to be
selected as a harvester to generate blocks. Using these fac-
tors, proof-of-importance attempts to reward active economy
participants at the expense of inactive users and diminishes
chances of rich getting richer effect, which is possible with
proof-of-stake [30]. Harvesters receive fees as a financial
reward for generating blocks. To be eligible for entering the
importance calculation in NEM, account must have a mini-
mum of 10,000 XEM balance.

Directed Acyclic Graph

Need for transaction fee is eliminated with the concept of
Directed Acyclic Graph. Transactions issued by the nodes
constitute a tangle graph, which is the distributed ledger
for storing transactions. A node must verify two previous
transactions in order to add a new transaction into the ledger,
by doing this transaction fee is reduced to zero. No node
in the network can reference back to itself and therefore
called acyclic. The approach is lightweight and easily scal-
able, but the network becomes faster and secure, when more
and more participants continuously add new transactions.
IOTA implements a successful directed acyclic graph called
tangle as the consensus mechanism. The algorithm used in
the IOTA implementation is structured such that the time
to find a nonce is not much larger than the time needed for
other tasks that are necessary to issue a transaction. The
approach is much more resistant against quantum computing
and therefore gives the tangle much more protection against
an adversary with a quantum computer when compared to
the Bitcoin blockchain [31].

Practical Byzantine Fault Tolerance

Byzantine fault tolerance we discussed previously is con-
sidered too slow to be used in practice with its synchronous

behavior. Practical Byzantine Fault Tolerance addresses this
weakness and can be used in an asynchronous environment
with improved response time with an order of magnitude
compared to other Byzantine fault tolerant algorithms [32].
Practical Byzantine fault tolerance is commonly used in per-
missioned blockchains as a consensus mechanism. It usually
uses less than 20 pre-selected validator nodes as message
count exponentially increases with the increase of number of
nodes. As the message count required for consensus is lower
for a selected limited number of participants, the algorithm
is pretty energy efficient and mainly used only in permis-
sioned blockchains for enterprises, where a limited number
of participants are involved and the participants are partially
trusted.

Blockchain Types

According to our survey findings, blockchains can be cat-
egorized into two main types namely permissionless block-
chains and permissioned blockchains.

Permissionless Blockchains

Permissionless blockchains do not enforce any restrictions
on its nodes; anyone can openly read data, inspect data, and
participate in validation and writing of the data in accord-
ance with the consensus protocol of the particular block-
chain. Bitcoin, Ethereum and many other cryptocurrencies
run on permissionless blockchains. These blockchains are
considered fully decentralized and secured using advanced
cryptography, whereas economic incentives are provided for
users who work to keep the integrity of the network. The
transactions are completely irreversible on a permissionless
blockchain by its design, meaning once confirmed by its
nodes the blockchain transactions cannot be reversed. Due to
the security considerations and strict restrictions, transaction
throughput of a permissionless blockchain is comparatively
lesser than one of a permissioned blockchain. Permissionless
blockchains are fully decentralized and transparent.

Permissioned Blockchains

Permissioned blockchains restrict the writing access for a
limited set of participants, and a consensus mechanism is
used to validate the writing of data among its privileged
participants. Read access could either be open to anyone
or closed to the public based on the requirement of the
permissioned blockchain. This type of blockchains has
evolved as an alternative to initial permissionless block-
chains, to address the requirement for running block-
chain technology among a set of known and identifiable
participants that have to be explicitly responsible to the
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blockchain network, while participants need not be fully
trusting each other [33]. The permissioned blockchains are
mainly useful for business and social applications, which
requires blockchain distributed ledger technology with-
out the need of a incentifying cryptocurrency. Based on
the read access mentioned, permissioned blockchains are
further divided as open and closed—open permissioned
blockchains are partially decentralized, anyone can read its
data, whereas closed permissioned blockchains are fully
centralized, data is visible only to the participants.

We thoroughly believe blockchain technology is rather
necessary only for permissionless blockchains, and open
permissioned blockchains. Closed permissioned blockchains
can be argued as restricted distributed databases which are
facelifted with the blockchain term. The initial idea of intro-
ducing blockchain concept was to remove centralization and
add transparency to everyone to read and update its data.
Open permissioned blockchains mostly adhere to this prin-
ciple of transparency even though somewhat centralized in
writing its data and could be useful for applications such
as identity systems, academic certification systems, where
anyone can read its data but only a certain set of partici-
pants are privileged to write the data into blockchain. Closed
permissioned blockchains are fully centralized and also not
transparent to anyone, dismantling the core concept of a
blockchain. Therefore, these blockchains can be replaced
with distributed database systems with restrictions imple-
mented on top of it. For example, a supply chain manage-
ment system for a private organization can be implemented
without the concepts of blockchain. In order to support our
argument on closed permissioned blockchains, we have pre-
sented a characteristic comparison of different blockchain
types compared with restricted distributed database systems
in Table 1. The comparison shows that all of the character-
istics in closed permissioned blockchains are comparatively
similar to that of restricted database systems. In addition to
this categorization, there is also another blockchain catego-
rization called public, consortium, and private blockchains
[34]. In simple terms, public blockchains are permissionless

blockchains, whereas consortium and private blockchains
fall into permissioned blockchains.

Applications of Blockchain

Blockchain was introduced with Bitcoin whitepaper to
resolve the double-spending problem of electronic cash in
a decentralized environment. The first and most exciting
application of blockchain is electronic cash. People have
soon realized, the immutable distributed ledger technology
and decentralized concepts behind blockchain can be fur-
ther customized and used for several other applications like
smart contracts, property title registries, digital voting, sup-
ply chain management, identity management, digital owner-
ship management, and many more. Therefore, a considerable
amount of research and development has since been started
on applications of blockchain and further new researches are
emerging everyday on possible future applications.

When we discuss blockchain applications, it is important
to understand the concept of fat protocols and thin appli-
cations as well. A protocol is a commonly accepted, well-
defined set of rules and guidelines, which could be used
to build applications. Rules and guidelines are defined for
each and every step of the process to be followed by the
particular application. The main difference between Inter-
net and Blockchain lies how the value is captured on the
protocol layer. Internet stack runs on top of open protocols
like TCP/IP, HTTP, HTTPS, SMTP, IMAP, etc. The inter-
net works because of TCP/IP, Web works because of HTTP
and HTTPS, and the Email works because of SMTP and
IMAP, etc. These open protocols allow different applica-
tions to communicate with one another, and work together,
producing immense amounts of value. Even though open
protocols make internet work seamlessly, the produced value
is captured by applications run on it. For example, Facebook,
Twitter, and Gmail captures huge value running on top of
these open protocols, whereas protocols receive significantly
less value and attraction in return. In other words, investing

Table 1 Characteristics of
blockchain types and restricted

Permissionless

Open permissioned  Closed permissioned Restricted

o blockchain blockchain blockchain distributed
distributed database systems database
Public read access Available Available Not available Not available
Public write access Available Not available Not available Not available
Immutability High Medium Low Low
Throughput Low Medium High High
Scalability Low Medium High High
Decentralization High Medium Low Low
Distribution High Medium Low Low
Auditability High High Low Low
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in applications results in high returns, whereas investing in
protocols would result in low returns. As a result, many of
the internet open protocols are currently maintained by non-
profit organizations. Thus, the internet stack is composed of
thin protocols and fat applications in terms of how the value
is captured. In contrast, blockchain stack is composed of fat
protocols and thin applications in terms of how value is cap-
tured. Value is concentrated at the open protocol layer and
only a fraction of its value is distributed along at the applica-
tion layer [35]. In order to understand this value distribution,
we can consider market capitalization of two main block-
chain networks, Bitcoin and Ethereum. The Bitcoin network
has a market capitalization of over 200 billion USD as of
June 2019, yet the largest companies built on top of multiple
cryptocurrencies such as Coinbase valued only few billions.
Similarly, Ethereum network has a market capitalization of
over 30 billion currently, yet applications built on top of
Ethereum are yet to make an impact to get even a fraction of
its value. And the most valued tokens for largest exchanges
like Binance, Bitfinex, built on top of Ethereum are worth
around 4 billion and 1 billion, respectively. Therefore, it is
clear that protocol layer captured a significant amount of
value in blockchain, and the concepts that made this possible
are also a novel innovation of blockchain.

Two factors which made capturing value at protocol
layer a reality are shared data layer and cryptographic
tokens introduced with blockchain. Firstly, the shared data
layer on blockchain enabled an ecosystem, in which any-
one can enter and build competitive applications without
restrictions on data access. Previously, information gath-
ered by internet-based applications added restrictions on
how other competitors or new entrants could access the
information through APIs, sometimes even totally closed
for other entrants as information is centralized. For exam-
ple, switching from one cryptocurrency exchange to a
newly found exchange is almost just a matter of the deci-
sion due to shared data layer, when compared to switch-
ing from Gmail to new email service provider, when all
of your data is pretty much stored at a centralized place
over a long period of time. Thereby, the shared data layer
factor, restricted creating large monopolies over an open
blockchain protocol, forced the market to find new ways to
reduce costs, and provided an opportunity to invent better
products. Secondly, economic incentives provided as cryp-
tographic tokens in blockchain are the other key factor,
which incentivizes protocol development and adoption.
Blockchains provide the mechanism to issue cryptographic
tokens digitally, which could be issued either on top of an
existing blockchain, or on a completely separate block-
chain. Startups for creating new blockchain protocols and
applications can now issue cryptographic tokens as a way
to raise funds for the startup, usually by also keeping a
stake of tokens in hand for the future growth. The issued

cryptographic tokens would be the payment method to use
the application features, as well as rewarding mechanism
for contributing users. The value of the token is appreci-
ated and adjusted based on the success of the startup. The
stakeholders of the token also work towards promotion and
speculation of the new application, as they have already
invested in its success. The supply of the tokens is usually
pre-defined and fixed at a maximum token amount that
will ever be generated over a period of time in future at a
defined rate. Since the tokens are limited in amount, if the
interest on the application grows a lot faster than supply of
the tokens, it could perhaps lead to bubble-style apprecia-
tion in token value. Except for fraudulent schemes, this
appreciation of tokens is beneficiary for the blockchain
application creators, as they can create money by sell-
ing some of their previously retained tokens, when the
token value is higher, also retain tokens further expect-
ing future value appreciation. With that, they would con-
tinue to expand their applications expecting further value
appreciation. The appreciation in value will attract more
new users and stakeholders to invest in applications and
protocol. The process may continuously function as a loop
for blockchain applications, expecting further appreciation
in value. The significance of this process is that the mar-
ket capitalization of original protocol grows much faster
than the combined value of applications built on top, since
the success of application layer promotes further adoption
in protocol layer [35]. As described, shared data layer,
and cryptographic tokens in blockchain aggregates cre-
ated value in protocol layer, unlike in internet protocols,
where individual applications aggregated huge amounts of
value created by internet protocols. Therefore, blockchain
stack is composed of fat protocols and thin applications,
backed by shared data layer and cryptographic tokens as
shown in Fig. 4.
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Fig.4 Value captured on protocol layer and application layer, internet
versus blockchain
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Currency

Decentralized Currency was the founding application of
blockchain technology with the implementation of Bitcoin.
Blockchain-based currencies are called cryptocurrencies in
general and can be categorized into two main types called
coins and tokens. Coins run on a separate blockchain of its
own, whereas tokens run on top of an existing blockchain.
For example, Ethereum is a standalone coin and a cryptocur-
rency which runs on Ethereum’s blockchain. But ERC-20
tokens such as Binance Coin, Tether USD, Maker, and Basic
Attention Token are cryptocurrencies that run on existing
Ethereum blockchain, therefore considered as tokens. Simi-
lar to fiat currencies, cryptocurrencies also have an associ-
ated value based on the trust people have on the particular
cryptocurrency. Even though coins mainly serve the purpose
of a currency, tokens are usually representation of an asset
for a product, service, an investment, or even a right. Well-
accepted cryptocurrencies are open source, and new coins
are generated from a computational process defined with a
consensus mechanism accepted by its community forming
the immutable blockchain of the particular cryptocurrency.
Several consensus mechanisms used on different blockchains
to keep the trust among its users have been discussed in
“Consensus Algorithms” section. These mechanisms ensure
the integrity and immutability of the blockchain-based cryp-
tocurrency ledger without central authority controlling it’s
management. As of today, there are thousands of crypto-
currencies among circulation and 15 of them have already
passed market capitalization of over 1 billion US dollars
[36]. Bitcoin leads the market with a market capitalization of
over 180 billion US Dollars, with a coin valued over 10,000
dollars as of today, although this value is highly volatile.
USA, Netherlands, Canada, South Korea, and a few other
countries are progressively open for Bitcoin as a payment

Table 2 Most popular cryptocurrencies by market capitalization [23]

method. Bitcoin can be exchanged directly between two par-
ticipants as a payment without involving a third party, or
even can be changed into another form of currency using an
exchange nowadays. Cryptocurrencies are also considered
by some central banks as an external asset, when researching
on diversifying their portfolio of assets [37]. Most popular
blockchain-based currencies are Bitcoin, Ethereum, Rip-
ple, Litecoin, Bitcoin Cash, Binance Coin, EOS, Tether,
Bitcoin SV, Steller, Tron. The blockchain-based currencies
have been proposed to serve different purposes and some of
the currencies have sacrificed decentralization in order for
higher transaction throughput as listed in Table 2.

Smart Contracts

Self executing contractual clauses in the form of Smart con-
tracts can be embedded in hardware and software in such a
way that makes breach of contract expensive for the breacher
[39]. Even though the concept has been discussed since
the late nineties, the platforms to execute smart contracts
without third party involvement were possible only after
the introduction of blockchain. Mutually distrustful parties
can transact with each other using smart contract systems
over decentralized currencies, while contractual breaches
are addressed using the blockchain ensuring honest parties
obtain commensurate compensation [40]. Blockchain pro-
vides a decentralized tamper-proof open platform to run self
executing smart contracts, when terms for the participants
have been satisfied. A smart contract is written as a tiny
program and executed on blockchain automatically without
third party involvement, when programmed conditions meet.
Usually, in a smart contract the participants transfer units of
currency into the contract once contractual terms are negoti-
ated and programmed. The smart contract is automatically
validated and executed on blockchain at a certain point of

Cryptocurrency Started Market cap Mining method, notes

Bitcoin 2008 $180,161,192,066 Proof-of-work (SHA-256)

Ethereum 2013 $23,946,557,985 Proof-of-work (Ethash)

Ripple 2012 $13,328,900,008 NA, Controlled by Ripple Labs

Litecoin 2011 $5,768,253,401 Proof-of-work (scrypt), Fork of Bitcoin

Bitcoin Cash 2017 $5,324,549,061 Proof-of-work (SHA-256), Fork of Bitcoin to increase block size
Binance Coin 2017 $4,450,667,739 NA, ERC-20 token premined by Binance exchange

EOS 2017 $4,162,880,697 NA, ERC-20 token distributed by block.one later moved to EOS mainnet
Tether 2014 $4,028,690,237 NA, Issued by Tether Limited

Bitcoin SV 2018 $2,818,645,358 Proof-of-work (SHA-256), Fork of Bitcoin Cash with different block size
Steller 2014 $1,652,660,513 NA, Open-source, Distributed by non-profit Steller Development Foundation
TRON 2018 $1,495,759,495 Delegated proof-of-stake [38]

Cardano 2017 $1,482,240,820 Proof-of-stake (Ouroboros algorithm)

NA not available
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time as per the terms; then the funds in contract will be
released for relevant party/parties if contractual conditions
are met, or returned back to initial users, when conditions are
not met. Blockchain not only offers the platform to execute
smart contracts, but also mechanism for anonymous par-
ticipants to execute trusted irreversible transactions without
involvement of centralized third party. Immutability, self-
execution, cost-effectiveness, accuracy, inspectability, and
trustlessness are key features of blockchain-based smart con-
tracts. Both Bitcoin and Ethereum blockchains offer ability
to execute smart contracts, even though Bitcoin blockchain
has very less programmable support for smart contracts.
Scripting provided with Bitcoin blockchain is scant of
turing completeness, state awareness, value and blockchain
awareness, thus making it very difficult to write smart con-
tracts. Ethereum is the first blockchain platform, which was
designed smart contracts and decentralized applications in
mind. The Ethereum platform comes up with a fully fledged
turing-complete programming language that is capable of
creating “contracts” that can be used to encode arbitrary
state transition functions, allowing users to create any of the
systems such as colored coins, smart property, name-coin as
well as many others, simply by writing up the logic in a few
lines of code [2]. Even though Ethereum platform provides
much needed programmable support for smart contracts, it
is currently limited in the number of transactions that can
be processed per second. In addition to this scalability issue,
similar blockchain-related issues will be discussed in detail
under “Issues and Improvements” section. Zilliqa is a block-
chain platform that is designed to scale in transaction rates,
which also proposes a special-purpose smart contract lan-
guage and execution environment that leverages the under-
lying architecture to provide a large scale and highly effi-
cient computation [41]. EOS is yet another powerful smart
contract platform which provides decentralized version of
an operating system that scales up to millions of transac-
tions per second [42]. Ethereum, EOS, and Zilliqa are few of
the blockchain platforms that are optimized for writing and
executing smart contracts on blockchain. Through a combi-
nation of written smart contracts, developers can build much
complex decentralized applications that can be run on the
internet without control of a centralized entity.

Property Title Registries

Property title registries can be listed as an important possi-
ble application of distributed blockchain technology. Written
records of property rights have proven to be quite vulnerable
to abuse by means like confiscation of land via forgery or
destruction of public records. Reconstruction from infor-
mal records in such an event is also costly, error-prone, and
potential for fraud. Direct transcription of written records
into a centralized online repository of electronic records

can make issues even worse with possible loss of data and
forgery. Distributed title database prevents such attacks
against property rights [43]. Blockchain would help to pro-
vide the platform with openly auditable distributed ledger to
store property titles with immutable history. Anyone could
publicly inspect the property records on blockchain with
minimum cost. The open nature of blockchain property title
records would also enable developers to come up with new
applications providing easier ways for accessing, process-
ing, and inspecting these records. Mainly, fraud elimination,
transparency, cost-effectiveness, transfer of rights without
third-party notary involvement are the key benefits of a
blockchain-based property title registry.

Digital Voting

Blockchain-based digital voting is another important appli-
cation which could run on an open permissioned blockchain.
Elections are under threat from malicious actors that can
infiltrate voting machines, alter voter registration databases,
coordinate disinformation campaigns, compromise election
reporting systems, and more. Transparency, immutability,
and accountability characteristics of blockchain underscore
the technology’s potential for securing elections [44]. During
pre-election, cryptography in underlying blockchain could
help to ensure that digital content comes from a trusted
accountable source, which reduces propaganda affecting
voter judgments allegedly. During the election, blockchain’s
immutable distributed ledger could help to store identity
data for authenticating voters, and help securely record
digital votes for tabulation, thereby eliminating the risk
of hacked voter databases and tabulation systems. Finally,
after the election independent auditors and anyone in public
may audit the election results recorded on an open permis-
sioned blockchain, without revealing any information about
individual voter identities. West Virginia has successfully
run a mobile voting pilot project backed by distributed and
redundant network of blockchain servers for military person-
nel, and their families working abroad to vote during 2018
midterm United States elections [45]. Even though the pilot
project was said to be successful and showed interesting
initiative towards blockchain-based voting, we believe that
the project did not include sufficient transparency as the vot-
ing happened on a closed permissioned blockchain, and this
limitation needs to be addressed. In conclusion, transform-
ing paper-based and legacy electronic voting systems into
blockchain-based digital voting systems would ensure voter
confidentiality and transparency in digital voting.

Supply Chain Management

Supply chain management operations are dominated by
paper-based methods requiring letters of credit with costs
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nearly 1-3%, factoring with costs 5-10%, thereby increasing
costs to an estimated trillion dollars and also slowing down
transactions. Such additional costs could be reduced sub-
stantially, using blockchain technology that will eliminate
intermediaries by establishing trust between buyers and sell-
ers during this process [46]. Measurement of supply chain
management is often described in terms of objectives such as
quality, speed, dependability, cost, and flexibility. With the
use of RFID tags, sensors, barcodes, GPS tags and chips, the
locations of products, packages and shipping containers can
be tracked real-time at each step of the supply chain [47].
The blockchain-based supply chain management application
with above IoT applications could effectively establish trust
among various parties by assuring firms receiving proper
materials as well as customers assured on authenticity of
the final products, indirectly making sure that the original
producers and suppliers receive value for their effort against
counterfeit products. Intermediate firms and customers
may inspect the blockchain records in real-time to see the
durations of materials at each destination to determine the
speed of delivery and dependability of the materials. In case
of a dispute, all relevant parties may go back and inspect
immutable blockchain records to resolve the dispute, which
adds flexibility into supply chain management. Therefore,
a blockchain backed supply chain management system sig-
nificantly enhances measurement objectives of supply chain
operations in a transparent manner.

In addition to the applications discussed, Zile and
Strazdina lists nearly fifty blockchain use cases in their
study such as cloud storage, identity data management, digi-
tal content publishing, academic certification, ride sharing,
software license validation, health care record storing, and
many more [48]. Considering the large amount of use cases,
the future potentials in blockchain-based applications are
enormous. The blockchain-based technological innovation
and advancement is beneficial for the data security and pres-
ervation, while safe-guarding individual privacy. Estonia as
a country looked more seriously into their electronic data
security after a nationwide cyber attack in 2007, and founded
their own KSI blockchain, becoming the first country to use
blockchain on a national level. KSI is a blockchain tech-
nology designed in Estonia and used globally to make sure
networks, systems and data are free of compromise, all while
retaining full data privacy [49]. Estonia has digitized almost
all of their government services with electronic identity for
every citizen, including electronic health records, land reg-
istry, business registry, voting, and many other services with
the help of KSI blockchain and cryptography. Generally,
most of the applications developed for blockchain indus-
try are currently related to Banking and Finance sector, but
with time to come blockchain applications related to indus-
tries such as Insurance, Healthcare, Media, Entertainment,
and other services tend to grow in numbers [50]. But when
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considering current blockchain applications, we believe that
some of the applications with permissioned closed block-
chains are not necessarily required to be run on a blockchain,
which are developed with closed blockchains to get the hype
of the blockchain term into their business.

Issues and Improvements

Possibilities of blockchain become limited with its current
issues that have to be addressed with possible improve-
ments. Each core function of blockchain has several sig-
nificant threats that need to be evaluated and counter meas-
ured before implementation. Not always these risks will be
purely technical, because risks can also arise from legal,
economic, even cultural areas [48]. One of the ideas of
blockchain was that anyone with a computer would be able
to participate in the block generation process joining its
peer to peer distributed network. Bitcoin blockchain size
including block headers and transactions without database
indexes as of August, 2019 has grown to over 220 GB [51].
Ethereum introduced a concept called “pruning” to coun-
ter attack the ever growing storage size, which required
downloading only a certain number of blocks with fast
sync mode in the client app to become a full node. Even
with pruning, Ethereum blockchain currently accounts to
over 120 GB [52]. This significantly reduces the ability of
individuals with personal computers to be able to partici-
pate in the blockchain network as full nodes. In addition to
storage size issue, transaction speed is another scalability
issue for the blockchains. Transaction speed mainly con-
cerns on how long it takes for an individual transaction
to be confirmed on the blockchain, not about how long it
takes for a block to be added into the ledger. On average
bitcoin processes about 7 transactions per second [3], 15
by Ethereum [53], and 1500 by Ripple [54], but Visa in its
peak can handle 56,000 transactions per second [55, 56].
Due to the amount of network activity and transaction fees
variations individual transaction verification times vary
on Bitcoin and Ethereum networks, making it difficult
to use Bitcoin and Ethereum as a stable payment mecha-
nism. Block size and block interval parameters controls the
maximum rate at which blockchain systems can perform
transactions. Increasing block size improves throughput,
but the resulting bigger blocks take longer to propagate
in the peer-to-peer network. Even though reducing block
interval shortens latency, nodes might be prompted to
disagreements and reorganizations of blocks. Therefore
to improve efficiency, one has to trade off throughput for
latency [57]. The Bitcoin developer community has come
up with two solutions—Segregated Witness and Light-
ning Network, allowing more transactions to be processed
per block. SegWit reduces the weight of transactions by
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separating signature and transaction data, creating more
room in blocks to add additional transactions. Lightning
Network enables transactions to happen on “off-chain”
while adding only the final result into the main block-
chain. Using a large network of micropayment channels
[58] Bitcoin scalability is achieved in Lightning Network,
while preventing blockchain centralization. Micropayment
channels are real Bitcoin multisignature transactions and
not a separate trusted network [59]. Ethereum community
also working on a solution called sharding to scalability
issues, which groups network nodes into subsets of groups
called “shards” that processes transactions specific to only
that group together with a cross-shard communication
capability [60].

Another main concern with blockchain comes with the
control of decentralized blockchain networks. Level of
computing activity on the Bitcoin network is measured in
terms of the hash rate [61]. “51% attack” is such an issue
on proof-of-work-based blockchains, which describes a
situation in which one or collection of nodes control over
51% of total computational power/hash rate, thereby gain-
ing possibility to confirm blocks with incorrect transac-
tions within the network. However, since it requires a vast
amount of computational power on a much established
network, the feasibility of such an attack is nearly impos-
sible. But if the scalability issues on blockchain size are
not addressed properly, there could even be such attacks
from organized set of miners in future on a diminished net-
work of full nodes. Honest miners must constantly invest
more computing power than a potential adversary could
accumulate in order to prevent double spending, thereby
adversely increasing energy consumption. Proof-of-stake
was proposed to decrease high energy consumption and
increase the lower transaction speeds of proof-of-work-
based blockchains. “nothing-at-stake” problem is an issue
on proof-of-stake blockchains, that arises when validators
approving transactions on multiple parallel forks to receive
block rewards, so that they can double spend the earnings
from both forks. Unlike in proof-of-work blockchains,
proof-of-stake blockchains does not require expediting
computational resources to approve blocks, therefore later
versions of proof-of-stake blockchains required imposing
penalties for misbehavior. The nothing-at-stake problem
alleges that attackers face no cost by deferring consensus.
However, within a proof-of-stake protocol, all attackers
with the ability to delay consensus own some coins, and
delaying consensus reduces the value of those coins [62].
Ethereum’s Casper upgrade to proof-of-stake-based con-
sensus involves imposing penalties for misbehavior. In
addition to the issues we have discussed, there are also
possible security risks due to lack of standardization of
blockchain security measures, as well as threats coming

from illegal usages of anonymity in blockchains with that
possible governmental regulations.

Conclusion

The survey paper has come up with a definition for the
blockchain and explained concepts unwrapping the block-
chain definition—immutable, distributed, digital ledger,
cryptography, peer-to-peer network, consensus mechanism,
decentralization. The paper also described the most widely
used consensus algorithms used on blockchains in order to
determine the valid blocks, which keeps the accuracy of the
blockchain. The permissionless and permissioned block-
chain types were explained in detail with an explanation on
why we believe that closed permissioned blockchains can
be implemented without the need of blockchain technology.
Then, we have discussed how blockchain captured most of
the value in protocol layer unlike in internet where most
of the value was captured in application layer. The future
potentials of blockchain-based applications were discussed
thereafter describing several blockchain-based applications
like smart contracts, property title registries, digital vot-
ing, and supply chain management as well as listing several
other use cases. Finally, issues of the existing blockchains
were discussed such as 51% attack, nothing-at-stake prob-
lem together with improvements for the scalability issues in
current blockchains. By and large, the paper has provided a
brief but comprehensive overview of blockchain with its his-
tory, concepts, terms, consensus algorithms, types, applica-
tions, and issues within single paper useful for a blockchain
technology enthusiast. The concepts and findings learned
here can be studied in depth based on the need of the readers.
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