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Abstract— Nowadays, wireless sensor networks are being widely applied in many fields of human life such as civil and military
applications. Although WSNs can bring a lot of benefits and conveniences. However, when applying the WSN in the real world
we have to face many challenges such as security, storage due to its centralized server/client model. Therefore, it is necessary to
apply the distributed model in the WSNss system. One of the newest distributed systems today is Blockchain (BC). Blockchain is a
decentralized technology that can help the computation and management processes as well as security in WSNs. This article
provides an overview of Blockchain integration in WSN with highlighting the benefits and challenges of applying this technology
to WSN. We can conclude that using Blockchain technology to solve the problem of security and distributed storage for WSN can

be an effective approach. It could pave the way for new research directions and distributed applications.
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I INTRODUCTION

ecurity is not only a concern of WSNs but also a challenge

for any network. In WSN security plays a very important
role, it ensures the success or failure of the application.
Usually, sensor nodes are deployed randomly or according to
a calculated model, they interact closely with the surrounding
environment [1, 2, 3]. These sensor nodes operate unattended
or without any remote monitoring system. That means they
are working in an environment that is vulnerable to hackers
and has a great risk of being tampered with. Hackers can
attack sensor networks using physical methods. In addition. In
addition, taking advantage of some mistakes in the network
deployment process and hackers can attack the network as
described in paper [4-7]. Besides, because WSN is limited in
terms of resources such as low storage power, due to very low
power for complex
algorithms is limited, so it depends on different applications
that have different security requirements leading to difficulties
in synchronization. The requirements for some security
features to be achieved when designing a WSN were
presented in [8-10].

consumption, computing power

Blockchain is a technology that allows the transmission of
data securely based on an extremely complex encryption
system, similar to a company's accounting ledger, where data
is closely monitored and record all transactions on the peer-to-
peer network. Each block contains information about its
creation time and is linked to the previous block by hash code
and transaction data. Once the data is recorded by the
network, there is no way to change it. Blockchain is designed
to resist fraud and alteration of data [11].

Integrating blockchain technology into WSNs will bring a
lot of benefits. A large number of connections between sensor
devices will be handled thanks to the distributed nature of
blockchain. This will significantly decrease the
associated with installing and maintaining large centralized
data centers. At the same time, computing and storage needs
are distributed to all devices in the network. In addition, when
blockchain technology is integrated into WSNs, it will
of WSNs [12].
Furthermore, the Centralized Server and Client Model will be
eliminated when peer-to-peer messaging, file distribution, and
automatic coordination between devices in the network [13,
14].

costs

eliminate the centralized architecture

II. THE SYSTEM MODEL AND BENEFITS

In traditional WSNs, data will be accessed using a
centralized network by different devices through a central
server. The process of accessing this data is shown in Figure 1.
However, the number of devices participating in the network
and the demand for large-scale network applications are
increasing. Therefore, using a centralized server is no longer
an effective approach for large-scale WSN systems. The WSNs
system requires the integration of the most advanced
technologies. The use of distributed networks will be one of
the effective solutions to solve this problem where “Peer-to-
Peer Networking (PPN), Distributed File Sharing (DFS), and
Autonomous Device Coordination (ADC)” functions could be
capable. The use of Blockchain (BC) technology allows the
WSNs system to monitor a large number of devices in the
network, especially in the case of WSNs with application
expansion needs. The WSNs system can coordinate the
handling of connections between devices, and the security and
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Figure 1. WSN network types, data flow in WSN, data flow in WSN with Blockchain technology.

reliability of the system will be greatly enhanced by
integrating BC technology. In addition, the

WSNs system can handle peer-to-peer connections quickly
with the help of a distributed ledger as shown in Figure 1.

We can see the difference between the two data flow
processes in BC-integrated WSNs and traditional WSNs. The
data in WSNs with Blockchain does not use centralized data
centers. In WSNs integrated BC technology is the same as
traditional WSNs but when the data goes to the Internet the
data will go through the distributed Blockchain because the
centralized server has been eliminated. Thanks to the
distributed ledger in the blockchain, data authentication, and
data tampering have become better. The data flow will also
become more reliable and secure with the application of BC
technology.

TABLEI
COMPARISION BETWEEN TYPES OF WSNs
WSNs with Blockchain WSNss without Blockchain
Decentralized Centralized
Distributed ledger Client- server architecture
High power consumption Low power consumption
High security Low security

Requires a device with a
large processing speed and
storage capacity

WSN devices have limited
processing speed and
storage capacity

More difficult to implement
and maintain

Simple to implement and
maintain

Table 1 presents a comparison between WSNs systems
without blockchain technology and WSNs systems with
integrating blockchain technology.

The use of Blockchain technology in WSN can bring a lot of
benefits such as greatly reducing costs because it does not
need to maintain a centralized data storage center, will

distribute computing needs, data is stored on all devices in the
network.

The outstanding characteristics of Blockchain technology
such as decentralization, reliability, and security make it an
ideal solution to solve the challenges facing WSNs. Due to the
transparency of data in the blockchain, users can track the
data when they want. In addition, transactions in the network
need to use confirmation and participant consent to prevent
tampering.

III. RESEARCH CHALLENGES

We can see a lot of benefits that Blockchain can bring.
However, Blockchain is not a perfect technology, it also has its
flaws and challenges, when applying them users also need to
trade-off some characteristics. These challenges can be
summarized as follow:

Scalability: Blockchain's distributed character may be lost as
the scale of the WSNs expands. Many characteristics of
Blockchain will decrease as the number of nodes in WSNs
increases. This is considered as one of the significant
limitations because the expansion needs of WSNs are huge.
Power consumption and processing time: Blockchain
requirements on power consumption, computing power as
well as processing time are very strict. Meanwhile, the devices
in WSNss are mostly low-power devices. In addition, in WSNs
there are many different devices that are not synchronized in
of power consumption, computing power,
processing speed. Therefore, the application of Blockchain in
WSNs faces many difficulties.

terms and

Storage: Using a distributed ledger to store transactions and
device IDs in the network and eliminating the central server
model is one of the key advantages of Blockchain. However,
these ledgers are stored in each network node, the size of
which will increase over time. Moreover, the number of

Manuscript ID = 0396 — Copyright © 2020 by the authors. Licensee International Computer Science and Engineering Society — ISSN: 2588-5847

Website: www.i-cses.com —

E-mail: info@i-cses.com



ICSES Transactions on Computer Networks and Communications, Vol. X, No. Y, December 2021 3

network nodes is increasing due to the need to expand the
network. Meanwhile, devices in WSNs have low computing
power and storage capacity. Therefore, the application of
Blockchain technology will require significant changes to the
infrastructure of WSNs.

Lack of skills: The number of people who know about
Blockchain technology is still limited because it is a quite new
technology. Meanwhile, many applications require users to
have a clear understanding of how Blockchain works. WSNs
are applied everywhere around us, so in order to apply
Blockchain in WSNEs, it is necessary to have public awareness
about Blockchain.

Legal and Compliance issues: Blockchain technology can
connect different devices from all over the world without
following any standards or laws, which are challenges for
manufacturers and service providers and make many
businesses afraid to use Blockchain technology.

IV. CONCLUSIONS

Collecting data from the surrounding environment
becomes easier thanks to the strong development of sensor
technology. Thus, greatly improving people's lives due to the
benefits that wireless sensor networks bring. However, the
current WSN architecture is based on the server/client model,
so there are still many limitations, especially scalability,
security, and distributed data storage. With outstanding
advantages in the emergence of Blockchain technology, this is
considered an effective solution to overcome the above
limitations. In this article, we have provided an overview of
the benefits and challenges of applying Blockchain technology
to WSN. Finally, we can show, the participation of Blockchain
technology will solve the limitations of WSN. At the same
time, it also creates quite many new challenges. Therefore, we
still need more research to investigate the implementation of
Blockchain technology in the WSN network
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