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Abstract

Blockchain technology is evolving and revolutionizing the IT industry with better security, efficiency, and resilience. Blockchain
technology is being used in many applications majorly in cryptocurrencies and bitcoin applications. Verified transactions which
make a block and group of such transactions or blocks are immutable making the blockchain more secured and reliable.
Blockchain achieves decentralization of power, trust, and secured of being hacked, which solves major problems or issues with
the current systems. Ethereum, the most widely used blockchain platform because of its unlimited block size. Many complex
problems with smart contracts can be implemented with Ethereum and the eradication of third party organizations interfering in
transactions helps solving the issues of financial crisis and it is easy to implement compared to other blockchain technologies.
There are certain limitations/issues in processing large number of transactions due to lack of speed in processing the transactions.
Ethereum Blockchain code will be executed by different clients with varying speed and the performance level will be different.
The goal of this paper is to understand Ethereum transactions and perform the comparative analysis of Geth and Parity ethereum
clients on the private blockchain. In this paper, a private blockchain network is setup where the nodes will share the data among
peer nodes or blocks within the network. Using this network setup a democracy voting application is developed which makes use
of the blockchain to store and process the data, smart contracts are deployed to execute the transactions. Performance analysis of
the two most popular ethereum clients Geth and Parity is carried out considering time, consistency and scalability parameters.
Results interpret that the overall transactions are 91% on average faster in parity client as compared to Geth client.
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1. Introduction

Blockchain is a decentralized system where all the participating parties are peers nodes, the transactions of these
nodes will be carried out without any third party allies. Blockchain uses consensus algorithms like proof of stake
(PoS) and proof of work (PoW) to validate the transactions depending upon the agreement made by all peers.
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The PoS and PoW protocol provide more secure and reliable transaction operation between the peer nodes in the
blockchain network. With the conventional single node data processing operation the owner entity needs to maintain
all the copy of data or transactions. Consequently, the owner entity controls the data transfer and management
activity without intervention of other client nodes. With the advancement of distributed ledger technology the
conventional approach has radically changed the data processing operations in distributed architecture where
multiple nodes will have one copy of the data and these nodes are individually allowed to contribute in the data
processing operation. In distributed architecture the main challenge is to ensure that all the nodes agree on the
common rule or truth i.e. the validation of ledger. Any changes done by single node need to be broadcasted to all the
peer nodes of the network. This mechanism where all the peer nodes of the blockchain network will be arriving to
the common truth this process is known as consensus.

The openness and immutability properties of blockchain network make it highly decentralized and scalable.
Therefore blockchain can be used to store sensitive and confidential information. Blockchain technology has
evolved rapidly over the past few years and many new and innovative solutions have been proposed to solve large
problems, one of the largest problems a blockchain technology face is scalability. With every node being privy to
every transaction, there is a natural limit to transaction processing. Lots of temporary solutions such as increasing
the block size seem obvious, but are not sustainable for long term network demands [2].

The main objectives addressed in this paper are:

Set up of Ethereum multi-node blockchain in a private network

Implementation of E- Voting application using smart contract.

Perform transaction operation read, write on multiple nodes.

Perform the comparative analysis of Parity and Geth ethereum clients considering consistency, time and
scalability parameters.

1.1. Public vs. Private Blockchain Network

Public blockchain network consists of ‘N’ number of multiple nodes, any user can join the network and perform
transaction operations and can participate in consensus process, so this type of network is completely trust-less.
Public blockchain network are completely decentralized and nodes must be properly synchronized and if the block
chain is very big then it takes huge amount of time and energy to perform the operations [4]. In case of private
blockchain user or nodes need to take permission to join the blockchain network then only the nodes can read the
current state of blockchain. Compared to public blockchain private blockchain are much faster, safe and efficient, in
this case all the permissions are carried out centralized so there is no decentralization [5].

1.2. E-Voting

E-Voting mechanism mainly involves two functionalities casting and counting of votes which are most widely
discusses in both academic and commercial world. In order to have secure e-voting then the following properties
should be considered and must hold good [4].

e Fairness: Voting results should not be declared in prior without the completion of voting process. This will
assure that the remaining voters will not be influenced to vote.

o Eligibility: Ensure that only eligible voters must be allowed to cast their vote.
e Privacy: Once the voter cast his vote, the details of the casted vote should not be revealed to any other users.

e Verifiability: This property helps the voters to verify whether the casted vote has been counted or not. There are
two types of verifiability: individual and universal verifiability. Individual verifiability checks weather the casted
votes of the individuals are selected for counting process or not. And in case of universal verifiability any user
can verify the election outcomes once it is published.

e Forgiveness: Ability of the voter to alter or modify voters vote after the casting.
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Table 1. Overview of commercial blockchain e-voting protocols

Protocols

Properties Bit congress Follow my TIVI

vote
Fairness NO NO NO
Eligibility NO YES YES(Unclear
Privacy YES YES how)
Individual-Verifiability YES YES YES
Universal-Verifiability YES YES YES
Forgiveness NO YES(Unclear YES

how) YES(Unclear

how)

The table 1 provides an overview of the most popular commercial remote e-voting protocols like bitcongress, follow
my vote and TIVI. However most of these protocols lack documentation and the internal workings [6].

In summary, Major contributions of the proposed work are:

e Design and development of democracy contract application using ethereum blockchain technology which
accomplishes all the functional requirements of fundamental E-voting, Providing decentralization and maximum
control of the entire process to the users or voters.

e Understanding the implementation challenges and different platforms and its advantages and limitations.

e Performance analysis of Geth and Parity ethereum clients.

The section 2 provides details of related work and basic blockchain architecture. Section 3 describes the proposed
methodology, set-up of private blockchain and Ethereum Geth & Parity client details. Section 4 deals with the
implementation details of the proposed work with process flow diagrams and algorithms. Section 5 presents the
results and discussion along with the Performance Analysis of Geth and Parity Clients. Section 6 describes the
conclusion and the future enhancement of the proposed work.

2. Related Work

Blockchain is the technology that can change the perspectives of the people in the current era, it can make high
impact on the current traditional way of transactions, investments, security, scalability and the efficient use of the
resources would be possible with this technology. The blockchain is made up of distributed ledger technology where
each and every user who is part of the blockchain can manage the ledger according to the transactions that takes
place .There are mainly three types of blockchain public, private and consortium blockchain. In public the ledger is
visible to all the users of the blockchain where as in private only specific people in the organization are allowed to
add the transactions. Consortium blockchain is such where group of organizations are allowed to verify and add
transactions but the ledger can be open or restricted to some groups [3].

A blockchain consists of blocks, a block is a recent transaction that had happened and verified with a hash code
so to maintain the consistency in uniqueness, such group of transactions make blocks and they linked such that they
are immutable. Blockchain is immutable because of majorly two reasons, all the transaction are stored in blocks
using a hash key , the hash key links the previous block to the next block. If the data is tampered then the hash key
value will be different and the peer nodes will be able to recognize the data tampering operation. Blockchain
maintains a public ledger which is shared among all the nodes of the network. Any changes made in ledger will be
updated and synchronized with all peer nodes of the network. To hamper a transaction one has to tackle all the
blocks of the blockchain network which require unimaginable amount of resources to do so [8].

Blockchain technology has huge advancement in the field of research, educational and developing by making use
of the platform to innovate, adapt and make a world better place out of it. The workflow of blockchain architecture
is shown in fig 1.
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Fig 1. Work flow of blockchain architecture

Blockchain technology provides several platforms such as ethereum, hyperlredger, bitcoin, multichain and so on.
Hyperledger, ethereum are most widely used because of open source and it supports for different use cases. The fig
1 shows the blockchain architecture working process in the form of a digital wallet. A block in blockchain mainly
consists of data, the hash value of block and also the hash value of previous block. Data stored in each block
depends on the type of blockchain technology. For example in Bitcoin, the block stores data about the sender,
amount of coins and the receiver information [1, 2]. The hash key is generated using hashing algorithms (SHA 256)
this hash key helps in easily identifying each block in the blockchain structure. Once a block is created a hash key is
assigned to it, any changes done for block will intern effect the hash value. The final and important component
within the block is the hash value of previous block, using this value we build a chain of blocks and it will be the
main element for blockchain architecture security. If any block gets corrupted and attempts to provoke the blocks to
change then all the other blocks which are connected to a chain will carry incorrect information and whole
blockchain system will be invalid. It is also possible to adjust all the blocks using proof-of-work protocol. This will
allow user to slow down the new block creation process .In bitcoin it approximately takes 10 min to find the
required proof-of-work and to add new block to the chain this task is performed by miners. Miners need to store the
transaction fees information received from the block which they have verified as reward. A new user node joining
the peer to peer network will get the full information of the system. If any new block is created that it is being sent
to all the nodes in the blockchain system, each node verify and validates the information. If the information is
correct then the block is added to the local blockchain in each node. All nodes which are within the blockchain
architecture creates a consensus protocol which holds the set of rules information , if all the nodes agree to this then
all the blocks will be secured[4].

3. Proposed Methodology

Democracy contract mainly consists of owner who will be acting as administrator or owner. The owner can add
or delete voting members to the organization. All the members who are participating in democracy contract can
prepare a proposal, the proposal will be in the form of ethereum transaction. Any member of the organization can
broadcast or execute the contract. The other members can cast their vote in support or against the proposal. If all the
predetermined members have casted their vote then the proposal can be executed. The contract will verify and
count the casted votes and if the numbers of votes are more, then the contract will execute the given transaction.

The functional requirements of the proposed system are as follows:

e Owner shall be able to initialize minimum quorum for proposals, and the debate time and margin of votes for
majority.

Owner shall be able to add members eligible for quoting proposals and voting.

Owner shall be able to transfer ownership of the contracts.

Member shall be able to quote proposal and cast vote for or against the proposal.

Finally the system should be able to execute the proposal.
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The fig 3 shows the core components of Blockchain architecture and its working mechanism. The main core
components of blockchain architecture are:
Node: Computer or user is considered as node maintains the independent copy of digital ledger.

Transaction: A small unit of building block which used in the blockchain architecture.

Block: A block is a data structure used for maintaining the transactions which are broadcasted to all the nodes of

network.

Chain: A sequence of blocks.

Smart Contract Front End Back End — I .
Development Apps Apps L)apps pplication Layer
Consensus
Algorithms Trust Layer
Private Block .
Blockchain Validation Blockchain Layer
Transaction Mining Transaction layer
Validation
Virtual Ethereum
Servers | Storage | Peer to Peer Nodes Network Layer

Fig.3. Blockchain layered architecture

3.1. Proposed System Model (Ethereum- Private Blockchain)

The fig 4 shows the overall system model of the application, it mainly consists of Remix IDE, EVM’s and
Web3.js components. Remix is an IDE and browser based complier which is used to build and debug Ethereum
contracts using solidity language. Web3.js mainly used to interact with the local or remote nodes using RPC port
through HTTP protocol also it consists of collection of library flies. EVM is a decentralized virtual machine; these
virtual machines can execute the scripts using interconnection of public nodes.
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Fig 4. System model diagram
3.2. Ethereum Clients

In blockchain architecture if any new node need to be added to the peer-to-peer network, then the first step is to
run Ethereum client, this code will help to parse and verify blockchain transactions. Ethereum provides many clients
which are developed by different programming language. The two most widely used clients are Geth and Parity.
Geth is Ethereum first client and it provides mining option by its own. On the other hand parity is Ethereum latest
developed client which is basically developed to enhance the efficiency [5]. It provides faster sync operations, it
doesn’t have mining option same as Geth but it provides JSON-RPC support so that it can integrate with any of the
miner which uses PoW (Proof of Work). The table 2 shows the Geth & Parity clients.

Table 2: Ethereum Geth & Parity client features

JavaScript

Programming Database State
console

Mining

Geth Go-Lang Level DB Heap Yes Yes

Not directly but
can run Geth
attach or it can
use Node.js
CLI console

Parity Rust Rock sdb Stack

4. Implementation

The fig 5 shows the process flow diagram of democracy system, which mainly consists of three variables
minimum quorum for proposal, minutes for debate and margin of votes for majority. Values of the variables are set
initially before voting. Add Member function is used to add members for voting for any proposal as well as quote
proposals. When any proposal is proposed by a member, the other members of the network are given rights to either
vote for or against the proposal. After certain fixed time, the numbers of votes are counted. Based on the number of
votes, the proposal is either accepted or rejected. The accepted proposal is executed and added in the blockhe
democracy application mainly consists of three contracts (classes): owned, token Recipient and Election. The
contract Election inherits properties of contracts owned and token Recipient. Each of these contracts has a set of
functions and different properties.
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Fig. 5 Process flow diagram of democracy contract system

4.1. Setting up parameters for initial block

Algorithm/Code Snippet

Proposal: 0
Votes: 0
Executed? false

Passed? false

Proposal: 1
Votes: 0
Executed? false

Passed? false

Proposal: 0
Votes: 2
Executed? true

Passed? true

{
"nonce":
"timestamp" :
"parentHash":
"extraData":
"gasLimit":
"difficulty”:
"mixhash":
"coinbase":
ralloc™: {1},
"config": {}

“@x00",
"8x00",

"@x4ee" ,

"@xooooopeacoeasnd2”,

"@x8eeecea",

"@x0800000000000000000000E00000000000000000000000000000OC0RRERBRER",

“@xéboeecepe0ap0R00000000CR000RE0GREEORCRCOGRGOORBOODREBOBRBOBRBEABE" ,
"B8x3333333333333333333333333333333333333333",

4.2. Contract owned

Algorithm/Code Snippet

Step 1: Constructor ()

Step 2: Set owner to address of user who deploys the contract
Step 3: Modifier only Owner ()
Step 4: Require that user using this contract is owner of contract
Step 5: Function transfer Ownership (new Owner) only Owner

Step 6: Assign owner to new Owner

4.3. Contract token recipient and contract election

Algorithm/Code Snippet

Constructor (minimum Quorum, minutes for debate, margin of votes for majority)

Call

Change Voting Rules (minimum Quorum, minutes for debate, margin of votes for majority)

Call addMember (address (0),””)
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Call addMember (owner,’founder’)
Function addMember (targetMember, memberName) OnlyOwner
Add targetMember to members array with memberName
Function removeMember (targetMember)
OnlyOwner
Remove targetMember from members array
Function change Voting Rules (minimum Quorum, minutes for debate, margin of votes for majority) only Owner
Assign values for minimum Quorum, minutes for debate, margin of votes for majority
Function vote (proposalNumber, supportProposal, justificationText)
If (msg.sender has not voted)
Set voted to true for msg.sender
Increment the number of votes
Function executeProposal (proposalNumber, transactionByteCode)
If (proposal not executed && time>minExecutionDate &&numberofvotes>= MinimumQuorumForProposals)
Set execute of proposal to true
Else
Set executed of proposal to false

5. Results and Discussions

The experiment and performance analysis is carried out using Go-ethereum, Geth v1.4.18 with the parity release of

version v1.6.0. Initially a private testnet for ethereum Geth and parity need to be setup by defining a genesis block

and adding the peer nodes to the miner network. In case of ethereum manually need to set the difficulty variable in

genesis block so that the miners do not diverge in large networks. Next for parity we need to initialize the step-

duration variable to 1. The confirmation-length variable is set to 5 seconds in both ethereum and parity clients. The

experiments were carried out on a 10-node commodity cluster. Each node has 1.5GHz CPU, 8GB RAM, 1TB hard

drive, with Ubuntu 16.04, the nodes were connected via 1GB switch.

Performance metrics considered to evaluate the blockchain networks:

e Throughput: The number of transactions executed per second considering the workload of the multiple clients
and threads per client of the blockchain network.

e Latency: The delay in executing the transactions successfully i.e. the response time.

e Scalability: Able to increase the number of concurrent nodes and workloads in the blockchain networks.
Scalability is an important factor which will affect the throughput and latency.

5.1. Block creation vs Time

All major processes in blockchain voting are faster compared to traditional voting system and are within 13
second duration as per the literature study. Same number of blocks are created for transactions in each vital process
meaning the system is consistent since the system supports multi node structure(Tested upto 10 systems) across
multiple systems that means the system is highly scalable. Hashed encryption and decentralised storage makes data
tampering difficult and hence increasing security of the system

8
6
a
2
o |

Member Quoting Voting Executing

Addition Proposal Proposal
Time(sec) Blocks(nos.)

Fig.6 Number of blocks vs. time
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6. Performance Analysis of Geth and Parity Clients

The table 3 interprets the performance analysis of Geth and Parity considering the speed with number of
transactions executed by the system.

Table 3: Comparative analysis of Geth and Parity clients considering increasing speed

Num of Transactions Geth Parity % of increasing speed in parity
1000 3.14 1.84 85.1
2000 6.00 342 88.14
3000 10.01 6.12 84.92
4000 12.15 7.21 89.96
5000 15.86 9.47 90.12

The Fig.7 shows the processing time considered by both clients Geth and Parity. From table 3 and fig 5 we can
interpret that parity client is 85% faster in executing the transactions as compared to Geth with transactions ranging
from 1000 to 5000.

18 Lb.80
16
13.23
14
12
£8
10 871

Minutes

&6

0
100D 2000 2000 2000 plnlali]
transactions transactions transactions transactions transactions
et [ 331 Geth

Fig 7. Geth & Parity clients processing time
7. Conclusion

In this paper, a proof-of-concept application is developed to improvise the E-Voting process in a completely
decentralised manner using a blockchain technology. Smart contracts were implemented in order to achieve peer to
peer network security using a solidity programming language. The implementation of consensus algorithm used in
the blockchain helped to determine the effect of smart contract. Performance analysis of the two most popular
ethereum clients Geth and Parity is carried out considering time, consistency and scalability parameters. Results
interpret that the overall transactions are 91% on average faster in parity client as compared to Geth client. Apart
from performance the other two important measures are security and safety are the challenging issues in blockchain
system. There is a large scope for research with distributed processing based on blockchain technology, specifically
with proof-of-work and proof-of-stake protocols in developing IoT based applications.
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