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Abstract

Blockchain is the core technology of many cryptocurrencies. Blockchain as a distributed ledger technology has received extensive research
attention. In addition to cryptography and P2P (peer-to-peer) technology, consensus protocols are also a fundamental part of the blockchain
technology. A good consensus protocol can guarantee the fault tolerance and security of the blockchain systems. The consensus protocols
currently used in most blockchain systems can be broadly divided into two categories: the probabilistic-finality consensus protocols and the
absolute-finality consensus protocols. This paper introduces some of the main consensus protocols of these two categories, and analyzes their
strengths and weaknesses as well as the applicable blockchain types.
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1. Introduction

Blockchain first appeared in Nakamoto’s Bitcoin white
paper that describes a new decentralized cryptocurrency [1].
Bitcoin takes the blockchain technology to the extreme and
attracts people’s wide attention. Afterward, many cryptocur-
rencies and projects based on the blockchain spring up.
Blockchain thus has become a hot topic. Interestingly, the
technology adopted by the blockchain is not new. Blockchain
simply combines cryptography, distributed system technology,
peer-to-peer networking technology and other well-known
technologies. Besides, blockchain also provides a secure
framework for the cryptocurrencies, in which anyone cannot
tamper the content of transactions and all the nodes participate
in transactions anonymously. For this reason, the blockchain
technology can be widely used in various fields, e.g., financial
field, medical systems, supply chain, and Internet of Things
(IoT).

However, in the process of applying the blockchain tech-
nology, there will be many challenges and issues, among
which how to design an appropriate consensus protocol is
a big issue. The consensus of blockchain is that all nodes
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maintain the same distributed ledger. In traditional software
architecture, the consensus is hardly a problem due to the
existence of the center server, hence the other nodes only
need to be aligned with the server. However, in a distributed
network such as blockchain, each node is both a host and
a server, and it needs to exchange information with other
nodes to reach a consensus. Sometimes some nodes will be
down or offline, and there will also be some malicious nodes,
which will seriously affect or destroy the process of consensus.
Therefore, an excellent consensus protocol can tolerate the
occurrence of these phenomena and minimize the harm so
as not to affect the final consensus result. In addition, the
consensus protocol adopted by the system also needs to be
suitable for the blockchain type used by the system. There are
three basic types of blockchain: public blockchain, consortium
blockchain and private blockchain [2]. Each type of blockchain
has different application scenarios. The adopted consensus
protocol thus needs to fit the demands of specific application
scenario. In this paper, we introduce some main consensus
protocols of blockchain and analyze their performance and
application scenarios.

2. Main consensus protocols

In distributed systems, there is no perfect consensus pro-
tocol. The consensus protocol needs to make a trade-off
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among consistency, availability and partition fault tolerance
(CAP) [3]. Besides, the consensus protocol also needs to
address Byzantine Generals Problem that there will be some
malicious nodes deliberately undermining the consensus pro-
cess [4]. In this section, we make a detailed description
of some popular blockchain consensus protocols that can
effectively address Byzantine Generals Problem.

PoW (Proof of Work): PoW is adopted by Bitcoin,
Ethereum, etc [1,5]. PoW selects one node to create a new
block in each round of consensus by computational power
competition. In the competition, the participating nodes need
to solve a cryptographic puzzle. The node who first addresses
the puzzle can have a right to create a new block. The flow
of the block creation in PoW is presented in Fig. 1. It is very
difficult to solve a PoW puzzle. Nodes need to keep adjusting
the value of nonce to get the correct answer, which requires
much computational power. It is feasible for a malicious
attacker to overthrow one block in a chain, but as the valid
blocks in the chain increase, the workload is also accumulated,
therefore overthrowing a long chain requires a huge amount of
computational power. PoOW belongs to the probabilistic-finality
consensus protocols since it guarantees eventual consistency.

PoS (Proof of Stake): In PoS, selecting each round of node
who creates a new block depends on the held stake rather than
the computational power. Although nodes still need to solve a
SHA256 puzzle:

SHA256(timestamp, previous hash...) < target X coin.

The different from PoW is that nodes do not need to adjust
nonce for many times, instead, the key to solve this puzzle is
the amount of stake (coins). Hence, PoS is an energy-saving
consensus protocol, which leverages a way of the internal
currency incentive instead of consuming lots of computational
power to reach a consensus. The flow of PoS is shown in
Fig. 2. Like PoW, PoS is also a probabilistic-finality consensus
protocol. PPcoin was the first cryptocurrency to apply PoS to
the blockchain. In PPcoin, in addition to the size of the stake,
the coin age is also introduced in solving a PoS puzzle [6].
For instance, if you hold 10 coins for a total of 20 days, then
your coin age is 200. Once a node creates a new block, his
coin age will be cleared to 0. In addition to PPcoin, many
cryptocurrencies adopt PoS, e.g., Nxt, Ouroboros [7,8]. Note
that Ethereum plans to transition from PoW to PoS.

DPoS (Delegated Proof of Stake): The principle of DPoS
is to let nodes who hold stake vote to elect block verifiers
(i.e., block creators) [9]. This way of voting makes the stake-
holders give the right of creating blocks to the delegates they
support instead of creating blocks themselves, thus reducing
their computational power consumption to 0. We can clearly
see the flow of DPoS in Fig. 3. DPoS is like a parliamentary
system, as shown in Fig. 3, if the delegates are unable to
generate blocks in their turns, they will be dismissed and the
stakeholders will select new nodes to replace them. DPoS
makes the most use of the shareholders’ votes to reach a
consensus in a fair and democratic way. Compared to PoW
and PoS, DPoS is a low-cost and high-efficiency consen-
sus protocol. There are also some cryptocurrencies adopting
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DPoS such as BitShares, EOS, etc [9,10]. The new version
of EOS has turned DPoS to BFT-DPoS (Byzantine Fault
Tolerance-DPoS) [10].

PBFT (Practical Byzantine Fault Tolerance): PBFT is a
Byzantine Fault Tolerance protocol with low algorithm com-
plexity and high practicality in distributed systems [11]. PBFT
contains five phases: request, pre-prepare, prepare, commit
and reply. Fig. 4 describes how PBFT works. The primary
node forwards the message sent by the client to the other
three nodes. In the case that node 3 is crashed, one message
goes through five phases to reach a consensus among these
nodes. Finally, these nodes reply to the client to complete
a round of consensus. PBFT guarantees nodes maintain a
common state and take a consistent action in each round of
consensus. PBFT achieves the goal of strong consistency, thus
it is an absolute-finality consensus protocol. As mentioned
before, EOS takes a combined consensus protocol. EOS lever-
ages PBFT to simultaneously work with the block validation
and creation in DPoS, greatly reducing the time required for
a round of consensus [10]. A new protocol called Stellar
is an improvement of PBFT. Stellar adopts FBA (Federated
Byzantine Agreement) protocol, in which nodes can choose
the federation they trust to conduct the consensus process [12].

Ripple: Ripple is an open source payment protocol [13].
In Ripple, transactions are initiated by clients and broadcast

throughout the network via tracking nodes or validating nodes.
However, the consensus process in Ripple is performed by
validating nodes, each of which owns a list of trusted nodes
called UNL (Unique Node List). Nodes in UNL can vote on
the transactions they support. The process of consensus in Rip-
ple is presented in Fig. 5. Each validating node sends its own
transactions set as a proposal to other validating nodes. Once
receiving the transaction proposals sent by nodes in UNL, the
validating node will check each transaction in the proposal.
The transaction in the proposal will get one vote if there is
the same transaction in its local transactions set. When the
transaction gets more than 50% of the votes, this transaction
will enter the next round. The screening threshold will be
increased for each round, and transactions with more than 80%
of the votes will be finally recorded in the distributed ledger.
Hence, Ripple is an absolute-finality consensus protocol.

3. Analysis and comparison

In this section, we analyze the main consensus protocols
mentioned in Section 2 in terms of fault tolerance, limita-
tion, scalability, and application scenarios. The analysis and
comparison results are summarized in Table 1.

3.1. Fault tolerance

PoW, PoS and DPoS are probabilistic-finality protocols, and
attackers need to accumulate a large amount of computational
power or coins (stake) to create a long private chain to replace
a valid chain. For instance, in Bitcoin, a 50% fraction of the
computational power is sufficient for an attacker to create a
longer private chain to successfully complete a double-spend
attack [1]. Hence, if attacker’s fraction of the computational
power is more than or equal to 50%, the blockchain network
will be undermined. Like PoW, PoS and DPoS can only allow
the existence of the stakeholder with less than 50% of the held
stake. In PBFT, if there are a total of 3f + 1 nodes in the
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Table 1
Main consensus protocols comparison.
Property PoW PoS DPoS PBFT Ripple
Type Probabilistic-finality Probabilistic-finality Probabilistic-finality Absolute-finality Absolute-finality
Fault tolerance 50% 50% 50% 33% 20%
Power consumption Large Less Less Negligible Negligible
Scalability Good Good Good Bad Good
Application Public Public Public Permissioned Permissioned

network, the number of normal nodes must exceed 2f + 1,
which means that the number of malicious or crashed nodes
must be less than f. Therefore, the fault tolerance of PBFT is
1/3 [11]. The fault tolerance of Ripple is only 20%, i.e., Ripple
can tolerate Byzantine Problem in 20% of nodes in the entire
network without affecting the correct result of consensus [13].

3.2. Limitation

There is no doubt that PoW consumes the most com-
putational power among these consensus protocols, and the
transaction throughput per second (TPS) of Bitcoin adopt-
ing PoW is only 3-7, which greatly limits the application
prospect of PoW in actual payment. PoS and DPoS have
similar shortcomings, although they can greatly reduce the
consumption of the computational power, only the stakehold-
ers can get the block reward, which leads to the great reduction
in the liquidity of coins in DPoS, the poorer the poor and
the richer the rich. PBFT requires each node communicating
with other nodes to exchange messages in each round of
the consensus, PBFT thus has extremely high performance
requirements for the network. Moreover, the identity of each
node participating in the consensus is known, so there is no
guarantee on the anonymity. In Ripple, a round of consensus
process is completed in a few seconds, which is suitable for
the actual payment scenario. However, Ripple is managed and
controlled by a few organizations, which does not satisfy the
decentralization nature of blockchain.

3.3. Scalability

PoW, PoS and DPoS all have good scalability. Although
TPS of them is not very high, there are some ways that can

help improve the scalability. For instances, Bitcoin adopts
lightning network to provide an off-chain payment to improve
the scalability [14]. Ethereum proposed the sharding tech-
nology and Plasma, which are layer 1 and layer 2 scaling
solutions, respectively [15]. The scalability of PBFT is limited
since PBFT is suitable for a high performance network with a
small number of nodes. Unlike PBFT, Ripple can be suitable
for a large scale network, and TPS of Ripple is over 1500,
hence Ripple has strong scalability.

3.4. Scenarios

As mentioned before, current blockchain systems can be
categorized into three types. In public blockchain, everyone
can take part in the consensus process and the distributed
ledger is visible to the public. PoW, PoS, and DPoS can be
applied to public blockchain. Private blockchain and consor-
tium blockchain belong to the permissioned blockchain as only
permitted nodes can participate in the consensus process. The
identity of each node is known to the public in PBFT and Rip-
ple, thus they are all suitable for private blockchain or consor-
tium blockchain. Although private blockchain and consortium
blockchain are not as decentralized as public blockchain, due
to the strong consistency and high efficiency of consensus,
they are more suitable for some commercial and medical
scenarios.

4. Conclusion

The consensus protocol is the guarantee for the stable oper-
ation of blockchain systems. Nodes agree on a certain value or
transaction through the consensus protocol. In this paper, we
introduced some popular blockchain consensus protocols and
found their strengths, weaknesses and application scenarios
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through analysis and comparison. We concluded that designing
a good consensus protocol should consider not only good
fault tolerance but also how to make the best use of it in the
appropriate application scenario.
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