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Abstract—While fifth-generation (5G) communications are be-
ing rolled out worldwide, sixth-generation (6G) communications
have attracted much attention from both the industry and the
academia. Compared with 5G, 6G will have a wider frequency
band, higher transmission rate, spectrum efficiency, greater
connection capacity, shorter delay, wider coverage, and stronger
anti-interference capability to satisfy various network require-
ments. In this paper, we present a survey of potential essential
technologies in 6G. In particular, we will give an insightful
understanding of the paradigms and applications of the future 6G
wireless communications by introducing index modulation (IM),
artificial intelligence (AI), intelligent reflecting surfaces (IRS),
simultaneous wireless information and power transfer (SWIPT),
space-air-ground-sea integrated network (SAGSIN), terahertz
(THz), visible light communications (VLC), blockchain-enabled
wireless network, holographic radio, full-duplex technology (FD),
Cell-Free Massive MIMO (CFmMM), and security and privacy
problems behind technologies mentioned above.

Index Terms—6G, Wireless Communications, Survey, Index
Modulation (IM), Artificial Intelligence (AI), Intelligent Reflect-
ing Surfaces (IRS), Artificial Internet of Things (AloT).

I. INTRODUCTION

As 5G communication networks are being deployed com-
mercially [1], the academic and industry start working on
developing 6G wireless communication systems. Currently, the
rapid growth of data-centric intelligent systems has brought
significant challenges to 5G wireless systems. For example,
the haptic Internet-based telemedicine requires that the de-
lay of air interface is less than 0.1 millisecond (ms) [2].
However, currently, it is only 1ms, which is still far from
the standard. Compared with 5G, 6G has stricter demands
in power consumption, reliability, privacy, security, etc. but
provides better service quality (QoS) in data rate, latency,
and coverage. 6G is considered a revolutionary generation
of wireless communication because of the growing roles of
intelligence, autonomy, context-awareness, ubiquitous, Internet
of Everything (IoE), and collaboration in edge applications. 6G
focuses on decentralized users’ devices and edge infrastructure
components instead of the centralized server used before [3/4].
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Fig. 1. The vision of 6G.

Fig. |l| illustrates emerging applications that will be enabled
by 6G. 5G’s ubiquitous mobile ultra-broadband, ultrahigh data
density, and ultrahigh-speed-with-low-latency communications
cannot fully support them [5]—[8]]. To overcome the bottle-
neck of the existing wireless communication systems, various
candidate technologies have been proposed. For example, to
maintain the massive network of 6G, automation and intelli-
gence should be widely implemented. Al is expected to enable
a significant paradigm shift in 6G wireless networks, includ-
ing machine learning, deep learning, etc. [3]]. The spectral
efficiency is also a key performance indicator, so IM and
advanced full-duplex technologies are introduced. Although
the connection density increases, the inter-user interference
should not be influenced. Oppositely, the target should be
limited to a lower threshold for a better user experience.
Moreover, IRS may contribute to intelligent and active wireless
communications paradigms, whereas IRS may help form the
software-defined networking paradigm. Furthermore, to satisfy
the target of broader coverage, 6G wireless communication
networks use SAGSIN to accomplish the global coverage [9].
Because the consumption of the spectrum frequency is fast, 6G
will undergo the transition from radio to sub-terahertz (sub-
THz), VLC, and THz, which use higher ranges of frequen-
cies [6410]—[17]. To reduce the power consumption, SWIPT
is proposed to prolong the span of the battery. The other



technology that can be used to manage and share the spec-
trum resource is blockchain, which can eliminate the central
authority since the blockchains are untampered decentralized
databases [18]. 6G is envisioned to support new services, for
example, smart wearable devices, computing reality devices,
autonomous vehicles, implants, sensing, and 3D mapping [5].
Finally, as data privacy becomes more critical, more security
and privacy techniques will be explored.

Contributions.The contributions of this survey are summa-
rized below.

o Current papers on 6G pay more attention to predicting
technologies that may be used in the future, and few
of them give a summary. While papers survey on 6G
technologies only focuses on either network layer or
physical layer. Our paper surveys almost all of the
existing visions of 6G and summarizes them in detail,
including both physical and network layer technologies.
Furthermore, we give a deep insight into these existing
technologies potentially utilized in 6G according to how
these technologies satisfy the requirements of future
6G network, thus facilitating the understanding of their
respective advantages comprehensively.

o We highlight some technologies that may be essential
for 6@, including index modulation, artificial intelligence,
intelligent surfaces, simultaneous wireless information,
and power transfer, etc. Both advantages and challenges
of these technologies are discussed in our manuscript,
which gives the directions of future work for 6G applica-
tions. Based on the corresponding pros and cons, readers
can explicitly improve specific technology for targeted
application scenarios.

« Not only the principles of the technologies themselves
are presented, but their variations are also provided. For
example, its relative variations such as STSK and GSTSK
are also discussed briefly for the TD-SM technique. After
that, readers can have a comprehensive understanding of
these technologies and their evolution in solving more
and more complex problems.

o Applications of existing potential 6G technologies are
also investigated in our manuscript. By summarizing
the applications in various scenarios, we help recognize
the 6G network’s differences from its 5G counterpart.
Therefore, it is easy to have an exact blueprint for the
development of a future network.

Organization. The rest of paper is organized as follows.
Section [[I] gives an overview of emerging technologies that
enable the paradigm shift in 6G wireless networks. From Sec-
tion [ITI] to Section we present each technology of 6G
in detail. Section discusses potential security and privacy
problems existing in 6G. Section [X] lists some applications
enabled by 6G technologies. Section |XI| concludes this paper.

Notations. For sake of convenience, we give an illustration
of the notations used throughout our manuscript. Bold letters
denote vector and bold capital letters denote matrix. || - ||»
represents the Frobenious norm of a matrix. | - | is the
magnitude of a complex number. | -] denotes the largest integer

that is smaller than the argument. is the binomial

coefficient. diag() is the diagonalize operation of a matrix.
The subscripts (-)7, (-)*, and (-)¥ define the operation of
transpose, conjugate, and Hermitian transpose, respectively.
Iy represents an N-by-NN identity matrix. Table [l summarizes
abbreviations used in this paper.

II. AN OVERVIEW OF 6G TECHNOLOGIES

6G is expected to outperform 5G in multiple specifications
which can be summarized into six aspects as shown in Fig.
including frequency, individual data rate, peak data rate, core
network, mobility, and latency. From which, we can see that
6G requires lower latency, higher frequency and data rate,
faster mobility, and broader applications. More specifically,
Table [II| lists details of each expected requirement.

In this section, we will present an overview of the most eye-
catching ideas pertaining to 6G, including index modulation
(IM), artificial intelligence (Al), intelligent surfaces, simul-
taneous wireless information and power transfer (SWIPT),
terahertz (THz), visible light communication (VLC), de-
vice to device (D2D), full-duplex (FD), Cell-Free massive
MIMO (CFmMM), space—air—ground-sea integrated network
(SAGSIN), blockchain-based network, network in box, and
holographic radio [[19]-[26]. Besides, we will introduce po-
tential applications and discuss security and privacy problems
in above technologies.
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Fig. 2. Qualitative comparison between 5G and 6G communications. The
comparison, which is speculative, is made in terms of: security, secrecy and
privacy; spectral efficiency; intelligence; energy efficiency; and affordability
and customization [[19].

IM. IM improves the transmission rate, which is potential
to be used in 6G. Chau et al. [28]] suggest that information bits
can be transmitted through the index of the antennas in MIMO
systems. They name such a technique as space shift keying
(SSK) and combine the SSK with classical linear modulation,
amplitude-phase modulation (APM), for example, and space
modulation (SM) is proposed based on the same idea in SSK.



TABLE I
TABLE OF ABBREVIATIONS.

5G Fifth generation
6G Sixth generation
M Index Modulation
IoE Internet of Everything
SWIPT Simultaneous Wireless quormation
and Power Transfer
Al Artificial Intelligence
IRS Intelligent Reflecting Surfaces
LIS Large Intelligent Surfaces
THz Terahertz Communications
VLC Visible Light Communication
D2D Device-to-Device Communication
CFmMM Cell-Free Massive MIMO
SAGSIN Space-Air-Ground-Sea Integrated Network
NIB Network in Box
AloT Artificial Internet of Things
mMIMO massive multiple input multiple output
FD Full-duplex
APM Amplitude Phase Modulation
PSK Phase-Shift Keying
QAM Quadrature Amplitude Modulation
ML Maximum Likelihood
SD-IM Spatial-Domain IM
SSK Spatial Shift Keying
FD-IM Frequency-Domain IM
(G)TD-IM (Generally) Time-Domain IM
CD-IM Channel-Domain IM
(G)SM (Generally) Spatial modulation
OFDM Orthogonal Frequency Division Multplexing
(G)SIM-OFDM (Generally) Subcarrier-Indexed OFDM
DM-OFDM Dual Mode Index-aided OFDM
TDD Time Division Duplex
PPM Pulse Position Modulation
(G)STSK (Generally) Space-Time Shift Keying
RF Radio Frequency
(D)MBM (Differential) Media Based Modulation
STBC Space-Time Block Code
PSM Precoding SM
TCM Trellis-Coded Modulation
RSM Received SM
ZF Zero Forcing
MMSE Minimum Mean Square Error
DSM Differential SM
CSI Channel State Information
MM-OFDM Multiple Mode SIM-OFDM
QIM Quadrature IM
SCMA Sparse Code Multiple Access
NOMA Non-Orthogonal Multiple Access
BICM Bit-Interleaved Coded Modulation
UM-MIMO Ultra-Massive MIMO
LIM Large Intelligent Metasurface
SDS Software-Defined Surface
SDM Software-Defined Metasurface
EM Electromagnetic
QoS Quality of Service
BS Base Station
UE User Equipment
SINR Signal-to-Interference-Plus-Noise Ratio
BER Bit-Error Rate
HD Half-Duplex
RFID Radio Frequency Identification
TS Time Switching
PS Power Splitting
SIC Successive Interference Cancellation
SER Symbol Error Rate
PEP Pairwise Error Probability
SNR Signal-to-Noise Ratio

TABLE 11
REQUIREMENTS AND FEATURES OF 6G [4/7/19127].

Requirements lﬁG
Service types MBRLLC/mURLLC/HCS/MPS
Service level Tactile

Device types Sensors and DLT devices/CRAS/

XR and BCI equipment/Smart implants

Jitters 1 usec
Individual data rate 100 Gbps

Peak DL data rate > 1 Tbps
Latency 0.1 msec
Mobility up to 1000 km/h
Reliability up to 99.99999%

- sub-THz band
Frequency bands
- Non-RF, e.g, optical, VLC, laser - - -

Multiplexing Smart OFDMA plus IM
Power consumption Ultra low

Processing delay < 10ns

Maximum rate 100Gb s 1

Security and privacy |Very high

Network orientation Service-centric

Wireless power transfer|

/Wireless charging Support (BS to devices power transfer)

Smart city components |Integrated

Autonomous V2X Fully

Localization precision |1 cm on 3D

Architecture Intelligent Surface

Core network Internet of Everything

Satellite integration Full

Operating frequency 1 THz
Highlight

Security, secrecy, privacy

Smart OFDMA plus IM

Multiplexing

In SM technology, the source information bits are divided into
two parts: the index of the transmit antennas, and the other
part for the APM. Therefore, SM can significantly increase the
transmission rate by sending the spare information bits through
the antenna index and the traditional APM transceiver. Apart
from the antennas, other resource entities can also be indexed
to transmit the additional information bits. These resource
entities include time slots, sub-carriers, and channel state.
Also, this class of modulation, where the spare information
bits are transmitted through the index of resources, is called
index modulation. Orthogonal frequency division multiplexing
access (OFDMA) plus IM will be essential technologies to
significantly increase the throughput to support more users to
access the 6G network.

Al Attificial intelligence (AI) provides intelligence and
automation to wireless networks by imitating human thought
processes and intelligent behaviours. Thus, Al is the key
technology in 6G wireless communication systems since 6G
is envisioned to offer full automation based on Al. Al benefits
in circumventing signal processing’s complex processes, such
as joint optimization in network design, resource management,
and resource allocation. The smart society has attracted the es-



sential attention of researchers from the academia and industry.
A variety of smart society functions should be implemented
through Al technologies, such as smart wearable devices,
intelligent robots, etc. Also, Al-empowered 6G alters the
way how a complex target job is performed, and it reduces
the latency of the wireless systems, especially for unmanned
aerial vehicle (UAV) scenarios in which ultra-low latency is
demanded; Al reduces the processing time to a great extent. In
the tasks of channel estimation [29]] and network slicing [30],
where the signal processing is severely time-consuming, Al
can replace the classical manner of operation to increase the
efficiency and decrease the latency.

Intelligent Surfaces. There are two kinds of intelligent sur-
faces, including large intelligent surface (LIS) and intelligent
reflecting surface (IRS). The concept of deploying antenna
arrays as LISs in massive MIMO systems is initially proposed
by Hu et al. in [31/32]. Compared with the beamforming tech-
nology where a large number of antennas are required to make
the signals focused, LISs are electromagnetically active in the
physical environment, and impose little restrictions on how
antennas spread. Therefore, LISs can avoid the adverse effects
of antenna correlations. However, due to the active property
of the surfaces, LISs consume a lot of power resources and
are not power efficient.

To overcome the shortness of power consumption, passive
IRS is proposed by Wu et al. [33]] to replace the active antennas
used by LISs. IRSs are considered to tune the wireless
environments to increase the spectrum and energy efficiency
while consuming little power. Therefore, by controlling the
reflection characteristics of the incident waves in a deliberate
manner, the signal quality can be improved significantly.
With the above advantageous features, IRS is considered as
a promising candidate technology for 6G. LIS and IRS both
utilize intelligent surfaces to enhance the signal quality at the
receiver, and they not only improve the data rate but also
broaden the coverage of the network.

SWIPT. 6G is supposed to be a complex network where
a large variety of smart devices are accessed to the system
and are required to communicate with others at anytime, and
the lifetime of the battery-charging modules is also required to
fulfill the constraints of ultra-low power consumption as listed
in Table [lIl To prolong the life span of various devices in the
network, simultaneous wireless information and power transfer
(SWIPT) technology is proposed. SWIPT enables sensors
to be charged exploiting wireless power transfer; thereafter,
battery-free devices can be supported in 6G, reducing the
power consumption of the network substantially [34]]. Zhang et
al. [35] describe SWIPT technology from the perspective
of a scientific hypothesis and engineering practice in detail.
Subsequently, in [[36[]-[39]], performance on the outage prob-
ability, throughput, and sum rate for non-orthogonal multiple
access (NOMA) networks with SWIPT are derived. Bariah et
al. [40l41] first conduct error probability analysis of the
NOMA-based networks with SWIPT. The error probability
performance of SWIPT is severely affected by the power
splitting factor, which provides a principle for designing the
SWIPT system in practical engineering.

THz. Terahertz (THz) is one of the potential technologies

for the 6G wireless communications [[6i11]-[15], because
the fact that past generations of wireless networks utilize
micro-wave communications over the sub-6 GHz band, whose
resources are almost used up [[15]]. Due to the propagation loss,
the THz will be used for high bit-rate short-range communi-
cations [16]. Besides, the 90-200GHz spectrum is often not
used in the past generations of wireless networks. The sub-
THz radio spectrum above 90GHz has not been exploited for
radio wireless communications yet; thus, it is envisioned to
support the increased wireless network capacity [17]]. 6G will
undergo the transition from radio to sub-terahertz (sub-THz),
visible light communication, and THz to support explosive 6G
applications [10]. Therefore, ultra-high bandwidth requirement
can be satisfied through THz communications, and the trans-
mission rate can reach the magnitude of Tbps. THz and VLC
improve the data rate by transmitting the signals at a high
frequency band that is not used previously. Subrt et al. [42]]
propose to enhance the capacity by transmitting the signals
through intelligent walls, where active frequency selective
surfaces are utilized to control the signal coverage for the first
time. Due to the propagation loss, THz will be used for high
bit-rate short-range communications.

VLC. Visible light communication (VLC) uses visible light
between 400 and 800 THz (780-375 nm) to communicate
information. It provides ultrahigh bandwidth (THz), zero elec-
tromagnetic interference, free abundant unlicensed spectrum,
and very-high-frequency reuse [43]]. Therefore, VLC helps to
develop the short range communications of 6G networks [44].
Besides, 1G-5G wireless networks have utilized micro-wave
communications over the sub-6 GHz band, whose resources
are almost used up [[15]]. Correspondingly, since more smart
devices are integrated into the network and an explosive
growth appears for the area traffic capacity, the high capacity
becomes an essential requirement of 6G. To fulfill the require-
ment of capacity or data rate, VLC technologies are potentially
to be used in 6G.

D2D. Device-to-Device (D2D) communication is defined
as the direct communication between devices without going
through base stations and the communication can be done
under licensed (i.e., cellular network) or unlicensed spec-
trum [45/46[]. D2D improves the throughput, energy efficiency,
delay, and fairness of the communication [47/48]. As the num-
ber of edge devices is explosively increasing, D2D is gaining
more attention and getting more widely implemented [49].

FD. A communication system involves both the sender and
the receiver. Under the full-duplex mode, both the sender and
receiver can send simultaneously. Compared with half-duplex,
where either the sender or the receiver works at a period of
time, full-duplex is more efficient.

CFmMM. Cellular wireless networks are based on cellular
topologies. An area is then divided into multiple cells accord-
ing to the topologies, and each cell is served by one base
station. The drawback of cell-based wireless network is that if
the device is at the edge the cell, its signal is pretty weak.
By tackling the low communication ability at the edge of
the cell, the Cell-Free Massive multiple-input-multiple-output
(CFmMM) concept is proposed which removes the cells of the
network. The idea of CFmMM means that one device is no



longer attached to a single base station instead all base stations
coherently serve the device in an area.

SAGSIN. 6G wireless communication networks will in-
tegrate space-air-ground-sea networks to achieve the global
coverage [9]], i.e., 6G will construct a space-air-ground-sea
integrated network (SAGSIN). As expected in the white pa-
per released in January 2020, the 6G network should cover
environments, including sky (10,000km) and sea (20 nauti-
cal miles) [50]. By integrating the three networks together,
SAGSIN can cope with various users and services’ growing
traffic demands.

Blockchain-based Network. Blockchains are distributed
databases which are constructed based on the theory of the
hash tree, and they are tamper-proof and hard to reverse [18].
Blockchains have attributes like auditability, data integrity,
and transparency [51]]. Thus, blockchains can be used to
manage spectrum resources without using a centralized au-
thority. Besides, blockchains are also suitable to protect data’s
security and privacy or control access. Fan et al. [52] propose
an efficient and secure blockchain-based privacy-preserving
scheme, combining access policy, and encryption technology
to guarantee data privacy. Kotobi er al. [53] use blockchain as
a decentralized database to improve the access protocols and
secure spectrum sharing in mobile cognitive radio networks.
Yang et al. [54] present a trusted authentication architecture
based on blockchain for could radio over a fiber network.

Security and Privacy. In 6G, every edge device will be
connected to the Internet. Paying attention to edge computing,
6G uses artificial intelligence and big data mining technology
to adapt to different application and targets. As the key
technology used in 6G networks, artificial intelligence will
help achieve the Internet of Everything (IoE). In IoE, data
are unevenly distributed among a lot of edge devices such
as mobile phone, wearable devices, and vehicles, and edge
devices which can train and store the data themselves without
sharing the training data, while they need to contribute to the
shared models. Moreover, it should conduct data abstraction
and reduce data dimensionality since it is not feasible to store
massive monitored data for a long time [55]]. Some security
and privacy issues come with Al; for example, attackers
masquerading as legitimate users can upload poisoned data
to corrupt the whole model. Akhtar et al. [S56] investigate the
adversarial attacks against deep learning models and show how
the attacks happen in practice, whereas some other security
and privacy issues are identified in [57]]. Lovén et al. [3]] iden-
tify the challenges of edge Al, and aims to improve edge com-
puting and Al-based approaches security via security systems.
Zhou et al. [58|] combine deep learning and edge computing,
developing robust mobile crowdsensing that can conduct data
validation and local processing. Sattiraju et al. [59] analyze
the feasibility of utilizing machine learning techniques such
as recurrent neural networks in the physical layer and propose
an unsupervised learning algorithm to improve the physical
layer security. Al promotes the development of 6G networks
while brings a lot of security and privacy issues. How to handle
this double-edged sword, combing the advantages of Al and
security will still be a research focus soon.

Applications. Empowered by 6G, a wide range of Al

applications will evolve into “connected intelligence” [60],
hence facilitating every aspect of our daily life. For example,
advanced Al approaches can be employed in network man-
agement or autonomy to save manpower [3}4]. In addition,
6G revitalizes smart healthcare by providing real-time health
monitoring [61]], high-precision medical treatment [[11]], and
reliable privacy protection [27]. With the advent of 6G, In-
dustry 4.0 will be fully realized as smart manufacturing will
achieve high-precision manufacturing [[62]]. Intelligent robots
connected by ubiquitous 6G network enable manufacturing
systems to carry out complex and dangerous tasks without
risking people’s life [61]. Moreover, smart home equipped
with intelligent IoT devices will offer comfortable living envi-
ronment to people [63[], and 6G allows smart home to ensure
the residents security. In terms of traffic and transportation,
sophisticated sensing and planning algorithms can be deployed
for traffic optimization [63]]. Other applications, such as smart
grid [64] and unmanned aerial vehicle [65], will also be
enhanced with the aid of 6G.

III. INDEX MODULATION

Index Modulation (IM) is a kind of modulation scheme
that sends extra information bits through resource entities’
index. On the one hand, high capacity can be achieved due to
the spare information bits’ transmission. On the other hand,
because the sending of these spare bits does not consume
any power and spectrum resources, IM has both high spectral
efficiency and high energy efficiency simultaneously compared
with its non-IM-aided counterpart. The structure of the IM
system is depicted in Fig. 3] As shown in the figure, at the
transmitter, the information bits are divided into two parts
after the operation of serial to parallel conversion, one part
for the classical amplitude phase modulation (APM) such as
phase-shift keying (PSK) or quadrature amplitude modulation
(QAM), etc., and the other part for the activation of the
index resources exploited for transmitting the modulated APM
signals. After the up-conversion, passband modulated signals
are transmitted through the activated resource entities. At the
receiver, down-conversion is first performed to convert the
received signals to baseband. An index demodulator is carried
out to detect the information bits used for APM and index
activation of resource entities. Finally, a parallel to series
conversion is conducted to recover the original information
sequence. The basic IM demodulator is a maximum likelihood
(ML) detector. However, the complexity of the ML detector
increases exponentially with the number of resource entities.
Such high complexity makes ML detector infeasible in prac-
tical implementation with a large number of resource entities.
Therefore, reduced-complexity algorithms such as a greedy
algorithm, log-maximum a posteriori (Log-MAP) algorithm,
etc., are explored.

According to the categories of the resource entities used
for index selection, IM can be classified into spatial-domain
IM (SD-IM), frequency-domain IM (FD-IM), time-domain IM
(TD-IM), and channel-domain IM (CD-IM). Each kind of IM
scheme has its characteristics.
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SD-IM. SD-IM is also called spatial modulation (SM),
where the spare information bits are used to activate the trans-
mit antennas [[66]. Compared with MIMO systems, SM does
not need inter-antenna synchronization and is free of inter-
antenna interference, which leads to low receiver complexity.
The structure of SM is shown in Fig. f] Assume the number
of transmit antennas and the receive antennas are Nt and
Np, respectively. At the transmitter, |log, N7 | bits are used
to decide which antenna is activated, and log,M bits are
transformed to choose the M —ary APM symbols. Therefore,
the data rate of SM in terms of bits per channel use (bpcu)
can be computed as

Rgm = |logy N1 | + log, M (bpcu). (1)
Assume the th antenna is activated and the modulated APM
symbol is s, (¢ = 1,2,..., Npym = 0,1,..., M — 1). After

passing through the fading channel, the received signal can be
written as
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where yg € CNex1 is the received signal vector; Hy €
CNrXN7 js the fading channel matrix of SM system whose
elements are independent and identically distributed complex
Gaussian random variables with zero-mean and unit variance;
n € CNrx1 i5 the additive white Gaussian noise (AWGN);
and xgy € CN7*1 is the transmit vector represented by

NIKS 3)
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——

i—1

When the modulation alphabet A/=1, SM can also be named
as SSK where all the source information bits are conveyed
through the index of the activated antenna. The SM can also
be extended to general SM (GSM) to improve the data rate
when multiple antennas are activated to transmit the modulated
signals (i.e., GSM systems are researched for higher capacity).
Fig. [3] depicts the structure of GSM. Compared with SM,
K RF chains exist simultaneously. Hence, the number of
information bits for index selection and APM symbols are

Nr

log, < K and Klog, M, respectively. Denote the vec-

tor of activated antennas as j = (j1, ..., 7x)", (jr € 1,..., Np),
and then the received signal for GSM system has the same
expression with Eq. (2):

Yosm = HsXgsm + n, 4

where the transmitting block is expressed as

XGSM = [1‘17 "')xNT]T (5)
with
_ Sm M= Jk _
xn—{ gt m= 12N ©6)



The data rate of GSM is

N
Rgsm = {10922 < KT

At the receiver, ML algorithm is generally exploited to
estimate the transmitted source information. The ML detector
is expressed as

)J + Klog, M. 7
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Fig. 5. The structure of GSM systems.

By searching all the possible activated antennas and APM
symbols exhaustively, ML detector has the complexity of

O(M?) while t = JX(T

activated transmit antennas. The detecting complexity of ML is
considerably high when the number of antennas is large, which
limits the practical implementation for large-scale MIMO
systems. Therefore, a lot of researchers focus on the algorithms
for low-complexity detector. The principle of reducing the
complexity is basically to decouple the detection of activated
antennas and modulation symbols. This two-step detection
algorithm first determines the index of the activated antennas,
and then demodulates the APM symbols on the detected
transmit antennas [67]-[70]. For example, the compressed
sensing (CS) based detection algorithm exploits the sparse
property of the activated antennas among the overall transmit
antenna set to detect the index for activation [71[]-[73]]; the
sphere decoding based detection algorithm detects the acti-
vated antennas iteratively [[74L75]; the ordered block minimum
mean-squared-error (OB MMSE) based detection algorithm
sorts the soft decisions of the active antenna combination and
choose the largest K decisions for estimation in GSM sys-
tems [[76077], etc. These algorithms can reduce the complexity
of the detection at the expense of performance degradation.
FD-IM. The orthogonal frequency division multiplexing
(OFDM) technique is widely used due to its high spectral
efficiency in 4G and 5G communications and will still be
used in 6G. The bandwidth is divided into several subcarriers
orthogonally, and each subcarrier transmits its own data bits
individually. For the FD-IM technique, additional bits are used
to choose the indices of the activated subcarriers. Therefore,
FD-IM is also called subcarrier-indexed OFDM (SIM-OFDM).
Suppose an OFDM system consists of L subcarriers which are

is the possible scenario of

uniformly divided into G groups, and each group contains
P = L/G subcarriers. For each group, one subcarrier is
activated and L bits are needed for index selection while
G'logy M bits are transmitted for M —ary APM symbols in a
OFDM block. The SIM-OFDM system can also be extended
to generally SIM-OFDM (GSIM-OFDM) system just the same
as GSM when K subcarriers are activated for each group. The
structure of GSIM-OFDM is depicted in Fig. [6]

Bit
Splitter

IFFT > Cyclic | OFDM
Prefix

Klog,M

Fig. 6. Structure of IM system.

In Fig. @, ig is the subcarrier index vector for group g(g €
{1,2,...,G}), and can be expressed as

iy = (i}, ... i0)7 ik € {1,2,..

. P}. 9
The vector of APM symbols for group g is
Sg = (51, 55)T.

Accordingly, for group ¢, the frequency-domain subcarrier

(10)

vector X = (x}, 22, ...,x))T is
k e

p=y % P=l 10 P 11

Jjg { O n%ig p ) 2 - ( )

The transmitted frequency-domain OFDM signal block is
written as
(G)SIM = (x7,....x&)T. (12)

The expression for received signal of (G)SIM-OFDM sys-
tem is (without cyclic prefix)

Yosm = HFF [ X + 1, (13)

where yisim € CL*1 is the time-domain received signal
after removing the cyclic prefix, and Fy, is the L x L Fourier
transform matrix.

The transmission rate of GSIM-OFDM is

(e ()] e

L+ Lep

Rgsim-orpm = (bpcu),
(14
where Lo p is the length of the cyclic prefix.

From Egq. ([E[) we know that the number of index bits
is only proportional to the logarithm of the group size P.
However, compared with the conventional OFDM system
whose APM symbol bits number is proportional to the size
of subcarriers L, GSIM-OFDM has no advantage in trans-
mission rate when the number of subcarriers L is large



while the activated number K is small. Ishikawa et al. [78|
demonstrate that GSIM-OFDM outperforms the conventional
OFDM system when the spectral efficiency of the system is
lower than 2bit/s/Hz. To overcome the shortness of under-
utilization of subcarriers, Mao et al. propose a dual-mode IM-
aided OFDM (DM-OFDM) system which fully exploits the
subcarrier resources to convey the source information while
the diversity gain of IM system is maintained as well [79]. In
DM-OFDM system, all the subcatrier resources are used for
transmitting the APM symbols for each group g(g = 1, ..., G).
However, two distinguishable constellation alphabets M 4 and
M p with the sizes of M4 and Mp are used for modulation.
Additional bits are conveyed to select the K subcarriers
which are modulated by alphabet M 4, and the other P — K
subcarriers are modulated through APM symbols in alphabet
M p. Therefore, the data rate for DM-OFDM in terms of bpcu
is
G
Lep
<{log2 ( I]—; )J + Klogy Ma + (P—K)log2M3>
(bpcu).
15)

By comparing Eq. (I4) and Eq. (I3), we find that the
throughput of the DM can be improved to a great extent when
all the subcarrier resources are exploited. However, because
My and Mp are required to be distinguishable, it should
be designed as My N Mp = (). A feasible method for
designing the constellation is to divide a QAM alphabet of
size (M4 + Mp) into two subsets [[79)80].

TD-IM. Time Division Duplex (TDD) is one of the gen-
erally used wireless techniques. In TDD transmission, a data
frame consists of several time slots, and each time slot can be
used to transmit source information. The earliest concept of
TD-IM can date back to 1977 when a scheme called pulse-
position modulation (PPM) is proposed [[81[]. In a PPM system,
a symbol duration is partitioned into N, slots, where only
one slot is activated according to the information selection
while the others are kept empty. PPM has the same idea of
SSK, and TD-SM has the same structure of SM as well. For
convenience, we assume that N, represents the number of
all the time slots, and only one is activated just as the SM
system. If the number of activated time slots K is greater
than one (i.e., K > 1), TD-IM system can also be extended
to generally TD-SM (GTD-SM). Therefore, the data rate of
GTD-SM in terms of bpcu is computed as

{log2 ( A;?;s )J + Klog, M

N’I’LS

To further exploit the characteristics of IM, the space-time
shift keying (STSK) technique is proposed by Sugiura et
al. [82], and they combine TD-IM and space-time block code
(STBC) together for index selection. Subsequently, they extend
STSK to a general format (GSTSK) in [83]], where indices of
multiple activated dispersion matrices are chosen based on the
transmission information bits, further improving the capacity.
The structure of GSTSK is depicted in Fig.

Rpm-orpm =

RGTD-IM = (prU) . ( 16)

{ALA WAL )

Time-domain

information bits | Dl : A :
» matrix * A * v
L selector . Ky, .
log, " f
K A
p APM
S| Space-time
APM mapper
. . . °
information bits
Klog, M *

GSTSK

» APM

Fig. 7. Structure of GSTSK system.

In Fig. [7, {Aq,...,AL} is the pre-defined dispersion matrix
set with Aj(l = 1,...,L) € CN7*Nns the space-time matrix.

Therefore, bits are transmitted to select K

{log2 < L

K
ones for space-time mapper. On the other hand, K log, M
bits are used for symbol modulation, where K symbols are
multiplied to the K dispersion matrices, respectively. The

signal for transmission can be expressed as

K
XGSTSK = SKAk. A7)
k=1
The transmission rate for STSK is
L
log, K + Klog,M
RGSTSK = (bpcu) (18)

NHS

CD-IM. Unlike the aforementioned IM schemes, CD-IM
can change the property of radio frequency (RF) environment
by employing RF mirrors or electronic switches [84]-[87].
Therefore, CD-IM has also named media based modulation
(MBM). MBM uses several RF mirrors/electronic switches
around the transmit antennas. It allows the signal to transmit
to the receiver through distinct channel paths according to the
on/off status of the RF mirrors/electronic switches. Compared
with the MIMO systems, the channel matrix is generally non-
orthogonal, and MBM can further randomize the channel by
perturbing the wireless environment, enhancing the achievable
rate. MBM can be combined with MIMO systems (MIMO-
MBM) [84.85], Alamouti STBC systems (STCM) [87], etc.,
to improve the capacity further or detect performance. In addi-
tion, MBM has higher transmission rate due to the fact that the
number of additional bits increases linearly with the number
of RF mirrors whilst in SM system the number only increases
with the logarithm with the number of transmit antennas.
Moreover, to guarantee the independence between RF chains,
the distance between neighbouring antennas must be large
enough while no such constraint is required in deployment
for RF mirrors. Assume there are m, mirrors around each
transmit antenna, and the set of the overall channel states for
the cth antenna is

H© — {h@, hgnl} : (19)



where h(® e CN-*1 (¢ = 1,..,Npin = 1,..,2™) is
the channel realization of the cth single-input multiple-output
(SIMO) RF chain. Suppose for the cth SIMO RF chain the
corresponding APM symbol is sl(:), and then the received
signal can be expressed as

Nt
Yep =D st +n. (20)

c=1

The rate transmission is

Rep = Ny logg M + Npm,.(bpcu). 21

To have an explicit review of how the existing IM schemes
improve the capacity, we depict the comparison of the trans-
mission rate for different IM schemes in Table

Other IM Techniques. Apart from the fundamental tech-
nologies introduced above, we would like to introduce follow-
ing IM-related applications. In wireless environments where
the fading channels are spatially-correlated, the detection
performance will suffer from considerable degradation as the
channel impulse responses are very similar, especially when
the transmit antennas are closely deployed. To solve the
problem, the precoding SM (PSM) scheme is proposed to
enlarge the distance between the activated transmit antennas,
thus reducing the undesirable effects of the correlated fading
channels. In [88[], a diagonal matrix is designed based on
the minimum asymptotic average BER under the constraint
of limited power resource. In [89] and [90], the idea of
trellis-coded modulation (TCM) is introduced to the choice of
activated transmit antennas. By sending the spatial information
bits into a convolutional encoder designed based on the TCM
principle, the encoded bits for antenna activation can guarantee
that the spatial distance between the transmit antennas is
maximized. Therefore, the detection performance of the APM
bits in correlated fading channel increases a lot. On the other
hand, the performance of the index bits can be improved as
well because of the encoding gain.

Precoding scheme can also be used in the received SM
(RSM) applications where the indices of receive antennas are
utilized to convey spatial information. Compared with SM or
GSM, RSM can take advantage of beamforming gain since
all transmit antennas are activated in transmission, and the
precoding module is implemented at the transmitter to map the
receive antenna indices on the transmit antennas. Furthermore,
as the receiver does not need any interference cancellation
when the zero-forcing (ZF) or minimum mean square error
(MMSE) precoding schemes are considered, the complexity
of the receiver can be reduced significantly. Therefore, RSM
is highly desirable in the downlink MIMO transmission sce-
narios.

Differential SM (DSM) is another SM-related technology
where the spatial information is conveyed via the activation of
the space-time dispersion matrix. DSM technology dispenses
with the channel state information (CSI) at the transceiver by
exploiting the differential encoding of SM symbols. Sugiura et
al. [68]] propose a DSM architecture in STSK system where the
Cayley unitary transform is exploited to assist the transmission
of index information. Inspired by the differential encoding

idea, Naresh et al. [91] put forward the concept of differential
MBM (DMBM) to avoid the requirement of CSI, thus reducing
the complexity of receiver to a large scale.

Multiple-mode SIM-OFDM (MM-OFDM) is the extension
of DM-OFDM where the constellation modes are enlarged to
improve the transmission rate [92]. In MM-OFDM systems,
each OFDM subblock consists of P subcarriers, which are
split into n;ps subsets, and each subset transmits APM sym-
bols belonging to a constellation that is distinguishable to the
other n s —1 constellations. Therefore, the superior spectrum
efficiency is obtained compared to its dual mode counterpart,
and is attractive to high-rate communication systems in 6G.

Quadrature IM (QIM) technology improves the throughput
by sending both in-phase (I component) and quadrature (Q
component) of an APM symbol via independent resource
entities according to the index information [93]-[96]. In QIM
systems, the source bit sequence is divided into three parts,
one for APM symbols, and the other two for the activation
of resource entities. However, the two parts of activated re-
sources are used to transmit I/Q components of APM symbols
separately. Althunibat ez al. [97] make a deep analysis on
the performance of QIM, and Nahhal er al. [98] study the
complexity of QIM detectors in detail.

Schamasundar et al. [99] propose a scheme by combining
the TD-IM and MBM, namely, time-indexed MBM. Such
hybrid IM technique can increase the data rate considerably
at the cost of detect complexity. Ertugrul ez al. [[100] give a
novel SM sparse code multiple access (SM-SCMA) scheme
operating in uplink transmission, which is used for organizing
the accessing of multiple users. SM-SCMA is an example
of non-orthogonal multiple access aided SM (NOMA-SM),
which is remarkable in reducing the inter-user interference
in 6G multi-user communications [101]. IM-aided systems
can also be designed with bit-interleaved coded modulation
(BICM) where soft information between the channel decoder
and index pattern can be exchanged iteratively to obtain near-
capacity performance [102]. In [103], a reduced complexity
detector is presented by introducing the compressing theory
into the IM-aided system, where the sparsity of the activated
resource entities is exploited to detect the information.

Challenges of IM Techniques. Although IM technology
has the advantage of high data rate and low energy consump-
tion, it still meets some challenges as follows :

e For IM system, the non-activated resource entities are
kept empty in transmission, and therefore the utilization
efficiency is unsatisfactory.

o The complexity of detection algorithm is very large.

o Since the APM symbols are conveyed only through the
selected resources, once the detection of the index is
incorrect, the demodulation is almost destructive in the
decoupled detection algorithm.

e In MBM system, the number of mirrors is large to
achieve high data rate, therefore, huge training sequence
should be required for acquiring the channel states, which
consumes a lot of resource in transmission.

IV. ARTIFICIAL INTELLIGENCE



TABLE III
TRANSMISSION RATE FOR EXISTING IM SCHEMES.

Scheme Spectral Efficiency (bpcu)
SM |logy N | + logy M
Nt
GSM logs + Klog, M
K
SIM-OFDM G (|logy P| +1ogy M) /(L + Lcp)
G P
GSIM-OFDM | — log, + Klog, M
L+Lcp K
G P
DM-OFDM —— | |logy + Klogg M4 + (P — K)logy Mp
L+ Lcp K
TD-IM (|logy Nns| +1ogoM) /Ny
N’ILS
GTD-IM log, + Klogo M | /Nps
K
STSK (llogy L] +logo M) /Nns
L
GSTSK log, + Klogy M | /Nns
K
MBM Nrlogy M + Nrmy

Artificial Intelligence (AI) provides intelligence for wire-
less networks by simulating some human thought processes
and intelligent behaviors. In this section, we will present
some popular Al technologies, including supervised learn-
ing, unsupervised learning, model-driven deep learning, deep
reinforcement learning, federated learning, and explainable
artificial intelligence and their corresponding applications. Ad-
ditionally, by leveraging Al technologies, 6G enables various
applications in communications such as network planning,
network optimization, network operation and maintenance,
and autonomous vehicles which are illustrated in Fig. (8] [4,
10044/104]—[111]. In particular, AI, residing in new local
“clouds” and “fog” environments, helps to create many novel
applications using sensors that can be embedded into every
corner of our life [[12]. Table lists applications and their
corresponding deep learning methods and tools in physical
layer, MAC layer, and network layer.

Deep learning, which is considered as the vital ingredient
of Al technologies, has been widely used in the wireless
networks [[112]]. It will play an essential role in various areas,
including semantic communications, holistic management of
communication, computation, caching, and control resources
areas, etc., which may push the paradigm-shift of 6G.

Supervised Learning. The supervised Learning trains the
machine model using labelled training data [4]]. There are some
well developed algorithms that can be used in 6G, such as
support vector machines, linear regression, logistic regression,
linear discriminant analysis, naive Bayes, k-nearest neighbors
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and decision tree, etc. Supervised learning techniques can be
used in both physical layer and network layer. In physical
layer, we can utilize supervised learning for channel states
estimation, channel decoding, etc. Supervised learning tech-
niques can be deployed for caching, traffic classification, and
delay mitigation and so on in the network layer.

Unsupervised Learning. Unsupervised learning is lever-
aged to find undefined patterns in the dataset without using
labels. Commonly used unsupervised learning techniques in-
clude clustering, anomaly detection, autoencoders, deep be-
lief nets, generative adversarial networks, and the expecta-
tion—-maximization algorithm. In the physical layer, unsuper-
vised learning techniques are applicable to optimal modula-
tion, channel-aware feature-extraction, etc. In addition, unsu-
pervised learning technologies can be used for routing, traffic
control, and parameter prediction, etc., in network layer.

Model-Driven Deep Learning. The model-driven approach
is to train an artificial neural network (ANN) with prior
information based on professional knowledge [107/108/146].
The model-driven approach is more suitable for most com-
munication devices than the pure data-driven deep learning
approach, because it does not require tremendous computing
resources and considerable time to train what the data-driven
method needs [146]]. The approach to apply model-driven
deep learning proposed by Zappone et al. [146] includes
two steps: first, we can use theoretical models derived from
wireless communication problems as prior expert information.
Secondly, we can subsequently tune ANN with small sets of
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TABLE IV
MACHINE LEARNING TECHNIQUES OVERVIEW.

ML Types

L Description

L ML Structures

Supervised Learning

Supervised learning is the machine learning
task of learning a function that maps an
input to an output based on example

input-output pairs.

Support vector machine (SVM),
K-nearest neighbors (KNN),
Multilayer Perceptron (MLP),
Bayesian Learning (BL),

Deep Neural Network (DNN),
Long Short Term Memory (LSTM),
Linear regression (LR),

Support Vector Regression (SVR),
Gaussian Process (GP),

Regression,

Self-supervised learning

Unsupervised Learning

Unsupervised learning is a type of machine
learning that looks for previously undetected
patterns in a data set with no pre-existing labels

and with a minimum of human supervision.

K-means, EM,

Clustering,

PCA,

Generative Adversarial Network (GAN)

Reinforcement Learning

Reinforcement learning is the training of
machine learning models to make a

sequence of decisions.

Q-learning,

Deep Q-learning,

Advantage Actor Critic (A2C),
Asynchronous Actor-Critic Agents (A3C),
Dueling DQN,

Double DQN,

Proximal Policy Optimization (PPO)

Federated Learning

Federated learning is a privacy-preserving machine
learning technique, which allows users to hold
data locally and send trained models to the

central server for obtaining the global model.

Decentralized Learning

live data even though initial theoretical models are inaccurate.
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Deep Reinforcement Learning. Deep reinforcement learn-

Unlicensed Spectrum




ing (DRL) leverages Markov decision models to select the
next “action” based on the state transition models [[112]. DRL
technique is considered as one of the promising solutions to
maximize some notion of cumulative reward by sequential
decision-making [4]. It is an approach to solve resource
allocation problems in 6G [106/111]]. As 6G wireless networks
serve a wider variety of users in the future, the radio-resource
will become extremely scarce. Hence, efficient radio-resource
allocation is urgent and challenging [106].

Federated Learning. Federated Learning (FL) aims to
train a machine learning model with training data remaining
distributed at clients in order to protect data owners’ pri-
vacy [147]. As 6G heads towards a distributed architecture,
FL technologies can contribute to enabling the shift of Al
moving from a centralized cloud-based model to the decen-
tralized devices based [11/105,148|]. In addition, since the
edge computing and edge devices are gaining popularity, Al
computing tasks can be distributed from a central node to
multiple decentralized edge nodes. Thus, FL is one of the es-
sential machine learning methods to enable the deployment of
accurately generalized models across multiple devices [[149].
The idea of FL is illustrated in Fig. [0] where users’ devices
train local models and then send trained local models to
the base station for aggregation. Since users’ data are still
maintained in the devices, the privacy of their data can be

well preserved.
OE») Base Station

g FL Global Model

///J § FL Local Model

Laptop
User 1
§
& User 5 @J ‘ S
& \
User 2 8

User 3 User 4

Fig. 9. Federated Learning.

Explainable Artificial Intelligence. Since there will be
a large scale of applications such as autonomous driving
and remote surgery in 6G era, it is necessary to make Al
explainable for building trust between humans and machines.
Currently, most Al approaches in PYH and MAC layers of 5G
wireless networks are inexplicable [150]. Al applications such
as autonomous driving and remote surgery are considered to
be widely used in 6G, which requires explainability to enable
trust. Al decisions should be explainable and understood
by human experts to be considered as trustworthy. Existing
methods, including visualization with case studies, hypothesis
testing, and didactic statements, can improve the explainability
of deep learning.
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V. INTELLIGENT SURFACES

Currently, two types of intelligent surfaces attract re-
searchers’ attention, including large intelligent surface (LIS)
and intelligent reflecting surface (IRS) which are shown in
Fig. LISs are useful for constructing an intelligent and
active environment with integrated electronics and wireless
communications [151)152]]. Renzo et al. [153] believe that
IRSs will be utilized in 6G, because they predict that future’s
wireless networks will serve as an intelligent platform con-
necting the physical world and the digital world seamlessly.
They foresee that wireless networks will be smart radio
environments which have potentials to realize uninterrupted
wireless connectivity and use existing radio waves to transmit
data without generating new signals. In the following, we will
introduce LIS and IRS in detail.

LIS. The concept of deploying antenna arrays as LISs
in massive MIMO systems is originally proposed by
Hu er al. [[154]. LISs are electromagnetically active in the
physical environment, where each part of an LIS can send
and receive electromagnetic fields. Buildings, streets, and walls
are expected to be electronically active after decorating with
LISs [[I51]]. As Radio Frequency circuits and signal processing
units are embedded in the surface, the entire surface of LIS can
be used to transmit and receive communication signals. LISs
have the following main favorable features [[151]: (i) Generate
perfect LoS indoor and outdoor propagation environments. (ii)
They put little restriction on the spread of antenna elements.
Hence, mutual coupling effects and antenna correlations can
be easily avoided, such that sub-arrays are large and the
channel is well-conditioned for propagation. Thus, LISs can be
realized via THz Ultra-Massive MIMO (UM-MIMO). LISs are
very useful for applications with low-latency because channel
estimation techniques and feedback mechanisms that LISs
support are simple.

IRS. The IRS is considered as a promising candidate to
improve the signal quality at the receiver by modifying the
phase of incident waves [[152/154|-[160]. IRSs are made of
electromagnetic (EM) material that are electronically con-
trolled with integrated low-cost passive reflecting elements,
so that they contribute to forming the smart radio environ-
ment [161]]. The highly probabilistic wireless channel is tuned
into a deterministic space by using the software-controlled
propagation of the EM waves in the smart radio environment
realized by IRSs. IRSs help to enhance the communication
between a source and a destination by reflecting the incident
wave [161]-[163]]. By adjusting the reflection coefficients at
the IRS, IRSs enable the reflected signals being coherently
added to the receiver without adding additional noise [163]].
Besides, IRSs can modify the signal phase and increase signal
power [151]]. In particular, by utilizing local tuning, graphene-
based plasmonic reconfigurable metasurfaces can obtain some
benefits, including beam focusing, beam steering, and control
on wave vorticity [164]]. Unlike LISs, IRSs use passive array
architecture for reflecting purpose [[165]. In the following, we
list some features of IRSs summarized by Basar et al. [161]]
and Wu et al. [[163] :
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They comprise low-cost passive elements which are con-
trolled by the software programming.

They do not require specific energy source to support
during transmission.

They do not need any backhaul connections to exchange
traffics.

The IRS is a configurable surface, so that points on its
surface can shape the wave impinging upon it.

They are fabricated with low profile, lightweight, and
conformal geometry such that they can be easily de-
ployed.

They work in the FD mode.

No self-interference.

The noise level does not increase.

The structure of IRS is depicted in Fig. [T} The base station
(BS) equipped with Nt antennas is communicating with one
or multiple single-antenna cell-edge user equipment (UE).
Since the channel fading of the BS-UE direct link is too large
to guarantee the QoS, an IRS of Ny units is utilized to facilitate
the communication.

IRS Controller

—> BS-IRS-UE link

———> BS-UE direct link

Base Station (BS) Cell-edge UEs

Fig. 11. Structure of IRS system.

Suppose there are (is) Nyg UE(s) in the IRS-aided wireless
communication systems (Nyg > 1). The received signal for
the nth UE is given by

yl,n = (hl,nQHI,B + h]{n)x + Wp, N = 17 27 cey NUE, (22)
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where hy,, € C*M and hg,, € C*N7 are the channel
fading vectors between the IRS and the nth UE and the BS and
the nth UE, respectively, Hjg € CV1*N7 g the channel fading
matrix between the BS and the IRS, w,, is the additive white
Gaussian noise at the nth UE, x € CN7*1 ig the transmitting
signal vector of the BS, and ® € CMN *Nr is a diagonal
matrix whose diagonal elements are the corresponding reflect
coefficients of the IRS, i.e.,

® :diag(¢1a¢2a"'a¢)]\71) (23)

with ¢;(i = 1,..., N +1) is the reflect coefficient of the IRS’s
ith element. By defining ¢ = [¢1,...,¢n,]|, the received
signal can be rewritten as

Yn = (‘Pdiag(hl,n)Hl,B + hg’n)x + wp, n= ]., 2, ..., Nug.
(24)
Compared with Eq. (22), Eq. (24) is more convenient to be
processed.

However, hg’n is often omitted since the distance between
the BS and UE is long and the channel fading degrades
considerably fast. The reflect coefficient has two parts: phase
shift ; and amplitude attenuation «;, i.e.,

o; = aieljei (i=1,...,Ny) (25)

with 17 is the imaginary unit.

According to whether the models for the phase shift and
amplitude attenuation are continuous or not, the IRS can be
classified into continuous mode and discrete mode. For the
phase shift, ¢; can take any value in the range of [0,27)
in the continuous mode, however, ¢; can only take a finite
number of values in [0,27) in the discrete mode. Similarly
for the amplitude attenuation, when there is no attenuation for
the coefficients, o; = 1, and when the amplitude attenuation
is in the continuous mode, a; can take any value in (0, 1] or a
finite number of values between 0 and 1 in the discrete mode.
However, when the phase shift or the amplitude attenuation are
in the discrete mode, the optimization problem of maximizing
the capacity or minimizing the transmitting power as discussed
later are non-convex. The generally-used method is to solve the
problem considering the phase shift and amplitude attenuation
in continuous mode, and choose the discrete values that are



close to the solved continuous solutions. The problem with no
amplitude attenuation also makes the constraint non-convex,
and in such a case the optimization can be done first by
neglecting this non-convex constraint and then by normalizing
the phase shifts to fulfill the constraint of unit modulus [[166]—-
[168].

1) IRS-aided Multi-users System: As illustrated in Fig. [T1]
suppose the Nyg cell-edge UEs are divided into G groups
with each group has ng‘%) UEs (g = 1,2,...,G), therefore,
parameters NI(J%) make the equation hold:

G
SN = Nee.

(26)
g=1
The transmitting signal vector can be expressed as
G
X= wy,, 27)
g=1

where w, € CV7*! and z, are the beamforming vector and
transmitted signal for UEs in group g, respectively. Conse-
quently, the signal-to-interference-plus-noise ratio (SINR) for
the nth UE is given by

|lpdiag (hy,, Hipw,)|”

||¢diag(hy ,Hipwy)|[* + 02

SINR,, = (28)

2.

g'€l,....Gg

with o2 denotes the variance of noise at the nth UE, and the
channel fading of the direct BS-UE link is neglected since its
variance is far smaller compared to that of the BS-IS-UE link.

Thus, the optimization problem can be constructed by
minimizing the transmitted signal power, i.e., power control
under reliability constraints:

.....

(29)

subject to SINR,, > v, n=1,..., Nyg,

lp;| =1, i=1,..., Ny,

where v,(n = 1,..., Nyg) is the predefined SINR threshold
for each UE.

In addition, the problem can also be given by maximizing
the minimal SINR among all the UEs for a given maximal
transmitting power:

(B-IRS) maxmin SINR,,
Wi,...,waG,P
G
subject 0 > ||wy|* < Prax, (30)
g=1
|ps| = 1.

In problems (A-IRS) and (B-IRS), the constraints |¢;| =
1,2 =1,..., Ny are only effective when there exists no am-
plitude attenuation for IRS. By solving the problem, the joint
IRS coefficients and beamforming vector for IRS-aided multi-
user system can be obtained. As illustrated in [33/169/170],
for a given maximum transmitting power, the SINR can
be scaled quadratically in the order of the number of IRS
elements, thereafter, the received reliability of the system can
be improved significantly as Ny increases.
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Furthermore, the communication system can be classified
into broadcast, multicast and unicast according to whether the
group G = 1,1 < G < Nyg or G = Nyg. In broadcast
systems all UEs receive the same information from the BS.
Therefore, there does not exist any inter-user interference in
Eq. (28) and only additive white Gaussian noise has effect
on the receiver. In unicast systems, each UE receives its own
information independently, thus each UE will be influenced by
other UEs. In multicast systems, all the UEs are grouped based
on their received signal, and each group has its own informa-
tion different from others. Broadcast and unicast systems are
special cases of multicast systems.

2) Channel Estimation for IRS-Aided Systems: In the pre-
vious subsection, to obtain the optimal IRS coefficients by
solving the optimization problem (A-IRS) or (B-IRS), the
knowledge of channel fading matrices should be available.

Nadeem et al [[177]] propose a channel estimation protocol
based on the MMSE principle. The protocol first estimates
the channel coefficients between BS and UEs by turning off
the IRS, and then estimates the BS-IRS-UE link by turning
on the IS unit in turns. Finally, MMSE approach is utilized
to obtain a comprehensive estimation of all channels. This
protocol is complicated and time consuming due to the fact
that each IS should be turned on once a time while the others
turned off, especially when the number of IRS elements is
large. He et al. [178| propose a three-state channel estimation
algorithm for MIMO systems. The algorithm first obtains the
channel matrices of the BS-IRS and IRS-UE links via matrix
factorization. Then, by exploiting the IS state matrix, the
ambiguity of the solutions to matrix factorization is eliminated.
In the final stage, the properties of channel matrices are uti-
lized to recover the missing entries. The proposed estimation
algorithm is also time consuming because the IS units should
also be turned on in turns to eliminate the ambiguity in the
second stage. In [179]], Zheng et al. propose a novel method
to estimate the channel state information for IRS-enhanced
OFDM systems. The authors first design a reflection pattern
of the IRS for channel estimation by exploiting pilot signals,
and then perform a joint channel estimation and reflection
optimization based on the strongest signal path resolved in
the first stage. This novel method avoids the requirement of
large numbers of pilot signals and operation for each IRS units,
therefore, reducing the complexity of the receiver for a large
scale.

3) Other IRS Technologies: Besides the fundamental ap-
plication as described above, there exist some other IRS-
assisted communication systems or IS technologies in the
available references. For instance, Yang et al. [174] discuss
the application of IRS in OFDM systems where multiple paths
exist in the wireless communication environment. The authors
establish an objective of maximizing the capacity with the
maximum transmitting power limited, where the coefficients of
IRS and the power allocation for each subcarrier are unknown
parameters. By exploiting the idea of alternating optimization,
the optimal power allocation and the IS coefficients can be
derived. Hu ef al. [175] investigate the capacity performance
with hardware impairments exist in IRSs. The authors also give
a conclusion that by splitting the IRS into several subgroups



TABLE V
DEVELOPMENTS OF IRS TECHNOLOGY.

Developments

Key IRS Technologies

IRS-aided multi-user systems [[171]-[173]

- Maximization of transmission rate with power constraint

- Minimization of transmitting power with received SINR constraint

IRS-aided OFDM systems [174]

Maximization of capacity with power constraint

IRS systems with hardware impairment [[175]]

Capacity performance is investigated

IRS-aided SM systems [[176]

BER performance of IRS-SM/IRS-SSK is investigated

Channel estimation

- MMSE principle [177]
- Matrix factorization, ambiguity elimination, matrix completion [|178]

- Joint optimization of channel estimation and IRS reflection [179]

Phase-dependent amplitude model for IRS schemes

- Lorentzian resonance response ¢; = (15 + e97:)/2 [180]

- Lumped circuit model o; = (1 — amin)[(1 4 sin(8; — 1))/2]* + cumin [181/182]

with each subgroup consists of a number of IRS units, the
performance degradation can be mitigated to a certain degree.
Basar [176] investigate the bit-error rate (BER) performance
of the IRS-aided SM systems. In the manuscript, optimal
(exhaustive search) and suboptimal (greedy) detectors for the
IRS-assisted SM or SSK schemes are formulated in detail,
and their theoretical average bit error probabilities are derived
as well, to give a benchmark of the IRS-IM/SSK wireless
communication systems.

The above models all consider that the phase and amplitude
of IRS units are independent to each other. However, in some
cases, the amplitudes of IRS units are relevant to their own
phases. Di et al. [180] construct a reflecting coefficient model
by exploiting the Lorentzian resonance response [183]], where
the coefficient is expressed as ¢; = (15 + e9") /2 with n; €
[0,27). In addition, Abeywickrama et al. consider a phase-
dependent amplitude model in [184]185]] according to the
lumped circuit model [181[182]]. The amplitude of coefficient
is represented as «; = (1—apin)[(1+sin(0; —1))/2])* + Qmin,
where constant parameters cyin € [0,1], n > 0, and k > 0
are set depending on the specific circuit implementation. The
developments of IRS technology in available references are
listed in Table [V]

A. Comparisons between IRS and other Technologies

Besides LIS and IRS, some other similar technologies have
appeared in recent years. These technologies have the same
idea of IS, but differs in materials or functionalities.

o large intelligent metasurface (LIM): LIM uses a special
metallic material called meta-atom to form its surface,
which is more flexible in manipulating electromagnetic
waves [[186]).

« smart reflect arrays: smart reflect arrays put more empha-
sis upon the reflection function other than the transmis-
sion, reception and waveguiding functions [171]-[173].

o software-defined surface (SDS) / software-defined meta-
surface (SDM): SDS/SDM introduces the thought of
software-defined radio into smart surfaces and by con-
trolling the smart surface units through programmable
fashion [|176/187].

As the above mentioned technologies have almost similar
functions with LIS or IRS, and in our survey, we put stress
on the investigation of these intelligent surfaces’ quality of
service (QoS) enhancement, therefore, we use the name IRS
in our following manuscript for general purpose. Different
from existing technologies such as backscatter communication,
active relay, and active surface based massive MIMO, the
IRS-aided network includes both active components (BS,
user terminal) and passive component (IRS). We highlight
some differences between IRS and well-known technologies
as follows.

mMIMO. IRSs and mMIMO consist of different array
architectures (passive versus active) and operating mechanisms
(reflecting versus transmitting) [165]. Benefiting from the
passive elements, IRSs achieve much more gains compared
to massive MIMO while consuming low energy [188].

Amplify-and-Forward (AF) Relay. Relay uses active
transmit elements to assist the source-destination communi-
cation, but the IRS serves as a passive surface, which reflects
the received signal [[165/188]]. Relays help to reduce the rate of
the available link if they are in HD mode. When they operate
in FD mode, they are subject to severe self-interference.
Active relay usually works in half duplex (HD) mode for
reduced self-interference. While IRS can work in FD mode,
improving the spectrum efficiency compared to the former.
Active relay usually works in the HD mode, which wastes
spectrum compare to IRS, which works under FD mode. If
AF implements FD mode, it needs costly self-interference
cancellation techniques to implement. IRS overcomes AF’s
outstanding shortcomings.

Backscatter. Backscatter requires the reader to implement



self-interference cancellation at the receiver to decode the
radio frequency identification (RFID) tag’s message. RFID
communicates with the reader by modulating its reflected
signal sent from the reader [165]]. However, IRS only reflects
received signals without modifying information; thus, the
receiver can add both the direct-path and reflect-path signals
to improve the decoding’s signal strength.

B. Holographic Radio

Holography radio is the highest level of interference ex-
ploitation and it improves spectrum efficiency and network
capacity by controlling the entire physical space and the
full loop of the electromagnetic field through spatial spec-
tral holography and spatial wave field synthesis [6/1891190].
Specifically, unwanted signals are treated as noises, and people
try to reduce the interference caused by these noises. However,
in 6G, the interference is regarded as useful resources for
developing holographic communication systems [[104]. Inter-
ference exploitation is that communication system obtains
gains through decomposing interference. According to [191]],
the multi-user interference can be decomposed into construc-
tive and destructive parts using simple geometric relations.
Constructive part is considered as beneficial communication
resources, which can be used to improve QoS of 6G communi-
cation systems. In recent years, MIMO is gaining its popularity
because of its high throughput. Thus, 6G is expected to realize
holographic MIMOs (HMIMOS) by combining MIMOS with
LIS or IRS. HMIMOS can be categorized as active HMIMOS
and passive HMIMOS based on the power consumption, which
are supported by LIS and IRS, respectively [189]]. To be more
specific, active HMIMOS using LIS are equipped with RF
circuits and signal processing units, whereas passive HMIMOS
only use IRS for reflecting signals.

VI. SIMULTANEOUS WIRELESS INFORMATION AND
POWER TRANSFER (SWIPT)

SWIPT is another novel technology promisingly used in
6G where energy harvesting through RF signals can be made
to fulfill the requirement of high power efficiency [192]-
[197]. In 2008, Varshney et al. first propose the concept of
SWIPT [[194], and subsequently, transceivers are designed
to realize receiving the information together with energy
simultaneously in practical. Available references mainly focus
on the circuit design of power transfer or the communication
application of SWIPT. In our survey, we principally lay
emphasis on the later, especially on the RF signal resource
allocation structures and various SWIPT-based systems in
communication.

A. Architecture of SWIPT

The two generally-used kinds of structures for resource al-
location are time switching (TS) structure and power splitting
(PS) structure. In TS structure, a frame consisting of several
time slots are classified into information transfer slots and
power transfer slots, and a switcher is used at the receiver
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to decide which state is at work [[198!199]. In PS structure a
power splitting factor is utilized to decide how much signal
flows to the decoder circuit or the battery circuit.

Jo.y

Energy Harvesting

Yk

Information Decoding

\/1 ~ PirYx

Fig. 12. Architecture of SWIPT system.

The receiver splits the received signal into two streams with
power ratio p(t) : 1 — p(t), where the two parts are used for
harvesting energy and decoding the information, respectively.
The architecture of SWIPT system is depicted in Fig.
Assume the received block consists of Ny time slots, therefore
the splitting vector can be defined as p = [p1, ..., pn,]”. For
the PS structure, the ratio of the power used for harvesting
energy and decoding information can be set as a constant p,
therefore, the element of the splitting vector is pr = p, (k =
1,...,Ny). However, for the TS structure, in the first /N, time
slots, the received signal power are used for energy harvesting
overall, and vice versa, all the signal power are exploited for
information decoding for the remaining (1 — )Ny time slots.
Therefore, the element of the splitting vector for TS structure
can be expressed as

-

B. Rate-Energy Trade-off

1, k= 1, ceey OéNf,

0,k =aN;+1,...,Ny. (D

By changing the splitting vector p, there exists a problem
throughout the SWIPT system about how much signal resource
should be allocated for harvesting the energy or decoding the
information, i.e., trade-off between decoded information rate
and energy harvesting (R-E trade-off). Suppose the received
signal is expressed as

| Ps
Y = Ni(THka—FWk,k':Osz—Fl,...,Nf,

where y, € CNrx1 is the received signal at the kth time slot,
Hy € CNeXN7 s the channel coefficients, x, € CNTX! is
the transmission vector at time slot k with the mean power
of unity, wi, € CNe*! is the channel noise whose element
is of mean zero and variance a,f, and Ps is the power of the
transmission vector.

After the splitting operation, the two streams used for en-
ergy harvesting and information decoding can be respectively
expressed as

(32)

yf = \/epk \/]?SHka + /€PLWK (33)
and
YI€ = (]_ —pk)\/PsHka‘i’ (]- *Pk)WkJFWc» (34)



where e is the energy conversion efficiency and w, € CVrx!
is the down frequency conversion noise with the element of
variance 2.

According to Eq. (33) and Eq. (34), the average SNR at the
kth time slot for the information receiver can be written as

(1 — pk)Ps
0—poi o2

The R-E trade-off is to find a feasible region where both
the decoded information rate and the harvested energy can
fulfill the predefined requirements. By denoting the decoded
information rate as R and the harvesting energy as E, the
feasible region can be referred to as

SNR; = (35)

Ny
F= > prePs,

k=1
(1 - pk:)Ps

(1+ 5

— pr)o} + o2

1
R,E): E<—
(RE): P < 5
rR< L% )
S T 0g 9

Ny i=1 ?

(36)
where Eq. (36) shows the feasible R-E trade-off region for
SWIPT system, and the splitting vector can be designed
according to the above equation to satisfy both the rate and

energy requirements.

C. NOMA-based Relay Systems with SWIPT

Available references also conduct considerable researches
on the NOMA-based relay networks with SWIPT. In [200]-
[203], they focus on the outage probability, throughput and
sum rate performance on NOMA-based networks with SWIPT,
and in [204]-[206]], authors perform error probability analysis
on the NOMA system. Fig. [[3| shows the structure of NOMA-
based relay downlink system.

Source <«—Ist time slo— Relay <+—2nd time slo—» UE

Fig. 13. Structure of NOMA-based relay downlink system.

Assuming single antenna is equipped with the source, relay
and N UEs, and no direct link exists between source and UEs
due to the severe fading of channel states. The sending signal
can be given by

N
TNOMA = Z NCTER 37

j=1
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where s;(j = 1,..,N) is the modulated APM symbol

with E|[|s;||> = 1, aj(j = 1,...,N) is the assigned power

coefficient with ovy > o > ... > ay and a1 + ... + ay = 1.
The received signal at the relay can be expressed as

YR-NOMA = Mg/ P.dy? txoma + wer,

where hg, is the channel fading modeled as complex Gaussian
random variable with zero mean and unit variance, P is the
transmitting power, dg,. is the distance between source and
relay, f > 2 denotes the path loss exponent, wy, is the additive
white Gaussian noise of variance o2,. Suppose the power
splitting factor is p and the energy conversion efficiency is
€, the harvested power at relay is referred to as

(38)

P, = epP.d/, (39
and the signal for information decoding is given by
yi =V —plyr +wr
=\ (1= p)Pods! hopnoma + /(1 — pws, + w&o)

where w,. is the down frequency conversion noise at relay.
For AF mode, P, is the transmitting power at relay and the
amplifying gain can be given as
epPsdg!

- \/(1 — p)Pudid + (1 p)o2, + 02
Therefore, the received signal at the jth UE can be written as

(41)

y; = \/(1 - p)Psd;rfd;thjhsrxNOMA + wj,
j=1,..,N,

where d; is the distance between relay and the jth UE, and
wj is the total noise at the jth UE which can be expressed as

wj =1/(1— p)d;thjwsr + \/d;thjwr + Wy,

j=1,..,N

(42)

(43)
with w,; is the channel noise of the jth UE of variance o7;.
Therefore, the signal-to-noise ratio (SNR) of the jth UE can
be expressed as

(1—p)Pudyld; ' G
—f —f 2’
(1-p)d;’ G*02,. +d;’ G*0? + 07,
j=1,..,N.

According to Eq. (37)-@4), an objective can be set by maxi-
mizing the system capacity under the constraint of transmitting
power, i.e.,

SNR; =

(44)

N
(A-SSWIPT)  max Y logy(1 4 SNR;)
4 j=1

subject to Py < Ppax,

(45)

where P« is the available maximum transmitting power.
By solving problem (A-SWIPT), the optimum power splitting
factor can be obtained for NOMA relay system with SWIPT.

At the UE side, successive interference cancellation (SIC)
algorithm can be used to recover each UE’s source informa-
tion, and the symbol error rate (SER) or BER performance can



also be conducted according to the pairwise error probability
(PEP) [204]-[206]

By combining SM and SWIPT together, the data rate can
be enhanced for a large scale under energy constraint systems.
Suppose the number of antennas at the source and destination
are respectively Ny and Ng, which are the same as previously
mentioned, and the relay is equipped with N4 antennas. The
structure of SM-SWIPT system is shown in Fig.
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Fig. 14. Structure of SM-based relay downlink system with SWIPT.

In Fig. the source exploits SM technology to generate
the transmitting signal, and the received signal at the relay can
be given by

P.ds! Hyxsy + Wer, (46)

Yr-sM =

where yp oy € CV4*1 is the received signal vector at relay
side, Hy, € CN4XN7 ig the channel fading matrix between
the source and relay, with the element is complex Gaussian
random variable, wy, € CN4*1 is the additive Gaussian noise
at relay, and the parameters Ps, f, d,, and Xgy have the same
meaning as aforementioned.

Accordingly, the expression of the harvested energy has the
same expression with Eq. (39), while the signal for information
decoding resembles Eq. (#0) except that the the scalers are
replaced by the corresponding vectors or matrices, i.e.,

Y = Y (1 - p)PSds_TstrXSM + \/mwsr + Wi, 47)

with w, € CN4*1 is the down frequency conversion noise
vector at relay.

Also, suppose that AF protocol is used and the received
signal at destination can be given by

Yosu = /(1 - p)Pds d] GHHyxsw + W, (48)
where Hy € CN2XNa denotes the channel fading matrix
between relay and destination, and wgq € CNrX1 s the
total noise vector of the destination side. Performing the
same analysis with NOMA-based relay system, the SNR at
destination is written as

(1- p)PSds_rfd;dfG2

SNR = = e
(1= p)d,4 G202, +d; ' G*02 + 02,

; (49)

where parameters o2, and o2 are the variances of channel

noise between source and relay and frequency down conver-
sion noise at relay as aforementioned, while o2, is the variance
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of channel noise between relay and destination. Therefore, the

optimization problem can be expressed as
(B-SWIPT) log, (1 + SNR)

PSSPHI&X‘

max
P (50)
subject to

By solving problem (B-SWIPT), the optimal splitting factor
can be obtained and the corresponding BER performance can
also be analyzed by computing the PEP of SM system [207}
208].

D. Challenges in SWIPT

The above two SWIPT-based systems exemplify the gen-
eral usage of SWIPT technology in wireless communication
networks. It can degrade the power consumption and takes
advantage at scenarios where it is difficult to charge the battery
such as volcano and marine areas. However, there still exist
some challenges of SWIPT technology:

o Existing studies mainly focus on low-power relays and
sensors due to the fact that the level of the harvested
energy is too low to satisfy the requirements of large
wireless devices.

In 6G, the dense deployment of wireless devices leads to
complex electromagnetic interference, which is desirable
to power transfer while adverse to information decoding.
Intense RF radiation has adverse impact on human health.
However, to achieve high QoS of SWIPT-based system,
denser sensors or relays should be deployed for energy
harvesting, which causes more intense RF exposure.

Therefore, the future direction of SWIPT technology should
be put upon higher efficiency of energy conversion, anti-
interference algorithms in information decoding or low elec-
tromagnetic disturbance to others, and investigation of SWIPT-
based networks’ effects on human health.

VII. SPACE-AIR-GROUND-SEA INTEGRATED NETWORK

In the 5G network, users only can access to a single
wireless communication system, for example, the terrestrial
wireless communication system, which is experiencing an
explosive growth in both the number of users and services
available. To overcome 5G’s bottleneck, 6G integrates satellite
communication network, UAV communication network, ter-
restrial communication network, and maritime communication
network and builds a space—air—ground-sea integrated network
(SAGSIN) to support the global coverage and ubiquitous
connection as shown in Fig. [I5] These networks may work
independently or collaboratively. In previous communication
generations, satellite-air-ground integrated network (SAGIN)
has been hotly discussed by the ademic. For example, SA-
GIN is the foundation of applications like IoT, big data,
and cloud computing as required in 6G. Especially in harsh
areas such as ocean and mountains, (SAGIN outperforms the
traditional single network in a large scale [209]. Radhakr-
ishnan at al. [210] survey the inter-satellite communication
from viewpoints of physical layer and network layer. Besides,



Niephaus et al. [211] analyze the QoS provisioning in con-
verged satellite and terrestrial networks. They emphasize the
technical challenges related to the convergence of satellite and
terrestrial networks in detail where the satellite networks act
as an complement to the existing terrestrial infrastructures.
Hamdi et al. [212]] carry out a research on a satellite-based
hybrid sensor network in the perspective of detection and
tracking in mobile scenario. However, all the above references
related consider only two networks, either space-ground or air-
ground integrated networks, whereas maritime communication
will be integrated into communication network to achieve the
global coverage.

Different from the space-air-ground integrated network in
5G, SAGSIN also provides coverage for the underwater and
deep-sea communications. However, SAGSIN is still facing
many challenges as listed in Table In the following, we
introduce each component of the SAGSIN in detail.

A. Satellite Communication Network

5G communication network focuses on terrestrial coverage,
which leaves some areas uncovered. Satellite communication
in 6G is envisioned to integrate with terrestrial communication
to provide full coverage and high throughput for the areas
where terrestrial wireless communication cannot reach such
as rural areas.

Satellite communication can be categorized into Geosyn-
chronous Earth Orbit (GEO) and non-GEO based on the
satellites’ altitude. Chini et al. [213]] conclude that a GEO
satellite is at an altitude of about 35,800 km. GEO satellite
communication uses high frequencies, which aggravates the
path loss. Non-GEO satellites have Low Earth Orbit (LEO)
and Medium Earth Orbit (MEO). LEO is at an altitude of
500 to 2000 km and MEO one is at an altitude of 8,000
to 12,000 km. Non-GEO satellites have lower end-to-end
delay compared to GEO satellites. Different orbits decide that
satellites are suitable for different scenarios. GEO is stationary
to the Earth, while LEO is moving with the Earth. Therefore,
GEO can provide to a designated region with continuous
service. However, due to the long distance, it suffers relatively
high signal delay. Compared with GEO, LEO has a smaller
delay because the orbit is much lower than GEO, which is
more convenient to be utilized to communicate with ground
terminals, such as GPS communication and satellite phones.

You et al. [26] propose some technical challenges faced by
the satellite communication as follows :

1. It is important for the design of the physical layer
transmission of satellite communication networks to have
accurate modeling of the satellite channels.

The application of massive MIMO in satellite communi-
cation networks is challenging.

Since typical multi-satellite network architectures include
cooperative satellite transmission by sharing some orbit
windows, different clusters, etc., resource allocation is
one challenge of satellite communication networks.

The physical layer transmission and media access control
(MAC) protocols takes an essential part in the challenges
of the integration of satellite and ground communication
networks.
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Fig. 15. Space-Air-Ground-Sea Integrated Network.

5. Satellite communication faces challenges in sharing the
orbit and spectrum resources among countries [214]].

B. UAV Communication Network

A unmanned aerial vehicle (UAV) is an unmanned aircraft,
which means it works automatically. A UAV can be viewed
as a node. Different UAVs construct a UAV network. Since
the UAV communication network is distributed and federated
learning is an emerging distributed learning framework, some
work combines federated learning with UAV communication
networks [215[216]. In [215]], Lim et al. propose a collabora-
tive learning scheme based on federated learning and involve
UAVs for applications in the IoV paradigm. In [216], Zeng et
al. apply federated learning algorithms to a UAV swarm and
also present a joint power allocation and scheduling design,
which improves the convergence rate of federated learning.

C. Maritime Communication Network

It is envisioned that deep sea communication will be sup-
ported by the robust underwater link in 6G [217]. That is,
the underwater links will support the communication among
ships, submarines and sensors. In a maritime communication
network, it not only has ships but also involves the ashore sta-
tions and satellites. There are self-organized ad hoc networks
which are consisted of vessels. The function of this network
is to accelerate the communication between mobile stations
and aid navigation and switch the route [217]. Maritime
communication also has several challenges to be overcome.
Xia et al. [218] conclude eight existing challenges. They
are ubiquitous connectivity & service continuity, traffic non-
uniformity, service-centricity, device heterogeneity, simplicity
& reliability, capacity & scalability, interoperability, and radio
spectrum internationality.

VIII. OTHER POTENTIAL TECHNOLOGIES

In this section, we would like to introduce other potential
technologies, including device-to-device communication, full-
duplex, cell-free massive MIMO, blockchain-based network,
terahertz communication, and visible light communication in
detail.



TABLE VI
A SUMMARY OF CHALLENGES IN SAGSIN [217]-[219]].

Networks | Challenges

- The application of massive MIMO
Satellite Communication Network

>

- The design of the physical layer transmission to have accurate modelling of the satellite channels;

- Resource allocation in cooperative satellite transmission;

- The physical layer transmission and media access control (MAC) protocols;

UAV Communication Network

- UAV deployment is too flexible to reach efficient result;

- How to keep users’ sessions if the UAV is out of service;

- Designing low power consumption is tricky;

- Deficiencies like node mobility, network partitioning, intermittent links are remained to be ameliorated;

- Optimization of throughput, delay, etc.

Maritime Communication Network

- The services over the sea are limited so that ubiquitous connectivity and service continuity are not realized.
- The distribution of maritime traffic is sparse on high seas. However, it is more dense close to the shore.

- The maritime communication system should adapt to various applications.

- The maritime communication network should be able to support different types of devices.

- Maritime communication network should be deployed with low costs and high security.

- The maritime communication system should be extendible for the growing capacity.

- Offer services for various information systems.

- Standards and regulations of international frequency band are not addressed.

A. Device-to-Device Communication

As the Internet of Everything (IoE) will be introduced in
6G, the booming increase of the number of edge devices
imposes unpredictable pressure to the communication between
centralized servers and edge devices. Device-to-Device (D2D)
communication enables devices to communicate with each
other directly without going through infrastructures like base
stations or access points, which guarantees ultra-low latency,
speeds up transmission, improves communication quality, and
offloads traffic from conventional cellular network in end-
to-end communication [45/46]. Thus, D2D communication
will gain much more attention in increasing data transmission
speed, decreasing end-to-end latency, and reducing the cost of
the communication [220]].

Specifically, D2D communication can operate in both li-
censed band and unlicensed band (i.e., Bluetooth and Wi-Fi).
Because of the decentralized features that D2D possesses, D2D
obtains its advantage in areas, such as mobile edge computing,
IoT, and IoE, etc., which also share decentralized features.
With the aid of D2D communication, the way of coordination
between the centralized server and user’s devices has been
significantly changed. Users who are close to each other ex-
change data without forwarding through the BS nearby [221]].
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Hence, D2D communication can reduce energy consumption,
and upgrade users’ quality of service (QoS) demands.

D2D is encountering challenges including severe inter-
ference, complex resource management, a vast amount of
signaling, prohibitively high cost and energy consumption.
To facilitate the D2D communication, more advanced and
state-of-the-art technologies such as AI and IRS can be uti-
lized [220]. To be more specific, D2D communication will
become Al-Driven and intelligent in 6G. One application is
to leverage Al to manage resource intelligently. Al-driven
D2D communication will enable three kinds of applications,
including intelligent D2D-enhanced mobile edge computing,
D2D-enabled intelligent network slicing, and NOMA-based
D2D cognitive networking. Network slicing (NS) helps to
manage and share resources in 5G network. A large number of
D2D clusters can extend the flexibility of the network, which
enables to provide service according to users’ need. In 6G, the
large number of D2D clusters can contribute to providing both
physical and/or virtual resources, which are critical to build
NS. AI will be employed to support manage D2D clusters.
The process of distributing resources will be intelligent and
automatic, which means that AI will monitor the underlying
resource and network slices so as to achieve resource map-
ping intelligently. Combined with NOMA, D2D will support



cognitive network. Delta-orthogonal multiple access (D-OMA)
technique is proposed to obtain the large scale concurrent
access. D-OMA which serves as the new multiple access
scheme for 6G is leveraged to tackle problems in terminal
devices, including the high complexity and increased energy
consumption at terminal devices.

B. Full-Duplex

Duplex represents the ability of communication supported
by two systems, including transmission and reception [222].
Based on the capability of systems’ data flow, the transmission
and reception can be simultaneous or asynchronous, which
are called full-duplex (FD) and half-duplex (HD), respectively.
To be more specific, if systems are in FD mode, they can
transit and receive simultaneously; otherwise, they choose to
transmit or receive in different time slots. That means that
the system using HD has to spend half of time transmitting
and the other half of time receiving, which greatly reduces
the throughput and efficiency compared with leveraging FD.
Fig. [I6 and Fig. [T7] illustrate differences between full-duplex
and half-duplex.

Fig. 16. Full-Duplex.

Fig. 17. Half-Duplex.

In the 4G/5G wireless systems, transmission and reception
cannot be done at the same frequency or a same time interval,
because HD does not support performing the transmission and
reception at the same time. Currently, 5G’s spectrum is limited
to the time division duplex (TDD) or frequency division duplex
(FDD), and most of spectral resources are TDD. TDD and
FDD are orthogonal transmission which may decrease the
efficiency of the utilization of spectrum. FD technique has
been enabled by 5G, but it has not been adopted by 3GPP
yet.

FD will be utilized completely in 6G wireless systems. FD
technologies have the possibility to double current efficiency
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in sharing spectrum and increasing the throughput of the
networks and communication systems. Both FD and its related
techniques such as in-band full-duplex (IBFD) technologies
improve the efficiency of communication by allowing de-
vices to transmit and receive a signal in the same frequency
band [|62]]. Compared with HD, FD technology leverages self-
interference cancellation technology to increase the utility of
spectral resources, improve the throughput, and reduce the
transmission delay between transceiver and receiver links. The
difference between TDD and FDD will be eliminated, and the
true FD mode based on the communication requirements. The
arrival of data packets follows Poisson distribution, so that the
utility of resources fluctuates dynamically.

By using FD technology, devices can transmit and receive
signals at the same time. Yuan et al. [223|] propose to im-
prove the receiver with self-interference cancellation to realize
self-interference cancellation, which uses 20% time-frequency
spectrum resources of traditional solution. However, the hard
part is to eliminate the self-interference and transmit signal
generates over 100dB higher noise than the receiver noise
floor. Thus, the new scheduling algorithms and cost saving
circuits should be designed for 6G networks. Currently, three
types of self-interference cancellation techniques are proposed,
which include digital cancellation, analog cancellation, and
passive suppression.

Except for self-cancellation techniques, Shen et al. [224]
and Xu et al. [225] propose to utilize intelligent reflecting
surface (IRS) introduced in Section M to assist FD to improve
the system performance and mitigate the interference. The
cost for IRS is much cheaper than relay and it does not
consume energy by using its soft-controlled functionalities of
electromagnetic (EM) waves. IRS can assist FD application
in two ways : (1) IRS acts as a bridge to facilitate FD
transmission. Different from RF relays, IRS supports co-time
and co-frequency FD transmission scenarios, including line-
of-sight (LOS) and non-LOS. (2) Employ IRS to generate
reflect/transmission waves of FD signals for specific purposes,
including WPT, artificial noise, and cooperative jamming.

By integrating IRS and FD, the energy and cost saving
FD-enabled IRS systems are proposed. Besides, the self-
interference cancellation is unnecessary because IRS does not
require any RF components, and then IRS is free of inter-
ference [226]. IRS enables electromagnetic (EM) functions
such as anomalous reflection, frequency shifting, absorption,
wavefront shaping, nonreciprocity, and focusing, etc. These
functionalities can contribute to FD-enabled wireless transmis-
sion as follows :

Anomalous Reflection.
Frequency Shifting.
Absorption.
Wavefront Shaping.
Nonreciprocity.
Focusing.

Many applications can leverage FD, including : (1) Appli-
cation which are in low transmission power scenarios such
as device-to-device (D2D) (introduced in Section and
vehicle-to-vehicle (V2V) applications. By using FD, V2V
communication can be more reliable with low latency. (2)



Sensing-based semi-persistent scheduling (SPS) achieves a rel-
atively better performance. (3) Scenarios equipped transceiver
devices with unlimited complexity and cost, such as wireless
relay and wireless Backhaul. Scenarios which use spatial
freedom and narrow beams.

C. Cell-Free Massive MIMO

Fig. [18] illustrates the conventional cellular system and the
Cell-Free Massive multiple-input-multiple-output (CFmMM)
systems. Conventional cellular networks use multi-cell MIMO
systems, in which an array of co-located antennas serve each
cell [227]. Because of the serious path loss, each cell has
different performance between cell center and cell edge. Ac-
cording to Shannon theory, both ends of the link should know
the propagation channel and dirty paper coding is required. In
reality, the size of the wireless system will be limited.

In 6G, CFmMM replaces the traditional APs, equipped with
large co-located antenna arrays, with a large number of low-
cost access points (APs) which are equipped with few antennas
each [62]. The proposed CFmMM systems ensure that user
equipment (UEs) can achieve similar performance regardless
of position and low-complexity signal processing. To achieve
the above goal, CFmMM systems comprise many distributed,
low cost, and low power access point antennas whose number
is larger than the number of users, so that each user is served
by all point antennas simultaneously. Therefore, a CFmMM
system is not partitioned into cells any more, and it provides
uniform service throughout its coverage area. Besides, cell-free
networks are ideally operated in time-division-duplex (TDD)
mode, so that uplink pilot signals can be utilized for both
uplink and downlink channel estimation.

With the advanced AI technologies that will be widely
used in 6G, for example deep learning and federated learning,
novel techniques and schemes based on CFmMM are proposed
to solve machine learning problems [228/229]. Instead of
traditional optimization techniques, Bashar et al. [229]] have
developed a novel deep learning based algorithm which uses
a neural network to increase the achievable uplink sum rate
of the CFmMM system.

In addition, as the number of mobile phones increases,
telecommunications operators start exploring ways to leverage
the wireless computation to solve the machine learning prob-
lems. To solve the federated learning problems, UEs compute
their local updates using their local training data to train
local models and send to the central server, while the central
processor can be used to aggregate the local models to obtain
the global model. Contrary to the traditional deep learning
approaches, users can maintain their data locally to support
training to prevent from the privacy leakage [228].

D. Blockchain-based network

Blockchain is a chain of blocks which constitute a dis-
tributed database. It is designed for cryptocurrencies (e.g.
bitcoin) initially. However, nowadays, blockchain can do more
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than just in cryptocurrencies but run Turing-complete pro-
grams such as smart contracts in a distributed way (e.g.
Ethereum) [230]]. Blockchain provides a secure and distributed
database for storing transaction records, and each node in-
cludes the previous block’s cryptographic hash, a time stamp,
and transaction data [[110,231]]. Besides, blockchain-like mech-
anisms are expected to provide distributed authentication,
control by leveraging digital actions provided by the smart
contracts [44]]. Combining with federated learning, blockchain-
based Al architectures are shifting AI processing to the
edge [232]. Recently, a blockchain radio access network (B-
RAN) has been proposed with prototype [233|234]. Thus,
blockchain can help to form a secure and decentralized envi-
ronment in 6G. Blockchain can provide a secure architecture
for 6G wireless networks [[125]].

Blockchain make consensum through miners instead of a
central authority as shown in Fig. and it includes a wide
range of applications in 6G. Blockchain can help enhance
authentication security by the approach of distributed ledger
technologies [44]]. Besides, blockchain has application in solv-
ing the problem of low spectrum utilization and spectrum
monopoly when deployed in spectrum sharing system [110].
By integrating wireless networks and blockchain, the central
administrator can be eliminated, which improves the the net-
work security and reduces costs. As D2D and IoE are gaining
popularity in 6G, cooperation among devices is getting more
frequent, so that the distributed way of resource management
and spectrum control is required. Since blockchain guarantees
the transparency, it is easy to track the real-time utilization
of the spectrum, which enables to allocate the spectrum
dynamically and efficiently. Thus, if 6G wireless network
couples with blockchain when building, it will be simple to
track the resource management and spectrum sharing. IoT and
D2D enable applications such as smart farming, healthcare,
machine-to-machine communication, etc.

E. Terahertz Communications

Terahertz (THz) frequency band, which ranges from 0.1 to
10 THz, is the last unexplored span of radio spectrum [188|
235]]. THz communications provide ultra-high bandwidth and
ultra-low latency communication paradigms [235]. It is en-
visioned the data rate should be as high as Tbps to satisfy
6G applications’ requirements of high throughput and low
latency [188]]. A novel approach to generate the THz frequency
is discovered by Chevalier et al. [236]. They build a compact
device that can use the nitrous oxide or laughing gas to
produce a THz laser whose frequency can be tuned over a
wide range at room temperature. Traditionally, the THz gap
limits the widespread use of THz. THz transceiver design
is regarded as the most critical factor in facilitating THz
communications [188]].

Recent technology advancements in THz transceivers, such
as electronics-based devices and photonics-based devices,
overcome the THz gap, and enable some potential use cases in
6G [235]). The electronic technologies such as standard silicon
CMOS, silicon-germanium BiCMOS, and III-V semiconduc-
tor related technologies (where the roman numerals III and
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V refer to the old numbering of the periodic system groups),
have been vastly advanced, such that amplifiers and mixers
are able to operate at a frequency close to 1THz [[188|237].
The photonic technologies, including optical down-conversion
systems based on photomixers or photoconductive antennas,
uni-travelling carrier photodiodes (UTC), and quantum cas-
cade lasers (QCLs), have been demonstrated as potential to
enable practical THz communication systems [188/237]]. In
addition, the combination of electronic-based transmitter and
photonics-based receiver is feasible. Recent nanomaterials may
help to develop novel plasmonic devices for THz communi-
cations [237].

Due to the high transmission of RF, signals transmitted
through THz frequency band suffer from a high pass loss.
According to the Friis’ law, the pass loss in free space in-
creases quadratically with the operating frequency [238]]. This
feature limits the use of THz to short-distance transmission
such as indoor communications [239]]. Meanwhile, THz band
can satisfy the requirement of ultra-high data rate; therefore,
ultra-broadband applications such as virtual reality (VR) and
wireless personal area networks can also exploit THz band
to transmit signals [238]]. THz technique can also be used in
secure wireless communications. Since THz signals possess a
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narrow beam, it’s difficult for the eavesdropper to wiretap the
information when locating outside the transmitter beam [239].

F. Visible Light Communication

Visible light communication (VLC) is considered as one of
the techniques that will be used in 6G, because it operates
at the THz frequencies to [240]. Specifically, 6G is mov-
ing to higher frequencies because of the spectral congestion
in frequencies that 5G use and the increasing requirements
for higher data rates. VLC has high data rates, a large
frequency spectrum, high-speed transmission, and robustness
against interference [241[]. Hence, VLC contributes to the
development of short-range communications in 6G [242]. For
the short-range communication, either data-modulated white
laser diodes or light-emitting diodes are used as transmitters,
while photodetectors are utilized as receivers. Besides, VLC
is considered as a complementary technology for the radio
frequency communication because it can utilize an unlicensed
spectrum for communication [[12].

The laser diode (LD)-phosphor conversion lighting tech-
nology can provide better performance in efficiency and
brightness, and larger illumination range compared with tra-
ditional lighting techniques [188]]. Thus, it is considered as
the most promising technology for 6G. The speed LD-based
VLC system is possible to reach 100Gbps, which meets the
requirements of ultra-high data density (tuHDD) services in 6G.
Besides, the upcoming new light sources based on microLED
will overcome the limitation of low speed in short range
communication [44]]. As massive parallelization of microLED
arrays, spatial multiplexing techniques, CMOS driver arrays,
and THz communications develop, VLC’s data rate is expected
to reach Tbps in the short range indoor scenario by the year
of 2027 [441235]]. Fig. [20) illustrates the indoor VLC scenario.

VLC is envisioned to be utilized in various applications in
6G. By integrating with SAGSIN, short-range network, and
cellular communication, VLC can be used to provide a better
coverage [16]. In addition, traditional electromagnetic-wave
signals cannot achieve high data transmission speed using



laser beams in the free space and underwater, but VLC has
ultra-high bandwidth and high data transmission speed [243|].
Therefore, VLC is useful in cases where traditional RF
communication is less active, for example, indoor commu-
nication, underwater communication, underground communi-
cation, and in-cabin internet service [11/244]. Furthermore,
VLC is envisioned to be widely used in vehicle-to-vehicle
communications, which depend on the head and tail lights of
cars for communications [114188243]]. Besides, VLC serves
as a potential solution to build gigabit wireless networks
underwater.

However, VLC is still facing many challenges. For ex-
ample, the bandwidth of the light source restricts the speed
of VLC [240]], so new materials and mechanisms should be
developed to increase the light source’s bandwidth. Besides,
Si-based detectors used by VLC systems are more sensitive to
infrared waves than visible light. Moreover, no application-
specific integrated circuits for VLC baseband processing.
Furthermore, the data processing for future systems will be
much more complex to process.
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G. Network in Box

More and more kinds of technologies will be embedded
in 6G, such as autonomous vehicles, factory automation, etc.
To satisfy the real-time and reliable features of the network,
Network in Box (NIB) technique has attracted much attention
from the industrial automation because NIB offers a device
that can provide seamless connectivity between different ser-
vices. On the other hand, NIB covers the wireless environ-
ments, including ground, air, and marine well agreed to the
vision of IoE in 6G.

IX. SECURITY AND PRIVACY

With the emerge of the 6G technology, there will be more
and more edge devices with high mobility conducting wireless
communication. The huge amount of wireless communication
data, many of which come from mobile applications, may con-
tain sensitive information and involve the privacy of individual
users. Because of the broadcast nature of wireless communi-
cation, 6G also faces the data leakage problem. In order to
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avoid the necessary but complex key sharing in traditional
cryptography, some physical layer security methods that can
guarantee secure wireless communication are proposed.

Security Risks. Intelligent reflecting surface (IRS) is a
kind of metasurfaces which can improve spectrum efficiencies
by reconfiguring the reflection angle of signals regardless of
incidence angle. It is a promising technology in 6G commu-
nication. However, attacks still happen in IRS, and many have
been investigated [245]-[247]]. The attacks can be classified
into two categories: passive attack and active attack.

It is a way to obtain the effective data sent from the original
station to the destination station without affecting the normal
data communication. By monitoring the effective data, it dam-
ages data confidentiality and causes privacy leakage. Passive
attack can be subdivided into two distinct classifications: one
is to obtain the content of the message directly; the other
one is to analyze the data flow. If some approaches, such
as encryption, make the attacker unable to obtain the true
content of the message from the intercepted parts, the attacker
may obtain the message format, determine the location and
identity of both sides of the communication, the number of
times of communication and the length of the message, which
may also be sensitive to both sides of the communication.
Since passive attack does not make any modification to the
message, it is difficult to detect. One possible solution to avoid
the eavesdropping is to maximize the transmit rate.

Active attack is a deliberate act of actively accessing the
required data, causing direct impact on legitimate users. Active
attack can be divided into three categories : The first one is to
intercept the data sent by the original station, interrupting the
effective data so that the destination station cannot receive the
data sent by the original station. It affects data availability.
The second one is to tamper with the data sent from the
original station to the destination station, thereby affecting the
information received by the destination station. It affects data
integrity. The third one is to forge data and send it to the
destination station even if the original station does not send
data, which affects data authenticity. The main way to deal
with active attack is to detect and recover the damage caused
by it.

Security Technology. In 6G, when it comes to physical
layer security, two basic requirements need to be satisfied:
confidentiality and authentication. Confidentiality means that
eavesdroppers have no access to the effective data. Authentica-
tion makes sure that attackers cannot forge data and send to the
destination station. Although traditional cryptographic tech-
nologies such as public key cryptography can enforce security,
they are all implemented in the upper layer. Wyner shows that
secure communication can be achieved in physical layer just
by technologies adopted in noise and interference [248]], which
becomes the foundation of research on security of wireless
communication theory. Csiszdr and Koner [249|] generalize
Wyner’s result by adopting a non-degraded discrete memory-
less broadcast channel. Since then, more and more researchers
focuse on this field and propose a large number of approaches.
Existing methods can be categorized as channel approaches,
power allocation approaches and signal processing approaches.

Channel Approaches. In recent years, many researchers



focuse on the fundamental issues of secure channel capacity.
The main idea of these works is to distinguish quality of signal
received by legitimate users and by unauthorized receivers.
Wyner had shown that reliable and secure transmission can be
achieved in degraded broadcast channels. The perfect secrecy
capacity is the gap between the attacker’s capacity and legiti-
mate user’s capacity for discrete memoryless channels [248]].
[250i251]] introduce the Gaussian channels on the basis of
Wyner’s work and generalized the conclusion to Gaussian
channels. Klinc ef al. [252] propose a effective coding scheme
for Gaussian wiretap channel based on LOPC codes, which is
encodable in linear time. It can be combined with cryptography
techniques, providing improved data security protection in
communication channels. Radio frequency recognition system
proposed by Sperandio et al. [253]] can recognize the identities
of transmitters from received signal. Each participant has
its own intrinsic physical properties, so the system aims to
process the extracted features and obtain a fingerprint for each
party. Cobb et al. [254] used a Bayesian classifier to analyze
amplitude, phase, and frequency, thus providing authentication
for the communication system. Dan et al. propose a method
using radio frequency as physical fingerprints to authenticate
WiFi device’s identity [255]]. The approach of radio frequency
fingerprints authentication is effective in the aspect of prevent-
ing network intrusion, especially when cryptography based
authentication techniques are difficult to implement in some
specific systems.

Power Allocation Approaches. In Wyner’s wiretap channel
model, the quality of eavesdropper’s channel must be worse
than that of legitimate user’s in order to achieve communi-
cation confidentiality. But in some cases, the eavesdropper is
closer to the original station than legitimate user, which means
eavesdropper has a better channel quality than legitimate user.
To solve this problem, Goel et al. [256] propose to add
artificial noise to the channel to deteriorate the eavesdropper’s
channel, thus achieving minimum guaranteed secrecy capacity.
In this method, if the original station has more antennas
than eavesdropper, transmitter can use part of the power to
generate artificial noise, and injected into the channel with
multiple antennas. The information signal is transmitted in the
range space in legitimate channel, while the artificial noise
is generated in the null space in eavesdropper’s channel, so
the artificial noise only impair eavesdropper’s channel but
not intended receiver’s channel. However, this design heavily
depends on the obtainment of accurate channel knowledge.

Signal Processing approaches. Shannon demonstrated that
perfect secrecy can be achieved when the key space is as
large as or larger than the plaintext space, such as one-
time pad. But if the eavesdropper has less information than
the legitimate user, communication secrecy is possible to be
achieved. By analyzing the features of receiver’s channels,
the original station can design artificial noise to degraded
the eavesdropper’s channel using a multistage training-based
channel estimation scheme proposed in [249]. The noise is
designed to minimize the normalized mean squared error of
legitimate user’s channel estimation. However, the method
requires that original station get the knowledge of legitimate
user’s channel, which can be obtained from the feedback of
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legitimate user.

X. APPLICATIONS

Generally, the Internet of Things (IoT) refers to a network
of connected devices (also know as smart objects) that can
collect and exchange data over the internet [257]]. Over the
past few years, there is an emerging trend of employing
artificial intelligence (AI) for IoT as Al has made lots of
remarkable achievements in the big-data era [258]]. To date,
artificial intelligence of things (AIoT) has been widely used in
various kinds of areas. With the help of 6G wireless network,
the performance of AloT systems will be great enhanced. In
fact, many researchers have demonstrated the versatility of
6G-based AloT systems on a wide range of scenarios. In the
following, we focus on several typical applications for further
illustration and summarize these works in Table

A. Al in network management.

As 6G network becomes complex, it may utilize deep
learning instead of human operators to improve the flexibility
and efficiency in the network management [4]. Al technologies
are applicable to both the physical layer and network layers.
In physical layer, Al techniques have involved in design
and resource allocation in wireless communications [7]. For
example, unsupervised learning are applicable to interfer-
ence cancellation, optimal modulation, channel-aware feature-
extraction, and channel estimation, etc. [4]. Deep reinforce-
ment learning is possible to be employed for link preservation,
scheduling, transmission optimization, on-demand beamform-
ing, and energy harvesting [4/148]. In addition, Al technolo-
gies can be used to the network layer as well. Supervised
learning techniques can tackle problems such as resource
allocation, fault prediction [4]. Besides, unsupervised learning
algorithms can help in routing, traffic control, parameter pre-
diction, resource allocations, etc. [4]. Reinforcement learning
can be important for traffic prediction, packet scheduling,
multi-objective routing, security, and classification [4/148].

B. Al in Autonomy.

Al technologies are potential to enable 6G wireless sys-
tems to be autonomous [3/108110]. Agents with intelli-
gence can detect and resolve network issues actively and
autonomously. Al-based network management contributes to
monitoring network status in real-time and keep network
health. Also, AI techniques can provide intelligence at the
edge devices and edge computing, which enables edge devices
and edge computing to learn to solve security problems au-
tonomously [[31232[259]. In addition, autonomous applications
such as autonomous aerial vehicles and autonomous robots are
envisioned to be available in 6G [7].

C. Smart Healthcare

The number of Chronic patients and the aging of popula-
tion are increasing dramatically year by year [271]. Besides,
traditional healthcare systems require patients to visit the
hospitals, which are time-consuming and labor-intensive [272].



TABLE VII
SUMMARIZATION OF APPLICATIONS IN ARTIFICIAL INTELLIGENCE OF THINGS.

Typical applications Reference

|

|

Requirements

Smart Healthcare

Smart Manufacturing

Smart Home

Intelligent Transportation System

[e1f, [L1]], [19], [27], [260]

[62[, [12], [261], [44], [262], [263]

(631, [264], [263]], [265]
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High security
Ultra-low latency
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Ultra-high bandwidth
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Fig. 21. Smart Healthcare.

Therefore, healthcare systems improvement is significant for
people’s wellbeing. An efficient healthcare system is expected
to carry out health monitoring, disease diagnosis, and med-
ical treatment remotely with high efficiency. To this end,
researchers have resorted to smart healthcare. Smart healthcare
is a healthcare service system that combines a variety of
technologies such as wearable sensors and AloT [273]]. Smart
healthcare can not only provide convenience for the people
but also save lives in emergency. Even though time and space
are barriers of current healthcare systems, 6G wireless network
enables smart healthcare to overcome these barriers. Therefore,

26

6G allows healthcare systems to complete more useful and
sophisticated tasks as illustrated in That is, patients can be
accurately diagnosed and treated by professional doctors even
if they are at home.

Health Monitoring and Disease Detection. Continuous
health status monitoring is crucial in healthcare service, espe-
cially for those patients who suffer from sudden disease (e.g.,
cardiovascular diseases). In 6G-based healthcare systems,
data-driven models that can detect abnormal health status will
be uploaded on the cloud in advance. Patients’ physiological
data can be collected continuously by noninvasive sensors and
will be transmitted to the cloud. The models on the cloud will
analyse the data and send a warning message if the diseases
occur suddenly. 6G technology will play a critical role as
both real-time monitoring and disease notification require high
data rates to react quickly. What’s more, 6G will prompt the
development of the hospital-to-home (H2H) service to replace
the traditional ambulance service [61].

Medical Treatment. The merits of 6G will support doctors
to perform more effective medical treatment. For example,
augmented reality (AR) and virtual reality (VR) can be applied
in medical treatment because of high data rates and low
latency in 6G communication. To be more specific, AR enables
doctors to observe the inside of the patient’s body clearly
without making any incision, while VR can help doctors to
practice medical operations in a simulated environment [61].

6G also revitalizes the medical robots [11]]. For example, the
medical robots will take care of the patients and provide timely
help for them when the hospital is too busy and most nurses
are unavailable. Besides, the medical robots will help doctors
in surgeries as the 6G wireless network allows the robots to
carry out complex tasks with high precision. Specifically, the
size of the medical robots can be very small so that the doctors
will control them to enter the human’s body to take pictures,
deliver drugs, or remove diseased tissues.



Privacy and Security in Healthcare. Security and privacy
are one of the important challenges of 6G technology as well
as the key concerns for the patients [|19]. Edge computing can
be used to protect patients’ privacy [61]. The data will be
delivered to different edge nodes because the memory of edge
nodes is small. Therefore, healthcare data do not need to be
stored in only one place, hence increasing the communication
security. Besides, selectively uploading the data to the cloud
helps to improve security as it’s easier for the cloud to protect
lesser data [|61]]. Last but not least, blockchains or federated
learning are also possible approaches to address the privacy
problem in healthcare systems in the future [27,260].

D. Smart Manufacturing

Industry 4.0 has envisioned a digital transformation of
manufacturing through cyber physical systems and IoT ser-
vices, and its main goal is to reduce human intervention in
industrial processes by using efficient control approaches and
communication technologies [44]. 6G will finally realize this
revolution by investigating smart manufacturing [62]. Smart
manufacturing refers to a [oT-connected manufacturing system
that applies a variety of control and data analytics approaches
to improve manufacturing performance. The advantages of 6G
will boost the communication and computing capabilities of
the connected sensors and machinery, thus leading to a preciser
and smarter manufacturing system [12].

High-precision Manufacturing. It is vital for the manu-
facturing system to maintain high precision during operations.
Numerically speaking, implementing high-precision manufac-
turing requires very high reliability (up to about 10) and
extremely low latency (0.1 to lms round trip time) [261].
In addition, massive amounts of data and transmissions are
involved in industrial control networks, hence requiring a very
low delay jitter (about 1us) [261]].

The above requirements can hardly be met if using 5G
technology. In contrast, the emergence of 6G paves the way for
high-precision manufacturing because of its superior features.
For example, a new 6G-based architecture that integrates
different resources has been proposed to satisfy the tight
physical constraints [44]]. Some researchers also resorts to
other advanced IoT approaches, such as blockchain [262] and
edge computing [263]], in order to improve the performance
of the manufacturing systems.

Intelligent Robots. In a modern manufacturing system, it is
very common to apply intelligent robots to deal with dull and
tedious work. In addition, the robots can also replace human
to carry out dangerous industrial operation or the tasks that
require extremely high precision. According to Industry 4.0,
the robots are required to react quickly when interacting with
humans and machinery in a dynamic environment [274]. To
this end, it is very necessary to apply 6G technology into
robotics communication [61]].

The intelligent robots connected by 6G wireless network
robots will be able to conduct complex cooperative opera-
tions [2631275]]. For example, intelligent robots on the edge
side can take videos of the industrial process and then upload
the data to the cloud, while the learning algorithms on the
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cloud will make decisions to control the robots. Aided by
6G technology, the robots will be competent enough even
though the whole control loop requires ultrahigh data rates.
As a result, senors, robots, machinery, and 6G will form an
efficient distributed intelligent network which has terabytes
of computing capacity [104]. Furthermore, there are some
manufacturing processes which are hazardous but still require
high precision, such as nuclear power plants and oil pipelines.
In this case, nano-robots can be used in those dangerous
environments [276].

E. Smart Home

A smart home contains different kinds of IoT devices and
Al-driven in-network services to remotely control the house-
hold systems like lighting, furniture, and thermostats [263]].
Current smart homes have been able to control the furniture
and house environment according to people’s commands. In
the future, 6G will allow the household systems to be smarter,
like providing adaptive real-time control without much human
intervention. In addition to the convenience, residents’ safety
and privacy will also be well protected using 6G technologies
such as federated learning.

Intelligent Furniture. Intelligent furniture in the smart
home will facilitate people’s life as well as save energy. To
begin with, an intelligent light will switch off when nobody
occupies the room, and the light intensity can be continuously
tuned according to sunlight intensity [63]]. Over time, this will
save substantial electrical energy while people do not have to
pay extra attention to this matter. Similarly, the air conditioner
can work based on the indoor temperature and occupancy
detection. Furthermore, the running data of furniture can be
recorded on the cloud side so that individual preferences can
be learned by Al algorithms. Under this circumstance, the
intelligent furniture will be tuned with the considering of
individual preferences, thus leading to a comfortable home.
Noted that real-time control, occupancy detection, and indi-
vidual preferences estimation will generate a large amount of
data and requires higher capacity requirements. Therefore, 6G
is essential for the implementation of intelligent furniture.

Emergency Detection. 6G will aid the smart homes in
emergency detection so as to keep residents’ safe. For ex-
ample, fall detection of the elderly is a major public health
challenge [264]. If an old man suddenly falls down in a smart
home, the data collected by embedded intelligent sensors and
video surveillance will be sent to the cloud by 6G wireless
network immediately. The well-trained prediction model on
the cloud side should detect this emergency by analysing the
data and then send distress signals to the man’s relatives and
the ambulance. Other kinds of emergencies, such as forced
entry and fire, can be detected easily by a similar method.

Privacy Protection. Privacy sensitive data are frequently
transmitted in the smart home, hence requiring a reliable
privacy protection approach. Some researchers tackled the
privacy problems through edge-native solutions [263], which
means data storage and processing will be done within the
residents’ premises. In [265]], an Al based adaptive security
specification method for 6G IoT networks has been proposed



to address the privacy problems, and the proposed method has
been evaluated in a smart room.

F. Intelligent Transportation System

The intelligent transportation system (ITS) utilizes advanced
communication, control, and sensing technologies to provide
safer and efficient traffic and traffic management. In a ITS, au-
tonomous driving vehicles require reliability above 99.99999%
and latency below 1 ms, while the vehicle speed in some
cases can be as high as to 1000 km/h [[12/44]. However, the
ITS fails to meet these requirements in such high mobility
scenarios because of the insufficient capability of the current
communication technologies. In contrast, 6G network will
significantly improve the capability of the ITS and make it
satisfy the strict requirements.

Traffic Management. An effective traffic management ap-
proach can force down the traffic jams, reduce passengers’
waiting time, and preserve the road security. In order to pro-
vide real time transportation planning, the traffic information
has to be collected in high data rates. Besides, the global
optimal solution will be obtained only if the coverage of
the mobile communication network is large enough. Thus, it
is necessary to apply 6G technology in traffic management
owing to its high speed internet, low latency, and extensive
coverage [[63]]. The ITS empowered by 6G will keep guiding
the drivers so as to minimize the travel time. It is also
promising to investigate 6G for traffic signal control problems
since traffic signal control involves a massive amount of real
time traffic data and requires sophisticated algorithms to make
decisions [266]]. Last but not least, 6G technology will enhance
the public traffic security. Police can utilize vehicle surveil-
lance to track a suspected vehicle [63]. The parameters and
components of the vehicles will be continuously monitored to
ensure safe driving.

Autonomous Vehicles. Autonomous vehicles is one of
the key applications in the ITS [277]. Compared with the
traffic management, the implementation of autonomous ve-
hicles requires even higher data rates [62]. 6G will help
autonomous vehicles overcome the physical barriers and real-
ize full automation. Advanced communication methods, such
as dedicated short-range communication (DSRC), vehicle-
to-network (V2N), vehicle-to-infrastructure (V2I), vehicle-
to-Pedestrian (V2P), Vehicle-to-Home (V2H), and vehicle-
to-everything (V2X), have great potential to formulate a
comprehensive autonomous vehicle network [243]]. Besides,
novel Al approaches, like real-time intelligent edge, are
indispensable for vehicle networks implementation as they
enable the autonomous vehicles to react to the unfamiliar
environment in real time [65]]. In addition to improving the
speed, users’ privacy will be better protected in the next
generation autonomous vehicles. For example, a Efficient
and Privacy-preserving Truth Discovery (EPTD) method is
developed to strengthen the privacy protection [267]. Also,
researchers solve the security problems of vehicular Ad-
hoc Networks (VANETSs) by designing a privacy preserving
machine learning-based collaborative intrusion detection sys-

tem [267/268].
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Fig. 22. Vehicle-to-Everything (V2X).

Airport and Waterway Transportation. In addition to the
land transportation, the applicability of 6G technology will
expand into airport and waterway transportation. By integrat-
ing with satellite communication, 6G can provide localiza-
tion services, broadcast, Internet connectivity, and weather
information to cellular users [4]. Satellite communication has
potential benefits, such as providing readily connection to
moving objects, and it is expected to be used in wireless
network architectures in the future. Specifically, the global
coverage provided by 6G enables the ships and airplanes to be
connected with a variety of IoT devices, which leads to a more
intelligent transportation system. With the ubiquitous connec-
tivity, 6G can keep updating the weather condition to the
captains, which ensures the transportation safety [63]]. Besides,
the satellite communication can be applied to connect the
land, air, and sea together into an integrated 6G system [269].
For instance, AANETSs, which is proposed in [278], demon-
strated the feasibility of satellite communication in transport
network. Moreover, optical wireless communication, such as
free space optics (FSO) and visible light communication
(VLC) [62], will also be useful in airport and waterway
transportation.

G. Smart Grid

Smart grid is an IoT-based electricity network that utilizes
advanced communication and Al methods to deliver power in
more efficient ways [64]. Researchers have been working on
integrating 5G into the smart grid [7], yet few people have
considered applying 6G communication into this area. In the
near future, however, 6G will be an indispensable technology
for the further development of smart grid due to the fact that
smart grid systems will demand more extensive computations
and higher data rates.

In a smart grid system, all activities and electrical equipment
should be supervised in order to make sure the system runs



smoothly and safely. 6G enables smart grid systems that
contain a great number of IoT devices to conduct real-time
remote monitoring and control. Moreover, because of ultra
reliability and low latency of 6G, the electricity network will
be able to detect the fault quickly and then take actions in
time. In addition, by employing 6G technology, the scale of
the smart grid can be greatly extended without sacrificing the
control precision and increasing the communication latency.

H. Unmanned Aerial Vehicle

The operation of unmanned aerial vehicle (UAV) requires
either manual control or autonomous control by intelligent
algorithms. Both two control approaches need exchange large
amounts of data every second. Moreover, UAV is usually
expected to carry out tasks in a long distance at high altitudes,
which requires the wireless network to have high data rates
and large coverage. Even though UAV cannot be applied
successfully in the 5G network, 6G technology will facilitate
the implementation of UAV due to the high capabilities of
6G [65].

UAV will be used as an aerial base station (BS) in 6G
wireless communication owing to its aerial superiority. By us-
ing Drone-to-Drone (D2D) and Drone-to-Infrastructures (D2I)
communication, the 6G network will maintain high data rate
while extending the wireless coverage [63]]. Besides the cover-
age, UAV has several advantages over fixed BS infrastructures,
such as easy deployment, strong line-of-sight links, and high
mobility [11}270]]. Therefore, UAV can be used as a flexible
and low-latency BS in the areas where the infrastructures
are absent or heavily loaded. For instance, natural disasters
can destroy the ground communication infrastructures, and
it is very difficult to establish new infrastructures in such a
hazardous place [5]]. In this case, UAV-supported aerial base
station will provide stable wireless connectivity.

1. Smart and Autonomous Communication Systems

In this section, we present some potential use cases of Al in
6G such as Al in network management and Al in autonomy.
As 6G network becomes complex, it may utilize deep learning
instead of human operators to improve the flexibility and
efficiency in the network management [4]]. Al technologies are
applicable to both the physical layer and network layers. In
physical layer, Al techniques have involved in design and re-
source allocation in wireless communication [[7]]. For example,
unsupervised learning are applicable to channel-aware feature-
extraction, optimal modulation, interference cancellation, and
channel estimation, etc. [4]. Deep reinforcement learning is
possible to be employed for link preservation, scheduling,
transmission optimization, on-demand beamforming, and en-
ergy harvesting, etc. [4/148]. In addition, Al technologies can
be used to the network layer as well. Supervised learning
techniques can tackle problems such as resource allocation,
fault prediction, etc. [4]. Besides, unsupervised learning algo-
rithms can help in routing, traffic control, parameter prediction,
resource allocations, etc. [4]. Reinforcement learning can
be important for traffic prediction, packet scheduling, multi-
objective routing, security, and classification, etc. [4/148].
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In addition, AI technologies have potentials to enable 6G
wireless systems to be autonomous [3}108/110]. Agents with
intelligence can detect and resolve network issues actively
and autonomously. Al-based network management contributes
to monitoring network status in real-time and keep network
healthy. Also, Al techniques can provide intelligence at the
edge devices and edge computing, which enables edge devices
and edge computing to learn to solve security problems
autonomously [3[232|259]. Besides, autonomous applications
such as autonomous aerial vehicles and autonomous robots are
envisioned to be available in 6G [7].

J. Intelligent Vehicle-to-Everything Communications

The vehicular network builds the bridge between human be-
ings and transportation [113[], for example, vehicle-to-vehicle
shown in Fig. As the number of vehicles is increasing
rapidly, the over crowded vehicular network fails to achieve
high latency and low reliability. While traditional vehicular
networks attach great attention to vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communications, the 6G vehic-
ular network will realize space-air-ground-sea even underwater
vehicles.

Although 5G technology has spanned over network func-
tion virtualization (NFV), cognitive radio (CR), and reactive
vehicular network control, they cannot meet the requirements
of 6G communications. 6G requires to evolve to network in-
telligentization, intelligent radio, and self-learning with proac-
tive exploration. Aided by advanced automation techniques
and sensitive collision avoidance ability, the performance of
vehicular networks can be significantly enhanced in 6G era.

XI. CONCLUSION

In this paper, we highlight some promising technologies
in 6G networks. We present a detailed explanation of artifi-
cial intelligence, intelligent reflecting surfaces, SWIFT, THz
communications, blockchain, space-air-ground-sea integrated
network, full-duplex technologies and how these technologies
will be applied in 6G. In addition, we discuss the potential
security and privacy problems brought by these technologies.
Moreover, we envision that 6G will enable a large sum of new
application in facilitating our life.
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