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Abstract

Blockchains have been around for more than ten years, and since 2015, a
plethora of systems have been launched to target more flexible use cases.
More recently, several enterprise blockchain systems, such as Consensys Quo-
rum and Hyperledger Fabric, have been launched to make blockchain simpler
to apply in complex organizational configurations. In this paper, we iden-
tify a specific Department of Defense use case, extrapolate requirements, and
perform a thorough assessment of the different layers of the blockchain stack
to identify the existing state of the art and undertake a gap analysis of the
technology for this context. We describe a platform that meets many of
these challenges and show how we architected, designed, and implemented a
solution for this use case for deployment at NAVAIR. This solution connects
transactions from two separate blockchain systems, Consensys Quorum and
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Hyperledger Fabric, by using a graph-based approach that preserves privacy
while enabling full transparency across the military and supplier networks.

Keywords: Blockchain, Smart Contracts, Supply Chain, DoD, GraphQL,
Enterprise Blockchain systems

1. Introduction

Fundamentally, a blockchain enables a decentralized mechanism for the
recording of non-repudiable transactions so that no single entity has control
of the data. This is achieved using a distributed consensus algorithm that
results in immutable (non-changeable) data, making it impossible for data
to be tampered with once written. Ethereum [I] is an example of such
a blockchain network that has a network of nodes connected to form an
Ethereum Virtual Machine (EVM). On an EVM, transactions are specified
through the use of smart contracts, written in Solidity, which define a data
and logic interface to the underlying ledger. The public Ethereum network
has proved to be scalable and resilient since its launch, having processed
more than 800 million transactions [2] at the time of writing.

For enterprise deployments, companies generally use permissioned
blockchains, and organizations, such as Enterprise Ethereum Alliance [3] with
more than 250 members, help develop new business opportunities and drive
industry adoption. Consensys Quorum [4], as one of the more advanced plat-
forms, extends the Ethereum codebase with a set of enhancements to support
enterprise needs. Other enterprise systems, such as Hyperledger Fabric [5] 6],
aim to provide a modular and extensible open-source system for deploying
and operating permissioned blockchains.

Clearly, support for production enterprise blockchain applications is
mounting, but still, their application integration is complicated for a number
of reasons, including organizational complexity, data integration, sustaining
resilience and throughput, version management, authentication, and transac-
tion authorization. In this paper, we provide a real-world application use case
from the Verifiability, Identifiability Physical Assets for Real-time Traceabil-
ity (VIPART) SBIR Phase 2 project that is currently being undertaken at
Naval Air Systems Command (NAVAIR). The VIPART project aims to use
the SIMBA Chain enterprise platform [7] to track the maintenance, repair,
and overhaul (MRO) operations for a tailhook assembly, critical to carrier-
based aircraft operations, across the MRO process. This specific use case
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reduces the complexity significantly in terms of how one might track every
part that NAVAIR deals with, but, at the same time, as a proof-of-concept,
it illustrates the complexity of achieving this small slice of the overall picture.
The tracking of this single part alone can involve hundreds of operations, tens
of data systems, hundreds of data schemas, and multiple data warehouses,
which all need to be integrated. After setting the context of this use case, we
consider the requirements by dividing a blockchain application into layers to
consider each in turn to provide an analysis of existing systems and rationale
for choices in this use case. We hope this contribution can serve as a lab
book for gaining insights into the architecture of an enterprise blockchain
application and help define areas of research that may need to be addressed
in the future.

We then provide the rationale for how SIMBA Chain platform was used
to architect, design, and implement this use case at NAVAIR. This solu-
tion is complex because of the need to meet privacy concerns for NAVAIR
data, while offering NAVAIR full transparency for part tracking from OEMs.
In other words, OEM data needs to be shared with NAVAIR and NAVAIR
data needs to kept private, but NAVAIR would like to query across both its
private data and the OEM shared data to have a complete view of the end-to-
end process. To achieve this separation, we used two separate blockchains:
Hyperledger Fabric for the OEM network and Consensys Quorum for the
NAVAIR network. Fabric was selected by Boeing because it was their only
supported production blockchain system at the time of writing. We could
have used Fabric channels to achieve the separation, but after discussions
with NAVAIR, we decided to use a separate blockchain internally at NAVAIR.
Quorum was selected for scalability reasons, that are discussed more in Sec-
tion Ml

To connect the blockchains, we used the platform’s ability to create a
graph defining relationships between transactions across the two blockchains,
which effectively links the smart contracts deployed on the Quorum and Fab-
ric blockchains. This enables complete separation of data to meet privacy
concerns while enabling NAVAIR to gain full transparency across their own
data as well as their supplier networks. This novel approach essentially cre-
ates a searchable graph across both blockchains, which can be queried in
order to extract a complete picture for the tracking of an assembly and their
parts delivered by external suppliers. While this is a commercial project, we
believe this example provides helpful insight into the use of graph techniques
for solving practical real-world blockchain application problems, as well as
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insight into current gaps where more research is needed, and therefore con-
tributes to the general academic literature and state-of-the-art on this topic.

The next section discusses blockchain-related work in the Department of
Defense (DoD). Section |3| describes the DoD use tracking the maintenance,
repair, and overhaul process for a Tailhook, along with technical require-
ments that have an impact on the blockchain architecture. Based on this
context, Section [4] provides a walkthrough of a typical blockchain layered
stack and addresses the current status. Section [l describes the architecture
we took for this use case. Section [6] discusses the design of the resulting
system. Section [7] discusses the implementation of the system. Section
provides a retrospective discussion with suggestions for enhancements that
would benefit Enterprise deployments. Finally, we conclude the paper in
Section [91

2. Related DoD Work

Maj. Neil Barnas [8] wrote a seminal report entitled “Blockchain in Na-
tional Defense: Trustworthy Systems in a Trustless World” that researched
the possibilities of the use of blockchain technology for the U.S. Air Force.
In this work, the application to supply chain was outlined and noted that it
could offer a solution that to establish the provenance of every circuit board,
processor, and software component from “cradle to cockpit”.

In 2018, the National Defense Authorization Act (NDAA) [9] ordered
the DoD to "provide to the appropriate committees of Congress a briefing
on the cyber applications of blockchain technology" within 6 months. This
report included a description of potential offensive and defensive cyber appli-
cations of blockchain technology; an assessment of efforts by foreign powers,
extremist organizations, and criminal networks to utilize such technologies,
an assessment of the use or planned use of such technologies by the Federal
Government for critical infrastructure networks; and an assessment of these
networks’ vulnerabilities to cyber attacks.

In the recent DoD blockchain research study [10], the author used a phar-
maceutical industry supply chain use case to determine the feasibility of the
approach and its impact on the cybersecurity implications of using blockchain
in detecting counterfeit products. This work concluded that it is not yet
economically feasible to implement current blockchain technology into the
DoD supply chain, primarily due to energy efficiency concerns, data privacy
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issues, and the lack of standardized blockchain interfaces among all partic-
ipants. Recommendations included further advances in the development of
blockchain using Proof of Stake (PoS) within Ethereum or Hyperledger to ad-
dress energy issues and the development of a governance-centered blockchain
network that will allow the DoD to act as a regulator, ensuring all actions
within the blockchain are monitored and secured. This will address data
privacy issues because DoD will determine who can participate, and will
standardize all interfaces among participants.

In 2020, a white paper that was supported by Rep. Darren Soto [11]
highlighted use cases of blockchain or Distributed Ledger Technology (DLT)
that the DoD can benefit from. The report argued that the next gener-
ation of emerging blockchain technologies, including Artificial Intelligence,
smart drones, robots, and additive manufacturing, will make DoD even more
dependent on digital technology and critically dependent on secure, timely,
accurate, and trusted data. Yet, as data has grown in importance, cyber
warfare has emerged to challenge the U.S. in the digital space. Today, key
U.S. defense assets, ranging from communication systems to supply chains,
can be disrupted by bad actors attempting to degrade U.S. capabilities.

3. Tailhook Use Case

Maintenance, Repair, Overhaul (MRO) refers to replacements, tests, mea-
surements, and repairs required to keep or restore a component to a usable
state. It includes all the actions as well as the procurement of supplies and
labor to do so. The MRO category is broad and includes three common types
of maintenance that most plants and facilities undertake:

e Preventive maintenance are tasks scheduled regularly, designed to
keep machines, components, and other equipment functioning well.

e Corrective maintenance are tasks performed after a failure occurs
and involves fixing or overhauling equipment, machinery, or compo-
nents, as well as replacing broken components.

e Predictive maintenance: are tasks using monitoring and analysis in
order to predict future failure incidents and provide remedies.

Here, we consider MRO operations for a Tailhook assembly. A Tailhook
is a strong metal bar with a claw-like hook, which is mounted on a swivel on
the keel of the aircraft and is normally mechanically and hydraulically held
in the stowed/up position. Upon pilot actuation, hydraulic or pneumatic
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pressure lowers the hook to the down position, and upon engaging with the
arresting gear onboard the aircraft carrier, it achieves rapid deceleration of
the aircraft. Figure [I| shows a tailhook being inspected before take off.

Figure 1: Maintenance inspection of an F/A-18 Tailhook prior to launch

This use case aims to track Tailhooks from F/A-18 aircrafts across the
MRO process in order to leverage that data for better decision-making. Using
a community-oriented blockchain, it is anticipated that such tracking can
not only provide a common source of truth for the tracking of such an MRO
process but also extend to tracking MRO processes that may be outsourced to
Original Equipment Manufacturer (OEM) manufacturers or other qualified
MRO facilities or suppliers. Such transparency is currently not available and
would lead to significant efficiency gains in terms of coordinating timelines
to meet set goals. Another key aspect is the ability to append to the DLT
maintenance events and usage information that dictates the ultimate service
life of these critical safety parts.

3.1. MRO Flow

To provide context, one needs to have some understanding of the com-
plexity of the Level of Repair Analysis (LORA). LORA is used as an ana-
lytical methodology to determine when an item will be replaced, repaired,
or discarded based on cost considerations and operational readiness require-
ments. For complex engineering systems with thousands of assemblies, sub-
assemblies, and components, each having a number of possible repair deci-
sions, LORA seeks to determine an optimal provision of repair and main-
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tenance facilities to minimize overall system life-cycle costs. The LORA
process starts by identifying options where maintenance can be performed
and produces a decision for each item within the system, indicating where
each maintenance action for the item will be performed. There are three
main levels:

e Organizational or O-level maintenance occurs at the organizational
unit level, e.g., by a single maintenance squadron as part of an air-
craft wing and optimized for quick turn-around to enhance operational
availability. O-level is also responsible for the removal of parts.

e Intermediate or I-level maintenance occurs in specialized back shops
residing at a common operating location. Because it is more special-
ized, I-level maintenance allows for more thorough and time-consuming
diagnostic testing and repair procedures.

e Depot or D-level maintenance occurs in highly specialized off-site
repair depots or at OEM facilities. They carry extensive diagnostic
equipment and possibly even manufacturing capabilities for extensive
equipment overhauls and modifications.

The simplified high-level representative MRO flow for a Tailhook, shown
in Figure [2] runs from O-Level operations at an aircraft carrier to a depot
for repair and back. The procedure runs as follows. O-level removes the
part, and if it cannot be repaired by the local I-Level team, it is shipped to a
D-level depot for repair. On board the carrier, the 1/0O level interactions are
all recorded on O-level and I-level specific data systems. Once shipped, the
part is tracked en route until it arrives at the depot, where it is eventually
disassembled and passed to the repair shop. The repair shop interacts with
tens of data systems in order to define the work; manage the work orders,
time and workload management for staff; and to provide further engineering
support. Once the repair is complete, the part will be shipped back to the
carrier and installed by the local O-Level operations unit.

High Level Flow

0/1 Level Repair Transport Depot Transport 0/1 Level
(At Carrier) (To Depot) Repair (To Carrier) (At Carrier)

Figure 2: The high level MRO flow for overhauling a tailhook assembly
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3.2. OEM Parts Tracking

This use case aims to consolidate tracking information onto a common
ledger to track Tailhooks throughout the MRO process. However, often parts
are ordered from OEMs during the repair process, e.g., for a Tailhook, this
could be a pin, shank, arm, or pivot. Currently, when parts are ordered
from an OEM there are no automated mechanisms to track their progress.
Some parts are fabricated at the OEMs themselves while others are ordered
from sub-tier suppliers, which could order them from further suppliers in the
supply chain. Progress updates occur only when parts are delivered to the
depot. In this work, we want to assess the possibility of using a DLT to
connect information from opt-in OEM suppliers, so that progress updates
for certain parts can be tracked in real time. However, to accomplish this,
MRO data cannot leave NAVAIR or be shared in any way with the OEMs,
while OEM data should be made available to NAVAIR. NAVAIR would like
to query across the MRO and OEM tracking data to get a global view of the
entire system, which requires two logically separated blockchains in order to
separate the data tracking while providing consolidation across the platform.

3.3. Use Case Requirements

As discussed in the introduction, the goal of the use case is to provide
OEM (Boeing) part-tracking data to NAVAIR. Trust is key to this scenario
because of the two disconnected organizations involved. There are no current
means available to share data from OEMs to NAVAIR because NAVAIR
systems are completely private and so are the OEMs. To connect these
entities it is imperative that the system is secure and private and the data
is trusted so that neither party (nor any other adversarial actor) can modify
the data on the parts that are being tracked. For example, if an adversarial
actor could manipulate the data, then they could disrupt the entire NAVAIR
supply chain. Furthermore, NAVAIR wants to be able to query data across
their internal (private) systems and across the OEM blockchain part tracking
data to monitor their entire end-to-end MRO flow, because the OEM parts
being supplied are integral to that process. Therefore, NAVAIR would like
to query across both blockchains while OEMs have access only to the data
they share.

Certain stages during the OEM assembly process require the operator or
inspector to generate a report. The subject of these documents depends on
the work done at that stage. For example, at quality assurance work stations,
reports may contain the inspector’s comments, measurements, the results
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of any automated tests, and critical safety tests. A requirement that was

identified by the OEM therefore is provide an ability to share such documents

and relate them to each part being tracked. Since such documents can be

large, the ability to off-chain these documents would be needed.
Consequently, this leads to the following requirements:

e The integration of multiple internal NAVAIR databases for MRO parts
tracking.

e Multiple organizations, e.g., NAVAIR, OEM1 participating in a com-
mon blockchain network, each having their own governance and security
rules, which specify what they share and with whom. Specifically, Boe-
ing would like to share data to NAVAIR in a trusted way and NAVAIR
would like access to the entire MRO flow, including OEM data.

e Efficient traceability of the Tailhook process will require structured
data that can represent the relationships between the different stages
of the process, including tracking the parts of the sub-processes.

e Efficient querying of the resulting data is needed so that data pertinent
to a specific part can be queried across the entire MRO process and
OEM parts tracking. Also, cross correlations with other parts in order
to identify anomalies or to search forward, to identify other parts at
risk, are needed.

e The ability to add off-chained data files and associate these with the
part-tracking blockchain transactions.

e A Common Access Card (CAC) is a smart card used as the standard
identification for DoD employees and eligible contractors and provides
access to computer networks and systems. Access to any data or sys-
tems at the DoD, therefore, must use the CAC Card authentication.

In the future, this use case will be extended to support the tracking of
multiple parts; consequently, smart contracts will need to be updated. It is
desirable therefore for the platform to manage smart contract versions so that
the application can be updated without incurring significant code rewrites
or losing access to data.

4. Analysis of Enterprise Application Requirements

The architecture for a blockchain enterprise application can encompass
several levels and components [I2]. In this section, we organize our system’s
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requirements into five sections that are shown in Figure [3} The lower part
of this figure focuses on the underlying blockchain systems layers, while the
upper part focused on platforms and applications. In this section, we consider
each layer, providing a description of the core components that relate to our
use case, and identify choices for the underlying blockchain and tools.

Technologies and Integration

Applications Additive

Ecosystem Supply Chain Manufacturing Healthcare

i i and off-chaining
Platform Middleware Solutions e.g. es Data Stores - L

e.g. SIMBA SAP e.g. SQL

DLTs/Blockchain Systems

Smart

Interfaces o erai

Language i ENE

Consensus

Topology Multi-Node Algorithm

Transactions
€ nat

Hyperledger )
Y - RSK :
Fabric Hashcode Binding

Blockchain Ethereum

Figure 3: The different layers we analyze for an enterprise blockchain application

4.1. DLT and Blockchain Systems

In this section, we provide a walkthrough of the three layers, namely,
blockchains, topology, and interfaces, and finish with a comparative analysis
of various blockchain systems using these considerations. The concept of a
blockchain has been around in some form or another since the ’90s. Stor-
netta worked with Haber [13] to develop a cryptographically secure archive
that could verify records without revealing their contents. Such mechanisms
enabled the collaborative creation of digital distributed ledgers with capabil-
ities that far surpass paper-based ledgers. This early work led to the concept
of DLT, which can be described as a consensus of replicated, shared, and syn-
chronized digital data geographically spread across multiple sites, countries,
or institutions. There is no central administrator or centralized data storage,
and as the name suggests, each word contributes to the overall definition:

e Distributed reflects a decentralized rather than centralized nature
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e Ledger represents a database of records
e Technology defines the protocol to synchronize data as a decentralized
database without a central authority to regulate it.

Consequently, a DLT facilitates the storage of information in a secure
and accurate manner using cryptography and, once stored, it becomes im-
mutable. Frequently, DLTs and blockchain are used as synonyms but in
fact, a blockchain is a specific type of DLT that encompasses its own set
of rules and features, including organizing transactions as a chain of blocks.
Blockchains are far more opinionated, defining a specific way of implementing
a DLT. This confusion represents a common phenomenon when the success
of one type of implementation (blockchain) overtakes the more broad set to
which it belongs and becomes more popular than its namesake (DLT).

4.1.1. Blockchain Layer

A blockchain exists on multiple compute nodes at the same time, and data
can be written only with consensus from its members; all entries are digitally
signed and therefore identifiable; and data can never be removed, i.e., data is
immutable. A blockchain constantly grows as new collections of transactions,
referred to as blocks, are added to it, using a consensus algorithm. Each block
contains a timestamp and a link to the previous block, so they form a chain.
The database is not managed by any particular body; instead, everyone in
the network gets an exact copy. Old blocks are preserved forever and new
blocks are added to the ledger irreversibly, making its data impossible to
manipulate. There are three broad types of blockchain networks:

e Public blockchains have no access restrictions; anyone can send
transactions or participate in the consensus algorithm.

e Private blockchains are permissioned, meaning one cannot join it
unless invited by the network administrators.

e Hybrid blockchains combine public and private blockchains, e.g., an
application can run privately and use a public blockchain for settlement.

Some example of public blockchains are Bitcoin [14], Ethereum [I5], Stel-
lar [16], RSK [17], and Hedera Hashgraph [I§]. In terms of cryptocurrency
uptake and to provide an indication of the scale, there are 2728 cryptocur-
rencies reported [19] at the time of writing. Private blockchain examples are
Consensys Quorum [4], Hyperledger Fabric [20], Hyperledger Burrow [21],
Ripple [22], and R3 Corda [23].
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As discussed in the previous section, NAVAIR requires a private
blockchain network and the organizations where the blockchain nodes are
owned and operated form part of the overall security model. Reports
indicate that there are about 15 enterprise blockchain systems, but af-
ter a recalibration of expectation following a Gartner’s infamous trough
of disillusionment|24], there are three quite separate enterprise-focused
blockchain networks at the core of today’s technology: R3 Corda, Hyper-
ledger Fabric, and enterprise Ethereum. Furthermore, several sources, e.g.,
[25] and [26], consistently list Fabric, Corda, and Quorum as the top three
enterprise private blockchains at the time of writing. For this use case, there-
fore, we considered those three systems. Enterprise applications require ad-
ministrative control to grant user or company participation; consequently,
permissioned blockchains are typically used. For data confidentiality, Corda,
Hyperledger Fabric and Quorum all address transaction security but handle
it differently.

Corda does not require all nodes in the network to run all transactions.
As a result, the whole blockchain state can be determined only through a
union of all nodes in it. Transaction visibility is based on a need-to-know
basis, which means all transactions need be visible only to those involved in
them. This inherently provides visibility scoping. Additionally, it improves
throughput, because not every node on the network needs to compute all
transactions.

Quorum provides a mechanism to encrypt transaction data and store only
the hash of the transaction information on the blockchain. This means the
transaction is visible to the whole blockchain but only in encrypted form.
An extension to the Ethereum protocol allows nodes to share unencrypted
transaction data with a subset of nodes on the network, providing simple and
dynamically defined visibility scoping based on use case.

Fabric uses the concept of “channels” through which agreed participants
exchange data. Channels are essentially subnets within the overall blockchain
network. Trusted partners share channels, and data is visible to only those
partners who have access to the channel. Channels are statically configured
between agreeing parties. The configuration and maintenance of channels can
add complexity to a deployment if there are many partners involved with
overlapping security and authorization requirements. Swift Bank’s Nostro
POC [27|, which used Fabric stated, “For example, while 528 channels were
required in the PoC to ensure Nostro accounts would only be stored on the
nodes of their account servicers and owners, to productize the solution, more
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than 100,000 channels would need to be defined, covering all existing Nostro
relationships, presenting significant operational challenges.”

As stated in the introduction, Fabric was selected for the OEM network
because it was the production blockchain system Boeing uses. For the in-
ternal DoD network, however, we did not select Fabric because of the afore-
mentioned scalability issues for scaling out Fabric across multiple DoD stake-
holders of the MRO pipeline. The selection between Corda and Quorum was
driven by the smart contract language at the time of implementation. SIMBA
Chain supports any Ethereum-based blockchain and it also supports Fabric.
However, Corda uses Kotlin or Java for their smart contract language; this
would have resulted in further integration, which was out of scope for this
project.

4.1.2. Topology

Topologies differ vastly between public blockchains and private
blockchains. Public blockchains are more decentralized, have more partic-
ipants with no trust, and use compute intensive consensus algorithms. For
example, Bitcoin has about 9,000 computer nodes participating in its “proof
of work” consensus algorithm with at least 51% agreement needed, which is
costly and slow. A private blockchain has members that are more trusted
and have multiple enterprise-oriented advantages including: simpler consen-
sus algorithms with far superior performance; low latency rates; users or
companies are granted access rights and roles, often centrally administered,
providing the necessary control on who can participate and how; and flexible
models for the on-chain security of data.

The concept of “consensus” is the process of achieving a non-disputable
agreement in the resulting states among the participating nodes, for the
addition of a new block to the chain. The increase of demand in enterprise
blockchains has led to more efficient consensus algorithms, with differing
approaches competing in this area.

The Corda consensus is at the transaction level and supports two types.
Validity consensus checks that the transaction is accepted by the contracts of
every input and output state and has all the required signatures. Uniqueness
consensus is the requirement that none of the inputs to a proposed transac-
tion have already been consumed in another transaction.

Fabric uses orderer nodes to establish the order of all transactions, then
batches of transactions are arranged into blocks that are later added to the
blockchain. Orderer nodes broadcast blocks to connected peers, which relay
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to other peers via gossip protocol. Peers then validate broadcasted blocks
from the orderer node and then submit them to the ledger. There are three
interchangeable consensus protocols in Hyperledger Fabric Solo, Raft, and
Kafka - that can be used.

Quorum uses a Proof-of-Authority (PoA) reputation-based consensus al-
gorithm that leverages the value of identity and reputation of block val-
idators. PoA networks designate certain nodes that are trusted, i.e., have
authority to validate transactions. The BFT consensus algorithms used (e.g.
Probabilistic BFT and Istanbul BFT) provide transaction finality rather than
probabilistic completion, which is the case in PoW. BF'T combined with PoA
means it is possible to ensure there can be no forking of the chain. This, in
turn, equates to finality, and because finality is guaranteed, there is no need
to wait for block confirmations to reach a level of completion probability that
participants are comfortable with. Therefore, again, throughput is increased.

4.1.3. Interfaces

In this layer, we discuss two items: smart contracts, which provide an
interface to the blockchain, and wallets, which act as an interface to a
user. Both elements differentiate blockchain from most other storage sys-
tems. Smart contracts provide the data interface to what is written on the
blockchain and the business logic of what rules need to be satisfied for this
‘write” operation to take place. A smart contract is a self-executing piece of
code that defines the terms of the agreement for exchanges, or state changes
for an asset. Smart contracts are often written into the blockchain, mak-
ing them non repudiable, to offer deterministic behavior and are trusted,
trackable, and irreversible.

Unlike other data storage systems, each blockchain transaction is dig-
itally signed using cryptographic signatures, stored in a Wallet. The term
wallet originated from public networks where the special private key provided
access to your cryptocurrency. However, really, a wallet is a cryptographic
credential that identifies a user on the network. It is an asymmetric cryp-
tosystem (public/private key pair) that is used to sign transactions, making
each transaction identifiable, where the private key is kept secret, the public
key can be made public and the wallet address provides an address on the
network, typically generated by taking a hash of the public key.
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4.2. Technologies and Integration

This section provides some insights from different platforms and applica-
tions, along with some of the issues that need to be managed.

4.2.1. Platform

Enterprises should not interact directly with a blockchain using the low
level blockchain APIs. Rather, they need an application integration layer
that sits above the blockchain, abstracting blockchain-specific details and
allowing integration of other enterprise systems.

Beyond the features a blockchain network can provide, there are capabil-
ities that an Enterprise Blockchain Platform (EBP) should provide to allow
enterprises to seamlessly execute their business processes in a scalable, se-
cure, and robust way. We elucidate what such a platform should provide
below.

Scalable and Robust Transaction Ezxecution. Along with ease of integration,
transaction execution should be scalable and robust. This means submis-
sions should employ techniques supporting retries and idempotency, asyn-
chronicity, and horizontal scaling. Asynchronicity allows transactions to be
queued on the application side if throughput is in danger of overwhelming
the blockchain network. Horizontal scaling means leveraging the decentral-
ized nature of the blockchain to push transactions to different nodes on the
blockchain, meaning submission to the network does not become a bottleneck
to throughput.

Enterprise Auth Mapping. Enterprises have complex and highly integrated
security systems, typically defining rules for authentication and authorization
using centralized role-based backends, such as LDAP or Active Directory. An
EBP should provide mechanisms to map the authentication and authoriza-
tion rules to the identities on the blockchain the platform provides access
to. This means mapping users and/or roles to transaction-signing identities,
as well as integrating on-chain smart contract execution control to the roles
defined within the enterprise.

FEvent-Driven Models. Many enterprise systems are event-driven and many
enterprise blockchain use cases are intrinsically linked to the concept of events
occurring and being recorded. As a result, it is vital that an EBP provides
mechanisms to allow systems to subscribe to and be notified of blockchain
events in order to trigger higher-level actions, reactions, and workflows in the
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system. Notifications should be possible both to human users and to other
enterprise sub-systems and external consortium partners. As an example,
NAVAIR would like to get notified upon blockchain updates for particular
parts as soon as their status changed. This would enable them to perform
demand sensing and re-plan their logistics.

External Data Integration. The storage of large data on a blockchain is not
recommended because it is expensive and inefficient to scale, so often off-
chaining of data is used. Off-chaining allows the data to be stored in an
external data store but bound on the blockchain by storing its fingerprint
or hashcode on chain. A hashcode is a cryptographic mechanism that can
generate a small, fixed-sized fingerprint for any size file, in such a way that
it is virtually guaranteed two files will never generate the same fingerprint.
This means that a hashcode uniquely represents the content of a file. Con-
sequently, if we store the hashcode of a file on the blockchain, and the file
in another store, we guarantee that: the contents of the file have not been
changed since it was stored because the hashcode is unique to that content;
and the user that stored the external file is identified because each transaction
is signed by the user, using their wallet.

Off-chaining is an excellent strategy for tracking external files or datasets
on the blockchain because it minimizes the storage on-chain while providing
a non repudiable audit trail for externally generated data. This means it
is possible to seamlessly use blockchain with existing data and systems, to
vastly improve the tracking of data, the integrity of data, and aggregating
multiple copies of data across disparate data systems and applications.

For our use case requirement, most of the OEM documents are expected
to contain sensitive information. The hash of the document can be recorded
on the chain, along with information associating the document with the part,
assembly stage, and other data pertinent to tracing the document. The hash
recorded on chain provides an immutable and irrepudiable way of proving
that the document was never altered after the status of work was written
to the ledger. This is possible because the blockchain consensus algorithm
ensures that all peers have an uncorrupted copy of the ledger. Consequently,
off-chaining is a necessary component of the resulting system.

Blockchain Search and Querying. In order to perform complex searching,
relationships between transactions need to be identified in order for queries to
be extracted. For cryptocurrencies, relationships between wallets that have
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transacted with each other may be insightful. For example [28] describe how
the semantics of blockchain transactions can be captured by a directed acyclic
graph, representing states and transactions between the states, together with
conditions for the consistency and validity of transactions. [29] explains how
graph mining has become a major part blockchain analysis and provides an
overview of such graph techniques.

However, for more general enterprise smart contract, the methods and
data are custom to a specific application. For our use case, we would like to
query for a specific part and other transactions that relate to that part. In
the Web3 community, initiatives such as “The Graph” [30], are emerging that
provide a mechanisms for indexing and querying data from blockchains. It
makes it possible to query data that is difficult to query directly by enabling
curators to create “subgraphs”, which define the data “The Graph” will in-
dex. In other words, curators take time to understand the transactions and
how they relate to each other in order to create a GraphQL schema and
mapping that others can use. Since it now supports several blockchains, it
technically could form a mechanism to create a global graph of blockchain
data to represent the two blockchains in the use case in this paper. Anyblock
[31] is another tool that employs the use of Elasticsearch and PostgreSQL
to support to search, filter and aggregate across multiple Ethereum based
blockchains. However, the data would need to be curated and tied together
for this to work, so domain knowledge would be needed.

4.2.2. Applications Ecosystem

Successfully implementing a blockchain-based solution requires collabo-
rating with partner and competitor organizations, making blockchain a “team
sport,” and for the DoD this often means a “consortium” of companies and
government. Data sharing across what have historically been tight corporate
boundaries can only change in circumstances where there is a clear benefit
for all. Negotiating such boundaries and rules about what data may cross
boundaries and under what conditions is a significant part of the solution.
Indeed, for our use case, sharing rules are specific and for both OEMs and
the DoD, with such data sharing being an unfamiliar concept.

Most businesses use Enterprise Resource Planning (ERP) software to
incorporate the key business functions of an organization and offer query
components that can provide customizable access to data, including lists,
channels, and reports. Interfacing ERP systems with blockchain is complex
but essential if one is to remove the human in the loop and introspect the
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multiple levels of supply chains automatically.

At the application levels, EBP should also provide ways for an enter-
prise to truly integrate blockchain into their business processes. While the
above capabilities enable utilization of blockchain, they are only the first
step towards driving business processes through smart contract transaction
execution. To achieve this, enterprises should be able to do two things:

1. Encode business process rules into smart contracts. A simple way to
achieve this is to consider the smart contract as a finite state machine
(FSM) whose states and guards are expressions of business process
requirements. By encoding these rules into the contracts, failure to
execute or transition states when a contract method is invoked can
trigger downstream business process events.

2. The EBP should provide mechanisms for modeling business-level trans-
actions that might be made up of multiple blockchain transactions ex-
ecuted by different parties. There are various approaches to this prob-
lem. While rollback is not a possibility on a blockchain, such business
level transactions can be modeled using the Unit Of Work (UOW) pat-
tern [32]. Data can be aggregated during a business-process transaction
and finally written once to the blockchain, or transactions can be writ-
ten individually and reference a UOW identifier capturing each event
as well as possible failure.

5. Architecture

Using the use case requirements in Section [3.3]and the analysis performed
in the last section, we identify here the components required to meet the
demands of this use case and how they interact. Figure 4| shows the resulting
architecture for the NAVAIR OEM use case.

In this figure, the information flows from top to bottom. To simplify,
we’ve separated the platform components from the other components in the
system. Information from NAVAIR and OEMs flow from their database and
ERP systems that contain the raw data for internal tracking purposes. This
information is collected using different mechanisms for OEMs and NAVAIR,
and details are out of the scope of this paper, but the result is that data
is aggregated into a form for consumption. In this case, we required the
tracking information for the Tailhook assembly and any corresponding parts
that are ordered during the MRO process. For the OEM network, there
are currently two OEMs, Boeing and ITAMCO, who each have their own
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Figure 4: Architecture for Addressing Use Case Requirements

blockchain node. Currently, the NAVAIR nodes are in one administrative
domain but in future the idea is that there will be nodes at each part of the
MRO pipeline and owned by different NAVAIR units.

For convenience, the input data from either party is input into the
blockchain platform using a Software Development Kit (SDK). The SDK
fills the gap between the raw data and the data format that is expected
by the smart contract interface of the platform. The SDK also makes the
authentication and authorization simpler by providing boilerplate code for in-
tegration. The SDK will communicate with a platform API, which abstracts
the details of the blockchain infrastructure from the application, making it
portable, as discussed in the previous section. The platform provides the
enterprise auth infrastructure necessary to host NAVAIR and the OEMs. At
NAVAIR, the authentication scheme needs to use CAC cards, and for OEMs,
support for the typical OEM auth should be provided.

At the platform level, the features that were identified in Section
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should be supported to provide the core resilience necessary for effective
tracking. The complexities of the blockchain should be abstracted using an
API that supports the necessary data schema, then, on the backend, robust
monitoring and asynchronous delivery of transactions should be supported to
help mitigate against peak data loads and provide resilience for transaction
throughput. Transactions should be interfaced with the specific blockchain,
and off-chaining of data should be provided to support any larger files or data
segments that accompany on-chain transactions. Then, for interfacing with
the users, two sub-systems should be provided to: provide notifications for
certain transactions if they meet some criteria; and search facilities that can
effectively search the blockchain data in a fast and efficient way to support
the end users in tracking the specific parts and help identify issues. Finally,
the smart contract language and blockchain system that each network would
like to use should also be integrated to meet the use case demands.

6. Design

The goal of this use case is to provide OEM part-tracking data to
NAVAIR, who want to be able to add this tracking data to their internal data
so that they can query and monitor their entire end-to-end MRO flow. In or-
der to achieve this vision, we need to construct two blockchain permissioned
networks to enable the data tracking across two disconnected organizations.
We then need a system that can connect these blockchain systems together
for querying purposes. It is imperative that the blockchain systems are se-
cure, private and the data is trusted so that no party, or any other adversarial
actor, can modify the data about the tracked parts. For the NAVAIR instal-
lation, the system also needs to provide CAC card access. The system also
needs to be capable of scaling out as transaction throughput is increased, it
needs to supporting events, efficient searching and meet the other technical
requirements outlined in Section [}

There are a number of toolkits that are used by developers in order to
develop blockchain applications. Truffle [33] is a development environment,
testing framework and asset pipeline for blockchains using the EVM to make
development simpler. Truffle is designed for blockchain developers, not for
enterprise developers, but is an incredible platform for built-in smart con-
tract compilation, linking, deployment, binary management, and automated
contract testing. It has an extensible deployment and migrations framework.
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Truffle is the de facto toolkit that interfaces with the EVM, and almost all
higher level tools utilize it.

Remix IDE [34] is an open source, browser-based compiler where users
can write Solidity smart contracts. Developers can use Remix in the browser
as well as locally, and it supports testing, debugging, and deploying of smart
contracts. Kaleido [35] streamlines the process of standing up secure, per-
missioned blockchain networks without sacrificing the ability to customize
the environment. These networks offer all of the benefits of the underlying
blockchain technology, while still maintaining the necessary levels of robust-
ness, security, and performance. The platform onboards member organiza-
tions and distributes ownership and control among them according to defined
and agreed governing policies. Chainlink [36] enables smart contracts to ac-
cess any external data source by using a decentralized oracle network, e.g.,
sports results, the latest weather, or any other publicly available data.

MultiBaas [37] is a platform that enables the development of Ethereum
blockchain applications using a familiar REST API. MultiBaas enables role-
based access control, two-factor authentication, and audit logs that keep
things secure. Settlemint [38] enables developers to build blockchain applica-
tions in a browser using the Visual Studio Code IDE but provides a variety
of smart contract templates for various use cases to bootstrap development.
It also generates a REST API to interact with smart contracts and provides
management tools for adding users and connecting to infrastructure.

These aforementioned platforms, however, do not support transaction re-
silience or multi-chain scenarios. The two systems that come the closest to
meeting the requirements are Codefi Orchestrate [39] and SIMBA Chain [7].
Codefi Orchestrate provides developers with enterprise-optimized features on
top of the ConsenSys Quorum blockchain and the Hyperledger Besu client
[40]. Codefi Orchestrate key features include: transaction management and
resilience, account management, smart contract registry, chain management,
high availability, and multi-tenancy. Orchestrate also has functionality for
managing multiple tenants and multiple blockchains simultaneously. For the
lower levels of the stack, Codefi Orchestrate satisfies the majority of the
requirements. However, there are other requirements it does not satisfy.
First, although it supports multiple chains independently, it does not pro-
vide ways of connecting transactions from different blockchains together in
a single application. Secondly, it does not offer search mechanisms that can
retrieve application data that may include different smart contract versions
and blockchains.
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VIPART Application

Insights

To be able to query along the part tracking process, a flexible query
mechanism capable of extracting relationships between transactions needs to
be realized. A user should be able to search across the entire application,
even though the data for that application may be collected using differ-
ent smart contracts, different smart contract versions, and even on different
blockchains. NAVAIR users need a single unified view of the entire process.
This is where the SIMBA Chain enterprise platform excels over and above
the systems. The SIMBA platform is a comprehensive, fault tolerant, secure
environment that is focused at providing scalable production enterprise ap-
plications. An underlying Graph-based model connects everything together
by representing relationships between entities, connecting versions of smart
contracts, and even mapping smart contracts between different blockchains
for a single application.

Figure [5] shows how one would use SIMBA Chain to track parts using
the SIMBA chain approach. Data from the supply chain interfaces through
smart contracts before being stored on the underlying blockchain. SIMBA
Chain applies the use of the graph model to annotate smart contracts with
data relationships between the tracked assets and the methods whereby those
assets are being tracked. Essentially, this model conceptualizes an applica-
tion’s data and relationships using assets to define the nouns of a business
process, and transactions to describe the verbs, or relationships. It can be
specified by using SIMBA’s Smart Contract designer GUI, as indicated, to
create the structure and generate the smart contract code from scratch or
it can be annotated to existing smart contracts. Once applied, the on-chain
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transactions are aware of what they are connected to and collectively form
a sophisticated graph of the entire application’s data. This enables complex
queries on the right of Figure [5 to be made using GraphQL [41] across the
application, including the ability to link all smart contract versions and from
transactions on one blockchain to another. A screen shot of the GraphQL
tool is given to illustrate this concept. SIMBA Chain can search the en-
tire graph; meaning that a single search can traverse the same application
that could be co-hosted on several blockchains and contain several different
versions. Using this approach, future-proof multichain applications can be
built because the graph will continue to extend as the production application
evolves to provide a single unified view of the entire application. Figure [0]
provides a full list of SIMBA Chain features that can be applied for this use
case.

SIMBA Chain Model Semantic Relationships Linked Transactions

Smart Contract Designer Simple Smart Contracts Extendable

Virtual Application APls Well Known Developer AP Custom and Documented

Transaction Validation & Resilience Validation And Nence Management Asynchronous Transactions

Blockehains and Multichain Multiple Blockehain Multichain

Transaction Cache Transaction Monitoring Fast Searching

Search And Access AP_IS ) Search Filtering Graph Searching

Off Chain Data Multiple File Storage Support Bundling Files

Transaction Subscriptions Logic Based Subscriptions Multiple Targets

Dashboard Smart Contracts Management and Querying
I Auth Authentication Authorization and Identities
—

SDKs Languages Supported Environments Supported

Figure 6: SIMBA Chain Enterprise Environment Features

The main feature the Department of Defense find important is to have a

s0s single version of the truth of data between organizations. One challenge is en-

suring that all parties from the Aircraft Squadron, Military Depot, purchas-
ing, and Tier 1 OEM suppliers agree on the same part information, tracking,
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and related dates. SIMBA Chain’s studies have found discrepancies between
systems that rely upon manual data hygiene techniques, which are often
independent and blind to the other organizations. Additionally, within the
military, the concept of Commander’s Critical Information Requirements is a
formal process and culture that revolves around the decision-making a com-
mander makes based upon the prioritization of critical information, timely
and accurate intelligence reports. The key feature for the military is the
audibility and record-keeping of the provenance of data and the time. More
importantly, when inferences are made and command decisions executed,
The military has a transparent graph and trustworthy record. The solu-
tion provides a graph of queried datasets backed by the immutability of the
blockchain. In short, when command decisions are executed and then later
reviewed retrospectively, we may begin to answer the question, "what did we
know, and when did we know it?". Other important aspects are to be able
to extend the system when new data is needing to be tracked. Providing a
simple way to achieve that will enable NAVAIR to extend the system, create
new smart contracts and tie everything together seamlessly.

SIMBA’s 12 components shown in Figure [f] are designed to satisfy the-
ses main criteria. SIMBA is designed to make it easy to develop and ex-
tend blockchain applications and interface with them using GUIs for creat-
ing smart contracts and for auto-generating application-focused APIs (see
Section . SIMBA also provides a state-of-the-art robust, fault tolerant and
scalable blockchain platform that preserves blockchain or data store indepen-
dence and is designed ground up for production enterprise applications. The
platform provides full integration with existing authentication/authorization
frameworks, including CAC card integration for meeting the DoD use case
security requirements. It also supports asynchronous transaction process-
ing and monitoring, which manages cryptographic nonces, in order to load
balance and ensure transactions are successful. It also supports transaction
validation to check whether the parameters conform to the specification to
return transactions that do not conform.

In terms of sustainability, SIMBA’s platform supports multiple
blockchains and provides seamless integration of off-chain data to many
stores, including Ethereum, Consensys Quorum, Hyperledger Fabric, Bi-
nance, Burrow, RSK, and Stellar blockchains and IPFS, Ceph, and Azure
Blob storage data stores. Graph relationships can be made from an asset
or transaction on one chain with those on another blockchain to support
multichain scenarios bringing all of the data together in one place including
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smart contract versions. For the user, SIMBA provides filtered searches at
the method level, or smart contract level, and a GraphQL search API, which
allows a developer to search an application’s data relationships. Finally, users
can subscribe to blockchain transactions and events and filter subscriptions
by using logic expressions.

7. Implementation

The SIMBA Chain platform was used to implement the pilot at NAVAIR.
The configuration for the blockchain is shown in Figure[7] This configuration
provides connectivity of the data from our OEM partner for the pilot, Boeing,
through a proxy hosted on the SIMBA Chain node of the OEM DLT, as
shown. The preference from the OEM was to use Hyperledger Fabric and for
internal NAVAIR use, we selected Consensys Quorum to simplify scaling to
the multiple data systems in the MRO process. The resulting configuration
places a SIMBA Chain platform at NAVAIR, which has access to the data
from both Quorum and Fabric blockchains.

The OEM Fabric network track parts that OEMs might supply and the
Quorum ledger tracks internal NAVAIR MRO flows. In the case of Boeing,
we are also able to track progress down to its sub-tier supplier (tier 2) to gain
finer levels of granularity of tracking. Application data is fully available at
NAVAIR for querying across the ledger, using the SIMBA Chain GraphQL.
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To achieve Fabric integration, we needed to integrate Hyperledger Burrow
[21], which is described in the next section.

7.1. Hyperledger Fabric Integration

Hyperledger Fabric DLT is used for OEM transactions and the veracity,
or the truth, of the ledger will be maintained by a consensus among all
Fabric peers on the network. This network is a private network, and all
communications between peers are tightly secured by a Hyperledger Fabric
membership service provider (MSP) and mutual TLS.

Since Fabric by itself does not support Solidity smart contracts, we in-
tegrate Burrow EVM chaincode onto peers to act as a shim between EVM-
based adapters (implemented by SIMBA) and the Fabric peer. To further
abstract the EVM chaincode, we also deploy a proxy that translates EVM
Remote Procedure Call (RPC) protocol requests into Fabric chaincode in-
structions. This enabled us to reuse all of the tooling to include Smart
Contract design and compilation, caching of the ledger data for faster query-
ing, and off-chaining large datasets in a non-repudiable way into distributed
file systems.

Briefly, this was accomplished as follows. The Fabric Peer has access to
decentralized ledger data. On the ledger, we have something called a chain-
code namespace, which we called ‘EVMCC.” Under this namespace, all smart
contracts and their data can be found. When a call is made from one of our
EVM adapters, the Burrow EVM chaincode looks for this namespace on the
ledger. If it has been found, it looks up the contract within this namespace
using its address. The address, in this case, is semantic since Fabric has no
notion of contract addresses. Burrow EVM then loads the contract bytecode
into memory and processes the code as it would be executed on an ordinary
Ethereum blockchain. The only difference here is that the contract code is
executed by a subprocess of the chaincode installed on the peer. During this
integration, we fixed two bugs and pushed those back into the Burrow Fabric
repository for other community members to use.

7.2. The SIMBA Chain Proxy

The SIMBA Chain node consists of a proxy API interface that enables
Boeing to pass CSV files, containing the supplier information and status, for
tracking the parts supplied by Boeing. Once collected, the data is then
interfaced with the SIMBA platform to transact the information on the
blockchain. Essentially this process proceeds as follows:
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Figure 8: The ETL Swagger interface to support OEM

e Boeing queries their ERP systems to extract information for the parts
we are tracking periodically, using Apache Airflow.
e Boeing authenticates to the SIMBA Chain Extract, Transform and
795 Load (ETL) API using Oauth and posts the CSV files to the endpoint.
e SIMBA Chain ETL parses the data and translates it into a format that
can be transacted using SIMBA’s API on the secured shared DLT

The ETL API interface is documented using Swagger[42], as shown in

Figure[8l In the POST payload, the OEM ID is provided and the CSV file is

soo attached using a multipart form POST. In the future, as the OEM network

grows, each OEM could use the SIMBA Proxy approach to connect (and

not have their own node) or they could stand up a Fabric node and connect
directly.

7.8. Smart Contract Development

805 Two smart contracts have been developed for this use case, one for the
NAVAIR Quorum network and the other for the Fabric OEM network. To
develop these contracts, we took three steps:

e To specify business rules, that is, to specify which assets to track and
how to track them.
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Figure 9: Ilustrates the smart contract designer, the Solidity code that is gener-
ated, and the resulting API.

e To use the zero-code user interface to specify these graphically and
auto-generate the corresponding Solidity code.

e To create a SIMBA app, which will deploy the smart contract and
auto-generate a REST API to those business rules.

Where an asset is a physical entity, a document, a dataset, a binary, or media
elements on the blockchain and a transaction points to a previously recorded
asset and provides new information, typically updating its state.
Collectively, this conceptualizes the business data relationships surround-
ing the Tailhook, or a part of a Tailhook, which are tracked from removal
to repair completion. The model can be specified using a simple Web-based
Graph-style user interface, shown on the left part of Figure [9, which enables
a user to specify assets, relationships between assets, transactions that record
the state of an asset, and parameters that define their payloads, as shown on
right. Upon completion, this model is converted into smart contract code for
the selected language and version, e.g., Solidity for Ethereum (see right part
of Figure E[) Once a smart contract is saved, the developer can then deploy
it within a SIMBA App, which performs two functions. First, it takes the
Smart Contract and generates a schema and REST API that represents the
various methods and structures in the smart contract (in lower part of Figure
E[). Methods and method parameters are stored in a format compatible with
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the Open API specification used by Swagger. Second, it deploys the Smart
Contract onto the target desired blockchain network

The API is virtual and created when a developer hits the endpoint, which
results in the API and Swagger documentation for the contract being auto-
generated on the fly. Each smart contract method is a REST endpoint with
two methods: a POST receiving a payload containing parameters for the
method of a blockchain transaction; and a GET providing a mechanism of
retrieving and searching multiple transactions, using query strings specific to
the types of data being stored.

Ledger data belonging to two more smart contracts from different organi-
zations, or even blockchains, can be linked together through any data points
they have in common. A graph representing three smart contracts that have
been linked together is shown in Figure The OEM smart contract shows
three assets that represent an order, a part from an order, and a supplier
for that part. The transactions represent state changes along the pipeline.
For example, at the OEM, there are four transactions that record when an
OEM received the order, when a sub-tier order is placed for that part, when
the part is received from the sub-tier, and when it is submitted to NAVAIR.
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At NAVAIR, we record when parts are ordered and when parts arrive, along
with the quantity received.

For the NAVAIR part, the graph shows the relationships between the
MRO tracking stages of an assembly. This shows how a Tailhook assembly
relates to a supplier, if ordered. And then shows the relationships between the
work that is being performed on the Tailhook through the standard process
of open and closed work orders, work units and how those relate back to the
aircraft it belongs to, and further details of that aircraft. The GIDEP graph
shows parts relating to pricing data and to a list of nonconforming parts or
parts that are suspected of being counterfeit.

All three smart contracts have been linked together by two common data
points. The resulting graph shows the relationship that can be explored
between the different organizations and ledgers. For example, OEM and
NAVAIR both link to a supplier asset. Thus, we can trace maintenance and
repair work at NAVAIR to OEM suppliers. OEM, NAVAIR, and GIDEP all
link to a cage code, the government identifier for a supplier. This extends
traceability from work orders at NAVAIR to OEM suppliers to nonconform-
ing parts and pricing data.

7.4. Deployment

We are deploying the SIMBA Chain platform using a Red Hat Enterprise
Linux 7.9 Virtual Machine that will host a Hyperledger Fabric peer node
and Quorum. An Ansible [43] Playbook enables rapid system configuration
preparation and application deployment to vastly simplify the highly intri-
cate process of configuring a Fabric node. Ansible is a configuration manage-
ment, application deployment, and orchestration automation tool developed
and supported by both the Ansible open source community and Red Hat
Inc. There is a SIMBA NAVAIR software repository that contains the hy-
perledger specific configuration parameters for a Hyperledger fabric network,
which can be used to deploy the software and perform a number of tasks
in an idempotent fashion including: enable the Red Hat Enterprise Linux
7 software repositories; ensure a docker use group exists; ensure the docker
user admin is added to the docker group; install necessary software packages
on the host server; add a private SSH Key to access SIMBA private GitHub
repositories; git clone the repository; ensure the docker daemon is started;
ensure all 3rd party docker images are downloaded and available; download
and unzip the Hyperledger Binaries from tarball to temporary directory; copy
Hyperledger binaries to /usr/local/bin; modify permissions to Hyperledger
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binaries and set as executable; and finally removed the tarball and clean up
the temporary directory.

8. Retrospective and Insights

During the requirements analysis for this use case, our sponsor requested
that we identify current gaps to identify extensions needed to support large
scale production applications at scale for use cases similar to the one in
this paper. This section therefore provides some gaps we extracted during
this work to provide some insight into the needs for future production level
systems. We also provide some more details on the blockchain systems we
reviewed and some closing thoughts on enterprise oriented smart contract
engineering and integration.

8.1. Blockchain Gap Analysis

Most of the gaps we identified in the blockchain layer involve the difficul-
ties surrounding consortium-based blockchains, and issues with protecting,
sharing and identifying data. The following list provides current gaps with
the bullets outlining what we anticipate is needed in the future:

1. There are only a handful of confidentiality and authorization models
that currently exist, which target specific scenarios:

(a) More flexible models for on chain protection and authorization of
transactions will be needed.

(b) CAC Card-based authentication is needed for DoD blockchain en-
terprise integrations.

2. lIdentifiability and verifiability of asset and owners is not solved:

(a) Establishing verifiability of data and owners will be needed, i.e.,
how does one know a chip is authentic and was manufactured
by a specific entity? Emerging standards, such as Decentralized
Identifiers [44] and Verifiable Credentials [45] may come into play
here as they provide the capability of attesting claims about data
or an entity using verifiable mechanisms. Such mechanisms can
provide trust at the edge.

The main gaps for topology have to do with scaling consensus algorithms
to increase throughput:
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1. Transaction throughput is still relatively low compared to more tradi-
tional storage. Most studies indicate that a few thousand blockchain
transactions per second is achievable right now:

920 (a) Transaction throughput of consensus algorithms need to scale to
the hundreds of thousands of transactions per second.

2. Enterprise blockchains currently use PoA style consensus models, but
these protocols only partially address consortium-style blockchains:

(a) Future algorithms could be more aligned to the participants’ roles

025 in the network. For example, emerging algorithms that come to a
decentralized arbitration based on community voting might offer

better security, reliability, and speedup over existing approaches.

For interfaces, we anticipate support for data specification, and even for
blockchain updates will be needed:

030 1. Application specifications using smart contracts will change, and since
smart contracts are non repudiable, versioning issues will need to be
managed. Currently, there is no standard way to manage this:

(a) Standardized versions patterns will be needed for smart contracts
and blockchains.

035 2. Transactions are indexed using smart contract identifiers, so versioning
impacts search functions also:

(a) Standardized protocols that provide application sustainability for
search and data retrieval to support multiple smart contract ver-
sions are needed for interoperability.

o0 8.2. Platform and Application Gap Analysis
For platforms, we identify the following gaps:

1. Platform support for enterprise abstractions and efficient, resilient, and
sustainable integration currently are in early stages, including:

(a) Support for enterprise-oriented smart contract integration
045 (b) Scalable and robust transaction execution
(c) Enterprise integration support for existing authentication and au-
thorization infrastructures
(d) Support for event-driven models for transaction notifications
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(e) Off-chain data integration support

950 2. Currently, there are no standardized ways to integrate enterprise data
stores, e.g., SQL Server, ERP, MES, etc., into blockchain

(a) Common patterns and standards for ingesting data, generating
hashes, and binding to blockchain systems

For the application layer, we identify the following gaps and how these
oss could materialize in the future:

1. Smart Contracts define the interface and logic about how transactions
can take place, including on-chain access rights, multiple signatory re-
quirements, and state logic.

(a) The ordering of transactions defines the rules behind the business

960 processes for each transaction, specifying the conditions that need
to take place at each stage of the process. Moving forward, what

is needed is a general methodology of defining such interactions

that can lead to state machines to lay out the set of interactions

for any flow of events that can be recorded using the blockchain.

965 2. There is a general lack of community understanding of blockchain tech-
nology and what the key problems it solves are

(a) DoD should develop organic government expertise in blockchain
technology and partner with industry to create and develop such
expertise in DoD.

oo 8.3. Blockchain Systems Comparison
As part of this work, we constructed a table to compare features from
a number of blockchain systems in Figure [11], which were provided here for
completeness.
This list is not exhaustive, but it contains representative example
ors  blockchain systems from the key application areas. The columns focus on five
main areas: the industry focus area that the blockchain addresses; the ledger
type, i.e., whether it is private (permissioned) or public; the consensus algo-
rithm the blockchain uses; the smart contract language that the blockchain
supports; and finally, information about the governance of the blockchain.
os0 For the blockchain list, we aimed at providing examples from two core ar-
eas: those designed for private enterprise blockchain applications and those
designed for public use. The latter category is further subdivided into those
focusing on cryptocurrencies and those that are more generic.
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Ethereum Devs
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Exchange Public Proof of Staked Authority Solidity (EVM)
and Devs
Cross Industry Public Proof of Work Solidity (EVM) RSK Community
Financial Services Hybrid Byzantine fault tolerant (BFT) Move Libra Association
Cross Industry Private Majority Voting Solidity (EVM) [Elirem PR
Morgan
Cross Industry Private Pluggable Framework S Rz, IENEE a”‘f lfsmg il Linux Foundation
Burrow EVM, Solidity
Cross Industry Private Pluggable Framework G, ey 6, G« F.iu.st using Linux Foundation
Sabre (WASM), or Solidity (Seth)
Cross Industry Private Proof Of Stake Solidity (EVM) and C/C++ (WASM) Linux Foundation
Financial Services Private Pluggable Framework Kotlin R3 Consortium
Financial Services Private Probabilistic Voting Javascript (Codius) Ripple Labs

Financial Services Public

Stellar Consensus Protocol

No language, but can define flows

Stellar Dev Foundation

using Stellar Smart Contracts
C/C++ (WASM)

EOSIO Core Arbitration
Forum

Cross Industry Private Delegated Proof-of- Stake

Digital Asset Management Private Partioned Consensus Java, Clojure, Groovy, Kotlin (JVM) CoinPrism

Figure 11: Comparison of different blockchain networks

8.4. Enterprise Oriented Smart Contract Integration

Smart contracts are nothing else but software and therefore need to be
subjected to the same best practices that all enterprise software should be
subjected to. This includes integrating smart contract development with
existing development processes already in the enterprise, including version
control, peer review, unit and integration testing, and continuous develop-
ment and integration pipelines. Additionally, smart contracts, in particular
should be subjected to security audits to ensure they are safe for blockchain
execution. Finally, code that is deployed to the blockchain should be verifi-
able and itself expose a provenance trail that allows the consortium members
executing transactions with the contract to have confidence in the code.

Smart contracts will evolve over time, like all software and APIs. EBPs
need to allow contract lifecycle management including contract versioning,
contract deprecation, API migration, management and insight into versions
of a deployed contract, as outlined as a gap in interfaces (la) in Section
8.1} Similarly, blockchains are evolving and therefore the provenance of con-
tracts across different blockchains, is crucial to the management of contract
lifecycle.

Smart Contracts and blockchains differ in their capabilities, data types
and deployment scenarios. The EBP needs to provide an abstract layer
that not only allows migration to different underlying networks but also ex-
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poses APIs that are enterprise-centric, i.e. allow an enterprise to ezpress its
business processes through blockchain transactions. Rather than an enter-
prise being constrained by the particularities of an underlying blockchain
infrastructure, the EBP should expose the blockchain using tools, inter-
faces and workflows that are familiar, well understood, and easily integrated
into existing systems. In the same way that creating transactions should
seamlessly integrate with existing workflows, so should search and query.
Blockchains are only useful across multiple consortium partners if visibility
into the blockchain provides easy, fast and rich search functionality allowing
slicing and dicing the data along multiple dimensions.

9. Conclusions

In this paper, we've provided a comprehensive overview of a blockchain
application that spans two different blockchain systems and connects the
DoD with OEM suppliers in order to track the status of parts. We described
the MRO use case in detail and extracted the technical requirements needed.
We then performed a critical analysis of the state of the art of blockchains
to discuss issues across the different layers in the system, and identify tools
that can help meet the use cases requirements.

We then described an architecture for the solution and during the design
sections, we provided the justification for using the SIMBA Chain platform
for the development phase of the project. For development, we showed how
the platform was configured to support the Quorum and Fabric blockchains
to provide clear separability and privacy of data while enabling a GraphQL
queryable interface to enable users at NAVAIR to query the data across both
blockchains. We described the smart contracts and purposes and discussed
the technology we used to deploy this as a package.

Even though this use case is simple and at the pilot phase, it shows many
of the issues that need to be tackled in order to create blockchain integrations
and deployments in real world use cases. We hope that the requirements of
this use case along with the architecture, design, and implementation details,
and gap analysis that may be needed to satisfy and scale such use cases in the
future, provide insight to researchers as they start to innovate in the areas
we have identified that provide an opportunity for improvement.
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