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EDITORIAL

It gives me great pleasure to introduce the fifth issue of the Journal of the
British Blockchain Association. This edition comes at a time of profound
uncertainty around the globe, as societies take extraordinary measures to
cutb the spread of COVID-19. The JBBA salutes healthcare workers and
other workers doing their essential work in the frontlines and expresses our
appreciation for their commitment to this fight. The pandemic is having a
profound effect on our lives and livelihoods. While life as we know it may
have temporarily come to a halt, the JBBA, with the commitment of its
contributors, continues its mission of publishing the best, evidence-based
research that pushes the boundaries of blockchain technology.

The following papers were accepted for publication in this issue:

Prefigurative Post-Politics as Strategy: The Case of Government-Ied Blockchain
Projects’, ‘Managing Gender Change Information on Immutable Blockchain in Context
of GDPR’, ‘Emerging Regulatory Approaches to Blockchain-Based Token Economy’,
The Need for Cyber Resilient Enterprise Distributed 1edger Risk Management
Framework’, Crypto Governance: Analysing and Comparing Platforms for Crypto
Assets Trading’, Blockchain Governance: What we can Learn from the Economics
of Corporate Governance’, What is in It for Me? ldentifying Drivers of Blockchain
Acceptance among German Consumers’ and Distributed Ledger Technologies and the
Internet of Things, a Devices Attestation System for Smart Cities’.

These research papers address timely and essential issues of governance,
government-led initiatives, strategy, regulation, risk management,
incentives, and project management in blockchain development. The JBBA
is delighted to publish cutting-edge research that broadens the frontiers
of blockchain knowledge. The authors of these papers are respected
researchers and scientists who understand the importance of having a
conducive environment for blockchain innovation and the appropriate
conditions for social scalability.

Under the leadership of our Editor in Chief, Dr Naseem Naqvi, and the
journal’s editorial board, the JBBA has developed a strong reputation
for bringing together thoughtful research on the most dynamic areas of
blockchain technology. The journal is regulatly receiving tens of thousands
of page views and thousands of unique visitors each month from more
than 150 countries and territories. It has become an engine-driver for the
industry, stimulating exchange, exploration and implementation of ideas - I
am delighted to be involved in many of the JBBA’s projects.

Here I would like to thank all contributors for their support of the Journal
- To the authors, for trusting us with your work and the task of making
it available open access to major universities and research centres - To the
reviewers and fellow editors for their devotion to maintaining the highest
standards in this publication - To the BBA staff for their contributions to
the smooth production of each edition of the Journal - and last, but not
the least - to our extended global network of academic partners, friends
and well-wishers for their ongoing support.

I hope that the papers in this edition will be useful and edifying. As always,
we welcome your comments and suggestions to assist the Journal in
meeting the needs of the blockchain community.

Yours truly

Professor David Lee Kuo Chuen PhD FBBA
Associate Editor-in-Chief
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"T always enjoy reading the JBBA."

Professor Dr Emin Gun Sirer PhD, Cornell University, USA b/

The JBBA has an outstandingly streamlined submissions process, the reviewers comments have been constructive and valuable,
and it is outstandingly well produced, presented and promulgated. It is in my opinion the leading journal for blockchain research

and I expect it to maintain that distinction under the direction of its forward-looking leadership team.

Dr Brendan Markey-Towler PhD, University of Queensland, Australia »

It is really important for a future world to be built atound peer-review and publishing in the JBBA is one good way of getting

your view-points out there and to be shared by experts.

Professor Dr. Bill Buchanan OBE PhD, Edinburgh Napier University, Scotland b D)

The JBBA has my appreciation and respect for having a technical understanding and the fortitude for publishing an article
addressing a controversial and poorly understood topic. I say without hesitation that JBBA has no equal in the world of

scientific Peer-Review Blockchain Research.

Professor Rob Campbell, Capitol Technology University, USA b D)

Within an impressively short time since its launch, the JBBA has developed a strong reputation for publishing interesting
research and commentary on blockchain technology. As a reader, I find the articles uniformly engaging and the presentation of

the journal impeccable. As an author, I have found the review process to be consistently constructive.

Dr. Prateek Goorba PhD, Blockchain Researcher and Economist »

We live in times where the pace of change is accelerating. Blockchain is an emerging technology. The JBBAs swift review

process is key for publishing peer-reviewed academic papers, that are relevant at the point they appear in the journal and beyond.

Professor Daniel Lieban, 1/ isiting Professor, IE Business School, Spain b))

The JBBA submission process was efficient and trouble free. It was a pleasure to participate in the first edition of the journal.

Dr. Delton B. Chen PhD, GlobaltC, USA b D)

This is a very professionally presented journal.

Peter Robinson, Blockchain Researcher & Applied Cryptographer, PegaSys, ConsenSys b))

I would like to think of the JBBA as an engine of knowledge and innovation, supporting blockchain industry, innovation and

stimulate debate.

Dr. Marcella Atzori PhD, EU Parliament & EU Commission Blockchain Expert, Ifaly b
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Very professional and efficient handling of the process, including a well-designed hard copy of the journal. Highly recommend

its content to the new scientific field blockchain is creating as a combination of CS, Math and Law. Great work!

Simon Schwerin MS¢, BigChain DB and Xain Foundation, Germany y»

JBBA has quickly become the leading peer-reviewed journal about the fastest growing area of research today. The journal will

continue to play a central role in advancing blockchain and distributed ledger technologies.

Jobn Bond, Senior Publishing Consultant, Riverwinds Consulting, US.A y»

I had the honour of being an author in the JBBA. It is one of the best efforts promoting serious blockchain research, worldwide.

If you are a researcher, you should definitely consider submitting your blockchain research to the JBBA.

Dr. Stylianos Kampakis PhD, UCL. Centre for Blockchain Technologies, UK »

The overarching mission of the JBBA is to advance the common monologue within the Blockchain technology community.

JBBA is a leading practitioners journal for blockchain technology experts.

Professor Dr. Kevin Curran PhD, Ulster University, Northern Ireland b))

€€ 'The articles in the JBBA explain how blockchain has the potential to help solve economic, social, cultural and humanitarian
issues. If you want to be prepared for the digital age, you need to read the JBBA. Its articles allowed me to identify problems,
find solutions and come up with opportunities regarding blockchain and smart contracts.
Professor Dr. Eric Vermenlen, Tilburg University, The Netherlands y»
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The Case of Government-Led Blockchain Projects

Syed Omer Husain', Dirk Roep!, Alex Franklin®
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“Centre for Agroecology, Water and Resilience, Coventry University, UK
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Abstract

Critically engaging with literature on post-politics, blockchain and algorithmic governance, and drawing also on knowledge gained from undertaking

a three-year empirical study, the purpose of this article is to better understand the transformative capacity of government-led blockchain projects.

Analysis of a diversity of empirical material, which was guided by a digital ethnography approach, is used to support the furthering of the existing

debate on the nature of the post-political as a condition and/or strategy. Through these theoretical and empitical explorations, the article concludes

that while the post-political represents a contingent political strategy by governmental actors, it could potentially impose an algorithmically enforced

post-political ‘condition’ for the citizen. It is argued that the design, features and mechanisms of government-led projects are deliberately and

strategically used to delimit a citizens’ political agency. In order to address this scenario, we argue that there is a need not only to analyse and

contribute to the algorithmic design of blockchain projects (i.e. the affordances and constraints they set), but also to the metapolitical narrative

underpinning them (i.e. the political imaginaries underlying the various government-led projects).

Keywords: blockchain, post-political, decentralization, e-government, technopolitics, prefignrative politics, digital ethnography, civic tech

1. Introduction

A growing body of thought has begun to theoretically and empirically
investigate the dynamics of contemporary depoliticization and the alleged
‘disappearance of the political’. Uniting a diverse set of opinions is the
idea that “contemporary forms of depoliticization are characterized by the
erosion of democracy and the weakening of the public sphere, as consensual
mode of governance has colonized, if not sutured, political space” [1, p.
5]. This emerging literature across the social sciences conceptualizes the
processes as ‘post-politics’, ‘post-political’ and ‘post-democratic’ [2]—
[5]. An important debate within this highly contested sphere concerns
the nature of the post-political itself: whether it is a “condition” of
contemporary society or a “contingent political strategy” imposed upon it
to shrink political agency [0, p. 39]. Using blockchain as a civic or political
technology, that could potentially transform political agency, as well as,
political processes, has become an oft-cited claim [7]—[9]. While there are
many empirical studies that use the lens of the post-political to explore,
for instance, governmentality [10], social enterprise [11] or radical politics
[12], we think government-led blockchain projects provide an apt case for
addressing some of the crucial questions surrounding the post-political.

It is argued that blockchain projects personify “prefigurative politics” [13]
by design: they embody the politics and power structures they want to
enable in society. These technopolitical systems achieve this by setting
certain “affordances and constraints” [14, p. 720] i.c. the possible courses
of action available to an actor. Through this, such systems can influence
the behaviour, outcomes, and so forth of any individual taking part in a
political process or action within or through it. In other words, the design of
these systems prefiguratively determines the agency actors have while using
the system. As explained elsewhere, these contingences are deeply political,
where they are specifically set up by the designers to delimit an actor’s
political agency (anon, forthcoming) [15]. Moreover, particular political
imaginaries guide and inform how and why these contingencies will be set
up within the system. If governments are beginning to experiment with

blockchain as a technopolitical infrastructure to restructure governance,
and allegedly, alter the political agency of citizens, it becomes fruitful to
investigate why and how from a post-political perspective. In that, the aim
of this discussion paper is two-fold: first, to reflect upon whether and how
government-led blockchain projects are politically transformative; and
second, in follow on, to contribute to existing debate on the nature of the
post-political as a condition and/or strategy.

The fundamental question this paper aims to explore is whether all
government-led technopolitical projects (blockchain or otherwise) are
inevitably confined within or structured by the ‘post-political condition’
Alternatively, is the post-political a strategy that is being actively
implemented to curtail and delimit a citizen’s political agency, and, by
effect, recentralize power under the guise of a decentralized technopolitical
system?

We begin the article by contextualizing blockchain projects in the language
of the post-political literature. After a note on methods, we analyse and
discuss our empirical findings. In drawing the discussion to a conclusion,
we return to the research questions, reflecting also on whether and how
blockchain projects can avoid the “post-political trap” [6].

2. The prefigurative post-politics of crypto-anarchists and crypto-
institutionalists

Within the blockchain space, one way of understanding the different
types of projects is by clustering them. Two higher level clusters of
blockchain projects have previously been categorized as: crypto-anarchists
and crypto-institutionalists (anon, forthcoming) [15]. The prior cluster
denotes initiatives that use blockchain as government, while the latter use
it in, for and with government. In this article, we will focus on the latter,
crypto-institutionalists, which comprise predominantly of government-
led blockchain projects. There are estimated to be more than 100 of
such projects currently attempting to transform governmental systems
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in more than 40 countries [16, p. 1]. Moreover, IBM’s executive report
claims that 9 in 10 governmental organizations will invest in blockchain
in 2018 and that “a group of government organizations are embracing
blockchain technology to reduce frictions to innovation and information
and facilitate more extensive collaboration”, which will stimulate trust
between citizens and government [17, p. 1]. Blockchain as, in, for and with
government is, however, a highly contestable field of study — including,
for example, in academic literature [18], online spaces (Slack teams of
various projects’), popular media [19], governmental reports [20] and even
European Commission launched forums [21]. This contestation, much of
it surrounding blockchain’s transformative potential, can be understood
historically. Bitcoin (whose underlying technology is blockchain), for
instance, was launched in the midst of the 2008 economic crash and
accompanying democratic crisis, as a response to the features of what is
now commonly referred to as the ‘post-political condition’. Bitcoin was to
enable individuals to politically exit from the dominant financial system,
while blockchain became the prospective ‘liberator’ from all other state and
corporate run institutions [22].

While the precise nuances of the post-political condition are contestable,
the general consensus is on the fact that the genuinely political has
vanished [5], [23], [24] and “the parameters of political discussion and
political action have narrowed to preclude alternatives to neoliberalism” [0,
p. 33]. Swyngedouw, following the post-foundational theorists like Badiou,
Mouffe, Raniciére and Zizek, explains that the post-political:

“refer to a situation in which the political — understood as a space of
contestation and antagonistic engagement — is increasingly colonised
by politics — understood as technocratic mechanisms and consensual
procedures that operate within an unquestioned framework of
representative  democracy, free market economics, and cosmopolitan
liberalism” [1, p. 6]

While this widely shared belief is useful in grasping the general idea, it is
the subtleties of post-political conceptualizations which arguably provide
a more fertile ground to investigate blockchain projects. Mouffe believes
that the hegemonic economic regime has not completely obliterated the
political, but rather “repressed” it [5, p. 18]. She believes that there is an
absence or lack of political channels that can challenge the “hegemony
of the neoliberal model of globalisation” [1, p. 12]. For Ranciere, it
is not repression, but rather, three types of “disavowal” that explain
the post-political: archi-politics (closed communitarian groups such as
nationalists), para-politics (where political conflict is reformulated to fit in
the representative democratic system), and meta-politics (where politics is
reduced to systemic governing of things rather than people) [25, pp. 60-95].
Zizek adds another layer, by explaining that politics is not merely repressed
or disavowed in post-politics, but “foreclosed”; it asks us to “leave old
ideological divisions behind and confront new issues” [26, p. 188]. In other
words, for Zizek, the contemporary political system effectively places the
genuinely political outside of the realm of possibilities.

In sum, we can see most of the post-foundational theorists believe that
exercise of genuine political agency can onlybe from outside of the dominant
institutional setting, Similar to the conceptualization of blockchain projects,
the global socio-economic system seems to prefiguratively embody values
and features of the post-political condition: global consensus, economic
logic and depoliticization. In the language of blockchain studies, this
could be rephrased as depoliticization by design. In any techno-social
system that is depoliticised by design, the “potentialities and plurality of
agencies are reduced to the heroic, anti-heroic and demagogic” [6, p. 306].
For instance, in the blockchain space, crypto-anarchists consider Bitcoin
as a technological ‘hero’, which (debatably) operates outside of dominant
institutional systems of finance and economics [27].

In fact, blockchain projects are polarized between those creating parallel
systems outside the dominant institutional setting (crypto-anarchists) and
those providing efficiency gains within it (crypto-institutionalists) [28,

p. 4]. Though very different political imaginaries guide these projects,
both groups seem to depoliticise in some way. They share an appeal
to, and utilization of, blockchain’s oft-cited design principles: access,
disintermediation, decentralization, empowerment and equality [7]. For
instance, Bitcoin, as global cryptocurrency, is disintermediated from
traditional intermediaries of the financial system such as central banks
and stock exchanges. However, its so-called technological hero is an
algorithm, which effectively depoliticizes its economy by automating it.
There is no agent (governmental or otherwise) politically responsible for
its fair functioning (at least, not yet)." Similarly, government-led blockchain
projects that decentralize services, or disintermediate processes, by effect,
also depoliticize them in that they ‘foreclose’ any possibility of an exercise
of (political) agency. Hypothetically, by automating a governance service
like a petition system using blockchain, it could be argued that the political
responsibility of the service is handed over to the algorithm. However,
the political power could and would remain with the government in two
ways: first, the government chooses the affordances and constraints and
therefore, delimits an individual’s agency by design; second, it leaves itself
an affordance to choose or veto certain decisions.

This leads us back to our main question: with regards to government-led
blockchain projects, is the post-political a societal condition or a politically
contingent strategy to recentralize power?

3. Methods: digital ethnography and experts

The empirical data used in this article is predominantly the outcome of a
three-year period of immersion in the spaces and practices of blockchain
initiatives of the first author. Following a digital ethnography approach,
we acknowledged that the “digital has become a part of the material,
sensory and social worlds that we inhabit, and the implications there are
for ethnographic research” [29, p. 7]. The socio-political and innovation
worlds of blockchain are, in part, so fast-paced because of their hybrid
nature: geographical, temporal and practical obstacles are less of a
hinderance because of the features and possibilities of the digital. Any
developments within the field, whether narrative building, political actions,
decision making, or planning, take place both online and offline. Hence,
only a methodological approach that is responsive to this online-offline
dynamic is appropriate and adequate for research in this space.

For this research, we began to search for the social worlds where
blockchain innovation for political change was taking place. Unruh
expounded that the concept of the “social world” refers to “a form
of social organization which cannot be accurately delineated by spatial,
territorial, formal or membership boundaries” but instead, by lines and
channels of communication and interaction [30, p. 271]. Hence, as digital
ethnographers, we entered the hybrid (online and offline) social world of
blockchain innovation to understand the communication norms, rules,
networks, behaviors, activity infrastructures and operational structures.
The socio-political worlds of blockchain and civic tech were located on
team collaboration platforms such as Slack, online forums such as Reddit,
blogs, social media platforms, conferences, Meetups, GitHub projects and
hackathons. Their depth, interrelationships, networks and infrastructure
were vastly diverse. While there are many purely online data sources used,
this did not replace gathering data from institutional actors and experts
that were only accessible in-person. Different methods were used to
collect data across the different sites, but were guided by: (i) everyday
immersion routines and participant observation (following debates daily);
and (i) participatory action (starting and contributing to online debates,
conducting workshops, participating in hackathons and other long-term
events). Data used for reflection was mainly in the form of:

a) Field notes and diary reflections: theoretical and praxis-based
reflections engaging in many spontaneous conversations at
blockchain events with practitioners, figureheads, government
officials, coders, researchers and activists.

The JBBA | Volume 3 | Issuel | May 2020

17



b) Online immersion routine (participant observation): daily and
weekly involvement in forums and working groups; mapping
and following the debates.

i) 6 team collaboration platforms (unnamed) and 4 Reddit
Forums

9) Digital social archiving: data (mainly in the form of linked
pages) formed visual mind-maps with descriptions and
storyboards on software such as Pearltrees and Raindrop which
are open for the public collaboration and recommendations.

d) Experts: reflexive and tailored interview methods (from semi-
structured to informal) for consulting experts; recorded in
audio and/or non-verbatim notes. Twenty-five semi-structured
and informal expert interviews were used for reflection in this
article. They were conducted at numerous events, meetings
and forums occurring between September 2016 to August
2019. While the names of the experts are kept anonymous at
their request, the geographical location of the events
are included:

i) EU Parliament ‘spotlight on blockchain’ and relevant
European Commission working groups at the Week
of Regions and Cities (Brussels)

if) EU Blockchain Observatory discussion groups
(Brussels)

iif) Blockchain Pilots Netherlands (meetings) (The
Hague, Amsterdam)

iv) Dutch Blockchain Coalition (meetings)(Amsterdam)

v) Blockchain events in Amsterdam (Bitcoin
Wednesday and misc. Meetups)

vi) Blockchain Live London — GovTech stream

vii) Welsh Council for Voluntary Action (meetings and

workshop) (Cardiff)
viii) Satori Labs, (Cardiff)

ix) Ex civil servants in Welsh Government (Cardiff)

X) Welsh Government Chief Technology Office
(Cardiff)

xi) Decode (EU project — Amsterdam)

Xii) D-Cent (EU project — Amsterdam)

xiif) P2P Models (ERC Project — Spain/Online)

All this data was used in concert with an analytical frame comprising of
three core themes: blockchain and government, post-political theory and
algorithmic governance. For field notes, interviews and diary reflections:
open coding according to grounded theory comprised of ‘conceptual
labelling” which later developed into the two clusters of blockchain
innovation (crypto-institutionalists and crypto-anarchists). These higher-
level categories were used to find relationships within and between projects
leading to an abstract variation of axial coding, on paper. Furthermore, the
most interesting data to analyse was nuances and divisions between the
different social worlds of innovators which would rarely interact with each
other. The use of the same terms and language (such as decentralization,
disintermediation, access etc.) with completely different meanings added a
layer of complexity which prohibited us from using traditional forms of
coding, Interviewees and forum/team participants were asked to reflect on
patterns and categories to validate and cross-check the inferences.

4.1. Shrinking political agency by algorithm

There is a growing body of literature that refers to algorithmic governance
as a technological mode of governance that leads to the formulation of
political practices [31]—[34]. These scholars engage with the strategies
that lead to new forms of decision-making and governance through
algorithms. They identify how code, data and technical infrastructure
(software) are core features underlying the new modes of governance
[35]-[37]. These studies claim and explain how algorithms form new
affordances and constraints, new modulations of command and control,
and new processes for political engagement and subjectivation. Ontic

politics, in this domain, is the study of how a citizen’s political agency
is produced within an algorithmic institutional setting, Critical theorists
in this field align themselves with post-foundational theorists, claiming
that algorithmic governance essentially entails the depoliticization or
subjectivation of the political sphere. For instance, Rouvroy claims that
algorithmic governmentality constitutes the disappearance of the political
subject [34], where individual agency is subjugated by data metrics such as
norm, consensus drivers and protocols.

As Lessig elaborates, algorithmic governance signals the ascendance of
technopolitical infrastructure over normative and judicial infrastructure
[38]. Accordingly, “code has progressively established itself as the
predominant way to regulate the behaviour” [39]. With blockchain and
smart contracts, some scholars see a shift from ‘code is law’ (code has
the effect of law) to law is code’ (law is actively being defined as code).
While the judicial system is enforced “ex-post” (after the event) through
state intervention, algorithmic systems enforce it “ex ante” (before the
event) through code [39]. This sort of “power through the algorithm”
[40] prefiguratively determines what is and is not allowed, where the
government could remove the possibility of disobedience altogether [41].
For instance, several governments™ are experimenting with a land registry
system on the blockchain, which would use smart contracts to “increase
transparency, speed and trust in property transactions” [42]. Taking the
case of Georgia, the National Agency of Public Registry (NAPR) regulates
all property transactions in that the blockchain is “private with regards to
who can validate the transactions” [43, p. 19]. Though the transparency of
this system leads to security and reliability of land titles, it also implicitly
means that the only actors with an affordance to commit fraud is NAPR
itself. A case study by the JRC shows that the project “does not provide
any disintermediation of organizations nor replaces any existing system”
[43, p. 20]. Thus, it is safe to assume that while political disobedience is
prefiguratively constrained by the algorithm, political power remains
with the same actors. Political power is effectively recentralised under the
pretence of a decentralized governance system.

Data arising from our own empirical research further supports the claim
that most crypto-institutional projects have similar aims. One interviewer
explained that blockchain from their government’s perspective is not
experimented with to alter power relations or decision-making procedures,
but rather “automate” processes that no longer require “politicians to be
responsible”. Another respondent reiterated “efficiency gains and cost-
cutting” are the primary reasons for experimenting with blockchain, rather
than “altering political agency of citizens”. Similarly, our interactions and
immersion in the world of ‘GovTech’ (technology for (e-)government) at
conferences and online spaces, highlighted analogous themes of ‘handing
over responsibility’, ‘algorithm-ing’, simplifying and enhancing political
processes. These intentions and themes, albeit not always explicitly, nor
with bad intentions, pointed in the direction of depoliticization as an active
strategy employed by governmental actors.

4.2. Meta-political reduction to economic order building

Harlier, we mentioned how the dominant economic regime has repressed,
disavowed or foreclosed the political from being actualized in the post-
political condition [5], [25], [26]. Similarly, we can note that post-politics
in “institutional terms is defined by the reduction of the political to the
economic — the creation of ‘welcoming business environment’, which
inspires ‘investor confidence™ [1, p. 8]. A prime example of this logic is
Hstonia’s e-residency program [44], [45]. Estonia is regarded as the pioneer
in e-government leveraging blockchain and other emerging technologies
for managing public affairs. Within their multiple programs, e-residency
is “essentially a commercial initiative” that functions as an “international
passport” to the virtual business world for anyone to carry out commercial
activities [40]. “Like citizens and residents of Estonia, e-residents receive a
government-issued digital ID and full access to Estonia’s public e-services.
This enables them to establish a trusted EU business with all the tools
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needed to conduct business globally” [47]. In this scheme Estonian
authorities hold and control data, and arguably use e-residency as a “tool
for exerting power as knowledge” [48]. We gathered data to understand the
affordances and constraints that the e-residency would impose and how
it would regulate the behaviour of an individual. This data was tabulated
and fit into the patterns identified within the crypto-institutional space.
Furthermore, it also offered cross-validation for the categories assigned to
identify differing political imaginaries [15].

Our expert interviews and conversations with crypto-institutionalists, as
well as document analysis of vision statements and white papers, show
how the Estonian digital project allows for an efficient acceleration of
global economic order building. Interviewees were presented prompts
about e-Estonia (and other crypto-institutional systems) and were asked to
reflect and debate these statements. These corroborated patterns identified
from the immersion and digital ethnography of the crypto-institutional
space. We found that the Estonian experiments fit neatly within the
category of crypto-institutional projects where there is a recentralization
of power through data management. Moreover, decision making power
and political processes are relatively unchanged, albeit more efficient and
transparent. The project may claim to transform political agency of the
citizen, yet, our findings failed to demonstrate any systematic way this was
taking place. With regards to the changing role of the citizen or resident
and enable more participation, our findings resonated with others claiming
that citizens are depoliticized and transformed into passive “consumers”
of governance services [49]. We learnt that majority of the ‘benefits’
for e-residents are economic, and, as such, allow an easy, reliable and
geographically neutral entry into the EU economy through Estonia.

The Estonian example shows us how a national government can use a
post-political blockchain strategy to simplify bureaucratic procedures, open
up new markets, and create global consensus. Furthermore, it opens up its
borders for business, thereby depoliticizing many local economies where
place-based norms, cultures and political structures would have inhibited
particular businesses from forming. Contrarily, it can also be said that by
allowing detachment from the immediate geopolitical boundaries, it also
allows an escape from place-based prejudices, politico-economic structures
and constricting norms. While interviewing officials from two national
governments (Wales and The Netherlands), we found that the intention
of both their offices to use blockchain was indeed to create efficiency and
speed up bureaucratic processes. Similarly, the delivery of a workshop at
a national third-sector institution (anonymous, in Wales) on collaboration
through the blockchain resulted in a Q&A session on the potential
efficiency gains for internal management via the blockchain. During
another workshop, an expert running several blockchain pilots explained
how it takes a lot of cross-departmental collaboration and “traditional
project work” to actually implement solutions which would change
“anything political”. Emblematically, the JRC even states that “contrary to
how it is often portrayed, blockchain, so far, is neither transformative nor
even disruptive for the public sector” [43, p. 7].

Crypto-institutionalists show us how it is possible to utilize the hype
around blockchain’s transformative potential to reinforce and enhance
economic order building and representative democracy. As Atzori points
out, democratic transformation cannot simply be “consensus ex post,
typical of decentralized networks” since this would require “adequate
quality and extension of participation, consensus ex ante and legitimacy
of procedures, protection of minority rights, freedom of participants,
and again equal opportunities of access to decision-making” [50, p. 58].
Furthermore, it could be argued that even governments that “cluster around
specific interests and temporarily agree on a common set of (algorithmic)
rules” [50, p. 58], depoliticize the space for transformative change. Most
of the crypto-institutional strategies and rhetoric researched for this article
are used to not only reinforce the processes of depoliticization of the
socio-economic apparatus, but also, to structurally bound citizens from
disobeying or opting for a political exit [28], [51].

4.3. The absence of collaboration in the ‘political’

The research underpinning this article began by examining the different
citizen-led movements that were working to create and experiment with
technologies that transformed the democratic political process. Their
efforts were perceived as being rooted in Hurope’s democratic deficit
[52], lack of participation and collaboration in governance [53], and more
generally in political apathy towards government. The radical municipalist
movement [54] launched city-platforms for collaborative democracy,
participatory budgeting, open consultation and direct democracy projects.
In an eatlier article, we called this phenomenon ‘place-based civic tech’
citizen engagement technology co-designed by local government, civil
society and global volunteers [55]. We noted that “combining online tools
with offline collaborative practices presents a unique opportunity for
decentralization of power and decision-making” [55]. These initiatives
attempt to transform the apparatus of the dominant system by working
with it. In the blockchain space, we see some of the same rhetoric of the
civic tech movement, but a completely different typology of projects.
None of the projects in Jun’s extensive survey of government-led
blockchain projects, for example, explicitly leads to a change in democratic
processes or participation [16, pp. 3—6]. Conversely, as another study
asserts, blockchain experiments can even enable a sort of “technological
populism” by exploiting “the rhetoric of empowering the disenfranchised
through decentralized decision-making process, enabling anonymous of
transactions, dehumanizing trust (trust in computation rather than trust in
humans and institutions)” [56].

While carrying out our digital ethnography, by being involved in the online
and offline social worlds, carrying out interviews, and attending various
digitally mediated events, one of the predominant themes we noted was
the complete separation of the crypto-anarchist projects (i.e. blockchain
as government) from the crypto-institutional projects (i.e. blockchain in,
for and with government). The paradox of projects operating in parallel
planes sheds light on the power of the post-political condition. As
asserted earlier, the post-political casts true political agency only on those
acts that operate outside and beyond the dominant institutional setting,
From this perspective, all crypto-anarchist projects would be genuinely
political as they attempt to create new worlds as opposed to work within
the established system. Mouffe would, we anticipate, disagree with this
approach explaining that strategies to overcome hegemonic forces must
engage with “visible nodes of power, which ultimately are apparent in
existing institutions of politics” [6, p. 37]. If any blockchain approach fails
in doing so, it denies the political potential and “reproduces the very post
political condition it wants to attack — by not directly engaging with the
institutions of power through which it operates” [0, p. 37].

Two of our interviewees voiced the opinion that blockchain practitioners
have several lessons to learn from the ethos and functioning of civic
technologists. Another one of our interviewees, who piloted several
crypto-institutional projects, lamented about how actors from both sides
of the spectrum wholly refuse any form of collaboration or cross-learning,
Furthermore, this interviewee stated how some of the most fascinating
and feasible political technologies will not make it to the mainstream
precisely because of this absence in collaboration. Whereas we see the
radical municipalist movement creating a “translocal geography of
political action” [55, p. 12] in collaboration with local government, crypto-
anarchists such as BitNation or Democracy Earth, seemingly rather create
one without any established nodes of power [44], [57]. With regards to
collaboration with these nodes, some scholars agree that conceptualizing
the post-political as a ‘condition’ is politically disempowering, since it
“denies the political status of less explosive forms of contestation” [1, p.
18]. It is through such experimentation that “new political formations will
emerge” [11, p. 190].

4.4. The strategy of structures over agency
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If the post-political is a condition that contemporary society endures, who
are the agents that create and maintain it? According to most post-political
thinkers, it would be the hegemonic forces of capital or the structures of
representative democracy. This approach proposes that:

‘Any transition initiative and governance arrangement are inevitably
confined within — or dictated by — neoliberal and financialization
market logics, which themselves resist their own transition. Institutional
structures and socially innovative groups which do not — or insufficiently
— challenge the larger political economy that frames social services...will
constantly find themselves interacting in post-political, consensus-oriented
governance arenas’ [58]

In the context of blockchain, it would be the algorithm that creates the
institutional structures which would, or would not, challenge the larger
political economy. Furthermore, this shows how governmental agents
actively design and implement the algorithm, which then creates and
enforces contingencies upon its users. Accordingly, we would tend to
agree with the critics who consider that post-politics as a field of study “is
dominated by description of meta-level discourses and ultimately relies on
the analysis of structures rather than agencies” [6, p. 37]. From our research,
we learnt that there is a lot of misinformation about the mysterious closed-
door decision making and unchanging political agendas of both crypto-
anarchists and crypto-institutionalist blockchain initiatives. In fact, any
ontological claim about the ‘political’ when it comes to the blockchain
space negates the plurality and reflexivity of the agencies that operate in
the field. Given that business lobbies, banks, national governments and
other institutional agents heavily influence the development of the field,
we learnt through our interviews that a lot of the projects are unaware of
what could be called their ‘post-political” strategies.

When it comes to a using blockchain in, for and with government, the
two different layers of agency are easier to identify than in the judicial-
democratic system. There are those who create the technical design of the
system i.e. governmental actors that set the affordances and constraints,
and those that participate within this system of contingencies i.c. the citizen
or user. While it could be argued that the affordances and constraints are
structured by the post-political condition, in this eatly stage of blockchain
experimentation, it is clear that it is being used as a strategy to recentralize
power. As one of our interviewees put it, “there’s no way government is
going to let this be disruptive...ceding power requires someone to cede
power to, and it’s not going to be an algorithm”. Our data analysis pointed
in the direction that though the post-political may be a strategy for the
governmental actors, it is an unchangeable, and indeed ex ante set of rules
for the citizens i.e. a condition.

5. Concluding remarks: can blockchain avoid the “post-political
trap”?

Our main research question for this discussion paper was whether all
crypto-institutionalist projects are structured by the so-called ‘post-
political condition” or whether the post-political is it used a contingent
political strategy to delimit citizens’ political agency. Drawing on the above
discussion of findings, our conclusion, in response to this question is that the
post-political is a contingent strategy employed by crypto-institutionalists
to depoliticize various politico-economic processes. However, perhaps
a more troubling finding is that it a government-imposed blockchain
architecture has the potential to create an algorithmically enforced post-
political condition for the citizen. In this scenario, there will not even be
the symbolic room we have in contemporary representative democracy for
the ‘political moment’, let alone contest the design of the process. Our
analysis suggests that this strategy of post-political is underpinned by an
almost path-dependent idea of the recentralization of power. The above
cited interviewee’s comment “ceding power requires someone to cede
power to” helps us, however, to outline some modest suggestions of how
blockchain projects can avoid the post-political trap.

The Radical Municipalist and civic tech movement give us one example
of how a translocal political network and local government can be
operationalized to re-politicize some aspects and features of the socio-
political system. In Madrid, for example, there was a self-organized and
self-managing group of citizens, along with local government officials
that eagerly accept the responsibility of processes such as participatory
budgets, citizen assemblies, random election [59], [60] and founding the
“Madrid Citizens’ Council” [61]. The political, in this space, is constantly
being reconfigured and redefined to incorporate new affordances for
the citizen; in the case of Madrid, for self-government. If the political
imaginary underlying crypto-institutional projects continues to feature
depoliticization, individualism, order building and global consensus, it
becomes hard to imagine any technopolitical infrastructure enabling any
sort of radical political transformation, at least with regards to a citizens’
political agency. The fact, though, that we are still far from mainstream
implementation of blockchain in government creates a space of hope by
providing the opportunity to influence the design and implementation of
the different solutions.

If we accept that blockchain, as a general-purpose technology, does have
the capacity to be politically transformative, to redraw boundaries of
access, empower the citizenry, create new forms of organization and re-
politicise the economy, it becomes imperative for researchers, activists and
governmental practitioners to collaborate in order to code new values into
the architecture of these systems. Our interviewees all express the difficulty
of fostering and scaling collaboration between different parties, explaining
that it is necessary to be realistic about moving forward. Reflecting on our
individual responsibilities and agency, it is necessary that we, as researchers
and practitioners, not only analyse and contribute to the design of the
crypto-institutional algorithms (i.e. the affordances and constraints they
set), but also the meta-political narrative underpinning them (i.e. the
political imaginaries underlying the various projects). Without investigating
and influencing both, we fall into the post-political trap which focusses
on structures and not agencies. One of the strategies that we explored
during our research that ontologically reconfigured ‘the political’ was the
collaborative effort through the implementation of new ‘politics’ in the
Radical Municipalist Movement (where citizens collaborated with the
local governments and global group of volunteers to enable a translocal
geography of political action). As Swyngedouw and Wilson exert in ending
their book, the post-political conclusion is not an “invitation to ditch forms
of institutional and political organization...it calls for a new beginning in
terms of thinking through what institutional forms are required at what
scale and what forms of political organization are adequate to achieve this”
[62, p. 309].

It is widely held that the politics and political imaginaries of blockchain
require urgent cross-disciplinary attention to guide both conceptualization
and experimentation [50], [63]—[68]. This discussion paper is a product of
our interest in analysing blockchain in, with and for government through
a post-political lens, tying together literature in blockchain studies and
algorithmic governance spaces to post-political and post-foundational
theory. Continuing to pursue the connections between these bodies of
literature and practice together opens up an extensive research agenda
regarding both the future of blockchain and study of the post-politics.
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Abstract

The transgender community faces serious socio-economic predicaments due to the discrepancy that its members face between their current gender

expression and the assigned gender identity at birth. Even though, a considerable amount of work has been done to protect their basic human

rights such as security, equality and social acceptance; trans people are still large victims of hate-related crimes. With general data protection

regulation (GDPR) and other data protection laws and policies in place, now it is ever more important to protect the confidentiality of gender

change information as well as to establish technical solutions that can prevent from inferring any sense of gender change from historical data. In

this context, distributed ledger technologies such as blockchain present great opportunities for information integrity, security, privacy and access.

However, at the same time provenance information extracted from immutable blockchain can be exploited to infer gender change. Addressing this

paradox here, we propose recommendations for managing gender change information in the blockchain environment in the context of the present

socio-political, legislative and technical challenges associated with gender change.

Keywords: blockchain, distributed ledger technology, personal information on blockchain, immmuntability, public sector, gender change, GDPR

JEL Classifications: D02, D71, H11, P16, P48, P5

1. Introduction
1.1. Transgenders and social injustice

Sweileh [1] analyzed 5772 peer-reviewed documents published between the
year 1900 and 2017 from 80 different countries in order to quantify and
map keywords used in relation to transgender health. The term “HIV”
obviously ranked the top keyword used, but interestingly the second and
third top keywords were “mental health” and “discrimination”. Figure 1a
shows the network of these keywords and clearly indicates that transgender
health is not only related to physical health but to other mental and social
issues also. In fact several studies have argued that mental health issues
faced by transgender people are due to discrimination, victimisation,
cultural intolerance, social stigma and violence [2]—[4].

According to the definition of the Government Equalities Office (GEO;
this is the official UK government’s unit responsible for work on policy
relating to women, transgender equality and sexual orientation). “Trans”
is a general term for people whose gender is different from the gender
assigned to them at birth. For example, a trans man is someone that
transitioned from woman to man. [5] Accurate data for trans people
living in the UK are not available, as it is not asked in the census and no
statistically significant research has ever been conducted in this context.
However, it is estimated that there are 200,000 to 500,000 trans people
living in the UK [5]. Trans people are exposed to widespread social stigma,
abuse, harassment and discrimination. Gender change has severe social,
economical and political consequences for these subjects, and in some
cases it can be life-threatening, even in free societies like US (Figure 1b) [6]
and UK (Figure 1c) [7].

Beyond statistics, the following quotes from victims of identity-related hate
crimes underpin the general attitude of the society towards trans people:

Beyond statistics, the following quotes from victims of identity-related hate
crimes underpin the general attitude of the society towards trans people:

I am a trans man and 1 have been stalked for over two years now from an unknown
person. During this time, 1 have received anonymons threatening letters. 1've had two
letters containing razor blades, one which contained a toxic substance which burnt my
hands, face and eye. I have been beaten up three times. —James, 47 (South East
England, UK) [7]

I was raped. Police kept referring to me as 'she’ and 'female' and using my birth name.
The doctor they brought to examine me made me uncomfortable and continned calling me
Sfemale. —Angus, 24 (Scotland, UK) [7].

To understand the sheer scale of the problem, we would like the reader to
take into account the fact that the physical, emotional, sexual and verbal
abuse of trans people is so common that it has been given a name “trans
bashing.” Also, a dynamic list of unlawfully killed transgender people is
being maintained on Wikipedia [8].

Considering the consequences and the severity of the matter, it is utterly
important that the information about gender change is dealt with highest
confidentiality and no unauthorised person is ever be able to infer about the
gender change. Section 22 of the Gender Recognition Act (GRA) declares
the revelation of gender change request without the explicit permission of
a trans person as a criminal offence [9]. However, revealing anonymised
data or in accordance with the GRA-defined criteria is acceptable.

1.2. Gender in the context of personal data

Gender is an attribute of “personal data.” The Information Commission
Office (ICO) [10] and the Organization for Economic Cooperation and
Development (OECD) [11] defines personal data as “information that
relates to an identified or identifiable individual.” Personal data could be
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Figure 1: (a) Inter-relationship of different health-related keywords extracted and analyzed from 5772 peer
reviewed articles by Sweileh [1] (The figure was reproduced under the creative commons licence).
Different experiences that transgender people face in (b) USA and in (c) UK.

as simple as a subject’s name or email address, or it could include other
identifiers such as browser cookies, IP address or location data. In short,
any information that could possibly result in the identification of a subject,
directly or indirectly, is personal data. Introduced in May 2018, the general
data protection regulation (GDPR) [12] requires data controllers (entity
that determines the reason and the need for the processing of personal
information) and data processors (entity that processes personal data on
behalf of the controller) to take strict measures in securing fair usage of
personal data. Sexual orientation is considered as a special category of
personal data under GDPR, and sensitive data under the Data Protection
Act (DPA) 1998. Data controllers need explicit consent from the data
owner for data processing. Encrypted data (pseudonymised) or hashes
of deterministic datasets are also considered personal data under GDPR.
For example, one can easily compare the hash (a deterministic message
digest that can be used to store the cryptographic proof of the data instead
of the raw data itself) of the subject’s gender attribute to devise if the
subject is a male or female and a subject’s date of birth can be revealed by
iterating over a very low subset of possible outcomes (gender will only take
two and date of birth in dd/mm/yyyy format will take less than 50,000
attempts). Adding random noise to the data before hashing results in a
non-deterministic hash, hence deeming the data as not personal anymore.
Chen and Zhao have discussed seven phases of personal data — generation,
transfer, usage, sharing, storage, archival and destruction [13]. There are
several security and privacy challenges associated with each step of the
lifecycle. The subject has the right to know what information is collected
on them, how it is stored and managed, how the integrity of the data is
guaranteed, storage and usage of data and finally how it is destroyed once
it is no longer used [13]. Data controllers and processors are required to
take all the necessary steps in protecting personal data in all steps of the
data lifecycle.

1.3. Potentiality of the blockchain technology

Computer scientists and information security experts continuously propose

different methodologies and frameworks for secure sharing and protection
of personal data collected on the subjects. Distributed ledger technologies
(DLTs), such as blockchain, have also attracted a wide spectrum of
researchers for secure dissemination of valuable information and as a
tamper-proof medium for the storage of personal information. Blockchain
basically is a global distributed digital ledger or database system where the
updated copy of the ledger is available to all participants (also known as
nodes) at all time. Blockchain is also a “trustless” system where instead of
a trusted third party (e.g. banks and government organizations), trust on
each transaction is asserted by general consensus within the participants in
a democratic, competitive and incentivized manner. Once validated, each
transaction is recorded on the ledger in an immutable fashion, and the
updated copy of the ledger is available to all participants on a real time
basis. In addition to the nodes maintaining the blockchain network, the
state and history of the ledger can be accessed by anyone (public DLTSs)
or restricted to only a few (private DLTS) through blockchain explorers.
Cryptographic capability of the blockchain ensures security and privacy,
and with smart contract technology, a data usage control mechanism —
commonly known as “disclosure without exposure” can be established
within the blockchain network [14], where data owners can define the
level, duration and authorities using their data. It is the latter capability
that provides blockchain unique advantage over traditional database
management systems by empowering data owners to determine which
aspect of their personal information can be exposed to whom and for
how long — a debatable issue of GDPR commonly known as the “right
to be forgotten” (RTBF) [15]. Despite this empowerment, the immutable
block of information and the ability to extract provenance information
from the chain can be a liability for trans people, because anyone with the
right access on the blockchain can trace and detect any gender change by
comparing the current gender attribute value with the past value.
Addressing the technical complexity of blockchain in relation to the reality
of GDPR and the contemporary social stigma and insecurity of trans
people, here we aim to investigate the suitability of blockchain for storing
and sharing the personal data of trans people. This article is set as follows:
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Section 2 discusses related work in the space of handling personal data on
the blockchain and we discuss our recommendations in Section 3 about
how gender change should be managed as part of personal data on the
blockchain. We end the article with our conclusion and prospective future
work in section 4.

2. Related work

We found several articles discussing the techniques around sharing, storing
and managing personal data on the blockchain but we have not come
across any piece of literature discussing the challenges associated with the
change in gender. Here we present some of the common techniques of
handling personal data on the blockchain.

a. Blockchain and medical data

Medrec [16], a blockchain-based system to handle electronic medical
records (EMRs), aims to provide users with an immutable log and access
to their EMRs. Personal data are stored on patients’ smartphones and
service providers’ databases. Access to the data is managed through
permissioned setup of the Ethereum [17] blockchain. No personal data
are put on the blockchain, but a ‘DNS-like’ link is created between the
already established identity and the Ethereum address. Cryptographic hash
of the data is stored on the blockchain to ensure data integrity while data
are kept off-chain. Smart contracts are used to manage access permissions
to the externally stored patient data. [16] A service provider such as GP can
update patient records and notify observers about the update, and a patient
can at any time revoke permissions to their data. The query string for data
retrieval is affixed to the hash of data subsets for tamper evidence. Even
though, no personal information is put on the blockchain, this fixed query
string can indicate a gender change in the gender data set.

b. Blockchain and personal data

CareerChain [18], a platform to host jobseckers profile, also uses a private
instance of the Ethereum blockchain. The subject’s data are encrypted
using private keys and stored on an interplanetary file system (IPES) [19],
and the address to the latest profile is stored in a smart contract, where
access is controlled by the subject. [18] assumes that RTBF is preserved
as the subject can delete their private key, making the data unreadable and
hash meaningless. However, the subject cannot exercise their RTBF if they
lose their private key, compromising their personal details forever.
Engima [20] protocol stores the data off-chain and pointers to the data
are stored in distributed hash tables (DHTSs), which are distributed
across several nodes. Access control is governed by the blockchain, and
computations on the data are performed using multi-party computation
(MPC), without revealing the complete data to any of the nodes. Even
though Engima guarantees private computation on the blockchain, it does
not secure the raw data, making it possible for someone to change the data.
This change can be easily identified as the data pointers will change with
the data modification.

Hossein et al. has proposed a blockchain-based solution for Internet
of Things (IoT) devices. Their approach is similar to [16] such that the
data layer is separated from the access layer, having access control on a
blockchain and data resides in an off-chain centralised storage such as
a cloud or decentralised storage such as DHTs or IPFS [21]. Chang et
al. also suggest storing personal data in off-chain storages and storing a
hash on the blockchain for authenticity and verification purposes [22].
Nazaré et al. uses a similar approach for certificate verification. The hash
of the certificate containing the subject’s personal details is placed on the
blockchain and requires the verifier to have access to the original document
and knowledge of the location of the hash on the blockchain [23]. This
approach requires a new hash to be posted onto the blockchain if any
personal details are changed for the user. Observers may notice the change
and may also be able to decipher the change if they have previously had the
original document for verification purposes.

c. Blockchain for data integrity

Ancile [24] also puts the hash of the data and the pointers on the
blockchain while storing the data in traditional databases. Its purpose is
to guarantee data integrity, as underlying data can be changed or removed.
However, the issue of an identity update is not addressed as the network
will be able to track the update to the existing record. Igor et al. propose
the use of blockchain technology to ensure the integrity of files on the
cloud. Hashes of the files are added on the blockchain as a reference of
the change [25]. Though the authors do not deal directly with personal
data, the files may contain personal data, indicating a change in personal
data whenever a new hash is posted. Zyskind et al. propose the use of
shared identity for data access and storage. Encrypted data are stored off
the blockchain, and pointers (hash of data) to the data are stored on the
blockchain [26]. Users remain anonymous while the service’s profile can be
verified on the blockchain.

d. Blockchain as identity setvice

Identity as a service-based blockchain focuses greatly on privacy. The goal
of these blockchains is to allow the subject to prove their identity and
relation to any verifier. Shocard [27] keeps the encrypted personal data
on the user’s device and posts the full record of signed hashes and a code
(to prevent discovery) on to the blockchain. Verification involves the user
presenting the raw data and the code for the verifier to be able to verify
the data on the blockchain. The subject’s identity is confirmed by other
authorities when they verify its claim of identity. If any part of the identity
changes, the subject has to get new certification for that part of the identity.
For example, if the subject changes their address, new certification on the
new address will be required but their other claims about age, gender,
etc. will stay valid. Figure 2 shows the change of gender and attestation
recorded with new timestamps on the blockchain.

Even though the solution is practical, it still poses a threat to the trans
person as the certification’s timestamps become a proof that the subject
has changed gender at a later point. Figure 3 shows a subject sharing their
identity credentials with different attestation dates, revealing a later change
in gender.

Sovrin [28] allows interactions using distributed identifiers (DIDs), which
are unique for each relation. The subject’s data are kept in private ledgers,
and claims about the identity can be kept private or public. The use of zero
knowledge proofs (ZKPs) enables the subject to disclose the proofs for
verification.

The challenge with the identity on blockchain schemes is that the subject
needs to reveal (a) more than one verification to establish trust, (b) the
timestamp of the verification so the verifier can see that the subject is
sharing the valid claims, (c) claims regarding more than one attribute.
Hence, for example, if a trans person is to reveal their date of birth and
gender to a verifier, they will be able to spot the gender change because
there will be more attestations on the date of birth than on a recent gender
change.

3. Our recommendations

Gender change is a delicate subject with severe consequences for the
subject and also for the authority dealing with the information around
gender change. The solution to obfuscating the change of personal data
change, such as gender, on the blockchain must meet the following criteria:

a) On-chain activity should not de-anonymise the subject.

b) Change in gender should not be visible to unauthorised
observers.

9) Any historical transactions should not reveal the previous

gender but only show the recently acquired gender.
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d) Gender change should not be revealed when accessing multiple
personal identity attributes.
e) Any such solution should be future proof in both technological

and legal perspectives.
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Figure 3: Subject revealing verification claims about their
identity to a verifier. The timestamp of the claim can reveal a
gender change to the verifier as it is obvious that gender
change has a later verification from DOB. DOB may also

have several more claims then gender.

We recommend the following approach to satisfy the aforementioned
criteria.

a. On-chain activity should not de-anonymise the subject

“Identity” on the blockchain is only a random string (public key). However,
identity can be exposed by the reuse of public keys. Bos et al. were able to
identify several bitcoin account owners by analysing the repetition of public
keys [29]. Supplementary data may also aid in ring fencing the subjects, for
example, IP address or spending patterns. Anonymisation can be achieved
by avoiding the reuse of public keys. It becomes difficult to deanonymise a
subject if they are using a unique public key for every transaction across the
network. For example, using the same public key if the subject’s previous
transactions revealed the subject’s gender as male, then an observer may be
able to infer the gender change if the new transactions reveal the subject
as female. ZKPs [30] and homomorphic encryption [31] techniques should
be deployed to obfuscate the details of transactions, such that the subject
cannot be linked to the transaction.

b. Change in gender should not be visible to unauthorised observers

It is important that not only the personal information is secure but the
change in personal information, such as gender, should also be kept
private. As blockchain links the new transactions with the previous ones, it
makes it difficult to “hide” the change

from the observers. We suggest including an encrypted transaction belt in
the transaction schema, which can only be decrypted with the symmetric
keys shared with the authorities. All participants in the network will see the
encrypted transaction belt with every transaction but will not be able to see
what has changed, hence removing the “sense of change.” Off-chain storage
should be used for storing personal information and the hash pointer on
the blockchain will only point to the latest transaction on the blockchain.
Authorities will be able to decrypt the belt and see the change, such as
the information about gender change. Key delegation [32] and rotation
should be used to renew the symmetric keys. Role-based encryption and
proxy re-encryption techniques can also be used to manage access to the
encrypted transaction belt. We also recommend managing the detection of
the change using a similar approach to [27]. Grouping of identity attributes
for certain access levels can significantly obfuscate the detection of the
change. Personal data can be graded into different levels and access can
be managed based on the observer’s clearance level. Smart contracts can
be used to manage notifications for different observers. A member of the
public may only be notified of a change, and credit referencing agencies can
be on-boarded for notification of more detailed changes such as change of
address, marital status or name. Law enforcement can be notified on the
exact change that has taken place (Figure 4). As the access is managed by
a smart contract on the blockchain, individuals can verify who can access
what part of their identity, encouraging fair usage of the system.

c. Any historical transactions should not reveal the previous gender
but only show the recently acquired gender

We conclude from section 2 that any personal details (gender included)
should never be put on the blockchain but only a cryptographic proof
should be put on the blockchain. As discussed in section 3b, the off-chain
record of personal data will point to the most recent identity transaction.
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Figure 4: Different level of observers get a different level of view of the encrypted transaction. A Physician may get
highest access and can see the change in gender, credit reference agency get intermediate access and can see a category
change while any sort of details will be hidden from the public with visibility to undelaying data.

We therefore recommend that where possible, static personal data should
not be stored as a part of the transaction but “looked-up” at the point of
retrieval so that only the up-to-date information is retrieved. This approach
will also aid the blockchain network to comply with the accuracy principle
of GDPR [33].

d. Gender change should not be revealed when accessing multiple
identity attributes

To satisfy this, we recommend that standards should be developed that
allows sharing the claims about identity in such a way that it obfuscates
any less common and severe change such as gender. Multiple attributes
should be shared together in such a way that they do not compromise
personal identification and privacy. Only recent timestamps should be
accessible to the verifier so they cannot “sense” the change. For example,
people move addresses quite frequently, so a subject sharing their claims
for the last three residential durations with verification timestamps should
be acceptable; however, a subject sharing their date of birth and gender
claims with timestamps pose the risk of revealing the identity of the trans
person. We conclude that timestamped information should not be shared
for the somewhat static personal information, but it can be shared for
dynamic personal information.

e. Any such solution should be future proof in both technological
and legal perspectives

These recommendations require foresight of the constantly changing
socio-political landscape and evaluation of the continuous advancements
in the technical space. The transparency versus privacy pendulum swings
from one side to another with social awareness, technological change, media
and recent events. Technical solutions must be flexible to adhere to the
ever-changing socio-political landscape. Increased technical developments
also lure threats to the cryptographic techniques used in the blockchain
space. Bitcoin, Ethereum and several other blockchains rely on public key
cryptography for transaction signing and funds locking. Advancements
in quantum computing pose a serious threat to public key cryptography,
and it is anticipated that commercially available quantum computers soon

will be powerful enough to derive the private keys used to encrypt the
personal information, making the subject vulnerable. Therefore any DLT/
blockchain solution for personal information must ensure a safe migration
towards the post-quantum era, and we should already be considering
building systems using quantum-resistant cryptographic techniques [34].

4. Conclusion

DLTs such as blockchain are critical for establishing digital identity and
protecting personal data online. No subset of personal data should be
treated as “static,” and personal data should never be uploaded to the
immutable ledger. The revelation of an identity attribute such as gender
change can have life-threatening consequences for trans people. This
information must be protected and treated with confidentiality and
must never leave any trail on the permanent blockchain. Gender change
related information must be kept off-chain and declared in such a way
that no unauthorised observer can detect the change in gender. New
technological developments like homomorphic encryption, secure multi-
party computation (SMPC), ZKPs and verifiable claims can significantly
improve the odds of blockchain being a suitable technology stack for
managing personal data. With the tightening of data protection laws
around the world and classification of metadata of personal data such as
encrypted data being classified as personal data, it may not be far that even
the hash of the personal data is classified as personal data. Hence, we argue
that gender-related information should never go on a blockchain. Only the
commitment and a claim about the data should be put on the immutable
ledger such as blockchain, and homomorphic encryption will also help in
protecting and managing personal data.
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Abstract

Blockchain-enabled digital scarcity has opened up a whole new dimension of possibilities for the token economy, particularly with regard to

rights and assets that have not been traded electronically before. Blockchain-based tokenization of rights and assets has also brought a new set

of legal and regulatory challenges. Regulators and legislators are yet to address many of the issues raised by blockchain-based tokenization, from

decentralisation and token characterisation to cross-border harmonisation and regulatory compliance with traditional market infrastructure. Lack

of regulatory alignment can undermine many of the benefits of the token economy. Lack of legal certainty may not only stifle innovation and slow

down mainstream adoption of blockchain-based tokenization, but can also raise the risks for investors and harm the reputation of the industry. The

emerging regulations vary in approach. Liechtenstein became the first country to have a comprehensive technology-neutral regulation of the token

economy. Malta and Singapore also represent progressive jurisdictions for blockchain regulation. However, most jurisdictions, including the United

States and the European Union, have not yet formed a clear policy for blockchain regulation, and many legal questions remain open. The paper

examines whether there is an emerging predominant regulatory approach or prevailing regulatory direction for the future of the token economy. It

also highlights the existing regulatory void and divergent approaches to blockchain-based tokenization. Finally, the paper concludes that there is an

urgent need to provide a clear legal and regulatory framework if the potential of the token economy is to be realised.

Keywords: 7oken economy, blockchain regulation, blockchain law, secnrities law, technology law

JEL Classifications: K20, K22, K23, K24, 031, 038, G2§

1. Introduction

According to the European Central Bank, the market capitalisation of
cryptoassets reached an all-time high of €650 billion in January 2018 [1].
While the global value of the cryptoassets market is still relatively small
compared to the entirety of the financial system, its absolute value is
substantial, and as rapid development continues, it is gaining increased
attention and market acceptance [2].

Mining native blockchain tokens or digitalizing assets and recording them
on a blockchain in a trusted, immutable and reliable way and then trading
those digital tokens on peer-to-peer, decentralised and disintermediated
networks brings endless possibilities which the industry is only beginning
to explore. There are several advantages to blockchain-based tokenization,
including the democratisation of the investment market by allowing
fractional investment with minimised costs. Executing transactions on
a blockchain without intermediaries not only allows cheaper and faster
transactions, but also increases market efficiency by removing the time
and calendar constraints of the world markets. Blockchain transactions are
more casily audited, facilitated by the transparency and immutability of
blockchain records. Blockchain-based tokenization can unlock the value of
previously illiquid assets and allow for trading them cheaply and instantly.
Initial Coin Offerings (ICOs) in particular, as a form of raising capital,
provide unprecedented access to liquidity and capital while minimizing
costs and the legal and jurisdictional constraints associated with public
fundraising [40].

Blockchain developments have challenged and somewhat overwhelmed
regulators, due to both the technological novelty and the speed of this
technological innovation and its borderless and decentralised nature. The
regulatory response has varied so far, from embracing to prohibiting, from

adopting a tentative “wait and see” approach to proactively formulating
bespoke regulatory frameworks for cryptoassets. Regulators struggle to
formulate a consistent and coherent regulatory regime for blockchain
tokenization.

Without focusing on any jurisdiction in particular, this paper aims
to analyse the overall challenges and trends in regulation applying to
blockchain-based tokenization and contribute to the existing research in
this area. The first part of the paper explains the issues related to token
taxonomy and the attempts at token classification. The subsequent
section analyses the main challenges facing regulators when confronted
with blockchain tokenization. The next part outlines the main emerging
regulatory responses with a few examples illustrating different approaches.
Finally, the paper offers concluding remarks.

2. Token taxonomy issues

A blockchain token effectively constitutes a digital bearer bond, and
ownership is determined by the data embedded on the blockchain [5].
Transfer of the ownership of blockchain tokens takes place on a peer-to-
peer basis, without the need for approval from any intermediating party.
Initially, blockchain tokens were limited to native cryptoassets, protocol
tokens, specific to a particular blockchain platform, like Bitcoin. Native
tokens function as a crypto-economic [4] incentive mechanism that
encourages participation, induces trust and maintains the functioning
of the system. The launch of the Ethereum network in 2015 unlocked
new opportunities for blockchain tokenization and brought significantly
improved utility of blockchain technology in general. The open
source, public Ethereum network allowed the building of decentralised
applications and permitted relatively easy issuance of tokens. The
expansion of blockchain utility beyond native protocol tokens and the
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flexibility of building decentralised applications on the Ethereum network
have notably accelerated growth of blockchain technology beyond the
financial application of cryptocurrencies. It has become possible to issue
any kind of token, from simple tokens consisting of a few lines of code
to sophisticated instruments. While most tokens issued on Ethereum are
fungible, ERC-20 standard compliant tokens, since 2017 Ethereum has
allowed the creation of non-fungible tokens based on ERC-721 standards.
Non-fungible tokens can represent unique non-substitutable assets, like
artwork, real estate or collectibles. Introducing non-fungibility into the
digital world is quite an extraordinary development. It enables replicating
scarcity in the physical world in a digital dimension. A scarce unique asset
can now be represented in a verifiable way on a blockchain by a non-
fungible token.

The first regulatory hurdle is to establish definitional boundaries. There is
no single and commonly agreed definition of a blockchain-based token.
Several attempts have been made to classify tokens based on jurisdiction,
functions, properties and other characteristics [5], [6], [8]. There are a
variety of terms that are used interchangeably with no clear definitional
demarcation. Tokens can be understood broadly as including any type
of cryptoasset issued on any type of distributed ledger technology. A
narrow definition would include only tokens issued on permissionless and
open blockchain networks. As such, the term token can take on different
meanings depending on the regulatory, legal or business context in which
it is being used. Blockchain-based tokens can be distinguished based on
their purpose, utility, technical layer on which they are placed, legal status
or underlying value [6]. Depending on their purpose, tokens can be divided
into cryptocurrencies, network tokens or investment tokens. When their
underlying value is taken into account, blockchain tokens can be grouped
into asset backed, network value tokens or share-like tokens representing
participation in an enterprise. Tokens can be issued as native to a specific
blockchain platform — protocol tokens, or through a decentralised
application. They can represent non-financial assets or financial assets,
cither native like cryptocurrencies or tokenised [7]. The lack of a uniform
approach to token classification is challenging for regulators. The most
common regulatory approach to the classification of tokens is functional
and focusses on the purpose the token serves, rather than its technical
specifications or other properties. It distinguishes cryptocurrencies,
security tokens (sometimes referred to as investment tokens), utility tokens
and hybrid tokens [3], [8], [9].

Currency tokens (like Bitcoin), the original and most straightforward
type of blockchain tokens, are created to provide an alternative and
decentralised means for the payment of goods and services. Currency
tokens do not perform any other function. They are meant to work as a
means of exchange and a store of value. Their value depends entirely on
the value that users attribute to them.

Utility tokens provide the holders with other functions than just a means
of payment, for example, access to services or products directly linked
with the platform on which they are issued. They are not mineable and
are intended for use within a specific blockchain platform, in contrast to
cryptocurrencies, which have a multilateral reach and use beyond their
issuing platform. Utility tokens do not embed any ownership or equity
rights in anything other than the tokens themselves. Their value derives
from their utility.

Finally, security tokens, sometimes referred to as investment, equity or asset
tokens, derive their value from external tradeable assets. They are designed
as an investment, which means that the motivation for their purchase is
the anticipation of future profits, in the form of dividends, revenue share
or price appreciation. Tokens classified as securities are usually subject to a
heavy regulatory and compliance burden. Many regulators provide guidance
or regulatory assistance to facilitate distinguishing security tokens from
other types of cryptoassets. In the United States, the famous Howey Test
is applied to determine whether a given instrument qualifies as a security.

According to the Howey Test, a transaction that is a mere investment in
common enterprise made with an expectation of profits from the efforts
of a promoter or a third party falls within the scope of the definition of a
security. Even though the Howey Test is commonly applied to determine
the character of a token, it is not always reliable and, for now, a case-by-
case approach is preferred by US regulators. In Europe, security tokens
tend to be defined by reference to the relevant EU regulations governing
financial instruments [10].

3. Regulatory challenges

Cryptocurrencies were the first blockchain tokens that attracted the
attention of regulators, due to their rapid increase in value, widespread
presence in the mainstream media and appeal to a wider audience [7].
Consumer protection, money laundering and financing illicit activities
were just a few of the main concerns that brought cryptocurrencies onto
the regulators’ agenda. The main issues and challenges noted by regulators
were concerns regarding price and financial stability, impact on monetary
policy and the overall integrity of traditional payment systems. One of
the first issues examined was the capacity of cryptocurrencies to affect
demand for fiat currencies and interfere in the control of the supply of
money through open market operations. It has been feared that a potential
challenge to central banks’ balance sheets could come from widespread
substitution of central bank money for privately issued cryptocurrency.
If cryptocurrencies ended up dominating the monetary space, central
banks could effectively lose their control and influence over money and
credit developments. The inherent lack of stability and high volatility of
cryptocurrencies could also contribute to the overall financial instability,
particulatly if traded at high volumes and widely accepted in the economy:.
In the absence of regulation or public authority oversight, users of
cryptocurrencies and participants in cryptocurrency blockchain platforms
are exposed to various risks, including credit, liquidity, operational and legal
risks [11].

The next wave of regulatory concerns around cryptocurrencies was
brought on by the emergence of stablecoins, which retain the main
features of traditional cryptocurrencies. They are also blockchain tokens,
which apply cryptographic methods of validation, but aim to stabilise
their price by linking the value of the coin to an asset or pool of assets.
The most prominent stablecoin project is Libra, which caused worldwide
consternation among regulators and authorities. Stablecoins created a
new set of challenges for regulators. A G7 working group on stablecoins
investigated the impact of global stablecoins and identified a long list of
risks from stablecoins of any size [12]. The risks relate to legal certainty,
governance, the investment rules of the stability mechanism, illicit finance,
safety, efficiency and the integrity of payment systems, cyber security,
operational resilience and market integrity. Stablecoins are also considered
to pose challenges to data privacy and protection, consumer and investor
protection and tax compliance. The biggest concerns are raised over global
stablecoins, which are feared to be able to affect monetary policy, monetary
sovereignty, financial stability, fair competition and the international
monetary system overall.

Regulators have also focussed lots of attention on ICOs. These are
considered to pose many risks, particularly with regard to retail investors
[13]. The risks associated with an investment in the tokens issued
through an ICO are much higher than the traditional form of investing
in regulated financial instruments. For a start, investors have very limited
or no control over promoters. They usually invest in the very early stages
of an investment life cycle, only on the basis of a project or an idea, and
with the information asymmetry scale tipped heavily against them. The
lack of disclosure obligations that accompanied most early ICOs provided
limited transparency. ICOs that fall outside any regulation or corporate
governance regime create a legal and regulatory void, in which investors
find themselves exposed to high risks and volatility. Investors also have
no legal or regulatory protection or recourse, particularly in cases of
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bankruptcy or project termination.

What proved to be the real challenge for regulators, legislators and
supervisory bodies was the lack of clarity in the legal framework applicable
to blockchain tokens. On top of that, the borderless, disintermediated
and distributed character of blockchain networks hinder any attempts to
identify applicable jurisdictions, the location of participants and addressees
of potential regulations. Apart from identifying the risks and challenges
of a nascent token economy, regulators face the dilemma of balancing
risk mitigation measures with enabling innovation and fostering the
development of new technology. The regulators have several factors to
consider when establishing their regulatory perimeter and mandate. These
include public interest, maintaining system stability, market integrity and
oversight over business behaviour. They can choose a functional approach
to regulation and focus on token products and services, or an institutional
approach, where regulations target the providers of products and services
[14].

One of the fundamental regulatory questions is whether cryptoassets
should be integrated within existing legal frameworks (which could be
adjusted if necessary) or provided with a separate bespoke regulatory
treatment or, pethaps, even left unregulated [41]. This dilemma has been
presented by Mark Carney, the governor of the Bank of England, who
stated that the authorities need to decide whether to isolate, regulate or
integrate cryptoassets and their associated activities [39]. Regulators must
continuously evaluate the “newness” of the technology against the nature
and function of financial markets in order to ascertain whether blockchain-
based cryptoassets introduce new market solutions beyond innovative
technological parameters. Perhaps the very attempt at pigeonholing
cryptoassets and grouping them into classifications and definitional
parameters would hamper innovation. Equally, providing regulatory
legitimacy to a new and rapidly evolving technology could prematurely
grant umbrella validation for that technology, not all facets of which have
yet passed the tests of time, quality and resilience. On the other hand, not
recognising the potential of the technology and not embracing innovation
by isolating cryptoassets from existing regulatory regimes can stifle
technological development and encourage regulatory arbitrage. Yet, opting
for a case-by-case approach to blockchain regulation, to allow unhampered
innovation, might be undermined by the lack of legal certainty and the
resulting regulatory void.

The Cambridge Centre for Alternative Finance identified [7] several
considerations for the regulatory process with regard to cryptoassets. One
of the first steps in such a process is to understand the concepts involved,
underlying technological infrastructure and associated potential harms and
risks. The next regulatory consideration is to understand which part of a
token lifecycle needs regulatory intervention. To this end, it is imperative
for regulators to understand issuance, distribution, transfer mechanisms
and intermediating activities for tokens and related risks.

Large-scale tokenisation has a number of potential economic and legal
implications for financial markets and their participants. Those challenges
vary from regulatory and legal questions to technology-related issues of
scalability, interoperability or cyber risks. The next section illustrates how
regulators have tackled some of these challenges so far.

4. Emerging regulatory approaches

It comes as no surprise that regulators struggle not only to keep up but
also to maintain a unified and consistent approach while scrambling to
formulate a coherent regulatory response, given the speed of technological
advancement, novelty, complexity and the enormous potential of the
blockchain-based token economy. What emerges is a piecemeal approach
and a regulatory landscape in constant and fluid evolution. It is a major task
for regulators to develop a regulatory approach that adequately captures the
transition from the existing regulatory system built on the basis of bilateral

relationships to an increasingly distributed financial world of blockchain-
based tokenization [15]. Among the diverse array of regulatory initiatives,
statements and policymaking efforts, few prevailing approaches emerge.
Either current laws are applied to blockchain tokens, sometimes with
adjustments, including prohibitive modification and specific extensions, or
bespoke legal frameworks are enacted [16].

When applying an existing regulatory framework to blockchain-based
tokens, often the first regulatory step is to distinguish cryptoassets
deemed to be securities from other types of cryptoassets [7]. Guidance
and official statements are often issued clarifying whether and which
tokens atre included within the regulatory compliance regime applicable
to regulated financial markets. For example, the Australian Securities and
Investments Commission advised that the nature of the asset determines
whether it can be considered a financial product falling under the scope
of the Corporations Act 2001 and thus subject to several licencing and
regulatory compliance requirements on the part of issuers, intermediaries,
processes and exchanges [17]. Similarly, in Canada, the Ontario Securities
Commission issued a series of notices stating that most of the offerings
of tokens, including cryptocurrency offerings and utility token offerings,
such as ICOs and initial token offerings (ITO), involve a distribution of
securities — usually as investment contracts — and would be subject to
relevant regulatory requirements [18], [19]. Even when cryptoassets are
not in themselves securities or derivatives, platforms involved in trading
these assets might still be subject to securities legislation. Germany is an
example of a broad approach to the application of existing legislation
to cryptoassets, by recently adopting new rules which provide that
cryptoassets qualify as financial instruments. This means that trading and
custodian entities may requite a licence and banks and investment firms are
subject to specific regulatory requirements relating to financial services and
financial instruments. The new definition of cryptoassets is broad enough
to include utility tokens, investment tokens and payment tokens, as well as
hybrids [20]. The UK Financial Conduct Authority issued comprehensive
guidance on cryptoassets, which specified which participants involved
in activities relating to security tokens, or to tokens that constitute
e-money, or atre involved in payment services, should seck authorisation or
registration for carrying out a regulated activity [21]. Lithuania also opted
to follow this approach by issuing guidelines on ICOs and STOs (security
token offerings) stating that any digital asset akin to financial instruments
— such as security tokens — must comply with the applicable national
and EU regulatory regime [22], [23]. If the issued tokens grant the right
to participate in the company management process, receive part of the
company’s profit or income, receive interest, recover the funds invested
including through redemption of the tokens, or sell the tokens to another
person, they will most likely be considered security and need to follow
strict compliance requirements. In the United States, the Strategic Hub for
Innovation and Financial Technology of the US Securities and Exchange
Commission (SEC) published in 2019 two documents as guidance on
digital assets. In the No-Action Letter [24] SEC’s Division of Corporate
Finance has stated that no enforcement action would be recommended if
the tokens’ issuer relied on the counsel’s opinion that the tokens are not
securities. The second document, “Framework for ‘Investment Contract’
Analysis of Digital Assets,” [25] is intended as an analytical tool helping
to determine whether the security laws apply to the offer, sale or resale of
particular assets.

Application of the existing regulatory framework to certain cryptoassets
potentially leaves other categories of cryptoassets, such as utility
cryptoassets, outside the regulatory framework. It remains to be seen
whether this approach remains the prevailing tendency or whether the
regulators will develop bespoke and comprehensive regulatory solutions
as the technology matures and the increasing amount of real case studies
provide a valuable learning curve. Some jurisdictions have already
introduced such bespoke regulations. Liechtenstein is one of the first
countries to adopt a bespoke and comprehensive regulatory framework
dedicated to tokenization [206]. Liechtenstein’s unique and broad regulatory
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approach covers all applications of the token economy now and in the
future and not only the ones related to financial markets. Liechtenstein’s
regulators see the potential of the token economy’s ability to reproduce
the physical world in a digital dimension in a legally certain way. They
therefore focus on the two most important levels: the legal certainty of
representation of the physical world on a blockchain and the reliability
of service providers. In recognition of the vast spectrum of potential
applications for the token economy and the limitations of existing
definitions of cryptoassets, Liechtenstein regulators introduced a token
container model with the abstract construct of a token, being a new;,
independent legal object recognised under the law as representing all kinds
of rights. What is crucial in this model is that the creation of a token does
not create a new right, but only subjects an existing right “uploaded” into
the token to the storage and transfer rules of a blockchain network. To
ensure the synchronisation of the digital and real world, the disposal of the
token equals disposal of the right it represents.

Malta has also proved to be a very proactive jurisdiction in blockchain
regulation with its own bespoke legal and regulatory framework in
the form of three legal acts aimed at regulating blockchain technology,
cryptocurrencies and service providers. These are the Malta Digital
Innovation Authority Act, the Innovative Technology Arrangements and
Services Act and the Virtual Financial Assets Act (VFAA). The VFAA
is one of the first legislative acts in the word dedicated to regulating
cryptocurrencies by evaluating the features and rights attached to the
tokens through the “financial instruments test”. This classifies tokens into
virtual utility — non-exchangeable tokens, financial instruments, e-money
and virtual financial assets. The VFAA deals with all blockchain-based
assets. It also creates a bespoke regime for virtual financial assets which do
not fit under any other category of blockchain-based assets [27].

The state of Wyoming also stands out as a jurisdiction with a novel and
bespoke approach. It has passed 13 new acts to provide a comprehensive
and blockchain friendly legal framework and to support the blockchain
industry in its development. These include recognising direct property
rights in all types of digital assets and adopting effective negotiability
rules, which ensure digital token liquidity equal to that of money [28].
The state of Wyoming also created a fintech sandbox for up to 3 years to
encourage financial innovation [29]. It established a new state-chartered
depository for banking services for blockchain businesses [30]. In addition,
Wyoming’s new legislation created a new type of qualified digital asset
custodian. This will recognise direct ownership of digital assets and clients
will retain direct ownership of an asset, unlike in traditional securities
custody arrangements, where investors own the securities indirectly and are
subjected to the relationship with the custodian [28]. The legal proposition
of direct ownership under bailment (giving up only control over an asset)
of digital assets is truly an innovative and progressive solution [31].

Bermuda, Gibraltar, Mexico and Mauritius are other jurisdictions with
specific regulations aimed at cryptoassets and service providers.

At the other end of the spectrum are jurisdictions, like China, Taiwan,
Vietnam or Pakistan, for example, which have, to some extent, restricted
blockchain technology activities. China’s approach is particularly
interesting as it is not only evolving towards better acceptance of
blockchain technology, but it is characterised by a peculiar split attitude
towards cryptocurrencies and other applications of blockchain technology.
Individuals are not prevented from holding cryptocurrencies, but financial
institutions are prohibited from offering cryptocurrency related services,
making cryptocurrency tokens a grey legal area in China. In 2017, China
banned all ICOs and all cryptocurrency and token exchanges through
an “Announcement on Preventing ICOs Risks”. At the same time the
Central bank of China is moving towards launching their Central Bank
Digital Currency. In February 2019, China enacted a legal framework for
blockchain-based business (Blockchain Information Services Management
Regulation), setting out registration and monitoring obligations, reporting

obligations and obligations to provide records to authorities on demand.
The distinctiveness of this approach consists of blocking specific content
from blockchain networks through monitoring obligations and linking
users to blockchain content through real name registration requirements.
China has increasingly recognised the strategic importance and potential
of blockchain technology. President Xi Jinping encouraged accelerating
the development of blockchain technology as the core for innovation
[32]. In October 2019, China passed a cryptography law and, while still
banning cryptocurrency trading, the new law aims to answer regulatory and
legal challenges in commercial cryptography and encourage research and
development in the field and promotion of coherent blockchain industry
standards [33].

Given the wide spectrum of regulatory approaches to blockchain tokens
and mindful of cross border risks including money laundering, terrorism
finance, tax evasion and regulatory arbitrage, international bodies and
organisations have stepped in to address issues, assess regulatory gaps and
foster international collaboration on global standards for the blockchain-
based token economy.

After issuing a statement in March 2019, setting out high standards for
banks engaging in cryptoasset activities, the Basel Committee on Banking
Supervision published a discussion paper in December 2019 seeking views
on matters related to the regulatory treatment of cryptoassets. These were
intended to guide the design of a prudential treatment of banks’ exposures
to cryptoassets, including capital and liquidity requirements for high risk
exposures [2]. The Committee for Payments and Market Infrastructures
is mandated to promote the safety and efficiency of payments, clearing
and settlement arrangements to support financial stability. It has been
monitoring digital innovation and developing reports and working papers
on matters involving distributed ledger technologies [34]. It also closely
cooperates with the International Organization of Securities Commissions
(IOSCO). The IOSCO closely monitors the cryptoasset market to ensure
that risks, issues and key considerations are appropriate. In May 2019, the
IOSCO published a report on the issues, risks and considerations relating
to cryptoasset trading platforms, in which it defines three core objectives
of securities regulation relevant to cryptoassets: protection of investors,
fairness, efficiency and transparency of markets and reduction of systemic
risk [35]. The Financial Stability Board also closely observes cryptoassets
and monitors financial stability, regulatory implications and risks. It has
issued a report on financial stability and regulatory and governance
implications for decentralised financial technologies [36]. A number
of other international bodies participate in the debate about blockchain
technology and its implications for the financial system and the economy
in general. The Financial Action Task Force (FATF) expanded the scope of
its recommendations to broadly understand virtual assets and virtual assets
service providers, who are required to comply with anti-money laundering
and combating financial terrorism laws [37]. At the EU level, the Expert
Group on Regulatory Obstacles to Financial Innovation (ROFIEG)
published several recommendations for the regulation of distributed
financial networks and cryptoassets [38]. The ROFIEG recognised the
transformational potential of financial innovation and reaffirmed its
readiness to establish an accommodative regulatory framework, while
maintaining high standards of consumer protection, market integrity and
the stability of the EU financial system. It also noted the absence of clear
regulation on cryptoassets and distributed ledger technologies and the need
for immediate and bold action. Particular recommendations for distributed
financial networks and cryptoassets include the need to determine the
relationship between participants for regulatory and supervisory purposes,
ensure adequate applicability of terms and concepts, communicate
regulations to addressees and address issues of operational resilience,
exposure to cyber risks and systemic network failures. The ROFIEG
emphasises the urgent need to complement and complete existing legal
frameworks to address the lack of a common taxonomy for cryptoassets,
resolve fragmented national approaches and legislate relevant conflicts of
law, among other issues. Against the background of many international
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reports, notes, studies and recommendations, the European Union has now
taken the first step to assume its competence over cryptoassets by launching
a consultation on an EU regulatory framework [42]. The objective of the
consultation initiative is to provide clarity in relation to cryptoassets within
the EU regulatory framework and to lay down a regulatory framework for
those cryptoassets to which the existing regulations are not applicable. The
consultation is an example of an attempt to find a comprehensive approach
to all cryptoassets, those which fall under the existing financial regulations
regime (like security tokens) and those which are new to the system (like
utility tokens). The EU Commission aims to reduce the risk of regulatory
arbitrage, minimise legal barriers, uncertainties and compliance costs and
facilitate access to the market. The objective is to contribute to financial
stability and market integrity while fostering technological innovation.
The EU-wide regulatory framework would consolidate previous initiatives
and reports on the subject by various EU and international organisations,
standard setting bodies and industry stakeholders and provide much
needed harmonisation and clarity across the EU territory. The EU-wide
regulations could also provide a benchmark and standard for other regions
and could be the first step towards international convergence in regulatory
approaches to cryptoassets. The EU initiative illustrates that regulators are
starting to approach cryptoassets in a broad sense, analysing all facets of
this phenomenon and aiming to assess the whole cryptoasset ecosystem.

5. Conclusions

Designing an adequate regulatory framework for the blockchain-based
token economy is a major challenge. Embracing the potential of and
opportunities within blockchain tokenization while competently addressing
new risks and challenges at national levels and across jurisdictions is a
considerable task. So far, the technological developments of blockchain
tokenization have not undermined the current structure of financial
markets. They carry a promise of enormous opportunities for equity
issuance, capital raising, efficiency gains and improved liquidity. The
current broad array of regulations of blockchain-based cryptoassets and
related activities vary considerably across jurisdictions and aim at meeting
diverse policy objectives. When existing legal and regulatory frameworks
are applied, authorities issue guidance, clarifications and warnings to
market participants. Several jurisdictions have banned or restricted specific
cryptoasset activities, although attitudes towards blockchain technology are
evolving. Overall, more and more jurisdictions adopt a friendly regulatory
approach towards cryptoassets by enacting dedicated regulation or by
introducing various arrangements to promote blockchain technology,
like regulatory sandboxes, for example. Nevertheless, the resulting overall
picture is fragmented. This sketchy regulatory landscape is still far from
achieving much needed consistency and even further from international
harmonisation. Increasing disintermediation and decentralisation brought
by blockchain technology warrants a more encompassing approach to
regulation of the expanded financial ecosystem. The technology has
developed faster than regulators have been able to comprehend and cater for
so far. The emerging fragmentary and inconsistent regulatory approaches
illustrate this lag of the law behind the technology. There are a few more
dynamic and proactive jurisdictions like Liechtenstein and Malta, which
have designed leading and creative regulatory solutions for cryptoassets.
However, the vast majority of jurisdictions have a more reactive than
proactive approach, which is often limited to clarification, guidance or a
restrictive stance towards cryptoassets. Such regulatory discrepancies are
undesirable for a unique, borderless and fast developing phenomenon
like blockchain-powered cryptoassets. The risks to investors, established
financial systems and market integrity are increasing with the continuing
lack of adequate regulations. At the same time, opportunities can be missed
and innovations stifled in the regulatory void. There are, however, some
positive regulatory developments. Cryptoassets are no longer in obscure
marginal territory, rather their potential has been recognised and they are
firmly on the regulatory agenda. The EU regulatory initiative is an attempt
at a thorough and comprehensive regulatory assessment of cryptoassets
and can potentially represent a pivotal point for cryptoasset regulation.

The appropriate recommendation for regulators is to step up, learn from
those jurisdictions that have already competently responded and assist the
industry, mitigating risks while fostering innovation. Achieving this elusive
regulatory balance between embracing innovation and combating emerging
risks is a major and urgent regulatory challenge that requires determination
and international cooperation, since blockchain tokenization is designed
with little regard to jurisdictional borders.
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Abstract

Critical infrastructure sectors are increasingly adopting enterprise distributed ledgers (DLs) to host long-term assets, systems, and information that

is considered vital to an organization’s ability to operate without clear or public plans and strategies to migrate safely and timely to post-quantum

cryptography (PQC). A quantum computer (QC) compromised DL would allow eavesdropping, unauthorized client authentication, signed malware,

cloak-in encrypted session, a man-in-the-middle attack (MITM), forged documents, and emails. These attacks can lead to disruption of service,

damage of reputation and trust, injury to human life, and the loss of intellectual property, assets, regulated data, and global economic security. In

2018, Gartner revealed that a QC is a digital disruption that organizations may not be ready and prepared for, and CIOs may not see it coming.'
On September 18, 2019, IBM announced that the largest universal QC for commertcial use would be available in October 2019.> On October 23,

2019, Google officially announced “Quantum Supremacy,” “by performing a calculation in 200 seconds that would take a classical supercomputer

approximately 10,000 years.”® DL cyber resilience requires “reasonable” measures, policies, procedures, strategies, and risk management before large-

scale deployment. Cyber resilience implementations must be a critical component during the design and building phase, or during the initialization

phase. The most significant existing attack vector for enterprise DLs is the public key infrastructure (PKI), which is fundamental in securing the

Internet and enterprise DLs and is a core component of authentication, data confidentiality, and data and system integrity [1] [2]. Effectively

implementing and managing a quantum-resistant PKI solution requires adherence to PKI standards, industry requirements, potential government

mandates, certificate management policies, training personnel, and data recovery policies that currently do not exist. This research discusses security

risks in enterprise DL PKI, areas that can be compromised, and provides an idea of what should be in a PKI DL Risk Management Framework plan.

Keywords: 7oken economy, blockchain regulation, blockchain law, secunrities law, technology law

JEL Classifications: K20, K22, K23, K24, 031, 038, G2§

Despite the vast opportunities distributed ledger technologies (DLT) offer,
they suffer from challenges and limitations such as security and privacy,
compliance, and governance issues that have not yet been thoroughly
explored and addressed. There are many threats and numerous attack
vectors, such as phishing, malware, implementation, and technology.
While there are some studies on the security and privacy issues of DLT,
they lack a systematic examination of the security of these systems at
the fundamental level of digital signatures and public key infrastructure
(PKI) vulnerabilities. Vulnerabilities and weaknesses lead to the execution
of various security threats to the standard functionality of the distributed
ledger (DL) platforms. The rapid development and progress of quantum
computing technology are not considerations that CEOs and CIOs ate
correctly figuring in as a risk factor. Quantum computing poses global
security concerns because the technology will be able to hack into and
disrupt neatly all current information technologies. In this paper, the author
explores the attack surfaces in the open-source-permissioned blockchain
project Hyperledger Fabric and its potential exploits through social
engineering, malware, and cryptographic tactics. The attacks considered
are insider threats, certificate authority (CA) attacks, and private-key attacks
from quantum computers (QCs). The author will examine single points
of failure in Hyperledger Fabric’s membership service provider (MSP), or
PKI, which proves to be a centralizing aspect of a decentralized system
and a significant weakness of the permissioned blockchain network. Also,
the author presents a cyber-resilient framework as possible use in a hybrid
post-quantum-resistant enterprise PKI. Cyber resiliency is a feature that
must be in systems of the future, which, when implemented, will enable
the ability to anticipate, withstand, recover from, and adapt to adverse

conditions, stresses, and/or attacks. Both the global security risks and the
economic benefits necessitate building in cyber resilience.

Digital Currency and Blockchains under Attack

In 2018 alone, $1 billion in cryptocurrency was hacked from exchanges,’
approximately $2.7 million stolen per day, or $1,860 each minute. Upbit
is the seventh major crypto exchange hack of 2019 so far.> Upbit is the
largest victim of hacking to date, after losing $49 million at 9:00 UTC on
November 26, 2019. The exchange stated that an “abnormal transaction”
resulted in a 342,000 ether loss in a few minutes. Some of the most notable
attacks occurred in June 2011, when a hacker was able to exfiltrate Mt.
Gox’s auditor’s credentials and transferred 2,609 bitcoins (BTCs) to an
address for which Mt. Gox had no keys. The second attack occurred in
2014, resulting in 750,000 BTCs ($350 million) stolen from the exchange,
and Mt. Gox halted operations and filed for bankruptcy. The Bitfloor
bitcoin exchange was hacked in 2012 when hackers were able to retrieve
unencrypted private keys that were kept online for backups. The amount
stolen was 24,000 BTCs. Poloniex was hacked in 2014 and only stated it
“has lost 12.3% of its total bitcoin supply in an attack.” The exchange also
explained that “the hacker found a flaw in his site’s code that processes
withdrawals, and made multiple simultaneous withdrawals,” and the system
did not respond to this error. The major problem was a coding error, and
“the auditing and security features were not explicitly looking for negative
balances.”® On January 4, 2015, Bitstamp announced that an anonymous
hacker hacked it, and 19,000 BTCs (worth $5 million) were lost. In 2016,
Bitfinex breached and claimed 120,000 BTCs (worth $72 million) hacked.

The JBBA | Volume 3 | Issuel | May 2020

35



"*JBBA

The attackers exploited a vulnerability in the multi-sig wallet architecture
of Bitfinex and BitGo.” On May 7, 2019, Binance was hacked, losing more
than 7,000 BTCs ($40 million). Binance announced that they discovered
a large-scale security breach on May 7, 2019. The attackers were able
to obtain user Application Orograming Interface (API) keys and 2FA
codes. The attackers used techniques such as phishing, viruses, and other
attacks, and the hackers were able to withdraw 7,000 BTCs from this one
transaction.

Distributed Ledger Growth in Critical Infrastructure

Recent forecasts indicate that global blockchain technology revenues will
experience rapid growth in the coming years, with the market expected
to rise to over $60 billion worldwide in size by 2024. The financial sector
is currently the largest investor in blockchain, with over 60% of the
technology’s market value concentrated in this field.® However, global
enterprises are increasingly adopting DLT and are hosting critical assets
and critical infrastructure in a hostile, organized, sophisticated, and
well-resourced cyber threat environment. As an example, the Energy
Web Foundation (EWF) is a global organization that uses blockchain
technology in the energy sector, with offices in Switzerland, Germany, and
the United States. EWF launched the Energy Web Chain, in June 2019,
and advertised “the world’s first public, open-source, enterprise-grade
blockchain tailored to the energy sector”” On December 12, 2019, the
U.S. President’s National Infrastructure Advisory Council published draft
findings on the urgent cyber risks in the most critical and highly targeted
private infrastructures and called for bold action.”” The report indicated
that escalating cyber risks to critical infrastructures present an existential
threat to the continuity of government, economic stability, social order,
and national security. Global governments and enterprises adopting DL
are on the front lines of a cyberwar; they are ill-equipped to win against
organized cybercriminals and nation-states intent on hacking, robbing,
disrupting or destroying critical assets.

DLT Complexity

There are more than 30 known DL attack vectors in the categories of
network, wallet, mining, double spending, and smart contracts and these
attack can be phishing and social engineering, DNS hijacking, exchange
hacks, 51% attacks, software flaws, and other types that can be malware
and crypotjacking, and other traditional attacks that affect systems that
connect to a blockchain [3]. The zero-day vulnerabilities cannot be
quantified but must be considered as potential vulnerabilities that will be
discovered and exploited. DLT consist of the integration of networked
cryptography, fault-tolerance, and distributed consensus. Each of these
topics is complicated, intricate and has many known vulnerabilities and
weaknesses that are not well-understood by those who lack the technical
background in these topics. Also, as with any complicated technology,
there are always zero-day vulnerabilities yet to be discovered and made
public. The combined technologies used to form DLT dramatically
increase the vulnerabilities, threats, and weaknesses. This complexity, along
with the intricacies of its ecosystem (wallets, exchanges, sidechains, mining
pools, enterprise consortiums), requires a formal and logical framework
to address issues systematically and mitigate them to make DLT resilient.

The Quantum Computer Threat

Google’s “quantum supremacy” announcement means that QCs can
process and solve massive computational problems that exceed the
capabilities of current supercomputers and threatens DL cryptography.
Complex mathematical problems are the foundation in which much of
today’s cryptography is based, including PKI and DL. DLT and PKI use
asymmetric digital signature schemes for private and public-key generation,
signing, verification of digital signatures, and QCs break and all of these
functions. This public-key cryptography is in email, web browsing,
encrypted storage, banking, virtual private networks, communications,

critical infrastructures, and much of the Internet [2]. It would be
exceptionally naive to think that covert research and development in
“quantum supremacy” is not among the highest priorities of organized
groups and nation-states around the planet. Further, it would follow that
classified programs seeck to protect actual capabilities, or there would not
be a need for secrecy. Also, a QC attack could be difficult to detect because
the attacker would derive the private key from the available public key, and
with the private key, a hacker will have free and absolute access [4].

Impact of Compromised PKI Private Keys

PKI is the backbone of today’s enterprise blockchain, DL, network, and
internet security. Figure 1 is a depiction of Hyperledger Fabric’s Managed
Service Provider (MSP) services, which is essentially an abstraction of PKI
for enterprise blockchains. Cyber resilience is methods and procedures that
aid in preventing adversarial access to systems housing critical data while
ensuring the integrity of data, despite the presence of the adversary on
the network and being resilient to the adversary’s efforts to manipulate
data. DI must assume the existence of adversaries in the network and be
capable of nullifying adversarial strategies by harnessing the computational
capabilities of the honest nodes, and the information exchanged is resilient
to manipulation and destruction [5].

Network DL private keys are the credentials and the means of authorizing
transactions, which, if compromised, will make all assets controlled or
secured by the keys freely available to an adversary. The private keys enable
and allow the attacker(s) to capture information, passwords, compromise
CAs, certificate forgeries, obtain other private keys, derive other private
keys, hijack private keys, and forge validations. The attacks and risks
associated with these malicious acts allow forged documents and emails,
signed malware, unauthorized clients, eavesdropping, and man-in-the-
middle (MITM) attacks. The impact of these activities can result in the loss
of personally identifiable information (PII), protected health information
(PHI), intellectual property (IP), reputation, assets, crippled operations,
and human life.

Hach MSP is in a folder with various subfolders containing the administrator
certificate(s), root CA certificates, the node’s private key, the node’s X.509
certificate, and other optional inclusions. An X.509 PKI infrastructure
is a security architecture or format used in intranets, networks, and the
Internet. Its cryptographic mechanisms support functions such as email,
server authentication, signature generation, and validation. Specifications
such as the secure multipurpose internet mail extensions (S/MIME)
and transport layer security (TLS) also rely on this standard. The MSP
is used to link identities, public-keys, and CAs; it acts as the primary
trusted authority and uses digital signature algorithms to sign certificates
of trust. Key security considerations include the ability of untrusted or
unauthorized persons to participate in the network and the strength of the
bit security of the encryption protocols [2]. Administrative duties include
providing access and permissions for the entire blockchain network and
are thus a single point of centralization. Each participant on the network
is assigned a digital certificate that assures they are whom they say they are
and defines the levels of access and permissions. These administrators set
the permissions along with a digital certificate; each participant is assigned
what Fabric labels a digital signature or the private key half of a public-/
private-key pair. These keys sign off on transactions and endorsements to
ensure and retain the integrity of the blockchain [6].

In the case of an insider threat such as a rogue administrator, the holder of
the administrator certificate(s) is not to be trusted and has free rein over
the blockchain. Administrative controls such as adding or revoking access,
adding identities to the Certificate Revocation List (CRL), MSP validation
of CAs, and manipulating the access a given identity has to the blockchain
network are all managed solely by the administrator. Digital certificates
and identities are crucial to the operation of the MSP. Cryptogen, a utility
for generating Hyperledger Fabric key material, provides a means of
preconfiguring a network for testing, and produces all private keys in one
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Figure 1. MSP Architecture. Source: Hyperledger Fabric.

centralized location, and it is then up to the user to adequately and safely
copy them to appropriate hosts and containers. Allowing new users to
decide key management best practices and the lack of standard procedures
can easily lead to private-key leakage attacks. Private-key leakage is possible
because each participant can choose to store and protect their private key
in any way the member determines; there need to be key management best
practices for all members [6].

An outside attacker obtaining private key(s) could lead to any number of
attacks. As private-key leakage attacks provide potential unlimited access
to the blockchain and open the possibility for any number of secondary
attacks, they are one of the greatest threats to the MSP. The leakage of

private keys or a successful quantum computing attack could further lead
to more severe attacks, such as MITM attacks, replay attacks, message
tampering attacks, and identity leakage attacks [6]. Figure 2 illustrates the
weaknesses, threats, and risks of a compromised MSP or PKI in enterprise
blockchains. A further shortcoming of CAs in Hyperledger Fabric is in
the way it is implemented in the MSP. The MSP requites at least one root
CA and can support as many root and intermediate CAs as desired. If the
root CA certificate or implementation were attacked, all certificates leading
back to the root certificate are compromised. Successful attacks on the
MSP, which controls the membership of the blockchain runs on, would
be detrimental to the security of the entire enterprise, resulting in falsified
identities and more.

Anatomy of an Attack — Distributed Ledger PKI Kill Chain
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Figure 2. Distributed Ledger Kill Chain.
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Anatomy of a Critical Infrastructure Attack Scenario Using
Hyperledger Fabric

The following is a hypothetical critical infrastructure attack scenario on an
energy plant X using enterprise blockchains such as Hyperledger Fabric
and the newly discovered Russian-linked malware, which infects safety
instrumented systems (SIS), called Triton. The SIS are automated safety
defense systems for industrial facilities, responsible for stopping plant
operations in the event of an emergency and are designed to prevent
equipment failure and catastrophic incidents such as explosions or fire.
FireEye has linked Triton to the Russian state-sponsored hackers."!

Quantum Computing Attack Scenario

The hackers are equipped with QCs capable of cracking today’s standard
PKI cryptography started by researching and gathering information about
energy plant X. They looked for network ranges, IP addresses, and domain
names. Furthermore, the hackers also searched for email addresses of key
players in the organization, such as CFOs, IT professionals, and CTOs.
After getting access to the network, the hackers proceeded to infiltrate the
organization’s network. Once the private keys were derived or obtained,
the hackers accessed the entire network and went through the system
silently. The attackers, armed with private keys, quickly gained remote
access to an SIS engineering workstation and deployed the Triton attack
framework. Immediately they started to reprogram the SIS controllers as
the infection entered the SIS workstation and system via remote access.
Also, the malware compromised the target system’s logic controllers,
exploiting “zero-day” vulnerabilities and software weaknesses that have
not been identified by security experts.

The attackers reprogrammed the SIS to allow an unsafe condition while
using the distributed control system (DCS), which allows attackers the
ability to monitor and control an industrial process remotely and to cause
fires and explosions. The result is that the attackers manipulated the
process into an unsafe state from the DCS while preventing the SIS from
functioning appropriately and giving false feedback to panel safety controls
until it is too late to react. The attackers were able to exploit the weaknesses,
vulnerabilities, and risks contained in the current enterprise architecture
PKI technology and caused explosions and fires that destroyed the plant
and caused the release of lethal gas and radioactive clouds causing massive
injuries and loss of human life.

During the incident, none of the SIS controllers entered a visible failed
safe state, which provided false safety readings and allowed the industrial
process to continue under unsafe and dangerous conditions. The false
readings prevented any investigation that would have alerted authorities
and initiated an investigation. The attackers employed multiple techniques
to conceal their activities and to deter digital forensic investigation of
their tools and activities. They renamed the most typical and useful files
to make them look legitimate like Microsoft update files or a legitimate
Schneider Electric application; they also used hacker tools to mimic
legitimate administrator activities.'? The attackers were able to detive the
private keys of critical personnel, including safety monitors, and took
total control of energy plant X. They gained complete control of SIS
and caused dangerous processes to go unnoticed by sending false data to
the safety control panels. The panels showed normal readings when the
actual condition was increasingly hazardous. This control of the SIS and
the extreme safety condition continued until it was too late, and it caused
many explosions and the destruction of the plant and release of lethal and
toxic clouds.

Urgent Need for Risk Management Framework for Distributed
Ledger Systems

There is a pressing need to strengthen further the DL information systems,
component products, and adopted services in critical infrastructures and

enterprise sectors. It is essential that those systems, products, and services
are sufficiently trustworthy throughout the system development life cycle
and can provide the necessary resilience to support the economic and
security interests of the enterprise. Cyber resiliency can be for system
clements, systems, missions or business functions, and the system-
of-systems which support those functions, organizations, sectors, or
transnational missions/business functions. Nation-states and other well-
resourced adversaries have intensified their efforts to infiltrate and gain
control of enterprise networks and critical infrastructures, such as financial
services and energy and if successful, these could impact the continuity of
government, public safety, economic stability, and national security. Global
enterprises are on the front lines of a cyberwar; they are ill-equipped to fully
understand, thwart, or counter against nation-states’ intent upon disrupting
and destroying critical infrastructure. Cyber resilient DL systems require
developing an integrated approach to building trustworthy systems. The
author has modified SP 800-37 Rev. 2 guidelines and recommended steps
to help build a more defensible information technology infrastructure,
including the component products, systems, and services [7]. Systems
security engineers must apply the necessary security measures that assure
the system can withstand cyber faults, failures, and attacks.

Mitigating Cyberattacks on Permissioned DLTs

While no known technology, method, or procedure can categorically
prevent cyberattacks, some steps and procedures can be put in place to
mitigate attacks. The architecture, deployment, and operation impact the
network’s cybersecurity risks and determine the controls that are best able
to reduce those risks. Mitigating considerations include the number and
types of participants in the system; unauthorized persons to access the
network; the design and sturdiness of the consensus validation rules and
processes; the strength of the encryption protocols and the sensitivity of
the data or transactions recorded in the ledger; and the ability to correct
fraudulent, malicious, or erroneous files or data. At a high level, Figure 3
represents cybersecurity principles and controls of best practices that can
be implemented on compromised CA, MSP, public keys, or private keys.
These principles and controls include access controls, threat modeling,
systems, and procedures to detect actual and attempted attacks or intrusions
and risk management practices. The most important contribution this
modified framework offers is the ability to adapt, survive, and continue
operations with minimum disruption and loss. This framework can be used
in building, deploying, and operating DL systems and outlines logical step-
by-step procedures needed for cyber resiliency.

Resources Needed for Incident Response

Cyber resilient DL systems must have a business continuity planning
(BCP) that delineates the organizations use of strategies, procedures,
technical measures, and plans necessary for the recovery of lost data,
operations, and systems in the event of a business disruption. The
BCP includes a management plan, data backup plan, disaster recovery
plan, and an emergency mode operation plan. The plans must consist
of roles, responsibilities, and communication strategies in the event
of a compromise or disaster, including notification of relevant external
partners. Data backup plan is required to establish necessary procedures to
ensure the maintenance and retrieval of exact copies of stored regulated
data. The disaster recovery plan creates procedures and processes that will
assist the restoration of any lost data in case of disaster, system failure, or
cyberattacks. This plan is crucial, especially in the case of a cyberattack
that may disrupt access to such data for an extended period. This will also
require creating an inventory of all the sensitive data and systems that will
be necessary for the restoration of an enterprise’s activities. The emergency
mode operation plan is used to ensure the continuity of an enterprise’s
operations while protecting critical assets and regulated data. This
operation plan assists an organization in resuming its normal operations in
the event of a disaster, emergency, system failure, or cyberattack. The plans
should be tested and revised as necessary to ensure that the procedures
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Figure 3. Distributed Ledger Risk Management Framework.

put in place are effective. The main goal should be periodic testing of
written contingency plans to identify weaknesses and making necessary
revisions on the documentation. Figure 3 outlines the primary phase in the
Distributed Ledger Risk Management Framework.

The Distributed Ledger Risk Management Framework starts with Step 1,
analyzing the organizational architecture documents and reference materials
external to the enterprise. This step is in the context of determining the
criticality of the information and system according to potential worst-
case, adverse impact on the organization, mission/business functions,
and the system. These documents include policy and procedures, data
regulating requirements, and laws for protected data such as the General
Data Protection Regulation (GDPR) Health Insurance Portability and
Accountability Act (HIPAA), Financial Industry Regulatory Authority
(FINRA). In this phase, the business processes, objectives, and goals must
align with the overall platform design and performance. Selecting security
controls in Step 2 is based upon the output of Step 1, which builds the
baseline using categorization. Step 2 specifies a minimum baseline of
security controls for countermeasures prescribed for the system designed
to ensure the integrity, confidentiality, and availability of its information and
to meet a set of defined requirements. Step 3 implements security controls
within the enterprise architecture and systems using solid system security
engineering practices. Step 4 determines security effectiveness—assessing
whether the controls are implemented correctly, operating as intended,
and meeting the security requirements for the system and environment
of operation. Step 5 involves a documented independent assessment of
security controls, and this information is promulgated to all stakeholders
to ensure everyone understands the configuration changes and its potential
impact on operations and business. The authorizing official (AO) examines
the output of the security controls evaluation to determine whether or not
the risk is acceptable. Step 6 monitors security controls for effectiveness
and includes a communication or feedback loop that goes back to Step
1. Continually monitoring the controls applied for the system and its
ccosystem of operation for changes, indications of attack, and so on may
affect regulation and reassess control effectiveness.

Cyber Resilient Distributed Ledger Systems and NIST Post-
quantum Project

Google’s surprise announcement of quantum supremacy is a warning
to all that quantum computing advances are not predictable. Cyber
resiliency requires the ability to react quickly to cryptographic threats by
implementing alternative methods of encryption. Specifically, it requires
the ability to respond to incidents, has an inventory of all certification
and cryptographic keys from all issuing authorities, and is capable of
quickly migrating the PKI to new post-quantum resistant PKI algorithms.
National Institute of Standards and Technology (NIST) is in the process
of choosing one or more public-key cryptographic algorithms through
a public competition-like process. The latest public-key cryptography
standards will specify one or more additional digital signature and public-
key encryption algorithms. These algorithms will likely be capable of
protecting sensitive information well into the foreseeable future, including
after the advent of QCs. NIST has down-selected a group of potential
cryptographic algorithms—down to a bracket of 26. These algorithms
are the ones that NIST mathematicians and computer scientists consider
to be the strongest candidates. The 9 second round candidates for digital
signatures are CRYSTALS-DILITHIUM, FALCON, GeMSS, LUOV,
MQDSS, Picnic, gTESLA, Rainbow, and SPHINCS+". While NIST does
not expect to formalize new post-quantum cryptography (PQC) standards
until the 2022-2024 time frame," the enterprises cannot afford to wait.
The time is now to begin independent testing and evaluation of the most
promising NIST candidate algorithms toward migration and replacement.
The path to a successful migration is lengthy and complicated.

Recommendations

It is of note that this research does not specify any of the NIST
second-round candidate algorithms will be a straightforward “drop-in
replacement”; it may need additional NIST rounds and years of follow-
on research, analysis, and testing for a suitable “drop-in replacement”
to be identified or developed. Therefore, the author believes that now is
the time to test possible near-term “Hybrid Quantum Resistant Classical
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Public Key Infrastructure,” a solution with an aim of secking reductions in
public-key size as one of the most significant parameters. It is the public
key that is exposed and used the most in today’s PKI systems, and it is
possible to modify the X.509 certificate standard to accommodate new
PQC algorithms, which would only provide the public key that would be
much more resistant to implementation and quantum computing attacks.
Additional research is needed on approaches to introducing new PQC
algorithms (e.g., hybrids) within live systems that must remain interoperable
with other systems during the period of industry migration. This includes
such areas as penetration testing, formal testing, formal modeling,
automated tools, and approaching transition in complex infrastructures.
There is a critical need for research to understand and quantify the
implications of replacing today’s public cryptography algorithms.

Conclusion

Google’s surprise announcement of quantum supremacy is a notice
to all that quantum computing advances cannot be perfectly projected.
Quantum computing attacks can lead to disruption of service, damage
of reputation and trust, injury to human life, and the loss of intellectual
property, assets, regulated data, and global economic security. PQC-safe
algorithms generally have higher computation, memory, storage, and
communication requirements; research and prototyping are needed to
understand performance, security, and implementation. In this paper,
the author explored the attack surfaces in open-source permissioned
blockchain project Hyperledger Fabric and its potential exploits through
social engineering, malware, and cryptographic tactics. Despite the vast
opportunities DLT offer, they suffer from challenges and limitations such
as security and privacy, compliance and governance issues. The author
examined single points of failure in Hyperledger Fabric’s MSP, or PKI,
which prove to be a centralizing aspect of a decentralized system and a
significant weakness of the permissioned blockchain network. Further
research is required on policy, process, and people. Global enterprises are
increasingly adopting DLT and are hosting critical assets and infrastructure
in a hostile, organized, sophisticated, and well-resourced cyber threat
environment. As an example, EWF is a global organization that uses open-
source blockchain technology in the energy sector without clear or public
plans and strategies to migrate safely and timely to PQC. There is a pressing
need to further strengthen the critical infrastructures and enterprise sectors
and adopted DL information systems, component products, and services.
It is essential that those systems, products, and services are sufficiently
trustworthy throughout the system development life cycle and can provide
the necessary resilience to support the economic and security interests of
the enterprise.

References

[1] R. Campbell, "Evaluation of Post-Quantum Distributed 1edger Cryptography,”
2019. [Online]. Available: hitps:/ [ jbba.scholasticahq.com/ article/ 767 9-evaluation-
of-post-quantum-distributed-ledger-cryptography. [Accessed 21 9 2019].

[2] R. Campbell, "Transitioning to a Hyperledger Fabric Quantum-Resistant Classical
Hybrid Public Key Infrastructure,” 31 July 2019. [Online]. Available: https://
Jjbba.scholasticahq.com/ article] 9902-transitioning-to-a-hyperledger-fabric-gnantum-
resistant-classical-hybrid-public-key-infrastructure. [Accessed 21 September 2019).

[3] H. Chen, M. Pendleton, 1.. Njilla and S. Xu, " A Survey on Etherenm Systens
Security' 13 August 2019. [Online]. Available: https:/ | arxiv.org/ pdf] 1908.04507.
[Accessed 7 1 2020).

[4] A. Majot and R. V. Yampolsksy, "Global catastrophic risk and security
implications of quantum computers,” Futures, vol. 72, no., pp. 17-26, 2015.

[3] 8. Bagheri and G. Ridley, ""Organisational cyber resilience: research opportunities,”
2017. [Online]. Available: https:/ | eprints.utas.edn.an/ 25820. [Accessed 7 9 2019).
[6] A. Davenport, X. Liang, and S. Shetty, " Attack Surface Analysis of Permissioned
Blockchain Platforms," September 2018. [Online]. Available: https:/ | par.nsf.gov/
servlets/ purl/ 10083311, [Accessed 8 1 2020).

[7] J. T. Force, "Risk Management Framework for Information Systems and
Organizations: A System Life Cycle Approach for Security and Privacy," December

2018.  [Online]. Available: https:/ | esre.nist.gov/ publications/ detail/ sp/ 800-37/
rev-2/ final. [Accessed 8 1 2020)].

[8] V. Lynbashevsky, T. Giineysu, T. Poppelmann, and D. Steblé, ""Post-Quantum
Cryptography - Round 2 Submiissions,” 30 March 2019. [Online]. Available: hitps:/ |
esre.nist.gov/ projects/ post-quantunm-cryptography/ round-2-submissions. [Accessed 14
January 2020).

! Gartner Reveals Seven Digital Disruptions CIOs May Not See Coming:
https://www.gartner.com/en/newsroom/press-releases/2018-10-17-
gartner-reveals-seven-digital-disruptions-cios-may-not-see-coming

2IBM’s new 53-qubit quantum computer is the most powerful machine
you can use: https://www.technologyreview.com/f/614346/ibms-new-
53-qubit-quantum-computer-is-the-most-powerful-machine-you-can-use/

> Quantum Supremacy Using a Programmable Superconducting Processor:
https://ai.googleblog.com/2019/10/quantum-supremacy-using-
programmable.html

* How Hackers Stole $1B From Cryptocurrency Exchanges In 2018:
https:/ /www.forbes.com/sites/daveywinder/2018/12/31/how-hackers-
stole-1b-from-cryptocurrency-exchanges-in-2018/#7066025¢4d87

®> Upbit Is the Seventh Major Crypto Exchange Hack of 2019:
https:/ /www.coindesk.com/upbit-is-the-sixth-major-crypto-exchange-
hack-of-2019

¢ Yet another exchange hacked: Poloniex loses around $50,000 in bitcoin:
https://arstechnica.com/information-technology/2014/03 /yet-another-
exchange-hacked-poloniex-loses-around-50000-in-bitcoin/

"'The Binance Hack:
https://medium.com/coinmonks/ the-attack-on-binance-eba46700¢cef6

8 Blockchain Market Shares, Market Strategies, and Market Forecasts,
2018-2024:
https://www.ibm.com/downloads/cas/PPRRI83X

? The Energy Web is unleashing blockchain’s potential in the energy sector:
https://www.enetgyweb.org/

" NIAC TRANSFORMING THE US. CYBER THREAT
PARTNERSHIP DRAFT REPORT:
https://www.cisa.gov/publication/niac-transforming-us-cyber-threat-
partnership-draft-report

" TRITON Attribution: Russian Government-Owned Lab Most Likely
Built Custom Intrusion Tools for TRITON Attackers: https://www.
fireeye.com/blog/threat-research/2018/10/triton-attribution-russian-
government-owned-lab-most-likely-built-tools.html

12SAS 2019: Triton ICS Malware Hits A Second Victim: https://threatpost.
com/triton-ics-malware-second-victim /143658 /

B3 PQC Standardization Process: Second Round Candidate Announcement:
https:/ /csre.nist.gov/news/2019/pqe-standardization-process-2nd-
round-candidates

" Post-Quantum Cryptography: Workshops and Timeline: https://
csre.nist.gov/Projects/Post-Quantum-Cryptography/Workshops-and-
Timeline

The JBBA | Volume 3 | Issuel | May 2020

40

") BBA

Competing Interests:
None declared.

Ethical approval:
Not applicable.

Author’s contribution:
Robert E. Campbell, Sr. designed and coordinated this research and prepared the
manuscript in entiret).

Funding:
None declared.

Acknowledgements:
Robert E. Campbell, Sr. would like to thank Dr. lan McAndrew,
Dean of Doctoral Programs.

The JBBA | Volume 3 | Issuel | May 2020

41



"*JBBA

PEER-REVIEWED RESEARCH

Crypto Governance:

8 OPEN ACCESS
ISSN Print: 2516-3949
https://doi.org/10.31585 /jbba-3-1-(4)2020

Analysing and Comparing Crypto Assets Trading Platforms

Sabino Correa
London Business School, LLondon, UK
Correspondence: scorrea.sln2019@london.edu

Received: 30 October 2019  Accepted: 24 January 2020 Published: 18 February 2020

Abstract

The annualised volume of Crypto Exchange markets reaches the trillion dollars threshold. Due to the dispersed and decentralised nature of this

market, in which each Crypto Asset trading platform works as an independent dark pool, official statistics is unavailable and there is little private

research data. The objective of this paper is to present a brief overview of the global Crypto Exchange market, providing an inventory of the

available Crypto Exchanges as of the end of 2018, and compare the most relevant in both quantitative and qualitative terms. From a sample

representing 99% of a daily global market share, measured by trading volume, a Key Performance Indicator system is proposed and tested to

evaluate the level of corporate governance (or ‘crypto governance’) observed at each Crypto Exchange. The outputs are compared with average

fees and individual market shares. The results obtained from market data provide evidence that most of the volume is traded at Crypto Exchanges

with lower governance scores, while those ranked with higher governance scores charge, on average, higher trading fees.

Keywords: Crypto Exchanges, Crypto Governance, Crypto Currencies, Blockchain, Crypto Finance, Crypto Assets
JEL Classifications: D04, F02, F03, F04, F06, GO1, G02, GO3, O03, P02, P04

1. Introduction

The market structure of Crypto Assets operates through, mostly
unregulated, private trading platforms. These enterprises are predominantly
run by tech entreprencurs, although there are also some Venture Capital
and Private Equity initiatives in the sector. Despite the controversy
regarding the use of the term ‘Exchange’ [1], this terminology is widely
used by participants in this market. Therefore, the term ‘Crypto Exchange’
will be adopted by this paper to refer to any kind of business, whether
locally regulated or unregulated, that trades, or promotes the trading of,
Crypto Assets. Currently, a comprehensive regulation framework for
Crypto Exchanges does not exist, which means that only a small fraction of
participants in the market are able to present accurate information about
being licensed by local financial authorities.

1.1. Sources of information

Normally, consolidated reports from local authorities provide an updated
list of active institutions or market statistics, for instance this information
on banks and brokers is available through each country’s central bank
and the local securities’ commission database, respectively. Due to the
decentralised nature of the Crypto Exchange market, there are no
comparable information services. Nor is there an international institution
similar to the Bank of International Settlements (BIS), which compiles
data from countries worldwide into periodic reports or online services,
opening a window on traditional worldwide banking activity. Thus, the
assessment of global crypto market data requires an independent research
on its own, a task which falls within the scope and aims of this paper.
Therefore, information must be compiled from independent sources and
overlaps purged, yet this exercise does present challenges. The deficiency
of standardised information in this sector is reflected in the many different
providers of information who use similar denominations but produce
diverse results.

At the end of 2018, the website bitcoin.org, which is the closest available
equivalent of an official source of information, listed 72 exchanges, by

contrast, bitcoinwiki.org listed 219, Wikipedia listed 49 and List.Wiki
listed 136. Major private resources also display inconsistent findings, for
example, at the end of 2018, Howtobuybitcoin.info listed 110 exchanges,
the CryptoCompare platform listed 185 exchanges and CoinMarketCap
listed 229. These numbers are summarised in Table 1, and, after purging
overlaps, the total number of Crypto Exchanges amounts to 473 worldwide.

Table 1. Summary of Global Crypto Exchanges
Information Sources

Source Nr. URL:

Bitcoin.org 72 | https:/ /bitcoin.org/en/exchanges

Bitcoin.org https:/ /en.bitcoinwiki.org/wiki/Cryptocurrency_

wiki 219 | exchanges_list
https://en.wikipedia.org/wiki/List_of_bitcoin_

Wikipedia 49 | companies

list.wiki 136 | https://list.wiki/Cryptocurrency_Exchanges

How to Buy

Bitcoin 110 | https://howtobuybitcoins.info/#!/

CryptoCompar

e 185 | https://www.ctyptocompare.com/

Coinmarketcap

com 229 | https:/ /coinmarketcap.com/rankings/exchanges/

Net Number | 473 I (Total after purging overlaps)

As the market matures over the following years, consolidation of the vast
number of exchanges is expected. Signals for this trend are already evident.
Amongst the gross data set there were 81 extinct Crypto Exchanges and 8
that have undergone M&A processes.

A proper comparison of the substantial number of members would
require some prior level of categorisation, which is a proposal examined
in Section 1.2.
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1.2. Categories of Exchanges

Although a taxonomic definition is beyond the scope of this paper, some
conceptual aspects regarding the different structures of Crypto Exchanges
should be highlighted. A formal definition would be difficult to achieve in
an innovative and constantly mutating environment, but there is latitude
to recognise the main concepts and qualities within the market. Therefore,
four main types of Crypto Exchanges are proposed:

. Regular Crypto Exchanges: These exchanges resemble the
traditional stocks of FX brokers, receiving Fiat currencies
(money), or the tradable asset itself (Crypto Assets), allowing
individuals to trade and withdraw as Fiat or Crypto afterward.
The first kind of transaction is usually known as ‘Crypto to
Fiat’, and the second as ‘Crypto to Crypto’. Those exchanges
work as a traditional business, having a controller, administrator,
registry, physical office and jurisdiction.

Examples of this type of regular Crypto Exchanges include
OKEx, Binance, Coinbase and Bitstamp.

. Decentralised Crypto Exchanges: These are exchanges which
the transactions are not performed at a single place — just like
the very concept of blockchain, the transactions are distributed
along the internet. In contrast to regular Crypto Exchanges,
decentralised Crypto Exchanges can work without a traditional
business framework because it is possible to implement them
with neither formal registry, physical office nor jurisdiction.

Examples of this type of decentralised Crypto Exchanges include IDEX,
Alcoin.io and Bisq.

. Peer-to-Peer (P2P) Crypto Exchanges: These are platforms
that provide the information and means for two parties (the
seller and the buyer) to transact directly with each other. A
parallel can be drawn with the role that eBay plays between
individuals trading goods.

Examples of this type of P2P Crypto Exchanges include Localbitcoins.
com and Paxful.

. Conversion Platforms: These are available as apps that provide
a similar service to that offered by regular ‘Crypto to Crypto’
Exchanges and perform the same task, while converting one
digital asset into another. In spite of that, they are not formally
actual regular Crypto Exchanges as they use much
straightforward processes, without the requirement of opening
an account prior to engaging into the first transaction. Some of
those conversion platforms allow customers to use their services
directly from and into their digital wallets.

Examples of conversion platforms include Shapeshift and Conswitch.io.
The scope of this work is limited to the assessment of regular Crypto
Exchanges, as defined here. The portal coinmarketcap.com acts as
the source of information for trading volumes and market share. The
information used was downloaded January 1, 2019, and represents
worldwide transactions recorded during the preceding 24-hour trading, All
the quantitative analysis in this work only uses data for spot transactions. It
avoids markets with no fees or transaction mining because they are more
susceptible to irregular price support and price manipulation practices
using US dollar proxies (e.g. USDT) [2].

The assessment of data for each Crypto Exchange cites the source of
information as the one available on the website of each Crypto Exchange.
Collateral or indirect sources of information (e.g. Wikipedia, Press or
independent reviews) are not considered.

2. Academic Overview of Crypto Markets

Academic interest in cryptocurrency governance has increased. Studies
range from the market structure [4], to financial networks [5] and legal
aspects [6] or risks [7]. Yet, there is a scarcity of research regarding the
assessment of Crypto Exchange governance. Academic evidence suggests
that a significant portion of users approach digital currencies because they
want to participate in an alternative investment vehicle [3]. As pointed
out by Béhme et al., Crypto Exchange trading activities work much like
traditional financial markets [8].

Nevertheless, most of the crypto adopters do not seem to exercise the
same level of caution found in other types of commercial dealing,

Many of the top ranked exchanges (by trading volume activity) do not fulfil
the most basic governance requirements for safeguarding the interests of
consumers and investors, such as the identification of company name,
address or the country where it is based. This paper proposes and tests
the use of a crypto governance KPI to measure and compare each Crypto
Exchange governance levels. The proposed scoring system addresses some
key points to provide better security for users.

The adopted criterion for selecting the exchanges that will compose the
study sample was to pick top-down Crypto Exchanges, representing 99%
of the total market share, measured by a daily, 24-hour global trading
volume, obtained from coinmarketcap.com portal, comprising data from
00:00 to 23:59 on 31 December 2018. The 99% threshold is adopted ad
hoc.

99% Top Crypto Exchanges

Chart 1: 99% Representative Sample Selection

The outcome of this assortment results in 78 Crypto Exchanges, which
are each measured according to the crypto governance Key Performance
Indicators (KPI) described in Section 3. In addition to the governance
assessment, the levels of fees for a ‘taker’ trading transaction for each of the
evaluated Crypto Exchanges are also measured and compared. For Crypto
Exchanges that have different fees depending on the transaction value, the
adopted criterion considers a standard transaction of US$ 10,000.00.

The governance score results are framed according to the market share of
each exchange and market fees, providing some evidence on the Crypto
Assets consumet’s or investot’s preferences.

3. Comparing Crypto Exchanges

In this section the proposed governance KPI criteria are described in
subsection 3.1 and individual results are presented in subsection 3.2.
The trading fees for each of the Crypto Exchanges are also evaluated
and compared in subsection 3.3, and the cross results are displayed and
analysed in subsection 3.4.

3.1. Crypto Exchanges Governance KPI

The proposed crypto governance qualitative measurement criteria are
based on seven basic key questions regarding aspects of the following
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areas: legal compliance, years of activity in the market, jurisdiction clarity
and authority regulation, as summarised in Table 2.

The KPI questions, their type and the logic of required answer are
described below.

i Does the Crypto Exchange provide clear information about the
company’s name and registry identification?
Type of Variable: Boolean (True/Yes=1 or False/No=0);

il. Does the Crypto Exchange provide clear information about its
key personnel and management team identification?
Type of Variable: Boolean (True/Yes=1 or False/No=0);

iii. Does the Crypto Exchange provide clear information about its
controllers and investors’ identification?
Type of Variable: Boolean (True/Yes=1 or False/No=0);

iv. Does the Crypto Exchange provide clear information about its
number of years of activity in the market?
Type of Variable: Scale/Range (“No” and Less or equal to 1 year
= 0; from 1 year up to less than 2 Years = 1; from 2 years up to
less than 3 years = 2; more than 3 years = 3);

. Does the Crypto Exchange provide clear information about its
jurisdiction of incorporation?
Type of Variable: Boolean (True/Yes=1 or False/No=0);

vi. Does the Crypto Exchange present obscurity on its jurisdiction
of control?
Type of Variable: Boolean (True/Yes=0 or False/No=1);

Vil Is the Crypto Exchange authority regulated?
Type of Variable: Boolean (True/Yes=3 or False/No=0);

The KPI questions and scores are summarised in Table 2.

Table 2. KPI Score Summary

Crypto Exchanges Governance Proposed Key
Performance Indicators (KPI)
Minimum | Maximum

Topic Points Points
Legal Compliance
Company name and Registry

P 0 1
Identification
Key personnel and Management
. P 0 1
identification
Controllers and investors
. D 0 1
identification
Years of Activity
Number of Years 0 3
Jurisdiction of Incorporation
Clear Jurisdiction of Incorporation 0 1
Clarity about Controller Jurisdiction 0 1
Authority Regulation
Clearly presents as Authority 0 3
regulated
Number of Points 0 11

A more straightforward measure can be obtained using a simplified Overall
Level attribution by ranges:

Table 3. Overall Governance Level

7 and
Score Range 0to3 4t06 above
Overall .
Governance Level Poor Fair Good

3.2. Comparing Crypto Exchanges Governance Scoring Results

Chart 2 summarises the distribution of results for the KPI governance
evaluation for the top 78 Crypto Exchanges measured. The data provide
evidence that, using the proposed criteria, most of the Crypto Exchanges
currently present low governance scores.

It is remarkable that most of the KPI topics are seamlessly achieved,
and (except from the ‘Authority Regulated’ question) they could easily be
accomplished by many ordinary non-crypto businesses. Conversely, Crypto
Exchanges that handle enormous volumes of monetary transactions do
not offer the minimum acceptable levels of governance; some of them do
not even inform propetly the jurisdiction where they are located.

As shown in Chart 3, from the overall level perspective, more than two-
thirds of the exchanges are in the Poor’ level of governance range, 22%
are within the ‘Fair’ level range, while only 10% can be classified as ‘Good’.

Crypto Exchanges Governance
Scores Distribution

25 29
20 P
15
10
5 3
22 1
0 1 2 3 4 5 6 7 8 9 11

Chart 2: KPI Governance Scores Distribution

Overal Level of Governance Range

Good'

15%
—

Fair'
21%

EPoor' MFair' BGood'

Chart 3: KPI Governance Scores Distribution

3.3. Comparing Trading Fees

To ensure a fair comparison, data regarding the trading fee at each Crypto
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Exchange was obtained using the same type of transaction. The adopted
standard computes the fee for a “Taker’ order, which is a type of fee that
can be found in all 78 components of the sample and maintains the same
meaning across all the different researched exchanges. The minimum
fee found for a ‘Taker’ order was 0.00% (which might raise questions
regarding the bid/ask booking transpatency, as none of the analysed
exchanges present themselves as a non-profit organisation). The maximum
fee currently being charged among the sampled exchanges is 1.00%. For
11 Crypto Exchanges it was not possible to find clear information about
the fees, and the overall simple average fee for the group is 0.19%. The
distribution of results is presented in Chart 4.

Chart 4: Frequency of Fees Histogram
3.4. Cross Results
3.4.1. Comparing Fees and Governance Scores

The cross results between Crypto Exchange governance scores, market
share and fees offer a better comparison of the macro aspects of the
Crypto Assets Exchanges’ market. The breakdown of the simple average
of the trading market fees found in this research, as illustrated in Chart 5,
provides evidence that the Crypto Exchanges practicing higher levels of
governance (according to this paper’s criteria) are able to charge higher fees
as their customers seem to be willing to pay a ‘premium’ for more reliable
services. The cross results for crypto governance scores and average
fees suggest that better governance in Crypto Exchange markets can be
converted into more added value to the business. A more detailed overview
on the distribution of fees per each Crypto Exchange governance score
is portrayed in Chart 6. All fees are presented here in basis points (10-4).

Average Fees (bps)

Chart 5: Average Fees by Governance Range

The individual fees chart below gives a better vision of the distribution
with more accuracy about the behaviour of outliers.

Taker Fees vs.
Governance Scores (bps)
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Chart 6: Fees (bps) pet Exchange per Governance Score

Both average, aggregate results and individual data indicate that the well-
governed Crypto Exchanges are able to charge higher fees on average. To
better illustrate this point, Chart 6 highlights a linear tendency line (dashed).

3.4.2. Comparing Market Share and Governance Scores

The cross results between Crypto Exchanges’ governance scores and
Crypto Exchanges’ market shares indicate that the major share of the global
Crypto Assets Exchanges’ market is currently being traded by entities with
lower levels of governance (measured with this paper’s criteria).

Chart 7: Market Share by Level of Governance

When individual results are observed, as shown in Chart 8, the linear
tendency turns into a negative sloped line, indicating a diminished average
market share for the highest governance levels (according to this paper’s
proposed measurement criteria).

Individual Crypto Exchanges
Market Share x Governance Scores
8.00¢
7.00% x
6.00%
x X
5.00%
X
4.00¢ %
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X X
2.00% x % x x
008 XTI et e C X
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0.005¢ XX Xox X ¥ ox X X
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Chart 8: Individual Exchange's Market Share by Score
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4. Conclusion
4.1. Summary

The research in this paper identified, from various sources of information,
alarge number of Crypto Exchanges (517), and from this number, a sample
of 78 Crypto Exchanges was categorised and extracted that represents a
99% market share of the global Crypto Assets market, measured by the last
24-hour trading volume for the end of December 2018.

The proposed qualitative criteria applied KPI methodology to measure
and compare the governance level of each sample component. The KPI
provided an objective governance scale that allowed cross comparison of
results with the market share and fees in individual and aggregate terms.

The cross results provided evidence that the majority of today’s market
share is traded at exchanges with lower levels of governance scores,
according to this paper’s proposed criteria. Additionally, the results also
suggest that the Crypto Exchanges with better governance scores are able
to charge higher fees from their customers for better quality services.

4.2. Limitations

Research that utilises a longer time series for the market share data would
produce more reliable data. Yet, due to the scope limits of this work,
the only plausible data available was for a short 24-hour period offered
by coinmarketcap.com portal. Although the reasonably large size of the
sample (n = 78) does offer some stability to the set, a more profound study
over the matter would certainly demand a wider time series in order to
improve the consistency of the results.

The absence of auditing by third parties over the trading volumes
remains an important caveat for the Crypto Exchanges, especially for
those categorised here as “Regular” Crypto Exchanges, although many
exchanges have already adopted third-party audits for its reserves. The
challenges associated to traded volume auditing are highlighted by the
Canadian Public Accountability Board [10] which reported: “When crypto-
assets are commingled, a crypto-exchange reflects transactions between buyers and sellers
of the same crypto-asset in its records but not on the applicable blockchain ledger (i.e.,
off-chain transactions). This makes it impracticable for auditors to verify the occurrence
of an entity’s crypto-asset transactions by referring to the applicable blockchain record.”
Those practical limitations for independent auditing over reported volumes
by Crypto Exchanges might explain why questioning over the actual traded
volume is still in place [11].

4.3. Next Steps

Finally, I would like to suggest a possible direction for further studies
advancing Crypto Exchanges’ governance research:

Advancing on KPI evaluation criteria, the proposed KPI criteria presented
in this paper encompasses the most basic levels of governance and
compliance. A deeper assessment, including auditing, KYC, AML, data
security, trading volumes transparency and other key factors should be
added for a better qualitative evaluation of the market components of
Crypto Exchange. Additionally, a geographical breakdown that verifies
preferences by countries, or global regions, would also contribute to a
better understanding of the preferences of crypto investors.
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Abstract

Understanding the complexities of blockchain governance is urgent. The aim of this paper is to draw on other theories of governance to provide

insight into the design of blockchain governance mechanisms. We define blockchain governance as the process by which stakeholders (those who

are affected by and can affect the network) exercise bargaining powers over the network. Major considerations include the definition of stakeholders,

how the consensus mechanism distributes endogenous bargaining power between those stakeholders, the interaction of exogenous governance

mechanisms and institutional frameworks, and the needs for bootstrapping networks. We propose that on-chain governance models can only be

partially utilised because of the existence of implicit contracts that embed expectations of return among diverse stakeholders.

Keywords: Blockchain Governance, Institutional Crypto ies, Ec

1. Introduction

Blockchains are decentralised digital network protocols whose governance
is characterised by a complex interplay between stakeholders. An
incomplete list of these stakeholders includes token holders, network
validators (such as Bitcoin’s miners and economic full nodes), core and
application developers, and founders. Each of these stakeholder groups
have a stake in the protocol and each face sharply different incentives when
considering whether and how the protocol should be modified. Many other
stakeholders don’t actively participate in the network but have interests
in its structure and modification. These groups include government
regulators, activists, media and social media, participants in competing and
complementary blockchains, and other parts of the technology stack. The
blockchain governance challenge is how to design and build systems that
balance the interests of each of these stakeholders and ensure the success
of the network, however that success is defined [1].

Social organisations such as corporate firms are made up of individuals
that have diverse ends secking to make exchanges and modify or sustain
the environment in which they make those exchanges. They seek to make
decisions, implement those decisions, and monitor their implementation
and outcomes. These decisions are necessary because not all future states
of the world can be identified at the exact moment of organisational
formation. Organisations need to adapt to survive [2]. Governance
describes the processes by which individuals and groups with ongoing
relationships bargain about how to adapt to changes within an institutional
environment—such as a firm, a political or community organisation, or in
market contracting [3—6].

Whether the institutions of governance have been designed explicitly or
not, all blockchains have governance. While those governance systems
vary in their effectiveness [7], governance itself is a descriptive, rather
than a normative, attribute. Blockchains can be thought of as competing
constitutional rule sets, where they compete on rules for making rules [8].
In this way, blockchain governance relates to the way decisions are made,
not the decisions themselves—who chooses and how choices are made,
rather than what is chosen [9, 10].

jes of Blockchain, Corporate Governance

Since the whitepaper by Nakamoto [11], which groups should be
considered stakeholders in blockchain governance—as well as the
formal and informal structures for decision-making—has been highly
contested. Owing to their past decisions—such as investing in tokens in
the carly stages of a network—bargaining power is asymmetric between
stakeholders. Stakeholders, and the groups they form, face distinct set of
costs in past and future investments in the network—that is, they have
made asset-specific investments that constrain future decision-making.
On public blockchains such as Bitcoin that allow for open entry and exit
(holding and transacting coins, as well as observing the chain and validating
new transactions), bargaining power is relevant when modifications to
the underlying protocol or core software are proposed. Initial decisions
about the governance of the Bitcoin protocol were made by the founder(s)
directly or in consultation with a small online community. Later, decisions
about protocol modifications to facilitate network scaling were subject to
intense bargaining between stakeholder groups—dominated by miners—
and led to some uncertainty about the future of the network [a detailed
exploration of this scaling debate is provided by 12]. In a user-activated
soft fork in 2017, token holders and economic nodes demonstrated that
non-mining stakeholders could also exercise bargaining power within
Bitcoin’s governance structure.

Governance disputes surrounding blockchain protocols have extended
beyond Bitcoin (including, for instance, the DAO hack on Ethereum)
and have raised important questions on how blockchains should be
governed. It is common to distinguish between “on-chain” or “off-chain”
governance [see 13, 14, 15]. On-chain governance describes the project
of explicitly building governance arrangements within the protocol itself,
such as the implementations of EOS, Tezos, and Dash that allow certain
categories of stakeholders to vote on modification proposals. Off-chain
governance typically describes governance structures external to the
protocol, particularly the role and management of foundations or firms
funded by token sales or other token distributions (for example, Zcash’s
Electric Coin Company and Zcash Foundation), or community meeting
places such as Reddit, Telegram, Slack, dedicated forums, and Twitter.

In this paper we aim to provide a descriptive framework for understanding
blockchain governance, from which we draw some normative implications.
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Our goal is to contribute to a deeper understanding that blockchain
entreprencurs can draw from when designing governance systems.
“Blockchain™ is a generic term for a prominent subclass of distributed
ledger technologies, “multi-party systems that operate in an environment
with no central operator or authority, despite parties who may be unreliable
or malicious”; see Rauchs et al. [16]. We limit our investigation to public
blockchains, rather than permissioned or private blockchains (while
recognising that the difference between the two is not clear at the margin).
While our insights have relevance to permissioned blockchains (including,
for instance, defining who should be permissioning), there are some clear
differences particularly relating to the definition of stakeholders (and thus
control) in permissioned networks, the different needs of bootstrapping,
and the problem of forming and governing consortia. We leave these
important questions to future research.

We draw on a coherent body of theory around institutional economics—a
body of thought structured around the governance of contractual
relationships. This body of thought, including transaction cost economics,
brings together economics, law, and organisation theory to make the
transaction as the basic unit of analysis and includes contributions by
Ronald Coase (on why firms exit), James Buchanan (on club goods and
constitutional rules), Oliver Williamson (on the economic institutions
of capitalism), Oliver Hart (on incomplete contracting and make-or-buy
decisions), and Elinor Ostrom (on commons) [17—25]. This coherent body
of thought has been applied specifically to blockchain networks through
institutional cryptoeconomics [26-30].

While much of the institutional cryptoeconomics has focussed on the
effect of blockchain as an institutional technology, in this paper we focus
on what institutional economics can teach us about the governance of
blockchains themselves. We explore several questions regarding blockchain
governance. Who is a stakeholder in blockchain governance? To what extent
are blockchain governance systems unique? How can effective long-term
blockchain governance be consistent with the needs of bootstrapping—
the process of building a blockchain network from the ground up [28]?

We start from corporate governance rather than network governance [31],
technology ecosystem governance [32], or nodal governance [33] for two
reasons. First, blockchains have algorithmically specified structures that
deterministically distribute bargaining power within the network. While this
distribution is not hierarchical, as in a firm, neither does it meet traditional
understanding of informal reciprocal and social network governance,
in that a blockchain network is a domain of formal (smart) contractual
exchange. (We discuss the differences between blockchain governance
and another network governance—the internet—in Section 5.) Second,
attempts by the blockchain industry to design formal on-chain governance
systems suggest to us that it is most valuable for researchers to start with
the formal governance of the corporation and work their way out from
there. At the first instance, a blockchain is a platform for n-sided market
contractual exchange [34], around which a technology ecosystem is built.

This paper makes several contributions to the literature on blockchain
governance. Blockchain governance is the process by which stakeholders—
all those that are affected by and can affect the network—exercise
bargaining power over the network itself. This includes token holders,
miners, and founders. But blockchains interact with, and are shaped by,
external institutional frameworks, such as the firms that act as institutional
investors for tokens or other organisations up and down the stack, the firms
that provide exchange services, and government regulators who impose
requirements (such as know-your-customer and anti-money laundering
regulations) on the on-ramps to the network. We draw on the literature on
corporate governance with a focus on implicit and explicit contracts, and
how management and governance deals with those complexities.

We introduce three distinct elements that shape our understanding of
blockchain governance: endogenous governance, exogenous governance,

and the need for bootstrapping. We offer a new distinction between
the distribution of bargaining power endogenous to the consensus
mechanism and the exogenous governance structures that are built on top.
Endogenous governance describes the bargaining power that is directly
derived from instrumental features of the consensus mechanism. That
is, elements of the protocol that are minimally necessary for achieving
consensus. In a proof-of-work protocol like Bitcoin, bargaining power is
determined by the instrumental roles of miners and full economic nodes.
Endogenous governance is the distribution of power between stakeholders
directly involved in the consensus mechanism. We also discuss the needs
of bootstrapping in the eatly stages of the network and how this affects
the distribution of bargaining power. These elements provide, sometimes,
contradictory pressures towards and against decentralisation.

2. Who is a stakeholder in blockchain governance?

Blockchain governance faces a boundary problem. Before we can
determine how a governance mechanism is structured, we need to define
the boundaries of who is doing the governing—that is, who are the
stakeholders. Whether a blockchain governance system is implicit (that is,
the allocation of bargaining power comes from the instrumental design
of the consensus mechanism) or planned (where the protocol has been
designed specifically with a governance mechanism in mind), we need
some guidance about which stakeholders are analytically relevant for the
assessment and design of governance mechanisms.

We can look to our understanding of how we define corporations
and their governance—from the responsibility to deliver profit to
broader conceptions of corporate social responsibility—to understand
stakeholders in blockchains. Milton Friedman [35] famously wrote that the
sole responsibility of a firm is to generate profits to its sharcholders. A
formal model of this describes the firm as a nexus of contracts between
investors, managers, and their subordinates, where the residual income
accrues to sharcholders [25, 36]. Thus, corporate governance under this
framework describes the process by which shareholders ensure that profits
for their investments are returned—that managers do not abscond with
money already invested [37].

The transaction cost approach to the firm emphasises how the inevitably
incomplete contracts that make up firms shape institutional choices [21,
22]. This tradition of framework can be described as a contracting-first
approach to corporate governance, and pivots around the ownership and
use of property rights in the organisation.

The corporate social responsibility movement has challenged the
shareholder-first framework [38], arguing that a wider variety of groups
and interests should be taken into consideration by the management.
Rather than being simply responsible towards shareholders, firms ought
to be responsible towards “stakeholders.” In many ways, corporate
social responsibility is the process of stakeholder management [39]. But
as Janita Vos [40] asks, who is a stakeholder? A stakeholder can be any
group or individual who can affect the governance or an operation of an
organisation or is affected by it [41, 42]. The first true list of stakeholders
for the management was that attributed to the vision of General Electric
in 1931: sharcholders, employees, customers, and the general public [43,
44]. But other groups could, of course, be affected, or could affect the
organisation.

Governance discussions around blockchains have typically narrowly
defined the categories of a stakeholder, either implicitly or explicitly.
Disputes around the scaling of Bitcoin, for instance, have sometimes been
seen as a narrow bilateral dispute between Bitcoin core developers—those
who work on the reference implementation of the Bitcoin software—and
miners who validate the chain and compete to mint new tokens [45, 46].
Explicitly designed governance mechanisms are likewise constrained. EOS
and Tezos, two blockchain protocols with such explicit governance, give
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token holders voting rights over delegated validators and modification
proposals, respectively. But token holders are not the only potential
stakeholders who might be affected (and can affect) governance decisions.
It is worth noting that in EOS and Tezos, validators and core developers
are not explicitly identified as stakeholders for formal on-chain governance
except insofar they may also hold tokens (whether to maintain a stake in
the system or as part of receiving and disposing of block rewards). In this
way, different stakeholder groups may be highly correlated.

We can identify a wide range of separate stakeholder groups. Even in
Bitcoin, token holders are not a homogenous group. Governance analysis
might distinguish between token holders who intend to use their holdings
primarily as a medium of exchange, and those who are holding them as
speculative assets (HODLers). Founders and founding foundations can
affect the decisions of the protocol. Developers can be divided into core
developers (with or without repo access) and developers who are building
applications that use the protocol as an infrastructure layer. Economic full
nodes, such as large, over-the-counter traders, token holders, and miners
can have distinct stakeholder interests. The producers of hardware that
support the chain (ASIC or GPU producers, cold storage wallets, etc.) are
also stakeholders.

We can expand the stakeholder groups further when considering individuals
or groups who are affected by the blockchain but do not directly interact
with it. Bitcoin provides a medium of exchange and unit of account for
holders of other cryptocurrency tokens. A typical exchange denominates
cryptocurrency in units of Bitcoin. Initial coin offerings on EC20 tokens
typically involve an initial acquisition of the Ethereum token, Ether.
Bitcoin and Ethereum stakeholders can be said to have the power to affect
holders of other cryptocurrencies. In this sense, the financial system itself
can affect cryptocurrencies through its interaction with blockchain on-
ramps (exchanges, payment networks, etc.) or through competition or even
simply through the price level. Furthermore, industries which are disrupted
by specific blockchain (supply chains, logistics, data science, health, etc.)
might also be said to be stakeholders. Government authorities that have
regulatory responsibility for fields in which blockchain applications
operate are also stakeholders. In some circumstances, social groups can
be described as stakeholders. The significant electricity use of proof-of-
work consensus mechanisms, and its potential impact on the global energy
use, means that environmentalists, of their representative non-government
organisations, could be stakeholders, insofar as they are affected by the
operation of the protocol.

Given the potentially wide range of stakeholders, and the complexities in
identifying them, which groups should be considered stakeholders while
maintaining workable governance structures? Too many stakeholders
exercising control rights over an organisation can privilege the interests
of groups with little stake above those who are most directly affected,
or alternatively, where delegation has been given to authorities to weigh
interests, allowing managers to hide self-interested behaviour [47].
Responding to this challenge, the corporate social responsibility tradition
has sought to distinguish between different groups of stakeholders. Fassin
[48] and Fassin [49] propose a division between “real” stakeholders, whose
influence over the firm is the organisation (insofar as they have control
rights over the organisation, the organisation has control rights over
them), “stakewatchers,” who represent the interests of real stakeholders
(such as unions, consumer groups, environmental groups, and investor
associations), and “statekeepers,” who have no stake in the firm but impose
constraints (such as government agencies and regulators).

By contrast, the contract approach structures its answer to who is a
stakeholder around property rights as residual rights to income [36] or
residual control rights [50]. In this approach, stakeholders are “all investors
who create transaction- and/or firm-specific property under the reasonable
expectation of a return on investment through interaction with the firm”
[51]. Here, the legitimate group of stakeholders encompasses those who

have both explicit and implicit contracts with the firm. Explicit contracts
are those contracts not directly stated but understood by both parties for
the contract to exist. Implicit contracts recognise the existence of the co-
creation of value and the expectation of a real return for such investments.
Such informal quid pro quos are pervasive within the firm, and even
explicit contracts are hard to navigate without some understanding of
the implicit agreements that underpin them [52, 53]. Incorporating this
understanding of implicit contracts for the co-production of economic
value considerably narrows the otherwise infinite space of stakeholders.

Implicit contracts are contracts which are obscure to outside observers.
Indeed, because implicit contracts are not written down and are based in
norm rather than a clear agreement, they obscure the ultimate economic
value of an organisation and the search for general principles that might
apply across organisations. In a firm, some “outputs”—such as the training
of employees—are neither priced nor explicitly documented.

Implicit contracts exist in blockchain networks, most obviously through
the roles played by founders, foundations, and developers. But in a firm, it
is the job of the management to weigh and balance the implicit contracts
[54, 55]. Stakeholders can implore the management to weigh their interests
more heavily, and penalise the firm through (a) reputation loss and (b)
a choice not to make further investments if they are not satisfied. Firm
managers have the discretion to distribute income to stakeholder groups,
identifying and responding to implicit contracts as necessary. They are
constrained from doing so in their interests to the extent that the explicit
contracts with shareholders prevent such opportunistic behaviour [47].
By design, decentralised organisations have no “management.” No single
class of stakeholder is empowered to coordinate implicit contracts. This
obviously protects against a category of rent-secking behaviour caused
by agency losses between the owners and the management. But it leaves
uncertainty as to how the distribution of value-derived implicit contracts
can be negotiated between stakeholders.

3. Endogenous and exogenous governance

In this section, we examine the mechanisms through which governance
decisions over implicit and explicit contracts are made. We distinguish
between two forms of governance of blockchain networks: endogenous and
exogenous. Blockchains have endogenous governance systems that create
the relative bargaining power instrumentally determined by the consensus
mechanism. We argue that the initial design of a blockchain consensus
protocol maps to a different distribution of bargaining power over the
network itself. Furthermore, blockchains also have exogenous governance
systems that are the formal and informal governance processes that exist
outside of the instrumental needs of distributed consensus over the state
of the ledger. Our analysis is distinct from the endogenous-exogenous split
presented by de Filippi and Mcmullen [56] because it pivots on whether
governance is determined by the consensus mechanism, which Rauchs et
al. [16] describe as the characteristic that makes distributed ledger systems
unique.

The distribution of bargaining power over blockchain governance, at the
first instance, is endogenonsly governed by the consensus mechanism. Bitcoin is
a three-sided market between miners, buyers, and sellers [34]. The dominant
players are economic full nodes—those who keep a complete copy of
the chain, broadcast transactions, and validate the shared ledger [57, 58].
Their decision of whether to adopt software amendments produced by
core developers depends on whether they believe that other economic
full nodes will accept new blocks produced by the software. In other
words, it is the economic full nodes that enforce the rules. Their ability to
accept or reject blocks following different rules gives them endogenous
bargaining power and, therefore, the governance control over the network.
How precisely this distribution manifests itself in decisions depends, of
course, on the interests of the economic full nodes as individual agents,
but structurally the consensus mechanism gives them the governing power
over the network.
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Our focus here is not on whether blockchains have designed or not
designed governance processes, or between blockchains with or without
governance. Rather, we emphasise that the structure of the consensus
protocol determines the bargaining power. Stakeholders in endogenous
governance have been given formal bargaining power over the network
by the design of the consensus protocol. A parallel here is with the formal
institutions of a firm—sharcholders, management, and employees—that
forms the “machine” for profit-secking economic activity. Endogenous
governance can be intentionally designed. While Bitcoin was built without
governance in mind, in EOS a “governance” system has been built into
the consensus mechanism which allows token holders to vote for block
validators. This produces an alternative distribution of bargaining power,
where token holders (and their proxies) exercise a significant amount of
power (relative to the Bitcoin network).

By contrast, exogenous governance describes the formal and informal
governance processes that exist outside the instrumental needs of
distributed consensus over the state of the ledger. These can be formally
designed or evolved in response to a perceived need for legitimacy.
Exogenous governance can be “on-chain” or “off-chain”, “formal” or
“informal,” as described by Buterin [59], Buterin [60], Zamfir [61], and
Ehrsam [62]. At Coindesk’s Consensus conference in 2017, an agreement
(the “New York Agreement”) was brokered between 56 separate mining
and Bitcoin application firms for two modifications of the protocol:
segregated witness and larger block sizes [63]. The exogenous governance
mechanism here is provided by the opportunity for coordination presented
by the Consensus conference itself. De Filippi and Loveluck [1] describe
this process as the “invisible politics” of Bitcoin. In the wake of the hack
of The DAQ, a voting mechanism was created to vote on whether to hard
fork Ethereum to reverse the hack. The hard fork was triggered in July
2016. On-chain mechanisms for voting on protocol modifications (such as
the ones offered in EOS, Tezos, and Dash) are exogenous insofar as they
do not form an instrumental part of the consensus function.

Endogenous and exogenous governance mechanisms co-exist, providing
mutual restraints against each other. Where governance has been explicitly
designed, it is still subject to endogenous governance processes. The
creation of Ethereum Classic after The DAO hard fork underlines
the persistence of endogenous bargaining power after the creation of
exogenous governance, albeit with the result being a split in the network.
In EOS, the delegated proof-of-stake consensus mechanism allows token
holders to vote for validators (block producers), and also to vote on
decisions about the protocol (referendum proposals). The distribution of
bargaining power determined by the former voting system is endogenous
and the latter exogenous. Both endogenous and exogenous governance
processes ate subject to evolutionary pressure as technical developments
(such as ASICs) and entreprencurial innovation (such as mining pools)
reshape the relative bargaining power of stakeholder groups [8, 64].

We can see here how the co-existence of implicit contracts between diverse
stakeholders and blockchain governance systems creates challenges.
Implicit contracts in decentralised systems have to be constantly negotiated,
in the same way that corporate culture as a tool for the negotiation of
implicit contracts is subject to constant evolution and evaluation. Particular
on-chain exogenous governance systems that provide a formal mechanism
for token holders (weighted by token holdings) to vote on protocol-
level changes elide these complex multi-party negotiations by identifying
a singular distinct category of stakeholders whose preferences are most
convenient to collate.

4. Governance and the needs of bootstrapping

The distribution of bargaining power of endogenous governance is set
instrumentally by the consensus mechanism. The domains of exogenous
governance, on the other hand, is more diverse. Exogenous governance
can be built into the protocol as a referendum process (as in EOS and

Tezos) or revolve around over the norms and cultural structures of the
community of users. Those norms and cultures vary significantly [65] and
determine whether exogenous governance decisions are seen as legitimate
by all stakeholders.

One obvious illustration of the role of legitimacy around exogenous
governance norms is the governance role of Satoshi Nakamoto in the
carly days of Bitcoin, and the subsequent function played by the Bitcoin
Foundation. Satoshi’s “vision,” as outlined in the Bitcoin whitepaper [11]
and subsequent mailing list and forum posts, has played an outsized role
in shaping governance choices over the network. Likewise, core developers
have a governance role that does not simply reflect their instrumental
function within the consensus mechanism. In parallel to democratic
governance, some exogenous governance mechanisms rely on leaders and
key players to provide guidance and heuristics for people to make decisions
about blockchain governance. Some relatively informal exogenous
governance mechanisms—such as leaders and eatly adopters—might
ameliorate the costs of making more formal governance decisions.

A fruitful but extensive task would be to audit blockchain communities
looking for commonalities in these norms and cultures [one eatly attempt
to do so is 10]. Here, however, we start from the question: how do those
norms evolver There is at least one consistent feature of all blockchain
networks. They must start from somewhere. They must all be bootstrapped.

Blockchain protocols are the result of entreprencurial creative discovery
[66]. They come from specific environments—from the mind of
entrepreneurs and their relationship with other idea producers. In this
Kirznerian tradition, Allen [67] and Potts [68] explore how ideas are
governed as they are combined and recombed in the proto-entreprencurial
stage. To bring ideas to market, organisational structures are created so
that the property rights over those ideas can be allocated [27, 69]. The
organisational creation need not be a firm. It can be as simple as writing a
white paper that describes the protocol for a new business model, marking
that code as open source, and posting it on a websit. Alternatively, many
blockchain networks have undertaken initial coin offerings that have
raised substantial funds for development and to subsidise development
work within their communities [29, 70-72]. For blockchain networks, these
two stages—the proto-entreprencurial and the organisational—leave their
mark on the later governance and shape the distribution of bargaining
power by later stakeholders.

Blockchains are not born decentralised. Catalini and Gans [28] describe
Bitcoin as the first digital platform to be bootstrapped without the need for
investment from a planner or other intermediaries. But bootstrapping still
requires work. Whether Satoshi was an individual or group of individuals,
specific individuals had to design the software and write the Bitcoin white
paper. New innovations need hype to facilitate early-stage cooperation, and
the hype is an economic good that has to be produced [73]. Even if Bitcoin
emerged fully formed from the mind of a single “Satoshi Nakamoto,” in
the early stages of Bitcoin, decisions as to the design of the protocol were
negotiated between different stakeholders through Bitcoin talk forums,
newsgroups, and email lists. One prominent picture of the governance of
Bitcoin around the needs of bootstrapping is the December 2010 debate
of whether Wikileaks should be encouraged to use Bitcoin for donations,
which was at the time resolved in favour of an appeal from Satoshi to
Wikileaks not to adopt the fledgling cryptocurrency [74, 75].

The process of bootstrapping exerts an influence on the norms around
governance and the implicit contracts that are negotiated long after an
initial bootstrapping phase. For example, De Filippi and Loveluck [1]
describe a belief implicit in Bitcoin governance processes that “the Bitcoin
core developers (together with a small number of technical experts) are—
by virtue of their technical expertise—the most likely to come up with
the right decision as to the specific set of technical features that should be
implemented in the platform.” Recent work on the economics of corporate
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culture underpins the role that culture plays in coordinating expectations
between the management and the employees who have made specific
investments in the firm [76-78]. We can understand these relationships
within the network as subject to implicit contracts that enhance the
network’s economic value.

These implicit contracts have a clear origin—the entreprenecurial creation
of the protocol and the need for bootstrapping a network—but by their
nature are hard to be pinned down with any formality and are highly
contextual. They explain the role played by Satoshi in Bitcoins early
days, and the shifts in governance since Satoshi’s disappearance. Disputes
over the Satoshi legacy and the increasing contestability of the role of
the Bitcoin core developers are a form of renegotiation of this implicit
contract. Satoshi’s absence from the Bitcoin community since December
2010 is an unusual case. Founders and their founding organisations play
a key role in the creation and bootstrapping processes. Their structural
roles (for instance, as core developers or block validators) and the implicit
contracts that have been built around them tend to be controversial.
Examples include the role of Vitalik Buterin and the Ethereum Foundation,
the position of Block.One as the developers of the EOS network, and the
Zcash founders’ reward. These founders and organisations do not have any
endogenous role in blockchain governance as determined by the consensus
mechanism. But their role as exogenously determined stakeholders and the
implicit contracts that support that role create a dilemma for blockchain
governance, given political beliefs about decentralisation within many
blockchain communities.

5. The ends of blockchain governance

Corporations are treated in law as intentional systems [79, 80]—that is,
corporations are an entity, even a moral entity, in and of themselves.
Alchian and Demsetz [36] argue that firms are units of team production,
where the possibility of teamwork is limited by the costs of disciplining/
shirking—that is, corporations are the aggregation of a nexus of contracts
[81]. These views ate typically seen as contrasting [82] but each imputes to
the corporation a particular—if not quite a singular—purpose. While each
contractor to the firm (employee, management, and sharcholder) secks
their own ends, the team is organised in the pursuit of a singular end.
The governance of a firm consists in coordinating around that singular
end, whether it is profit-maximisation in the Friedman sense or ends
determined by an assessment of the corporation’s social responsibilities.

So, what are the ends of blockchain governance? An implicit end common
to the blockchain community is that the network survives—that is, it
maintains its immutability through distributed consensus while accepting
new transactions—and is adopted more widely. The Bitcoin governance
crisis described by De Filippi and Loveluck [1] concerned these two ends.
Of course, the ends of different categories of stakeholder groups are
heterogeneous between and within those categories. Token holders who
hold tokens as an investment might want the value of their holdings to
increase relative to fiat currency, while application developers who wish to
use tokens as a utility in their applications often want price stability. While
cach stakeholder group shares a distributed network, they pursue different
final ends.

These stakeholders use blockchain as a shared economic resource with
which they pursue different ends—that is, blockchain is an infrastructure
[83]. Frischmann [84] offers a set of characteristics that make a resource
infrastructural: its consumption is non-rivalrous within certain demand
bounds, its demand is a function of downstream production, and it is an
input into a wide array of goods and services. A given blockchain offers
generic public capabilities that allow for diverse productive ends to be
pursued. The shared interest is in the maintenance of that infrastructure
and its increased utility of the infrastructure, which exploits possible
network effects.

We might compare blockchain governance then with internet governance,
another shared digital infrastructure. The United Nations Working Group
on Internet Governance [85] describes governance as “the development
and application by governments, the private sector and civil society,
in their respective roles, of shared principles, norms, rules, decision-
making procedures, and programs that shape the evolution and use of
the Internet.” Nonetheless, as Van Eeten and Mueller [86] note, debates
over internet governance have tended to focus disproportionately on a
small number of formal institutions and quasi-government stakeholders
(such as the Internet Corporation for Assigned Names and Numbers)
while downplaying the role of (for instance) internet service providers,
telecommunications regulators, operating system developers, and mobile
phone device manufacturers who fit within that definition.

Likewise, using the expansive approach to stakeholder identification
described in Section 2, the active participants in exogenous blockchain
governance include stakeholders all the way through the stack, from the
telecommunications providers who host the distributed network, the GPU
and ASIC manufacturers who produce mining equipment, application
developers, chains launching their native tokens on other chains, venture
capital firms investing in application developments, to government
standard bodies and financial sector regulatory agencies. Importantly,
these governance stakeholders do not all share the same ends—not all of
them have the shared interest in the maintenance and increased utility of
the blockchain—yet all can exercise a degree of control about the future
of the blockchain network. The parallel between internet governance and
blockchain governance should encourage researchers to cast their net wide
for stakeholder identification.

Nonetheless, the differences between internet governance and blockchain
governance are substantial and relevant. Putting aside possible balkanisation
of the internet [87], the internet is a singular shared protocol. By contrast,
there are many competing blockchain protocols. They compete on different
margins and evolve and fork at different speeds. Furthermore, the use of
one blockchain does not preclude the use of others, partly because they
each operate on internet infrastructure.

A more fundamental difference between the internet and blockchain
governance is the role that blockchain tokens play in coordinating
maintenance of the network. Tokens align incentives by endogenising
the capital formation necessary for bootstrapping [28]. While the internet
has a variety of institutional governance frameworks—such as corporate,
government, and commons [84]—blockchains can be understood as a self-
contained institutional technology [27]. Yet the managers of corporations
are constrained by fiduciary duties specified in law that require them to act
both in the interest of shareholders and the company. As an institutional
innovation, stakeholders in blockchains lack these legal constraints.
Neither token holders, miners, nor full economic nodes are required to act
in others’ interests. To the extent that they do, it is because the consensus
mechanism and native token coordinate self-interested behaviour to
maintain and protect the network.

6. Conclusion

In this paper we have drawn on the theory of corporate governance to
better understand the complexities of blockchain governance. We have
offered insights into defining stakeholders, the distribution of bargaining
power endogenous to the consensus mechanism, the role of exogenous
governance structures, and the need to bootstrap networks.

While we have aimed to be descriptive here, our analysis has normative
implications. Current on-chain governance models can only be partial
because of the existence of implicit contracts that embed expectations
of return among diverse stakeholders. Alternatively put, governance can
be on-chain to the extent that control rights can be made explicit. Implicit
contracts are unavoidable in public blockchains, given the open, repeated
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interactions between participants in the n-sided market and technology
ecosystem and the entreprencurial needs of network bootstrapping,
Protocols concerned with blockchain governance ought to frame their
thinking around the need to recognise the coordinating of consensus
around the existence and persistence of these implicit contracts.

These considerations raise a further research agenda on blockchain
governance. The blockchain industry lacks an extensive understanding
of governance that corporate governance relies upon, and which in
turn informs regulatory policy. Yet regulatory dilemmas around whether
tokens represent ownership in a network (that is, are tokens shares) or
where control over a network is vested (which speaks to the OECD’s
[88] concern with tacit collusion on blockchain networks) are already
on-going. The proposal by Pierce [89] for a regulatory safe harbour that
allows a bootstrapped network to be decentralised will pivot on better
understanding than we have now of what constitutes decentralisation
of control. A deeper understanding of how the interaction between
bootstrapping and decentralised consensus has evolved will offer a guide
for blockchain developers who seck to achieve long-run decentralisation.
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Abstract

From a consumers’ perspective, Blockchain Technology (BCT) holds the potential to decrease transaction costs, improve privacy and redesign social

interactions, which potentially leads to enhanced consumer power in transactional relationships. Nevertheless, only a few consumers use Blockchain-

based applications consciously. By combining earlier research about BCT acceptance with different conceptualisations in the technology acceptance

field (i.e. the Technology Acceptance Model and Rogers’ Diffusion Theory), a Blockchain-specific model to explain the usage intention has been

developed and validated by conducting an online survey among 157 German consumers. While most of them have recognised the technology’s

existence and confirmed its general relevance, many consumers do not know how to access and profit from BCT. Integrating the results of a

Structural Equation Model and Pairwise Comparisons between typical attributes of Blockchain-based applications, specific beliefs about BCT

usage are found to have a remarkable impact on consumers’ acceptance. Based on the results, strategies to promote the acceptance of BCT among

consumers are discussed from a marketet’s, developer’s and researchet’s point of view.

Keywords: Blockchain, Distributed 1edger Technology, Technology Acceptance, Technology Diffusion, Consumer, Germany

1. Introduction

More than ten years after Satoshi Nakamoto (pseudonym) released his
More than ten years after Satoshi Nakamoto (pseudonym) released his
famous white paper [1] leading the way for the Bitcoin Blockchain and
several follow-up applications based on distributed ledgers, the technology '
has recently been recognised by the “business world” and is in ongoing
exploitation [2]. However, only about 4% of consumers are already
using Blockchain technology (BCT) consciously [3]." This is particularly
surprising, because consumers could already profit from a wide range
of Blockchain based applications™ in terms of improvements in security,
availability of applications or cost reductions and thereby increase their
independence from banks, technology groups or individual states [4, 5, 6].
Furthermore, it is often advocated that BCT could reinforce consumers’
data sovereignty by allowing them to shatre their data anonymously or
for specific purposes only [7]. Beyond these specific functionalities,
BCT offers consumers new opportunities to select favourable social
systems for their interaction with others by “configuring” or choosing
Blockchain-based solutions on the basis of their preferred set of assets,
rules, norms or social coordination mechanisms [for this and below: §].
In consequence, the technology probably changes economical structure
not only by lowering transactio costs, but by lowering transaction costs,
but by enforcing rules based on algorithms that are only partly asserted by
trustworthy institutions so far and thereby constitutes new ways to build
consensus (e.g. about what is of value) in the digital space. Concretely, BCT
might enable consumers to take more active positions in transactions (e.g,
by selecting “smart contracts”) [6] or to foster their influence on prices
and conditions on many markets due to increased market transparency [9].

The question now is why despite this potential the majority of consumers
still hesitates to use Blockchain-based applications: maybe they are not
aware of the technology’s properties, perceive a lack of well-designed
applications or are well-informed, but not convinced by the technology.
Anyhow, when aiming at pushing the diffusion of Blockchain-based
applications, it is essential to identify the reasons for consumers’ currentlack

of acceptance concerning the underlying technology, especially because it
is expected to strongly affect developers’ risk of market introduction [10].

To do so, it is worth defining what is actually meant by “acceptance™
starting at verbal definitions of the term, it refers to an attitudinal degree
of affirmation regarding an object, e.g. a technology [11]. Nevertheless,
the construct is often measured by actual usage or adoption, which is
a possible, but not an inevitable consequence™ of a positive attitude
towards usage that typically constitutes the intention to use a technology
[12]. Anyhow, a usage intention, which we consider as “acceptance” in
this paper in accordance with common acceptance theories and models,’
can be regarded as a preliminary step for actual usage [13]. Therefore, it
is very important to understand the attitudinal dimensions that drive the
intention to use BCT, which will be the focus of this paper. In particular, it
targets at identifying perceptions of BCT that are critical for its acceptance
by consumers and further analyses their quantitative influence on usage
intention to derive strategies for enhancing acceptance.

After discussing eatlier publications that deal with acceptance aspects in
the Blockchain field (part 2), common theories and models addressing
technology acceptance are integrated and combined with Blockchain-
specific beliefs into a novel research model that aims at explaining the
acceptance of BCT among consumers (part 3). The methodology to
empirically check the model’s validity is presented in part 4. Therefore, an
online survey among 157 German participants was conducted to test the
research model. Survey’s results are described in part 5. Conclusions are
drawn and reflected in part 6.

2. Acceptance Research in the Blockchain Field

Different surveys from 2015-2018 report that about 50% of all
consumers are aware of Bitcoin [4, 14, 15] and about 30% of BCT |3,
15]. In consequence, a lack of awareness does not explain low adoption
rates. Henry et al. [14] further investigated the knowledge of central BCT
characteristics among US-Americans in 2017, which was very low and thus
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might be critical for further adoption.

Qualitatively, Folkinshteyn and Lennon [for this and below: 17] combine
case studies and an interview with a Blockchain expert (Lasha Antadze)
for identifying acceptance determinants of the Bitcoin and the Blockchain
technology used as a financial software platform from developers’ and end
users’ perspective. Their analysis results in a roughly structured accumulation
of (potential) acceptance drivers. Baur et al. [18] follow a comparable
approach by interpreting interviews with consumers and professionals to
find usage determinants of cryptocurrencies, but furthermore assess the
current state of perception concerning common acceptance determinants,
in particular with regard to the Bitcoin. Woodside et al. [for this and below:
19] discuss BCT’s status of adoption among firms from a management
perspective by combining secondary data. For the purpose of this paper, in
particular their discussion of drivers (e.g. transpatency, costs, user control)
and drawbacks (e.g. regulatory status, privacy and security) of BCT’s
adoption is addressed in addition to consumer-focused investigations,
whereby it should be noted that adoption motives of firms probably differ
from consumers’ ones. On the level of applications, Francisco and Swanson
[20] develop a conceptual model to explain the use of Blockchain-based
Supply Chains that particulatly puts a spot on the relevance of a system’s
transparency.

Quantitatively, Queiroz and Fosso Wamba [for this and below: 21] consider
the level of transparency as a direct determinant of the intention to
adopt BCT among US-American and Indian Supply Chain professionals.
Surprisingly, their survey does not reveal a significant effect of the
transparency on the usage intention and only partly confirms the relevance
of some common acceptance constructs (in particular of “Facilitating
conditions” and “Social influence”) as well as of the trust among the
stakeholders of a Blockchain for the adoption intention. Authors provide
low awareness of BCT and cultural differences as possible explanations
for their results. Abramova and Béhme [for this and below: 4] estimate
a Structural Equation Model to explain Bitcoin usage of consumers. In
particular, they specify risks and carve out the level of decentralisation,
perceived security and control as well as characteristics regarding
transaction processing as Blockchain-specific acceptance determinants.
However, it remains open to discussion if these beliefs are also relevant for
the acceptance of the underlying BCT and which additional perceptions
might be crucial in this context. Kumpajaya and Dhewanto [22] further
empirically validate a more generic model explaining Bitcoin-usage in
Indonesia that explicitly incorporates “knowledge” as relevant acceptance
predictor.

To sum it up, most of the few publications addressing Blockchain
acceptance among consumers identify and structure (potential) acceptance
drivers, but forego the empirical examination of their actual effect on usage
(intention) or predominantly focus single applications only, in particular

the Bitcoin Blockchain or Supply Chain solutions. This paper helps to
close the resulting research gap by developing and empirically testing an
acceptance model on BCT layer. Some of the earlier publications thereby
serve to identify Blockchain-specific beliefs that are expected to influence
consumers’ usage intention. These beliefs are either incorporated by
specifying more generic beliefs for a BCT context (cf. Table 1; all tables in
the appendix) or represent newly developed Blockchain-specific variables
in the research model (cf. Table 2).

3. Conceptual Framework and Research Model

This part is concerned with deriving the research model and its hypothesis,
displayed in Figure 1. At the basic level, the research model is grounded
on the “Theory of Reasoned Action” (TRA) developed by Martin
Fishbein. The theory offers an empirically confirmed [23] framework for
explaining the execution of behaviours that can be considered as a result of
predominantly cognitive consideration* and thus appears to be suitable for
the initial or enduring usage of BCT due to the appreciable consequences
and efforts technology changes imply [24].

The TRA distinguishes different types of beliefs to be crucial for forming
a behavioural intention: “Behavioural Beliefs” are defined as the perceived
probability that a behaviour (e.g. technology usage) leads to a specific
outcome, e.g. privacy [for this and below: 13]. By forming Behavioural
Beliefs, an overall “Attitude Toward the Behaviour” (ATB) is formed
spontancously. In addition to ATB, the TRA incorporates “Normative
Beliefs”, referring to the extent that others appreciate a behaviour or are
likely to perform it, as influencing factor. Although Blockchain-based
applications are “social” by design, these beliefs are not considered in
the following, because most consumers are not expected to know many
reference persons already using BCT or to feel social pressure to do so
[20]. The “Theory of Planned Behaviour”, an extension of TRA, further
adds “Control Beliefs”, which describe the felt control over performing
a behaviour that might be restricted by factual or perceived barriers (e.g,
lacking confidence). But due to many freely accessible Blockchain based
applications, factual barriers should not be of notable relevance for BCT
and perceived barriers will be captured by another variable (“Trialability”,
details later) to some extent.

Based on TRA, Davis specified Behavioural Beliefs determining the usage
of technological innovations and integrated them into the “Technology
Acceptance Model” (TAM) [25, 26], which has already been validated in
a Blockchain context [22]. According to the TAM, one can assume that
the “Perceived Usefulness” (PU), defined here as “the perceived likelihood
that the technology will benefit the person in performance of some task”
[26, p. 1063], has a direct positive influence on the usage intention of BCT:

H1: Perceived Usefulness positively influences the intention to use
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Itis noteworthy that PU should be considered relative to other technologies,
because individuals continuously compare the functional benefits of
currently used technology to technological alternatives [27]. The same
holds for “Perceived Ease of Use” (PEOU), capturing expected mental
and physical efforts necessary to learn and use a technology that lead to
a general perception of a technology’s “simplicity” [25, 26, 27] PEOU is
especially relevant for the initial use of a technology and therefore, due to
the low percentage of actual BCT users, expected to have a remarkable
impact on overall acceptance of BCT [26]. Inside the TAM, it has a direct
as well as an indirect positive effect on usage intention mediated by PU
[28], but will be incorporated into the research model otherwise (cf. H4).

Opver time, several modifications of the TAM emerged: Pavlou in particular
added “Perceived Risk” (PR), defined as “consumer’s subjective belief of
suffering a loss in pursuit of a desited outcome” [29, p. 77|, which has
a direct negative impact on the intention to force an online transaction
[for this and below: 29]. This “outcome” can refer to costs, performance,
secutity or privacy. Following Pavlou, PR is particulatly important in
the context of online transactions due to the impersonality, the limited
possibilities to check the quality of goods and services in advance and
potential interventions by third parties and thus appears to be indispensable
in a BCT context. Because the reduction of risks in a transactional context
is an essential idea of BCT constituting its usefulness [30], PR probably
should be interpreted as a determinant of PU:

H2: Perceived Risk negatively influences Perceived Usefulness

Because of its confirmed validity for strongly differing applications (for
meta-analysis, see [31]), the TAM is considered to be an appropriate model
for gathering general information about perceptions associated with or for
figuring out a general level of satisfaction regarding a technology [for this
and below: 32]. However, whenever aiming at collecting information about
specific perceptions that promote or impede a technology’s acceptance, the
quite generic TAM should be combined with other conceptualisations that
allow a theory-based enrichment with context-specific constructs. To do
so, further beliefs are derived in the following.

Firstly, “Trialability” is introduced, referring to the (perceived) extent to
which possibilities to experiment with an innovation are available [33].
Thus, it can be considered as expression of a Control Belief inside the
TRA [34]."" The variable is included, because it is especially important at
carly stages of diffusion, which is the case if only a few, very “innovative”
consumers are using an innovation [33, 34]. As introductorily mentioned,
this holds for BCT. The variable stems from the so-called “Diffusion
Theory” by Rogers [for this and below: 33]. In contrast to the TAM, it
explicitly models the dynamic process of technology adoption every
individual passes through as part of a social system, before, while and
after adopting a (technological) innovation [34], thus allowing acceptance
determinants*™ to vary in importance over time. According to Rogers,
Trialability fosters adoption (respectively usage):

H3: Trialability positively influences the intention to use Blockchain
technology

Trialability is furthermore used as a “bridge” to incorporate PEOU into
the research model: the easier learning and using of a technology is
perceived, the easier it is to try and the more likely consumers are expected
to confidently state that they know possibilities to initially use it, i.ec.
expressing a higher Trialability [33]:

H4: Perceived Ease of Use positively influences Trialability

All theory-based beliefs discussed correspond to more specific beliefs in the
context of Blockchain-based applications, which are repeatedly mentioned

in earlier Blockchain-related research and called “subordinate beliefs” in
Table 1. The perception of these subordinate beliefs is strongly related to
actual (technical) characteristics of Blockchain-based applications. Table 1
schedules some of these relations that make clear how important certain
(technical) properties are for the formation of certain beliefs and thus
that perceptions cannot be detached from technical specifications and
vice versa. In the following, Blockchain-specific Behavioural Beliefs in the
sense of TRA are introduced that are constituted by typical characteristics
of Blockchain-based applications (cf. Table 2).

Stemming from increased efficiency [4] and the introductorily mentioned
possible enhancement of consumers’ position in many markets, BCT might
improve their buying conditions in the internet (including price, terms of
delivery/return, etc.). Because these improvements are not expected for
all applications, the variable is not incorporated in PU. However, the more
consumers believe that BCT provides improved outcome, the higher PU
should be:

H5: Perceived Improvement of Buying Conditions positively influences
Perceived Usefulness

Felt Independence from Institutions is designed to capture a consumet’s
perceived ability to take decisions independent from the influence of
existing institutions [35]*. This independence is potentially empowered by
BCT use, because peer-to-peer transactions become possible without any
bank involved [4, 17], centrally offered services of technology groups (e.g.
search engines) are challenged by Blockchain-based solutions [36] and if
participants, respectively servers, of a Blockchain are widely distributed
over multiple states, their consensus is beyond the control of single
states [4, 17]. This independence is not only part of the ideology many
Blockchain-

based solutions (e.g. the Bitcoin system) are based on [37]. It can also be
considered from a risk perspective: because dependency gives institutions
the possibility to intervene or to exploit consumers’ vulnerability, it entails
uncertainty and perceived risks [29]. H6 follows:

Ho: Felt Independence from Institutions reduces the Perceived Risk
Besides beliefs, eatlier Blockchain-related research extracted a lack of actual
knowledge of the technology as acceptance predictor [22]. This evidence
is supported by the TRA considering knowledge as “background factor”
[13]. The Diffusion Theory even describes an “Awareness stage” that is
critical for the decision to even form an attitude towards a technology later
on [for this and below: 33]. In this stage, having heard of an innovation,
individuals seek for further information about it if they realise a potential
need satisfaction by using it. Thereby, consumers acquire different types
of knowledge: while “How-to-Knowledge” (HTK) refers to ways an
innovation can be used, “Principles Knowledge” (PRK) is about underlying
functional principles. This differentiation can be applied to BCT: beyond
knowing how to come in touch with the technology, which is strongly
addicted to Trialability, HTK should, in a BCT context, predominantly be
about coming along with interfaces, which is widely captured by PEOU.
But the functional principles (decentralisation, etc.) of BCT are not just
background information, because their understanding can be regarded as
necessary to understand the technology’s potential to satisfy needs and to
reason its existence. Thus, PRK is explicitly considered as direct antecedent
of the usage intention, leading to:

H7: The level of Principles Knowledge positively influences the intention
to use Blockchain technology

4. Methodology

To validate the research model, an online survey was conducted in July
2018. A link was sent to e-mail distribution lists of student organisations
as well as sport clubs and was distributed on Social Media (convenience
sample). Due to the chosen channels, participants were relatively young
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(in average 33 years old) measured against the German population.* The
survey was named “future technologies in everyday life” to avoid self-
selection, i.e. that mainly people who are interested in BCT participate
in the survey and thus bias in particular the awareness and knowledge
measurement.

The survey is structured as follows (cf. Table 3): after some general
questions concerning the use, intention to use and perceived relevance
of BCT and selected reference technologies™, the participants were asked
to state, how cleatly they know the functional principles of BCT. Only
participants who expressed a vague understanding of the technology’s
functioning were exposed to questions measuring general beliefs regarding
the BCT and a “relatively clear” perceived understanding was required
to reveal specific beliefs. This adaptive design was chosen, because those
claiming not to have any understanding of the technology will presumably
not be able to state stable beliefs about BCT and thus were asked to rate
attributes of a new app for automatic online shopping that are typical for
many Blockchain-based applications (e.g. Protection against subsequent
manipulations) instead. For each pair of attributes participants needed
to decide which is more important for them (full profile measurement).
By applying a Bradley-Terry-Luce-Test [38, 39], the relative importance
of these attributes was analysed. In consequence, the research model
was tested directly by Structural Equation Modeling and indirectly by
considering the Pairwise Comparisons.

The latent variables of the Structural Equation Model (SEM) are
designed by applying the C-OAR-SE procedure for scale development
[40]. In consequence, the variables “Usage Intention”, “Trialability” and
“Perceived Improvement of Buying Conditions” are classified as concrete
attributes leading to a single-item-measure. All other constructs besides
PEOU and PRK are formed by beliefs regarding the BCT. Thereby,
technology’s characteristics serve to reason subordinate beliefs and thus
specify the formative measurement of theory-based constructs (cf.
Table 1). In contrast, PEOU, although also affected by the technology’s
characteristics, usually is not formed by different, widely independent
attributes, but more of general disposition reflected in multiple, highly
correlated beliefs and therefore measured in a reflective manner. Because
specific beliefs regarding the BCT and its applications are supposed to
be perceived relative to the status quo, these are measured “compared to
existing IT applications” (cf. Table 7). In consequence of the adaptive
survey design, only 32 participants expressed these specific beliefs, which
still is a sufficient number to get meaningful results for the SEM [41].

In general, constructs were measured relying on validated scales, if possible
(see Table 4 for details), and backward-translation was executed for the
survey’s presentation inside this paper. To calculate the SEM, path-based
weighting is used and a Bootstrapping including 5000 random subsamples
performed using the software “Smart PLS”. Thereby, actual users are
assumed to also have an intention to use BCT.

Finally, to motivate the presumably already exhausted participants to reveal
their knowledge of BCT, “Gamification” elements have been integrated
[42] in form of a “Blockchain-Quiz” consisting of ten true/false questions
whereby the first five have been designed to measure How-to-Knowledge
and the other five for measuring Principles Knowledge (for details, see
Table 5).

The questions have been designed to capture Blockchain-based
applications most commonly used by consumers (and thus have a focus
on public (permissionless) Blockchains) and to be as easy to understand
while maintaining as much precision as possible. To further differentiate
the participants’ knowledge, they were asked to state their confidence for
every answer to calculate “Confidence Ratings” that weight correct answers
with strong confidence higher than correct answers with low confidence.
Incorrect answers are handled contrariwise. This approach is especially
used to calculate a Principles Knowledge Score for each participant which

is called “Principles Knowledge” in the following.

Therefore, the calculation scheme by Hassmen and Hunt [43] is used.
Due to the fact that the quiz has been designed as an appendix after the
primary survey, results should be generalised carefully with respect to
average knowledge levels (presumably they are overestimated), because the
decision to take part in the quiz might actually be a knowledge predictor
[14]. But to distinguish between participants having comparably high and
low knowledge levels, which is the main purpose of the quiz, this is not a
problem.

5. Results
5.1. Descriptive Statistics on Usage, Knowledge and Perception of
the Blockchain Technology

Looking at Figure 2, a majority of 61.1% has already heard of BCT,
which is the lowest percentage of all tested technologies, but higher than
earlier surveys [3, 16] indicated. Comparatively high awareness might
be a consequence of the relatively young and educated participants® or
technology’s high media coverage prior to the survey [30]. Nevertheless,
only five (3.2%) respondents state to use BCT and 19 (12.1%) more to
have the intention to do so in the future."

As discussed eatlier, limited knowledge might be an adoption barrier.
Results of the Blockchain Quiz, displayed in Table 5, reveal that only 59%
of all true/false-questions are answered correctly. In total, HTK scems
to be very low; it is even not possible to show that in average, the amount
of correct answers (2.55 of 5) is different from random guessing (p > 0.1
(t-test)). Regarding PRK, 3.36 of 5 answers ate correct, which is definitively
a higher number than expected by random guessing (p < 0.01 (t-test)), but
also capable of improvement.

Asking for associations to the stimulus “Blockchain” (cf. Figure 3) many
of the 61 participants who entered an answer think of cryptocurrencies (n
=9) or Bitcoin in particular (n = 14) or refer to essential ideas of BCT like
“Decentralisation” (n = 11) or “Linkage/chaining of data” (n = 7). Also
noteworthy is the repeated mentioning of the high energy consumption
(n=5).

Blockchain
3.2%

Legend:

D unknown

O known, no use intended]
. known, use intended

| known, I use it

3D Printing
3.8%  3.2%

Cloud Computing

Cryptocurrencies
7.0% 5.1%

Virtual Reality
7.6%__ 6.4%

Figure 2 : Awareness and usage of selected technologies.
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Bitcoi 1
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Cryptocurrencies I
Linkage/chaining of data HE—_—_——
High energy consumption I
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Smart Contracts HE—
Complexity mmmm
Replaceability of banks mmmm

0 5 10 15
Number of mentions

Figure 3. Associations to the stimulus “Blockchain”.

Referring to the general perception of BCT, participants think that it
is generally useful, but are not convinced that it delivers value to them
personally (cf. Table 6, items 1 and 2). Generally, the technology is perceived
as complex and hard to understand, leading to a low PEOU. A notable risk
perception can be observed, which however is not extraordinarily high.
Trialability is basically very low, but perceived very differently as the high
variance indicates. As anticipated, social norms currently are negligible.

Regarding specific beliefs (cf. Table 7), the answers’ general proximity
to the scale centre indicates that participants evaluate specific attributes
of Blockchain-based applications similar to those of currently used
IT applications. This holds in particular for the independence from
technology groups as well as for perceived transaction costs and buying
conditions. Independence from individual states or banks and privacy
protection are only perceived slightly better. In contrast, transparent
process documentation, the protection against transactions’ manipulation
and the perception of legal risks positively stand out.

5.2. Pairwise Comparisons (PC) (Indirect Proof of the Research
Model)

As Figure 4 reveals, security aspects, especially the protection of personal
data and against fraud, seem to be very important in the context of
automated online transactions compared to other properties. The
possibility to specify further criteria (e.g. the delivery date) in combination
with an option to refuse the app’s recommendation, called “Freedom of
decision (customisable attributes)”, and the additional consideration of
manufacturers’ stores for price comparison, called “Independence from
ordering platforms”, are also relevant. In contrast, the app’s permanent
availability and low costs of payment execution appear to be relatively
unimportant. However, this result should not be misinterpreted, because
the importance of availability might only be realised if problems occur and
referring to costs, these might have become clusive, because no concrete
values were introduced.

5.3. Structural Equation Model (SEM) (Direct Proof of the Research
Model)

Figure 5 (on the next page) displays the estimated SEM. Evaluating
model’s quality, the coefficients of determination (R?) can be interpreted
as “satisfying” regarding Usage Intention (R* = 0.294) and PR (R* =
0.327) and as “substantial” for PU (R? = 0.513) due to the many potential
determinants [41]. Considering multicollinearity between constructs and
the items in case of formative variables, variance inflation factors should
be regarded [44]: all range from 1.0 to 1.8 (for details, see Table 8), which
is far below widely accepted maximum values of 5 or 10. For addressing
PEOU, factor loadings indicate sufficient internal consistency (all above
0.7) [41]. Bootstrapping reveals that all hypothesis can be confirmed at

10% significance level and besides H5 all even at 5%. In consequence,
validity of the SEM can be assumed.

Protection against

L pEhu

subsequent manipulations

e
Protection of personal dat- [ N ° 4>

Freedom of decision,

I 5

(customisable attributes)

Independency from

0l

Low costs of] *

0.25

ordering platforms
payment execution

Permanent availability
(base category)

Figure 4. Pairwise Compatisons.

Legend:
values represent parameters of a Bradley-Terry-Luce-Test
with “Permanent availability” as pre-defined base category.
* ) ** significantly different from base category at
10% / 1% level

In addition to path coefficients (cf. Figure 5), that already allow a first
indication of effect sizes, F? is calculated for each relationship (cf. Table
9). Considering direct determinants of Usage Intention, Trialability,
which cleatly depends on PEOU (F? = 0.200), emerges as strongest (F? =
0.192), while PU (F? = 0.111) and PRK (F? = 0.059) have a comparatively
small, but unambiguous effect on it. Perceived Improvement of Buying
Conditions has a remarkable influence on PU (F? = 0.723) and the Felt
Independence from Institutions reduces PR strongly (F? = 0.485). Finally,
it appears suitable to model PR as a determinant of PU having an indirect
effect on Usage Intention only (F> = 0.137). Looking at items’ weighting
factors to form latent variables, summarised in Table 8, indirect conclusions
can be drawn [44]>* Felt Independence from Institutions is surprisingly
dominated by perceived independence from individual states (y = 0.435)
and technology groups (y = 0.660), whereby it should be noted that the
latter’s effect might be affected by privacy improvements addicted to
independence from technology groups [9]. PR extensively consists of the

perception, that predominantly criminals use BCT (y = 0.505), but obviously
other influence factors also contribute to BCT’s application being perceived
as generally “risky” (y = 0.485) and associated to potential losses (y =
0.330). Lastly, PU strongly depends on the expected transaction costs (y =
0.322), which is in line with findings regarding Perceived Improvement of
Buying Conditions, as well as on perceived privacy protection (y = 0.341)
and a general value perception of BCT usage (y = 0.530).

5.4. Integration of Results

To sum it up, consumers miss possibilities to try out BCT which they
perceive to be very complex. Maybe because of their low knowledge of
the disrupting ideas or principles the technology is based on, they do not
realise how they can personally benefit from it. Finally, the following four
beliefs regarding BCT are found to be specifically critical for stimulating
acceptance:

. Expected Improvement of Transaction Conditions
(derived from SEM)

. Perceived Privacy Protection (derived from PC and SEM)

. Felt Independence from Institutions (derived from SEM and
indicated by PC)
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H5: 0.609 (0.00)

H4: 0.409 (0,00)

Perceived Usefulness H1: 0.282

(0.00)

Principles Knowledge [t

Intention

Trialability

Figure 5. Structural Equation Model.

Legend: hypothesis (cf. part 3) ke L0E72 (©.00) 4 ©tror term (calculated by Bootstrapping-procedure)

standardised path coefficient

. Perceived Fraud Protection (derived from PC and SEM)
6. Discussion

The results allow for concluding implications from the perspective of
multiple stakeholders. The stated lack of legal certainty, for example,
emphasises the importance of closing gaps in the law, e.g in Data
Protection Law [45] or Contract Law [46]. But in the following, the focus
will be on suitable communication strategies to form desirable beliefs
about BCT and on recommendable directions of the technology’s further
(technical) development. Final remarks, moreover, discuss conclusions for
future research.

6.1. Communication Strategies Towards Consumers

(Persuasive) communication is a well-established instrument to form
desirable beliefs [13]. The following recommendations are relevant for all
institutions that might be interested in stimulating the diffusion of BCT
(e.g. governmental ministries) or of applications based on BCT (e.g start-
up companies), because the general attitude towards the technology’s
usage profits from application’s image whenever referring to BCT (e.g.
in advertising) and vice versa (“image transfer”). Although target groups
for communication should be defined context- and application-specific,
general recommendations can be derived from the results by applying
the already introduced Diffusion Theory (cf. part 3), which differentiates
human stereotypes, called “Adopter Types”, by their innovativeness [for
this and below: 33]. The first to adopt are “Innovators”, typically interacting
with other Innovators, who are adventuresome, risk-secking and have the
ability to understand complex innovations. They serve as “gatekeepers” for
a technology’s diffusion and inspire “Early Adopters”, who regularly catch
up on new trends and enjoy to be local opinion leaders. Members of the
“Early Majority” carefully weigh up innovations’ usage and thereby refer to
Early Adopters, who in consequence are crucial for reaching a critical mass.

Now comparing the percentage of actual BCT users (3.2%) with the
estimated percentage of innovators in the population (ca. 2.5%*) [for this
and below: 33], one can conclude that the Innovators already use BCT
by a majority. In contrast, Early Adopters (ca. 13.5% of the population)
typically have already formed an intention to use the technology, but
hesitate to use it (which is true for 12.1% of respondents) and thus are
critical for the technology’s further adoption, especially considering their
influence on later Adopters. Early Adopters, for example, could be targeted
by using methods discussed in the context of “Influencer Marketing” due
to their increased use of Social Media, reasoned by their intense need for

social participation. As regards content, possibilities to use BCT might
be communicated (increasing Trialability) by emphasising improvements
through the technology with respect to critical beliefs carved out in part 5
(Expected Improvement of Transaction Conditions, etc.). Thereby, it might
be advisable to refer to technical characteristics for enhancing Principles
Knowledge, which entails the challenge to explain complex principles as
comprehensibly as possible. However, most crucial for communication
success might be the derivation of tangible benefits and additional
possibilities through the use of BCT from technical characteristics. Early
Adopters, for example, possibly need to realise that BCT enables them to
choose the way and rules of social interaction independent of technology
groups of states.

6.2. Further Development of Blockchain-Based Applications

General recommendations for further development address business
model creators just as frontend- and backend developers of Blockchain-
based applications. First of all, a focus on usability to increase PEOU and
to enhance the user experience [47] as well as the passing-on of savings due
to Blockchain usage to consumers to some extent (leading to improvements
of transaction conditions for them) is generally advisable. The relevance
of “Independence from Institutions” further invites small providers of
Blockchain-based applications to use the technology to communicate
increased Independence from Institutions to gain competitive advantage.
Privacy protection can be ensured by anonymity, which, however, is not
guaranteed only because pseudonyms are used [17] and might be opposed
to legal certainty. Anyway, only putting data “on-chain” that are necessary
for the functionality of an application and informing users about (reasons
for) use of data [48] could also increase perceived privacy protection.
To counter consumers’ perceived risk to be defrauded, certifications
for Blockchain solutions offered by trustworthy organisations based
on transparent criteria [49] and insurances covering overestimated risks
[4] are promising options. Continuing the development of solutions for
the protection of private keys could further contribute to perceived risk
reduction [50].

6.3. Research Implications and Final Remarks

From a researcher’s perspective, a new, Blockchain-specific acceptance
model has been developed, which delivers an explorative starting point
for further acceptance research addressing BCT and some interesting
findings for technology acceptance research in general. In particular, the
interpretation of PEOU as an essential determinant of Trialability in the
context of emerging technologies that has only occasionally been applied
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in the past [34] and the consideration of PR as influencing factor of PU
whenever risk reduction is a constituting idea behind a technology’s usage

might inspire future research.

Of course, this paper faces many limitations: first of all, only usage intention
and not actual usage is explained and no representativeness for the German
population ensured. Furthermore, it leaves the explicit consideration of
hedonic usage motives and expected changes of the interaction in social
systems to future research. Although many of the indicated effects are
probably valid for consumers from other countries than Germany, cultural
differences, in particular in terms of technology usage habits, as well as
country-specific requirements depending on legal circumstances and the

technical infrastructure [21] might restrict international transferability.
Moreover, technical trade-offs in Blockchain designs (e.g. between usability
and security) leading to limits in evoking desirable perceptions at the same
time have not been regarded [51]. Finally, some might argue that it only
makes sense to research the acceptance of specific applications and not
of the underlying technology because of the diversity of applications and
designs. However, even for acceptance research on the application level,
which is expected to increasingly follow in the future, this paper provides
indications for research designs as well as for critical beliefs determining
consumers’ acceptance that is considered to be of outstanding importance
to help the Blockchain technology fulfil its potential.

Appendix:

Table 1. Derivation of theory-based beliefs.

Theory-based | Corresponding | Subordinate beliefs relevant in Corresponding characteristics of Blockchain
belief theory Blockchain context (selection) applications (selection) [51]
Perceived TAM Perceived increase of transparency Availability (+)
Usetulness [17, 18, 19, 22] Consistency (+)
Vulnerability Resistance (+)
Expected reduction in transaction (low) direct, monetary transaction costs (+)
costs* [4, 17,18, 19, 22] (low) indirect transaction costs (+) (e.g. required time
depending on transaction validation speed and the
effort that is necessary to find a transaction partner)
Perceived improvement of privacy Confidentiality (+) (e.g. enabled by pseudonymity,
protection* [4, 17] applied encryption methods or user-managed data
exchange)
Integrity (+)
Perceived Ease | TAM Usability perception [17, 18] Interoperability between applications (+)
of Use Exchangeability of cryptocurrencies (+)
Response time (-)
Support for constrained devices (+)
Perceived Risk | TAM, extended | Perception of fraud risks [4, 17, 18, Confidentiality (-)
19, 22] Consistency (-)
Integrity (-) (especially tamper-resistant logging)
Decentralisation (-)
Vulnerability resistance (-)
For more detailed discussion of risks associated with BCT usage, see [4]
Trialability Diffusion Accessibility [4, 17, 18, 19, 22] Availability (+)
Theory Interoperability between applications (+)
Required bandwidth (-)
Support for constrained devices (+)
Table 2. Derivation of technology-based beliefs.
Technology- Subordinate beliefs Constituting characteristics of Blockchain applications [51]
based belief relevant in Blockchain | For argumentation regarding independence, compare [4]
context (selection)
Felt Independence from Possible consequence of disintermediation and...
Independence | technology groups* ...decentralisation by taking over services of technology groups or banks enabled by
from BCT (independence from technology groups and banks)
Institutions or respectively
Independence from ...the international distribution of power to change consensus (independence from
banks* states)
These processes are enabled by BCT’s characteristics, especially by Availability,
Independence from Confidentiality, Consistency, Integrity, Encryption, Resilience, Vulnerability resistance,
states* (low) costs (of transactions), Ease of Node Adoption, Support for constrained devices
Perceived Expected price Directly based on (low) monetary costs (of transactions), (high) transaction validation
Improvement speed and indirectly by transparency-induced (potential) gain of power in transactional
of Buying Expected terms and relations as a consequence of market transparency and disintermediation [9]
Conditions conditions
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Table 3. Adaptive design of the online questionnaire.

Understanding of functional principles (of BCT)
(referring to “Perceptual Awareness Scale” [55])

Part of the online Abbreviation |Number of
questionnaire participants
General technology use GT 157

BCT" general beliefs BG 73

BCT: specific beliefs BS 32

Pairwise Comparisons PC 102
(attributes of a new app)

Personal data PD 128
Blockhain-Quiz QU 49
(appendix)

L d:

Table 4. Measurement models in the Structural Equation Model.

none vague

BCT = Blockchain technology
The number of participants includes all who answered at least one question

of the part.

relatively clear clear

Latent variable Type of Item's description Questionnaire Origin of item’s scale
measure- (cf. Table 6 and Table 7) part (cf. Table 3) | (BC = measured in a
ment Blockchain context)

Perceived Usefulness | Formative | BCT use valuable BG [29]

Privacy protection BS [22 (BO)]
Low transaction costs BS
BCT useful BG
Perceived Ease of Reflective BCT easy to understand BG [26, 29, 50]
Use BCT use easy to learn BG (20 (BO)]
Perceived Risk Formative | BCT use risky BG ~ [29]
Damage from BCT use BG [22 (BO)]
Criminal users of BCT BG

Felt Independence Formative Independence from technology groups BS /

from Institutions Independence from banks BS
Independence from states BS

Perceived Improvement of Buying Conditions BS /

Trialability BG [56]

Principles Knowledge QU [43]

Usage Intention GT / (dichotomous)

Legend: BCT = Blockchain technology

All scales used were translated into German and thereby partially slightly modified.
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Table 5. Blockchain-quiz — questions and results.

Ques- | Question text Cotrect |Share of |@ Con- |Score (O = average /
tion answer |correct |fidence |SD = standard deviation)
Nr. answers |rating
How- |1 Recipient’s public key is needed to initiate a transaction | true 49% 1,77 0 =+6,3/SD = 31,0
to- 2 Recipient’s private key is needed to initiate a transaction | false 27% 1,98 0 =-28/SD = 31,7
Knowl- I3 Private and public keys consist of numbers and letters | true* 84% 2,27 0 +30,9/SD =214
?Ic—llgfel Q) 4 On prevalent Blockchains, transactions are approved by | false 63% 2,06 @ =+19,6/SD =280
an authorised participant (central authority)
5 New transactions are immediately incorporated into the | false 33% 2,06 @ =-6,1/SD =335
Blockchain
Total 51% 2,03 @ =+9,57/SD = 68,1
Princi- |6 Each block has one specific predecessor true 79% 1,91 @ =+ 21,6/SD = 26,2
ples 7 Usually, multiple transactions are assigned to a block true 62% 1,72 ) =+18,0/SD =255
Knowl- 8 Usually, a transaction is distributed to multiple blocks | false 60% 1,60 @ =+15,0/SD = 24,7
Zc)l}%elq 9 On public (permissionless) Blockchains, all transactions | true 79% 1,64 O =+248/SD = 20,6
are typically visible for all participants
10 If “proof-of-stake” consensus mechanism is applied, a | true 57% 1,34 @ =+94/SD =245
miner’s asset influences his chance to create an
upcoming block
Total | 67% 1,64 @ =+ 88,8/SD = 67,5
Total HTK + PRK | 59% 1,84 0 = +136,5/SD = 107,7

Legend: *if displayed in conventional hexadecimal system.  Questions partly inspired by Henry et al. [14].

n = 49 (varies due to drop outs for each question; 46 participants answered all ten questions).

“Confidence Rating” is scaled from 0 (very unconfident) to 4 (very confident). Score ranges from -60 to +50 for each question, in
consequence from -300 to +250 for HTK and PRK and from -600 to +500 in total.

Table 6. Beliefs about Blockchain technology (BCT).

Item |Item Text Item description Average Standard
Nr. (ranges from | deviation
0 to 4) (in scale points)
1 The use of Blockchain technology is valuable for me BCT use valuable 1.98 1.09
2 The technology is useful BCT useful 3.25 0.70
3 Blockchain technology is easy to understand BCT easy to understand | 1.24 0.90
4 Technology’s application is easy to learn BCT use easy to learn 1.69 1.09
5 The application of Blockchain technology is risky BCT use risky 1.57 1.16
6 Using the technology can cause substantial damage for me Damage from BCT use | 1.64 0.98
7 Blockchain technology is predominately used by criminals Criminal users of BCT  |1.23 0.81
8 I know how to try out Blockchain applications Trialability 1.77 1.42
9 Others expect me to use Blockchain technology Social Norm 0.80 1.06
(not part of SEM)

Legend: items were measured in questionnaire part “BG” (cf. Table 3).

SEM = Structural Equation Model. Corresponding question: how strongly do you agree with the following statements concerning
the Blockchain technology?

n = 70; participants stating “cannot judge” were filtered out. In consequence, actually considered responses for each item range
from 45 to 64. Scale points ate named the following:

0 (minimum) — fully disagree | 1 — rather disagree | 2 — neither agree nor disagree | 3 — rather agree | 4 (maximum) — fully agree
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Table 7. Specific beliefs about Blockchain technology (BCT).

Item |Item text Item description Average Standard
Nr. “Blockchain applications...” (ranges deviation
from 0 to 4) | (scale points)
10 “...make me independent from technology groups” Independence from 2.32 1.06
technology groups

11 “...make me independent from banks” Independence from banks |2.76 1.02

12 “...make me independent from individual states” Independence from states | 2.42 1.07

13 “...are characterised by low costs per transaction” Low transaction costs 2.04 1.34

14 “...protect my privacy” Privacy protection 2.46 1.07

15 “...improve the conditions at which I can buy goods and Perceived Improvement of |1.91 1.24
services® Buying Conditions
Perception of selected functionalities

16 ”...can record processes transparently® Transparent process 3.03 0.87

documentation

17 “...preclude the manipulation of transactions” Manipulation resistance 2.71 1.21

18 “...preclude the execution of transactions in the name of No identity fraud 1.58 1.10
someone else”
Risk perception

19 “...hold legal risks” Legal risk 2.60 1.00

20 “...hold the risk to loose money due to fraud” Fraud risk 2.10 1.15

21 “...lack maturity and thus their usage could cause substantial Maturity risk 1.86 1.11
damage to me*

Legend: items were measured in questionnaire part “BS” (cf. Table 3).

n = 32; participants stating “cannot judge” were filtered out. In consequence, actually considered responses for each item range
from 23 to 29.

Corresponding question: how do you evaluate Blockchain applications generally regarding the following characteristics compared

to currently used I'T applications?

Scale points are named the following: 0 (minimum) - much less pronounced | 1 — little less pronounced | 2 — equally pronounced
3 — little more pronounced |4 (maximum) — much more pronounced

Table 8. Accuracy of the Structural Equation Model.

Latent variable Item description (cf. Table 6 and Table 7) | Coefficient VIF (formative) /
(formative) / factor reliability coefficient
loading r (reflective) o (reflective/1-item)

Perceived Usefulness BCT use valuable B =0.536 VIF = 1.372

(PU) Privacy protection B =10.341 VIF = 1.238

Low transaction costs B =10.322 VIF =1.174
BCT useful g=0.217 VIF = 1.444

Perceived Ease of Use BCT easy to understand r=0.873 0 =0.843

(PEOU) BCT use easy to learn r=0.833

Perceived Risk BCT use risky B =10.485 VIF = 1.365

(PR) Damage from BCT use 8=10.330 VIF = 1.425

Criminal users of BCT g =0.505 VIF = 1.140

Felt Independence from Independence from technology groups B =0.660 VIF = 1.079

Institutions Independence from banks B =0.254 VIF = 1.783

Independence from states B =10.435 VIF = 1.689
Perceived Improvement of Buying Conditions | r = 1.000 (single item) |/
Trialability | r = 1.000 (single item) |/
Principles Knowledge | r = 1.000 (single item) |/
Usage Intention | r = 1.000 (single item) |/
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Legend: VIF = variance inflation factor.

Table 9. Effect sizes of the Structural Equation Model.

Hypothesis | Relation F? | effect strength

Hypothesis | Relation F? | effect strength

H1 PU->Intention F2=0.111]| small H5 Conditions>PU F2 = (.723] strong
H2 PR>PU F? = 0.137]| small HG6 Independence>PR F? = 0.485] strong
H3 Trialability> Intention |F? = 0.192]medium H7 Principles Knowledge |F? = 0.059 |small

- Intention
H4 PEOU-> Trialability F? = 0.200 | medium Legend: evaluation of effect strength based on Hair et al. [41]

Legend: PU = Perceived Usefulness
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"This paper refers to “Blockchain technology”, because most consumers are
expected to be more familiar with the commonly used term “Blockchain”
than with the more broadly defined, but much more abstract concept
of “distributed ledgers”. Anyhow, results might also be relevant for
applications based on distributed ledgers that are not built on Blockchains.

i Referring to a survey among German consumers by Yougov
Deutschland GmbH, only 4% of consumers use the Internet to deal with
cryptocurrencies like Bitcoin as the most commonly used Blockchain-
based application among consumers [3]. The low percentage of users is
replicated in the present study (3.2%, cf. part 5).

i Besides payments based on cryptocurrencies, consumer-otiented apps
relying on BCT already offer a wide range of services, for example, cloud
or messaging services [52].

¥ 'This evidence, which is discussed tregularly under the heading of
“Intention-Behaviour-Gap”, can be traced back to various causes, e.g
unexpected problems or emotions occurring in real situations that have
not been anticipated when hypothetically forming an intention [13].

¥ Many well-known acceptance theories and models like the “Unified
Theory of Adoption and Usage of Technologies” (UTAUT) or the
“Technical Acceptance Model” (TAM) use intention as an acceptance
variable.

“This does not imply that these processes need to be conscious or cannot
include spontaneous components or emotions [13]. Anyhow, to explain
spontaneously initiated and predominantly affective decisions to perform
a behaviour of interest, the theory should not be used [24].

“i Alternatively, it can be interpreted as further Behavioural Belief, addicted
to the expected outcome of trying out BCT.

i The theory specifies four more beliefs (“Relative advantage”,
“Compatibility”, “Complexity” and “Observability”) that determine overall
evaluation of an innovation that show analogies to PEOU (Complexity)
or PU (Relative Advantage) and have been used for investigations until
today, but are not significant in all applications [34]. In consequence, only
Trialability is explicitly taken into account.

% Authors discuss “Perceived customer dependence” from a sales
perspective [35].

*93.4% of the participants had a graduation qualifying for university
entrance (for comparison with the German population, see [53]).

* Reference technologies were selected comparing the “Hype Cycle for
Emerging Technologies” of the consulting company “Gartner, Inc.” from
the years 2015 to 2017. The aim was to select emerging technologies in
different stages of diffusion [54].

i Harlier surveys focussing the Bitcoin Blockchain yield a negative
correlation between age and awareness as well as between age and usage
(intention) [14, 15], which can broadly be replicated by the present data (r
(Spearman rank coefficient) of age and awareness = 0,24, p < 0.05; r (rank
coefficient) of age and usage intention = -0,16 (p < 0.1)).

‘i But interestingly cleven declate to actually own or have owned
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cryptocurrencies (and only four of these eleven seem to be aware of the
fact that they thereby use BCT), which indicates that cryptocurrencies and
BCT are not necessarily connected in consumers’ perception. Because
respondents were further asked to specify the cryptocurrencies they own
and all stating to own some have Bitcoin or Ether as Blockchain-based
cryptocurrencies in their portfolio, this can definitely not be a sophisticated
statement based on the fact that not all cryptocurrencies are based on
Blockchains. Anyhow, a generalisation of this incident is not possible due
to the low numbers of users participating in the survey.

*The higher an item’s weighting factor, that can be interpreted as regression
coefficient [44], the more it determines the influence of the corresponding
latent variable on others (and ultimately on Usage Intention).

* The classification assumes a normal distribution based on earlier
research and is not completely sharp because of “innovativeness” being
a continuous variable [33]. Anyhow;, it allows a rough estimation of the
percentage that different Adopter Types represent in the population.
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Abstract

Traditional I'T security mechanisms are generally not well suited for IoT devices, where processing and network connectivity should be kept to
a minimum. Consequently, IoT devices have been recently identified as an easy target for cyber-attacks, like for example on the Mirai botnet
Distributed Denial of Service attacks in 2016, where various devices were hacked into and taken over. Different solutions have been developed
aiming at guaranteeing the security at both the device application layer and the network layer. Few succeeded to deliver the flexibility necessary for
ToT devices. Even fewer have implemented an effective threats detection system, and just a handful have realised all the previous features in a fully
decentralised fashion, including this one. This Distributed Ledger Technology (DLT) attestation system is maintained and supported by most, or
all, IoT devices because it is based on a light-weight DLT protocol. It comprises of a system for authorisation and authentication for the individual
devices as well as includes an anomalies detection system based on smart contracts. A demonstration was built to support a Smart City use case.
The objective is to guarantee, in a decentralised manner, the security of low computational power devices executing the sensing function and their
connectivity, and therefore the correct functioning of the system. On the demonstrator, the system was run using DLT supported by the sensors
connectivity bridge (built using Raspberry Pi’s). The system proved to be rapid to develop, flexible with regard to systems changes and resilient to

attacks to both individual 10T devices and to the DLT.

Keywords: Internet of Things, Distributed 1edger Technologies, Blockchain, Attestation, Smart Cities
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1. Introduction
a. Internet of Things

First deployed during the Second World War by the Royal Air Force for
assets identification [1], radio frequency identification (RFID) tags atre
nowadays widely used by retailers to replace bar codes of products or
to prevent shoplifting. In October 2003, during the McCormick Place
conference in Chicago, USA, retail, technology and academic partners
realised a local network including connected products using RFID tags.
Because this network involved tracing and gathering information about
different things in real time, it was called znternet of things [3].

Now that more than a decade has passed since the McCormick Place
conference, the Internet of Things (IoT) remains a technology model
under development and it is expanding rapidly across different sectors.
The definition of IoT has gained a more comprehensive shape, now being
defined as the collection of various devices, as opposed to only RFID tags,
which are able to produce data and are inter-connected over the Internet

[4]-

According to recent studies, the number of Internet connected devices
is expected to reach 34mi by the end of 2020 [5]. A great part of this
explosion in numbers is due to the deployment of an ever-growing amount
of different IoT devices. Devices that traditionally were not connected
to the Internet, like utility meters, cameras and various sensors, are now
being provided with Internet connection and are sharing data on the web.
The estimated economic impact of the IoT applications across sectors like
homes, offices, health, cities and other, is estimated to going to be at least
£2.2tn per year by 2025, with confident forecasts predicting an economic
impact of up to £9tn per year [6].

An example of an application of 10T is to enable intelligent cities. If data

about air quality, traffic, buses and trains real time schedule, electricity
production and consumption, cycling experience and car parking
occupancy is produced in real time, applications like smart people routing,
intelligent energy management and air quality enhancement policies can
be implemented, making commute in big cities easier, improving the air
quality and energy efficiency, and enhancing road safety.

The general idea of the IoT is to bring the right information to the right
people at the right time. On an IoT system, information about different
environments are collected and delivered in a relevant and secure way to
the end users. In between the measured environments and the information
consumption, four layers of infrastructure exist: the sensors, the
connectivity, the information exchange and the application layers. Figure 1
depicts this architecture with examples of some possible components on
each of them.

On the next page of Figure 1, different environments are conceived,
representing various eco-systems where IoT services are intended to be
provided. The first layer of the IoT architecture, called sensors layer, is
comprised of the various sensors deployed. These sensors are used
to produce data from different sources and are provided with Internet
connection, which builds the second layer of the structure: the connectivity
layer. At the connectivity layer, the data is transported from the sensors
to an information exchange centre by different technologies, which are
dependent on the application requirements. It can be over a Wireless
Local Area Network (LAN), or Wi-Fi, connection if the sensors and the
environment are close to each other, like for example on a smart home or
factory; or it can be over a 4G or 5G connection if the application requires
wider band or faster actuation time. Yet another example largely used for
narrow bandwidth and low power consuming communications provision
is the LoRa WAN (Long Range Wide Area Network) technology.

The JBBA | Volume 3 | Issuel | May 2020

67



FEnvironments
traffic, industrial data, car parks, air quality

Er.

*RFID tags, parking sensors, soil moisture measurement, light sensors,
rubbish bin usage monitors, GPS trackers

Connectivity layer —_—

*LoRa WAN, 4G/5G, meshed networks, Wi-Fi, Bluetooth

Information exchange layer B —

*Data cataloguing services, I'T services, analytics, developer
euvu:onnleut, Service rnan‘a.gernent

Application layer —_—

*Waste management, smart parking, asset tracing, real-time routing
assistance, smart street lighting, smart cycling

Users

consumers, councils, businesses, individuals

Figure 1. High level architecture of a typical
Internet of Things system

LoRa WAN is preferred for applications like smart solar panels within a
campus, where only small data packets need to be exchanged in a power-
efficient way. The third level, the information exchange layer, is where the
data is stored, processed and shared across different parties. Here, the
data is made uniform to be exposed and consumed, providing the ability
for IoT data consuming applications to be developed rapidly. This is also
where the data access policy is implemented and where the applications
are provided with specific ways for interacting with the data, for example
being provided with a uniform application programming interface for data
input and consumption. The application layer, at the bottom of Figure 1,
and is the one responsible for delivering the information to the end users
in the most appropriate manner. The end users are the IoT information
consumers, for example, cyclists, commuters, councils, banks or any
relevant IoT information consumer.

b. Distributed Ledger Technologies

Distributed Ledger Technology (DLT) is a peer-to-peer networking system
where the exact copy of a transactions ledger is shared, supported and
trusted by all peers (nodes), without having to rely on a central authority
[7]. If the transactions of the network are organised in the form of blocks
of information, containing among the transactions, other identifiers, in
such a way that one block is generated at every determined period of time
and the blocks are linked (chained) to the previous ones, then the DLT is
called blockehain [8].

Information stored on the DLT can be trusted by design because it has
to undergo a decentralised and fair consensus algorithm. A consensus
algorithm is a computational process by which the network collectively
agrees on a single source of truth by determining which transactions are
to be added to the ledger via a series of verifications. This algorithm is
usually also used to decide which computing peer will be the sealing node,
the node responsible to update the ledger with the newer transactions
and to broadcast the newly created block to the other peers. Usually, the
fairer the network is, the less repetition and predictability of sealing nodes
there will be. Different consensus algorithms exist, depending on the type
of blockchain and on the requirements of the use cases. For example,
the Bitcoin network, where heavier requirements for security must be
put in place, the proof-of-work was the chosen consensus algorithm.
If an enterprise-level blockchain is designed, a more flexible consensus
algorithm may be adopted, like, for example, the proof-of-authority or

proof-of-stake types.

Another important feature of modern blockchain protocols is the
implementation of smart contracts. Smart contracts are pieces of code
executed in a decentralised fashion by all nodes of the network. They
provide programmability to the system, are able to react to inputs and to
the blockchain state and produce the program output at all nodes for the
system. Smart contracts are pieces of code triggered either by conditions
set, L.e. reacting to a certain blockchain state, or by a call from any node
via a transaction [9]. They can perform various functions in a blockchain
system, e.g. enabling an agreement between two or more parties, to provide
virtual identities for devices, to check authorisation of nodes, to transfer
digital assets, among others.

Since smart contracts reside on the blockchain, they must have an
associated address, which is used to collect the funds in exchange of their
execution. Moreover, smart contract scripts are inheritably deterministic,
meaning that it will always provide the same outputs for the same inputs.
Furthermore, all interactions with the smart contract will be supported
by cryptographically signed messages registered on the ledger, meaning all
smart contract interactions are traceable and auditable [13]. These factors
are what make smart contracts so important for current distributed ledgers
implementations.

In order to evaluate the benefits of immutable DLTs for any information
technology (IT) project, five key dimensions should be evaluated in order
to avoid falling into the technology hype:

. Does the project require an immutable ledger, where data cannot
be deleted or updated?

This is primarily concerned with the IT challenge of access to historical
data for system processes. Since blockchains structure the data in
such a way that information cannot be changed, thanks to its hashing
algorithm implementation, deletion or change of data in the ledger is very
complicated and energy consuming, At DLTs, the information is generally
stored in a way such that it contains one field storing a reference to a series
of previous transactions bundled together. In blockchains, this reference
is usually implemented at block level as the hash output of all the previous
blocks bundled together to generate the hash output. This means that in
order to change or tamper with one or more transactions on any block,
a new recalculation of the entire blockchain is necessary, requiring an
immense computational cost and a prolonged time. This makes changes to
the ledger generally an impractical task.

. Do the interested parties need access to a single and trusted
source of truth?

This is primarily concerned with the IT challenge of access to true
information for processes. DLT is a repository of transactions and
data which is synchronized, shared and supported by peers without the
requirement of a central authority mediation. Usually guaranteed by the
network consensus algorithm, DLTs assure all peers of the network trust
on the data stored on the ledger. All nodes have a local and synchronised
copy of the ledger of transactions and can fetch any transaction or provide
access means to non-peer users at any time, representing an attractive
technology candidate for IT projects where various parties need to access
a singular repository of data which all can inheritably trust in order to
convey truthful information.

. Is an independent and cryptographic audit trail required for the
use case, e.g. to prove identity, state or provenance of an asset?

This is primarily concerned with the IT challenge of access to data for audit
purposes. DLTs process transactions using uniquely referenced signatures
for peers based on enhanced cryptographic protocols. Furthermore, all
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the history of actions of the unique signatures is stored on the immutable
ledger. Hence, provided DLTSs are powerful tools to store immutable and
historical data and are a trusted source of information to all peers, it proves
to be a strong technology candidate to power audit trails I'T systems.

. Does the system have good reasons for not putting a centralised
utility in place or to have a single entity in control of the
architecture activities?

This is primarily concerned with IT systems which are by nature, or
need to be, decentralised. DLTs are systems that enable trust, immutable
information and audit trails in a decentralized fashion. In general, the
consensus algorithms for a DLT require a plurality of peers to be effective,
meaning that it is designed to enable access to decentralised, and trusted
information provided multiple parties participate in the system. If this is
the case, and there are reasons for not having an authority, or a peer, with
clevated control of the network activities, DLTs are a candidate technology
to enable trust on the data when there is no central authority in place. This
is often referred as the trustless feature of DLTs.

. Does the interest of the parties lie on the success of the system,
to keep its distinct characteristics?

As explored previously, DLTs can adopt different types of consensus
algorithms, depending on the use case requirements. After all, a DLT
system will only make sense for any application if the previously explored
characteristics will add value to the IT project and if the participants are
interested in keeping these distinct characteristics. This is especially true for
enterprise DLTSs, where the levels of computational power requirements
might need to be reduced, provided the parties are interested in participating
fairly on the system. If this is not true, then the computational requirements
for a proof-of-work type of consensus algorithm may be prohibitive.

2. Blockchain transactions verification process

General blockchain algorithms implement a recursive and powerful
transaction verification process to guarantee that no malicious transactions
are sent. Currently, the systems verify for double spending problems (if a
user is trying to send the same funds twice in subsequent transactions),
verifies the existence of the receiving account, checks for enough funds
on the sending account and verifies the key of the sending node (to check
if the sending node is the same as the one that signed the transaction).
However, there are other fields on a blockchain transaction which are
not verified before they are fully processed by the network, including
the transaction data field. This data field can be used, for example, as an
identifier of the transaction (like reference numbers of bank transfers) or
parameters for a smart contract function call (the arguments of the code
functions).

One of the ways of invoking a smart contract is through DLT transactions.
This is accomplished by sending a transaction of funds in exchange for
the code execution efforts. It is therefore important that when a peer is
invoking a smart contract with arguments sent in the transaction data field
that this is accurate and verified for the system safety. Of more important
here is that this is verified in a use case-dependent manner, for instance,
if a smart city application is concerned, the sensors data sent across the
transaction data field on a blockchain transaction should be accurate.

Therefore, verifying the transaction data field before the transaction is
processed by the network can save execution time, and it also helps to
reduce the risks of deceptive invoking of smart contracts from happening,
hence improving the value of an IoT solution. Moreover, if this verification
is flexible enough to perform checks that are relevant to the DLT use case,
for example, if it is able to verify that the arguments of the smart contract
invoked are pertinent, the aggregated value of this solution for the network
is even greater.

3. Internet of Things devices security

Because of the unprecedented increase in the number of IoT devices over
the past decade and the growing importance of IoT in IT infrastructures,
ensuring the security of IoT devices is at the centre of numerous research
projects of the Information and Communications Technology (ICT)
industry and academia, and a valuable market niche. It is estimated that
the aggregated spending in IoT security measurements has been £780mi in
2018 and it is estimated that it will be four times bigger in 2022 [10].

The design constraints and low computational power of these devices can
make them an easy target for cyber-attacks, as it happened in August 2016
with the Mirai botnet attack. The Mirai botnet was a malicious piece of
software released to take control of devices like web cameras and digital
video recorders running a specific version of a light-weight operational
system. From these devices, the botnet took control of other IoT devices
connected nearby, causing a big Distributed Denial of Service (DDoS)
[11]. Since August 2016, other types of IoT devices were infected in
various attacks of the world, exposing the need to increase the security of
IoT devices.

Traditional IT security mechanisms designed for computers, servers and
systems are based on a three-layer defence structure: static perimeter
network layer (i.e. firewalls, intruder detection systems), end-host defence
tools (e.g. antivirus software) and software patches (i.c. re-deployment of
security packages on a regular basis) [12]. This traditional security structure
is not well suited to IoT devices, where software processing and network
communications should be kept at a minimum. More specifically, different
use cases require different types of IoT structures and security levels; thus,
generic IT security systems are difficult to implement for these cases and
are often not flexible enough. For instance, a mobile phone application
which controls IoT devices via different channels and an IoT ecosystem
where one device can affect both its concerned application and another
IoT device, require different types of perimeter, end-host and patch
security measurements. Moreover, the constrained hardware and software
on-boarded to an IoT device reduce their ability to run mechanisms to
detect anomalies on the network traffic and to perform complex signature
protocols. Furthermore, because IoT devices will often tie the sensing and
connectivity layer activities together, and in some cases will also respond
with actuation, effectively providing application interface and traditional
perimeter defence mechanisms are not efficient. Finally, yet importantly,
considering these devices do not run full operating systems, the traditional
end-host tools and patching will not work as effectively as they would on
traditional I'T systems.

In sum, there are two key points to highlight as main network security
issues around IoT: end-host defence tools (like antivirus or software-
based anomaly detection systems) are not feasible, once the devices are
restricted in resources, and traditional static perimeter mechanisms are not
as straight-forward as they are for traditional IT systems because these
devices are deployed deeper into the network, with their physical and
computational behaviour constantly changing.

4. IoT Devices Attestation System for Smart Cities

The solution comprises of a DLT, herein described as a blockchain system
with a proof-of-authority type of consensus algorithm, which is used
as a registry of IoT data transactions as well as a repository of device
profiles, containing, but not limited to, their expected behavior, their
system authorisations and an actions registry. These transactions can be the
purchase or selling of data feeds, e.g. councils selling air quality information
to an IoT service provider, or simply a commit of data regarding a smart
utility meter, as a blockchain transaction to a smart contract, for instance.

The selection of the blockchain nodes is flexible. The nodes can be
deployed into the IoT edge computing devices, with a mixture of light and
full nodes (if the blockchain infrastructure is light enough to support such
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a development); it can also be on the servers of the IoT service provider
(in a cloud type infrastructure), since they usually have more storage and
processing capabilities; it can be a set of trusted and bespoke computing
nodes for the application; alternatively, it might also be a public and
shared infrastructure (as long as it is compliant with the use case privacy
requirements).

The generic architecture of the solution comprises of an IoT ecosystem
together with a blockchain backend to provide an anomaly detection system
based on smart contracts. The solution accomplishes this by introducing
a mechanism capable of inspecting the data field of the blockchain
transactions in real time. This can be implemented as an interface, for
example an application programming interface (API), to compare the
data sent within a transaction with the device expected behavioural data
stored in the relevant smart contract. This provides unexpected behaviour
detection if one or more IoT devices are compromised, once the registry
on the blockchain cannot be changed, are trusted by nature and provide
any party on the IoT ecosystem with the ability to check if the current
behaviour of the devices is correct according to the device role, profile or
expected behaviour. This is designed to provide near real-time information
about intrusions, attacks, data tampering or device failures.

In a simple example, represented in Figure 2, suppose a town council is
building a smart city ecosystem which comprises of, amongst other sub-
systems, an air quality monitoring system. During the system set-up, the
town council sets out the expected gas levels to be a given maximum
which atre then registered as one of the expected behaviour parameters
inside the concerned smart contract within the blockchain of cloud-type.
Other parameters can be, for example, frequency of data updates, usual
data packet size exchanged, and others. Because these parameters reside
on the blockchain, they are immutable and shared across all the peers of
the blockchain network. When the system starts operations, the air quality
information flows from the air quality sensor, to the left of the diagram,
to the town council, to the right of the diagram, via the transaction data
inspection interface and the blockchain system. This inspection interface
serves the purpose of allowing the system to verify the data sent by sensors
against the expected devices behaviour parameters residing at the smart
contract. As the second step on this information flow, the sensor data is
registered on the blockchain for the purposes of anomaly detection. With
the aid of the data inspection interface introduced, the relevant smart
contracts can process the transaction data sent to another party against
the expected parameters and flag a malfunctioning device. This system
will then flag the device for further investigation, and depending on the
system design choices, can halt the sensors’ activities remotely by changing
its authorisation parameters on another smart contract.

On the system described, IoT transactions are completed via the
blockchain system with the aid of smart contracts. In order to provide full
integration of the IoT ecosystem with the blockchain, lightweight APIs
were developed. By using these APIs, the devices are locally provided
with the ability to commit sensor readings and, more importantly, to
verify other devices’ integrity. The system is also capable of providing
signature verification and implementing identity provisioning mechanisms
if required to build a comprehensive authentication, authorization, and
accounting (AAA) system. In case devices are flagged as malfunctioning,
the system manager can halt their actions on the system by changing
their authorisation parameter on the AAA agreement until they are fully
recovered. Alternatively, the system can impede the compromised device
to ever participate again, by revoking its identity on the blockchain, which
represents a ban on the unique device signature.

In an alternative setting, the system can detect anomalies independently,
meaning the IoT devices when transacting via the distributed ledger will
be able to independently verify the transactions. On a generic setting, the
IoT sensors participating on a typical IoT system are comprised also of a
blockchain to actively trade data. This system is distributed and does not

Transaction data
inspection interface

Air quality sensor Town counc

I

Smart contracts
, o wee BlockN-1 [T

—+| BlockN+1 | ===
Block N

Cloud-type blockchain
distributed ledger

Figure 2. Example application of the IoT devices
attestation system based on a cloud type blockchain
and a set of relevant smart contracts.

require a central authority to process the transfers, nor to verify and detect
anomalies on the data transacted. Figure 3 depicts this setting, where a
smart utility meter replicating the blockchain represents the data purchaser

Transaction data X .
. o . Device-hosted blockchain node
inspection interface :

= K — BlockN ——
: enel| BlockN-1 [ Sﬁbﬁi‘aﬁl] «l Block N+1
LY

Figure 3. Generic architecture diagram of the solution
proposed for deployment at the IoT devices
with edge computing capabilities.

and can make calls to a transaction verification interface, which can
run locally, to perform the checks on the data field of the blockchain
transactions. The transaction verification interface will enable the data
consumer to compare the transaction data against the device expected
behaviour registered on the DLT shared across all IoT devices, including the
smart utility meter. This is essential in keeping the system safe from failures
and is accomplished in a distributed fashion, happening automatically.

5. Analysis

This solution leverages from the decentralisation feature of blockchain to
implement a detection system that is independent of a central authority
and which can still be trusted by any peer on the network even when they
do not have an established trust relationship with each other. v

This system does not implement end host software in order to allow for
maximum performance of the constrained IoT devices. On the other
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hand, the system implements a strong perimeter network layer protection,
by using blockchain smart contracts to interface the IoT transactions while
verifying for anomalies. This network layer protection provides means to
detect attacks to IoT devices and measurements to reverse them, as well as
to provide preventive actions against malfunctioning devices. Additionally,
the solution is flexible and agile. Although immutable by nature, new smart
contracts can be deployed to all peers quickly and therefore updates about
the network operation to cover for new devices expected behaviours can
be quickly put in place.

This solution helps adding value to the IoT by realising a decentralised,
auditable and trusted devices attestation system. With a light-weight and
flexible implementation of DLTs, the solution enhances the trust on the
data shared on the IoT, enabling a use case of DLTs as a platform of trust.

6. Conclusion

The rapid development of the IoT over the past decade brought many
different applications to life and truly revolutionised the way society lives
and consumes data. It made cities smarter, helping to improve the way
people commute, made energy more flexible, helping to take down barriers
of energy trading, helped councils to save tax payer money by pre-empting
road quality issues, among other many applications. At the same time, this
quick deployment of millions of low processing power devices revealed
the need of to increase device and networking security for the IoT.

The blockchain technology, conceptualised in the early 1980s but only first
implemented in 2009 [14], truly revolutionised the way information can be
trusted without relying on a central authority. This technology has already
been adopted by different sectors to enhance security over transactions.
Banks, insurance providers, aircraft manufacturers, and others, leveraged
this technology to provide assurance over their data, avoiding the risks
of having divergent information and to enable trusted systems and
agreements without the central authorities’ instrumentation.

The need to improve the technological architecture of blockchain
protocols for specific use cases together with the need of increasing the
security of IoT devices, has broached an interesting research topic. The
solution proposed comprised of a blockchain system serving the purpose
of providing an IoT system with predictive failure and attack detection
capabilities, by monitoring the information exchanged by the devices
against their designed role on the system.

The synergy between IoT and DLTs is believed to still be in its infancy.
DLT has already been proven to be efficient in addressing issues around
trust and security of ICT data. It is important to realise that, although
blockchain technologies help to solve various issues faced by ICT systems,
it still has its own challenges such as relatively high computing processing
and large data storage demands, if not carefully designed. Considering
these limitations and analysing the benefits is of ultimate necessity when
designing a DLT system for the IoT, which demands rapid and trustworthy
information exchange. The solution presented in this report is flexible with
regard to the type of DLT and is designed to be quickly adapted to newer
types of DLTs, regardless of their design.

Nonetheless, it is believed that DLTs are still in the early days of its
development, with immense potential to continue revolutionising the
way information is stored, shared, audited and trusted. The IoT is one
of the biggest potential beneficiaries of this new technology, since
it requires trustworthiness on the information it processes, usually in a
decentralized way. Developing a powerful interconnection between these
two technologies represents a demanded enhancement on IoT systems
security and it is therefore expected to bring new business models and to
drive changes across many of the existing systems and processes, helping
to deliver greater value to the Internet of Things.

References:

[1] Dodson, S. (2003). The internet of things. |online] The Guardian. Available at:
hitps:/ | wwm.theguardian.com/

technology/ 2003/ oct/ 09/ shopping. newmedia [Accessed 24 May 2019].

/2] Bonsor, K. and Fenlon, W. (2019). How RFID Works. [online] HowStuffWorks.
Available at:  https:/ | electronics. howstuffiworks.com/ gadgets/ high-tech-gadgets/ rfid.
btm [Accessed 24 May 2019).

[3] Sundmacker, H., Guillemin, P., Friess, P. and Woelfflé, 8. (2010). Vision and
Challenges for Realising the Internet of Things. Brussels: European Commission -
Information Society and Media DG, p.12.

4] Luigi Atzori, Antonio lera, Giacomo Morabito, The Internet of Things: A survey,
Computer Networks, Volume 54, Lssue 15, 2010, Pages 2787-2805, ISSN 1389-
1286, bitps:/ | doi.org/ 10.1016 /}.comner.2010.05.010.

/5] Business Insider. (2019). BI Intelligence projects 34 billion devices will be connected
by 2020. [online] Available at: bitps:/ | www.businessinsider.com/ bi-intelligence-34-
billion-connected-devices-2020-2015-112r=USIR=T [Accessed 8 Feb. 2019).

[6] Colin Tankard, The security issues of the Internet of Things, Computer Frand &
Security, Volume 2015, Issue 9, 2015, Pages 11-14, ISSN 1361-3723, https:/ / do.
org/ 10.1016/851361-3723(15)30084-1.

[7] lansiti, M. and Lakbani, K. (2017). The Truth About Blockchain. Harvard
Business Review, R1701], pp.4-5.

/8] K. Biswas and V. Muthukkumarasamy, “Securing Smart Cities Using Blockchain
Technology,” 2016 IEEE 18th International Conference on High Performance
Computing and Communications; IEEE 14th International Conference on Smart
City; IEEE 2nd International Conference on Data Science and Systems (HPCC/
SmartCity/ DSS), Sydney, NSW, 2016, pp. 1392-1393. doi: 10.1109/ HPCC-
SmartCity-DS$.2016.0198

[9] Sun, ., Yan, ]. and Zhang, K. (2016). Blockchain-based sharing services: What
blockcehain technology can contribute to smart cities. Financial Innovation, 2(1).

[10] IOT Analytics. (2017). 10T Security Market Report 2017-2022. 10T Analytics.
Retrieved from bttps:/ | iot-analytics.com/ product/ iot-security-market-report-2017-22/
[11] . A. Jerkins, “Motivating a market or regulatory solution to 10T insecurity with
the Mirai botnet code,” 2017 IEEE 7th Annnal Computing and Communication
Workshop and Conference (CCWC), Las Vegas, NV, 2017, pp. 1-5. doi: 10.1109/
CCW'C.2017.7868464

[12] Yu, T., Sekar, V., Seshan, ., Agarwal, Y. and Xu, C. (2015). Handling a
trillion (unfixable) flaws on a billion devices. Proceedings of the 14th ACN Workshop
on Hot Topics in Networks - HotNers-XI1/.

[13] K. Christidis and M. Devetsikiotis, “Blockchains and Smart Contracts for the
Internet of Things,” in IEEE Access, vol. 4, pp. 2292-2303, 2016. doi: 10.1109/
ACCESS.2016.2566339

[14] Luther, W. (2016). Bitcoin and the Future of Digital Payments. The Independent
Review, 20(3), 397-404. Retrieved from www,jstor.org/ stable/ 24562161

Competing Interests:
None declared.

Ethical approval:
Not applicable.

Author’s contribution:
Evandro Pioli Moro is the author. Alistair Keith Dufe proof read the article.

Funding:
None declared.

Acknowledgements:
1 wonld like to thank Prof John Davies for the research leadership within the team as
well as Dr Alistair Duke for the daily support on my projects.

The JBBA | Volume 3 | Issuel | May 2020

71



CONFERENCE PROCEEDINGS

2" Blockchain International Scientific Conference
11 March 2020, Edinburgh

1. Cryptocurrencies And Cyberlaundering: The Need For Regulation

Gian Marco Bovenzi
Syracuse University College of Lan, USA
Category: Oral Presentation

Abstract

Data show that cyber organized crime was beyond 39% of global cyber breaches in 2018, with peaks of 70% in 2011 and 80% in 2015. In addition,

46% of Bitcoin transactions involve illegal activities (for an estimated value of $76 billion) and cryptomining is the motive of 30% of security

breaches. Given this alarming scenario, the objective of this paper is to stress the urgent need for governments to enhance regulations specifically

: \ | addressing the issue of cryptocurrencies exploitation for cyberlaundering purposes. Criminal organizations historically breathe through money

o laundering, and according to scholars and media reporting they currently might find in cryptoassets fertile grounds for their aims of financial gain.

The anonymity underlying blockchain causes indeed serious biases to investigations, as encryption represents a challenge for law enforcement

‘ : officers in linking transactions to physical identities. Adopting a comparative legal analysis methodology, the paper will assess the current global

. legal framework underlining its positive outcomes, its deficiencies, and what is yet to be done. This paper concludes pointing out two possible

§ . solutions: first, the implementation of international instruments of cooperation is crucial, given the transnational and cross-border nature of

organized crime. Considering sovereign States” hesitancy in adopting globally accepted protocols or treaties, bi- or multi-lateral agreements might

represent a temporary solution. Second, governments should tailor their national legal and policy frameworks focusing on cybetlaundering

prevention, such as cash control or limitation of fund transfers for single users, or ensuring methods of identification such as mandatory

registration of users.

ey -’ Keywords: Cryptocurrencies, cyberlaundering, organized crime, money lanndering, blockchain

‘Themes: Cyberlaundering, organized crime, cryptocurrencies
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2. Jurisdiction on the Blockchain

Bedrettin Giircan
ity of Szeged Faculty of Law and Political Science, Hungary
Oral Presentation

Abstract

Blockchain technology brings several services to our daily and business life. Its impact on the business culture, moral of the law and the data
security has been discussing since the blockchain technology has been emerged. In this paper, we will discuss the jurisdiction of the blockchain
technology. Blockchain was developed through the combination of several technologies including peer-to peer networks, asymmetric (public
key) cryptography, time stamping, and the proof of work consensus mechanism. Blockchain provides an infrastructure for smart contracts to be
executed in decentralized, without 3rd party presence.

Business transactions on the blockchain is completely independent from the location where parties of the legal entities located. Some challenges
are decentralized storage of large computer networks, anonymity of the parties, and unspecified values exchanged where it is not sure it these
“goods” are included United Nations Convention on Contracts for the International Sale of Goods. (CISG). With the developments of smart
contracts, parties can devise mechanism whereby disputes on the agreement can be resolved by private adjudicators through self-enforcing
decisions, the enactment of which does not depend on state controlled recognition and enforcement procedures.

Photo by Bircan Birol at 2nd Blockchain International Scientific Conference, in Edinburgh. 11 March 2020
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Abstract

Abstract Understanding blockchain governance is urgent. This paper uses the transaction cost economics of governance to identify and clarify the tradeoffs

Workers compensation is type of insurance that grants benefits to injured worker who are injured on the lines of the duty. Quantum of benefits that projects make when they are designing blockchain governance systems. Blockchain governance is the processes by which stakeholders —all those

such as payment of bills/providing medical care vary depending upon the premium purchased. Employers patticipate in this program by law or are affecFed .by .and can affect the network — exercise barg?lungg Powe? over the network itself. But blockshams Loterasy Wth’ and are shaped by,
.. . . . external institutional frameworks (such as firms who act as institutional investors for tokens, firms that provide exchange services, and governments

to protect themselves from lawsuit in case of worker going legally against them. Workers Compensation Insurance benefits both employer (to . . . . . .
. ) . . o . . ) who regulate on-ramps to the network). Bargaining power in blockchain governance is shaped by 1) the distribution of bargaining power endogenous
protect their business against lawsuit) and employee/worker (to get benefits related to injury at worksite). In order for all the involved parties . . . .
to the consensus mechanism, 2) exogenous governance structures built on top of an instrumental consensus mechanism, and 3) the needs of

to be protected under the Workers compensation Insurance benefits or from liability benefits, they have to be in compliance with the state law. bootstrapping, Each impose contradictory pressures towards and against decentralisation. The paper argues that blockchain governance is a specific

But due to the existing and disconnected parading of people/process/processors/information asymmetry, many frauds are taking place by
involved stakeholders such as Insurance leakage/underwriter leakage due to people/process, submitting false claims due to people/processors
and many more. The impact of being non-compliant and committing fraud leads to heavy cost of premium, higher medical care cost and so on.
This paper attempts to address 5 W’s (WHO, WHAT, WHEN, WHERE, WHY) of workers compensation insurance, compliance and various

instance of the general category of the governance of decentralised economic organisation, from protocol decision-making processes, to the
organisation of blockchain foundations, to the structures of decentralised autonomous organisations built as applications on top of the blockchain
protocol, to the coordination of business consortia that data on a blockchain network. Approaches to governance design in blockchain systems are
infused with normative beliefs about the institutional systems outside the blockchain space. We map this against a subjective institutional possibility

source of frauds and how state-of-the-art technology such as Blockchain, Artificial Intelligent, IoT, Virtual Agents can address such problems fronder, offering a framework whereby the tradeoffs for different approaches to blockchain governance can be examined.

by focusing on Aviation industry and Independent contractors and the rush in adopting Blockchain/AL This report provides statistics on Keywords: governance, blockchain, transaction cost economics, stakeholders, protocol
insurance fraud, fraud indicators and so on. This paper also addresses various ways to protect environment by reducing massive consumption

of papers. Keywords: Blockchain, Artificial Intelligent, IoT, Virtual Agents, Workers compensation insurance intermediation, monitoring the
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4. The Need for Cyber Resilient Enterprise Distributed Ledger Risk

Abstract
Management Framework

Modern institutions are increasingly organized around the fulfilment of discrete goal-specific projects.Correspondingly, the scale, complexity, and
diversity of actors involved in projects has also increased. Fortunately, a range of tools and technologies exist to support contemporary project
management. The quality and fit of these tools is key to making sure projects remain successful. It is not yet clear whether incremental change and
development of these tools is capable of keeping up with growing demands and evolving organisations; tasks involving disparate departments,

Robert E. Campbell, Sr.
Capitol Technology University, USA
Category: Oral Presentation

Abstract

Critical infrastructure sectors are increasingly adopting enterprise distributed ledgers (DLs) to host long-term assets,systems, and information that
is considered vital to an organization’s ability to operate without clear or public plans and strategies to migrate safely and timely to post-quantum
cryptography (PQC). A quantum computer (QC) compromised DL would allow eavesdropping, unauthorized client authentication, signed
malware, cloak-in encrypted session, a man-in-themiddle attack (MITM), forged documents, and emails. These attacks can lead to disruption of
service, damage of reputation and trust, injury to human life, and the loss of intellectual property, assets, regulated data, and global economic
security. In 2018, Gartner revealed that a QC is a digital disruption that organizations may not be ready and prepared for, and CIOs may not
see it coming.1 On September 18, 2019, IBM announced that the largest universal QC for commercial use would be available in October 2019.2
On October 23, 2019, Google officially announced “Quantum Supremacy,” “by performing a calculation in 200 seconds that would take a
classical supercomputer approximately 10,000 years.”3 DL cyber resilience requires “reasonable” measures, policies, procedures, strategies, and
risk management before large-scale deployment. Cyber resilience implementations must be a critical component during the design and building
phase, or during the initialization phase. The most significant existing attack vector for enterprise DLs is the public key infrastructure (PKI),
which is fundamental in securing the Internet and enterprise DLs and is a core component of authentication, data confidentiality, and data and
system integrity [1] [2]. Effectively implementing and managing a quantum-resistant PKI solution requires adherence to PKI standards, industry
requirements, potential government mandates, certificate management policies, training personnel, and data recovery policies that currently do
not exist. This research discusses security risks in enterprise DL PKI, areas that can be compromised, and provides an idea of what should be in
a PKI DL Risk Management Framework plan.

Keywords: ¢yber resilience, PKI, quantum computing, distributed ledger, cyberattack, risk management framework, hyperledger fabric
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members, and stakeholders with varying interests and priorities. Many issues with existing tools revolve around scale, trust, and valuation - leading
to stratification as preferences appear for any number or combination of proprietary systems. Blockchain technologies may provide support for
a new wave of project management systems, allowing managers a new range of capability and feature sets to aid their praxis. This paper presents
an explorative case-study, in which open ended interviews are conducted with practicing project managers. Interviews ate analysed to understand
issues that exist with the currently deployed tools and technologies. Five constructs emerge: transparency, control, dynamic status updating,
incentives, and trust. Feedback suggests blockchain-based alternatives could offer significantly better performance on each of these constructs.

Keywords: blockchain, project management, trust, distributed ledgers, qualitative research

7. Browser-based crypto mining and EU data protection and privacy law: a critical

assessment and possible opportunities for the monetisation for web services

C.E Mondschein
Maastricht University Faculty of Law, Enropean Centre on Privacy and Cybersecurity (ECPC), The Netherlands

Abstract

Recently, browser-based crypto mining (or browser mining) received attention in academic literature, mainly from work in the field of computer
science. Browser-based crypto mining describes the act of websites or other actors mining cryptocurrencies for their own gain on client-side user
hardware, which mainly takes place by mining Monero through Coinhive or similar code-bases. Although the practice gained infamy through the
various ways in which it was illicitly deployed, browser mining has the potential to act as an alternative means for the monetisation of web services
and digital content. A number of studies explored browser mining for monetisation purposes and highlighted its short-comings compared to
traditional advertisement-based monetisation strategies. This paper discusses the practice in light of EU data protection and privacy law, notably
the General Data Protection Regulation (GDPR) and the ePrivacy Directive, which is currently being overhauled and aligned with the GDPR.
It adds to the discussion surrounding the feasibility of browser mining as a potential alternative for monetisation by (i) exploring the legality of
browser mining in relation to EU data protection and privacy law (ii) and by identifying possible benefits regarding the protection of individuals’
personal data and privacy by deploying browser mining. It is argued that employing browser mining in a transparent and legitimate manner may be
an additional option to financing websites and online services due to the growing legal pressure on advertisement models such as programmatic

advertisement that rely on the exploitation of large amounts of personal data and ad networks.
Keywords: Cryptocurrency; Mining; Blockchainy GDPR; Privacy and Data Protection; EU Fundamental Rights
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8. Algebraic methods in the analysis of persistency of attacks in decentralized systems
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Abstract

The paper considers the use of formal algebraic methods in blockchain system safety and security and in the evaluation of the persistency of
an intruder’s attacks. A model of blockchain algorithm is presented as the specification of a behaviour algebra. The research problem is the
reachability of vulnerabilities and violations of safety properties that are presented in the database as behaviour algebra models. The model uses
different methods realised in behaviour algebra theory: algebraic matching, symbolic modelling, static detection of invariants and other methods.
It allows significant decrease of false positives and more accurate detection of issues, including deep hidden ones. The algebraic modelling of
detected issues also allows for an evaluation of the persistency of attacks on the system. The advantages of this technology are that it can be
successfully applied in multiagent environments of distributed systems. Examples of the technology demonstrate the detection of re-entrancy
attack in smart contracts, double-spending attack in consensus algorithms and violation of equilibrium in a token economy. The algebraic methods
are developed as SDK for decentralised system development and web platforms for access to an algebraic server.

Keywords: algebraic modelling, symbolic execution, smart contracts, token economy, consensus algorithms, distributed systems

9. Blockchain to Negate Malware

S.P.M Bergstrom
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Abstract

Just as Proof of Work was created by Cynthia Dwork and Moni Naor to manage DoS attacks and block spam emails, blockchain can be used to
verify data consistency and negate malware and virus attacks. A firewall works by stopping all data that have not been requested from the inside of
the firewall, as any data has not been requested is then considered malicious. So, to be able to introduce malware, phishing and social engineering is
used to get to the inside of the firewall and infect the machine or device. By using a network overlay and register the network data movements on
a blockchain, malicious software can be detected and negated via a consensus function of the network, where the work in the PoW would consist

of the data transport not CPU cycles. The reason to use a blockchain is that without an immutable storage a malicious actor could first take over
the data moment register and then inject the malware without being detected.

Keywords: Malware, Blockchain, decentralized consensus, Cybersecurity

10. Distributed Ledger Technologies And Internet Of Things, A Devices Attestation

System For Smart Cities

E Pioli Moro and Alistair Duke
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Category: Oral Presentation

Abstract

Traditional IT security mechanisms are generally not well-suited for IoT' devices, where processing and network connectivity should be kept
at minimal. Consequently, IoT devices have been recently identified as an easy target for cyber-attacks, like for example on the Mirai botnet
Distributed Denial of Service attacks in 2016, whete various devices were hacked into and taken over. Different solutions have been developed
aiming at guaranteeing the security at both the devices application layer and the network layers. Few succeeded to deliver the flexibility necessary
for IoT devices. Even fewer have implemented an effective threats detection system, and just a handful have realised all the previous in a fully
decentralised fashion, including this one. This Distributed Ledger Technology (DLT) attestation system is maintained and supported by most, or
all, IoT devices because it is based on a light-weight DLT protocol. It comprises of a system for authorisation and authentication for the individual
devices as well as includes an anomalies detection system based on smart contracts. A demonstration was built to support a Smart City use case.
The objective is to guarantee, in a decentralised manner, the security of low computational power devices executing the sensing function and their
connectivity, and therefore the correct functioning of the system. On the demonstrator, the system was ran using DLT supported by the sensors
connectivity bridge (built using Raspbertry Pi’s). The system proved to be rapid to develop, flexible with regards to systems changes and resilient
to attacks to both individual IoT devices and to the DLT.

Keywords: Internet of Things, Distributed 1edger Technologies, Blockchain, attestation, smart cities
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Abstract

This article analyses some of the main legal requirements in the new California Consumer Protection Act (CCPA) & General Data Protection
Regulation (GDPR) with regard to the intersection between regional privacy law, smart contracts (such as Fungible & Non-Fungible-Tokens) and
genomic data. The CCPA & GDPR law imposes several restrictions on the storing, accessing, processing and transferring of personal data. This
has generated some challenges for lawyers, data brokers and business enterprise engaged in blockchain offerings, especially as they pertain to high
risk data sets such as genomic data. The architecture and technical features of Non-Fungible-Tokens, Distributed Storage & Wallets to trace,
store and govern DNA (Genomics) datasets will allow donors (data subjects) to establish digital ownership, control in alignment with privacy
laws using customizable code or “Programmable Privacy Smart Contracts". Therefore, in order for stakeholders to be legally compliant, the
design of blockchain value propositions should include additional privacy-by-design capabilities in the smart contract coding language itself. This
article describes the three domains and begins to explore how data engineers can begin to explore the challenges of coding privacy law, the legal
requirements into the eatlier stages of the architectural design of the computer code. This automated process focuses on Smart Contracts (NFT’s)
and genomic data requirements which include selection of a genetic data information schema and a privacy-code that follows programming
logic to process sensitive information based on that schema. Programmable privacy is a unique way to write and design computer code, which
can automatically check the legal compliance of the smart contractual framework in a trustless and decentralized way. The schema contains a
set of legal questions that have been specifically designed to require Cloud providers to disclose relevant information and comply with the legal
requirements established by the CCPA and/or GDPR.

Keywords: blockchain, NFT, smart contracts, California Consumer Protection Act, privacy, private cloud, distributed Storage, IPF'S, genomics, DNA, data broker,
privacy lan, GDPR, CCPA

12. Transformation or Adaptation of Blockchain at Crossroad of Institutional to

Distributed Trust Journey? A Public Sector Perspective

Ali Shahaab!, Ross Maude?, Chaminda Hewage!, Imtiaz Khan'

YCardiff School of Technologies, Cardiff Metropolitan University, United Kingdon
2Companies House, Cardiff, United Kingdom

Category: Oral Presentation

Abstract

Blockchain technology has been commended as a solution that can help with disintermediation and filling the consistently increasing trust
challenges faced by corporate and public sector. Public services are seecking solutions that can help establish trust and increase transparency with
its citizens and businesses are undertaking extensive business analysis to determine the need and effectiveness of blockchain like platforms as
the basis for transforming their existing platforms. Due to the decisive nature, most of the analysis results thus indicate that if a trusted third
party is an option, then blockchain should not be used. Here we argue that all information technology systems rely on a suite of technologies and
therefore blockchain should also be added to the technology stack rather than taking an “all or nothing” approach. We also argue that analysing
the effectiveness of futuristic technology like blockchain with industrial age methodology and mind set may limit the realisation of its impact on
society and economy. Therefore, we propose to take a heuristic approach where different properties of blockchain technology needs to be mapped
against different aspects of current business process with a futuristic view in mind. Taking Companies House — a government organisation that
holds over four million UK based companies records as an example, we demonstrate how certain business processes in Companies House can
benefit from adapting a blockchain based solution.

Keywords: #rust, blockchain, public services, distributed ledger technology, business process
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Abstract

Crypto assets, such as Bitcoin and Ethereum have attracted the interest of investors across the globe. The model presented in this paper is based
on the idea of a DLT-based market for securities, where investors have the option of switching between traditional financial securities to crypto-
assets. The model based on two game framework (government vs investors) demonstrates that investors are utility maximisers and in the event of
unstable exchange rate policy and inflationary pressure, the investors switch between the two assets classes under consideration. In the event of a
public DLT based market for crypto assets, the model also shows that there are AML risks and regulatory challenges both for regulators, central
bankers in order to track online financial activities of retail consumers.
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14. Cost Benefit Analysis of permissioned and permissioneless blockchain solutions

Carlos Castro-Iragorti !, Federico Lopez %, Olga Giraldo °
Y Universidad del Rosario, Colombia

2 [inking Data, Colombia

Category: Oral Presentation

Abstract

This paper is a case study that analyses the adoption of blockchain technology in the management of learning records and the issuance of academic
certificates. In this use case we identify service providers that have adopted a permissionless approach and on the other hand consortiums of
academic institutions that are in the process of building permissioned networks. We explore the challenges faced by both approaches and obtain
information from competing projects to provide an approach for cost benefit analysis in blockchain projects.

Keywords: permissioned, permissionless, digital credentials, cost benefit analysis, blockchain, economics

15. Emerging Regulatory Approaches To Blockchain Based Token Economy

Agata Ferreira
Warsaw University of Technology, Poland
Category: Oral Presentation

Abstract

Blockchain enabled digital scarcity, which has opened up the whole new dimension of possibilities for token economy, particularly with relation
to rights and assets that have not been traded electronically before. Blockchain based tokenization of rights and assets brought also new set of
legal and regulatory challenges. Regulators and legislators are yet to address many of the issues raised by blockchain based tokenization, from
decentralization, token characterization to cross border harmonization and regulatory compliance with traditional market infrastructure. Lack of
regulatory alignhment can undermine many of the benefits of token economy. Lack of legal certainty may not only stifle innovation and slow down
mainstream adoption of blockchain based tokenization, but it can also raise the risks for the investors and harm the reputation of the industry.
The emerging regulations vary in approach. Liechtenstein became the first country to have a comprehensive technology neutral regulation of the
token economy. Malta and Singapore also represent progressive jurisdictions for blockchain regulations. However, most jurisdictions, including the
US and the EU, have not yet formed clear policy for blockchain regulation and many legal questions remain open. The paper examines whether
there is an emerging dominating regulatory approach or prevailing regulatory direction for the future of token economy. It also highlights the
existing regulatory void and divergent approaches to blockchain based tokenization. Finally, the paper concludes that there is an urgent need to
provide clear legal and regulatory framework if the potential of the token economy is to be realised.

Keywords: blockchain, tokens, token economy, blockchain regulation

16. Using Blockchain for Evidence purpose in Civil Cases in Poland

Rafael T. Prabucki
The University of Opole, Law and Administration Faculty, Poland
Category: Oral Presentation

Abstract

For some period of time Blockchain technology has been used for many purposes all over the world. There ate many various types of reports that
indicate that Blockchain technology is used to maintain a national database of records, for example for processing electronic records containing
information about lands. Additionally, many private or public entities are interested in such a solution. The question arises - how to prove the
facts in the dispute, when data is stored or protected by applying the solution based on the Blockchain technology? The answer to this question
is narrowed down to civil issues. Currently, the Smart City trend will shows that blockchain issues will be intensively used in heavy contract area
(energy, transport). Furthermore, the Polish law has introduced a new tool, in the form of a contract of evidence (similar to the Parol Evidence
Rule), which may increase the populatity of so-called smart contracts. The research methodology is based on the analysis of existing regulations,
which may be relevant to the Polish Court's perception of evidence based on blockchain technology. Moreover, legal scientific studies that indicate
the risks associated with proving certain facts in such a way will be analysed. All efforts have been taken in order to obtain conclusions regarding
the future of this type of solution in Poland.

Keywords: evidence, blockchain, registers, civil cases, smart contract, polish law
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17. Solidity + : A language for Robust programming of Smart Contracts

RK Shyamasundar, Snehal Borse, Prateck Patidar
Department of Computer Science and Engineering
Indian Institute of Technology Bombay, India
Category: Oral Presentation

Abstract

Smart Contracts handle and transfer assets of considerable value. Thus, it is crucial that their implementation be secure against attacks which aim
at stealing or tampering the assets. In the recent past, there have been several attacks that have exploited existing vulnerabilities in smart contracts.
The functioning and deployment of smart contracts is somewhat different from the classical programming environments. Once a smart contract
is up and running, changing it, is very complicated and nearly infeasible. One of the reasons is that when a contract is created, it is immutable; once
deployed on the Blockchain it stays there forever. If we find a defect in a deployed smart contract, a new version of the contract has to be created
and deployed. When we deploy a new version of an existing contract, data stored in the previous contract does not get transferred automatically
to the newly refined contract. We have to manually initialize the new contract with the past data which makes it very cumbersome. Similarly,
neither updating a contract nor rolling back an update is possible; this greatly increases the complexity of implementation and places a huge
responsibility while being deployed initially on the Blockchain. Smart contract languages today are derived from extensions of general purpose
languages like Javascript. While the similarity make smart contract languages look familiar to software developers it is inadequate to accommodate
the domain-specific requirements of digital contracts. Smart contracts have not only shed light on the benefits of digital contracts but also on
their potential risks. Some of the prominent smart contract languages are Solidity, GO etc. Like all software, smart contracts can contain bugs
and its' vulnerabilities can be exploited that can have direct financial consequences. Thus, it is very important to have a sound methodology, that
is practical enough for use by a large community of smart contract programmers to check the contracts for crucial properties. Solidity is one of
the widely used languages for programming smart contracts. It has been designed for Ethereum architecture. Several security vulnerabilities in
Ethereum smart contracts have been discovered both by hands-on development experience, and by static analysis of contracts on the Ethereum
Blockchain. These vulnerabilities have been exploited by several attacks on Ethereum, causing huge loss of money. One of the most successful
of these attacks managed to steal $60M from the DAO contract, but its' effects were cancelled after an harshly debated revision of the Ethereum
Blockchain. There has been a significant amount of work done in analyzing correctness of smart contracts. Some of the major deficiencies
of these explorations are (1) analysis is based on the bytecode generated for Ethereum rather than smart contracts in Solidity, (i) analysis is
approximate and have severe limitations in usage due to over-/ ot under-approximation. In this talk, we want to address the following question:
Using a statk resemblance of Solidity programs with distributed programs, can we arrive at a concurrent programming language approach of
arriving at simple specifications of Solidity programs similar to classical declarations used in concurrent programming languages that leads to
robust programming of smart contracts. We describe the design and use of language Solidity!, for programming smart contracts; Solidity + is
essentially the same as Solidity except for declarations. We show how a vast variety of vulnerabilities encountered in programming smart contracts
in Solidity no longer exist in Solidity! , due to declarations. We further show that Solidity! can be automatically transformed to Solidity — thus,
enabling effective debugging at source level. Another important outcome of using of Solidity +, is thatbrings out an outline of a proof carrying
code for the smart contract for free — needless to emphasize that it is a very welcome feature for smart contracts on Blockchains.

18. A Peer-To-Peer Publication Model On Blockchain

Imtiaz Khan and Ali Shahaab
Cardiff Metropolitan University, UK
Category: Oral Presentation

Abstract

For centuries journals remain the primary platform for scientific communication and act as the trusted third party to ensure the quality and
integrity of the peer reviewed published works. However, past few decades witnessed a sharp rise of research irreproducibility and retraction
to a point that now is deemed as crisis. Addressing this crisis here we present a peer-to-peer (P2P) publication model that utilise blockchain and
smart contract technologies. Focussing primarily on researchers and reviewers, the conceptual P2P publication model addresses the sociocultural
and incentivisation issues related to irreproducibility crisis where publication will be incremental and authorship will be accumulative and shared
with reviewers. The concept of P2P publication model was inspited by the transformational journey music publishing industry has undertaken
as it traverse through vinyl age (complete album) to Spotify age (song-by-song) along with growing inclination towards building an incremental
album with feedback from fans and establishing a decentralised and automated revenue collection and sharing system using blockchain and smart
contract technologies. Incremental publishing of scientific work through P2P publication model will relieve researchers from the burden of
publishing complete and “good results”, also at the same time reviewers will be recognised and incentivised in a competitive manner to undertake
rigorous review work. P2P publication model aims to transform the century old publication model and incentive structure in alighment with the
context and aspiration of 21st century scientific endeavours.

Keywords: research reproducibility, blockchain, sociocunltural issues, publication
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